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1. BeedeHue

IPsec' obecneunBaeT KOHMPUAEHUMAMNBHOCTb, LEMNOCTHOCTb OaHHbIX, KOHTPOSb AOCTYMNa U NPOBEPKY MOAMUHHOCTU UCTOYHUKA
OaHHbIX ons genTtarpamm IP. OTu ycnyru obGecneumBaloTca 3a CYET MOALAEPXKKM COCTOSHUS, pasfensieMoro UCTOYHWKOM U
notpebutenem gentarpamm IP. 3TO cocTosiHME onpepenseT, Hapsaay C npodmM, cneuudmyeckmne ycnyrm, obecneynBaemble
ansa gevtarpamm, Kpuntorpaduyeckue anropuTmbl, KOTopble OyAyT MCMOMb30BaThCA AN1S NPEAOCTaBIEHNsT YCNyr, a Takke
KIOYK, MPUMEHSIEMbIE KpUnToanropuTmamu.

OpraHusauusi Takoro obLLero CoCTosiHAA BPy4YHYl0 He obecneunBaeT OOMKHOMO yYpoBHsSt MaclitabvpoBaHus. CnegoBaTensHo,
HY>XEeH MPOTOKON AMHaMUYECKOW OpraHusauum Takux COCTOSIHUIW. B gaHHOM OJoKymeHTe onucbiBaeTcs Takow npotokon - IKE.
MepBas Bepcus IKE 6bina onpegeneHa B RFC 2407 [DOI], 2408 [ISAKMP] n 2409 [IKEV1]. MNpoTokon IKEV2 cnyxut 3ameHon
BceM 3Tum RFC. MpoTtokon IKEv2 6bin onpeaenéH B [IKEV2] (RFC 4306) n gononHutensHo pasbsicHéH B [Clarif] (RFC 4718).
[aHHbI JOKYMEHT cryxuT obHoBneHnemM n 3ameHont RFC 4306 n RFC 4718. MpoTtokon IKEv2 6bin 3ameHoi npoTtokona IKE,
He obecneynBaroLLE COBMECTUMOCTM CO CTapoi Bepcueir. B oTnnymne ot 3Toro, faHHbIA JOKYMEHT He TONbKo obecneynBaeT
pasbscHeHne IKEv2, HO 1 MUHUMU3NPYET U3MEHEHUs, BHOocUMble B npoTokon IKE. Cnncok CyleCTBEHHbIX pasnuyMn mexay
RFC 4306 v gaHHbIM JOKYMEHTOM npvBeAéH B naparpade 1.7.

IKE oGecneumBaeT B3anMHyt0 ayTEHTUUKALMIO CTOPOH U OpraHv3yeT 3awmiénHyto cBasb IKE (SA), Bkrovatowlyo oLy
CEKPETHYI0 MH(OPMaLIMIO, KOTOpasi MOXET MCMOMb30BaTbCsA ANst 3PMEKTUBHON OpraH13aLmm 3alUmMLEHHbIX cBsideln ans ESP?2
[ESP] unu AH?® [AH], a Takke 3aaéT HAabop KpUNTOANTOPUTMOB, KOTOPbIN ByAeT UCMOSb30BaThCS 3alUULLEHHBIMW CBA3SIMA A5
nepegaun Tpacumka mMexagy cTopoHamu. B aTom fokyMeHTe TepMuH wndpoHabop (suite unum cryptographic suite) cnyxut ans
0603HaYeHNs MOMHOr0 MHOXECTBa KpunTorpauyecknx anropuMTMoB, Criyxawux Ans 3awmtbl SA. MHuuymnatop npeanaraet
OOVH WU MHOXEeCTBO LndpoHabopoB, nepeyvncrnsas nogaepXuBaemble anropuTMbl, KOTOpble MOTyT KOMOWHMPOBAaTLCS B
lwndopoHabopsl. IKE MOXeT Takke cornacoBbiBaTh Ucnonb3oBaHue cxatusa IPComp* [IP-COMP] ansa coeauHeHuin ¢ ESP unn
AH. Cssasu SA anst ESP unu AH, opraHusyemsle ¢ ucnonb3oBaHnem IKE SA, 6yayT HasbiBaTbca godepHumm SA (Child SA).

Bce kommyHukaummn IKE ocyliecTBnsitotcs B chopmate nap coobLleHnin «3anpoc-oTKNMK», KOTopble Aanee 6yayT Ha3biBaTbCs
«obmeHoM» (exchange) unu «napow 3anpoc-oTkNuky» (request/response pair). MepBbii 06MeH COOBLLEHNSIMU, OPraHN3YHOLLINA
IKE SA, HasbiBaetca obmeHamu IKE_SA_INIT n IKE_AUTH, nocnepyowme obmeHsl IKE HasbiBatotca CREATE_CHILD_SA
unn INFORMATIONAL. B obwem cnyyae nponcxogut oguH oomeH IKE_SA_INIT n oguH obmeH IKE_AUTH (B cymme 4yeTbipe
coobuweHuns) ana opraHusaumm IKE SA 1 nepson godepHen SA. B ucknioumTenbHbIX Criydyasax Kaxabli U3 3Tux oGMeHOB MOXeT
OCYLLECTBNATLCS HeoAHOKpaTHO. B nobom cnydae Bce o6meHbl IKE_SA_INIT gomkHbl 3aBepLluatbCs 40 BbINOMHEHUSA KaKunx-
nnbo gpyrnx obmeHoB, nocne 3Toro AOJIKHbI 3aBepliaTbca Bce o6meHbl IKE_AUTH, a ganee moxeT BbIMONHATLCA Nnoboe
yncrno obmeHos CREATE_CHILD_SA n INFORMATIONAL B npousBonbHOM nopsigke. B HekoTopbix cueHapusx Tpebyetcs
TOMNbKO OfHa Ao4vepHss SA Mexay KOHeYHbIMK Todkamu IPsec un, cnefoBaTenbHO, 4ONONHUTENbHBIX OOMEHOB HE MPOMCXOANT.
Mocrnepyowme o06MeHbI MOryT WUCMOMb3oBaTbCA AN opraHusaumu pononHuteneHelx Child SA  mexgy Temu xe
ayTeHTUULMPOBaAHHBIMU NapaMy KOHEYHbIX TOYEK ANs BbINOMHeHWs dyHKUMI nogaepxkn (housekeeping).

MoTtok coobuweHnn IKE Bcerga cocTtouT u3 3anpocos, 3a KOTOPbIMU CnenyrT OTKIUKA. OTBETCTBEHHOCTb 3a obecnedeHue
HaOEXHOM [OOCTaBKW NEXWUT Ha 3anpaluvBatollel CTOPOHE Uequemer) Ecnn oTknuk He nony4yeH B Te4dYeHue 3agaHHOoro
BpeMeHU oXxngaHua, 3anpailinBatoiasd CTopoHa A0JKHaA NOBTOPUTL 3anpoc (I/U'II/I pasopBaTtb COG,EI,I/IHeHI/Ie).

Mepsbit obmeH B ceccumn IKE (IKE_SA_INIT) cornacyet napametpbl 3awutbl IKE SA, nepepnaét nonce n 3HaveHus Diffie-
Hellman.

BTopoit o6meH (IKE_AUTH) nepenaét otoxgecteneHusi, obecneynBaeT COOTBETCTBYIOLLME UM CEKPETbI U opraHmM3yeT SA ansd
nepBon (3ayacTtyto, eauHCTBeHHoM) govepHenn SA AH unu ESP (ecnu He Bo3HMKaeT oTkasa npu opraHusauum AH wnnn ESP
Child SA, korga IKE SA opranuayetcs 6e3 goyepHei SA).

Tunamu nocnegyrowmx oomeHoB saenstotcs CREATE_CHILD_SA (cosgaHue pgodepHen SA) n INFORMATIONAL (yaanexue
SA, vHdopmauma o6 owmnbkax n npoume dyHKUMKM housekeeping). Ha kaxabii 3anpoc TpebyeTcsa gaBaTb OTKNUK. 3anpoc
INFORMATIONAL 6e3 gaHHbIx (kpome nyctoro nons Encrypted, Tpebyemoro cuHTakcucom) B obLiem crnyvae ncnonb3yercs
AN NPOBEPKU XKM3HECNOCOBHOCTU. Takne oGMeHbI HE MOTYT NPOUCXOAUTL A0 3aBEPLUEHUS Ha4anbHOro obMeHa.

B npuvBenéHHbIX Oanee onucaHuax npegnonaraeTcs oTcyTcTeuMe ownbok. MameHeHve noToka cooflleHun ans crnyvaes
BO3HWKHOBEHMS OLLIMBOK paccMoTpeHo B naparpadpe 2.21.

1.1. CueHapun ncnonb3oBaHuUA
IKE ucnonb3yeTcsa na cornacoBaHus 3alméHHbIX cBasder ESP nnn AH B pasHbIX CLeHapusix, Kaxabll U3 KOTOpPbIX MMeeT
cBou TpeboBaHus.

1.1.1. Bzaumodeilicmeue Mex0y 3alW,umHbIMU WITHO3aMu 8 MyHHE/IbHOM Pexume

+-t-t-t-+-+ +-t-t-t+-+-+
| KoHeuHast| TyHHe&nb | KoHeuHas|
BawpnnéHHast | mouka | Ipsec | mouka | BawpnnéHHast
nogceTe <-->| TyHHens |<---------- >| wTyHHens |<--> mozceTs
I I I I
+-+-t-+-+-+ +-+—+-+-+-+

PucyHok 1. TyHHenb Mex0y 3aujumHbIMU WI03amu.

"|P Security - sawura IP.
2Encapsulating Security Payload.
*Authentication Header.

‘IP Compression.
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B aToM cueHapuu HM O0OHa M3 KOHEYHbIX Todek coeauHeHus IP He nopaepxuBaeT IPsec, HO ceTeBble y3nbl Mexay Tovkamu
oGecneymBaloT 3almMTy TpadumKka Ans YacTu NyTv Mexay Todkamu. 3awmta npospayHa Afis KOHEYHbIX TOYeK M OCHOBaHa Ha
OGbIYHOW MapLUpyTM3aUMn C LEenblo Mepecbiniki MakeToB 4Yepe3 KOHEYHble TOYKM TyHHens Anst obpaboTku. Kaxpas wua
KOHEYHbIX TOYEK TYHHens OyaeT aHOHCMpOBaTb HAbOp adpecoB, PACMONOXKEHHbLIX «3a HENM» U MakeTbl OyayT nepegaBaTbCcs B
TYHHENbHOM pEXUMeE, KOr4a agpeca pearnbHbIX KOHEYHbIX TOYEK yKa3biBalOTCA BO BHYTPEHHEM 3arornoBke |P.

1.1.2. Bzaumodeilicmeaue Mex0y KOHeYHbIMU MOYKaMu 8 MPaHCMOPMHOM pPexume

+-t-t-t—4-+-+ +-t-t-t—4-+-+
| | SA B TPAHCIOPTHOM MIN |

| Baupnuénnast | TYHHENBHOM pexmMe IPsec | Baupnuénnast |
| Touka | <====—mm e >|Touka

| | | |
+-+-t—+—+-+-+ +-+-t—+—+-+-+

PucyHok 2. Bzaumodeticmgue mexdy napoli KOHEYHbIX MoYeK

B atom cueHapum obe KOHe4YHbIX TOYkM coeauHeHusi |IP peanusyloT IPsec B coOTBETCTBUMM C TpebGOBaHMAMM K XOCTam
[IPSECARCH]. TpaHcnopTHbli pexum B obliem crnydyae He Wcnonb3yeT BHYTPeHHero 3aronoska IP. [Ons nakeTos,
3awmaemblx gaHHon SA, cornacyeTcs ogHa napa agpecoB. KoHeuHble TOUkM MOFYT peanusoBaTb Ha MpUKagHOM YpOBHEe
KOHTpONnb AocTyna Ha 6ase ayTeHTU(UUUPOBaHHLIX IPsec oTOXAECTBNEHUA y4acTHMKOB. OTOT cueHapuii obecneumBaeT
CKBO3HYIO 3alluTy, SBNSAIOWYCA OAHMM u3 6asosbix npuHumnos Internet B cootBetctBMM ¢ [ARCHPRINC] 1
[TRANSPARENCY], a Takke MeTof CHWXEHUS yHacnefoBaHHbIX Npobnem, CBA3aHHbIX CO CIIOXHOCTbLIO CeTeN, Kak OTMEYEHO B
[ARCHGUIDEPHIL]. XoTa aTOT cueHapuin He MonHocTbio npumeHnMm ansa IPv4 B Internet, 06 6bin ycnewHo passBepHyT B
intranet-ceTsix, ucnone3yrowmx IKEv1l. 31oT MeTog nonyunt 6onee WMpokoe pacnpocTpaHeHne no mepe nepexoda Ha IPv6 u
apanTtaumn IKEv2.

B aTOM cueHapun BO3MOXHO pasMelleHne O4HOM unn obenx 3allmLIEHHBIX KOHEYHBbIX TOYEK 3a Y3roM TpaHCnsauumn agpecoB
(NAT'"). B aTom cnyyae TyHHenvpyeMble nakeTbl MOTyT MHKancynuposaTtbca B UDP Tak, 4ToGbl HOMepa MopToB B 3arofoBkax
UDP mornu cnyxuTb Ans MAeHTUMMKaLMN KOHEYHbIX TOYEK, pacnonoxeHHbix 3a NAT (cm. naparpad 2.23).

1.1.3. TyHHenb Mexdy KOHe4YHOU MOYKOU U 3auWjUmHbIM WITHO30M

+-—t—t—t-t-+-+ +-—t—t—t-t-+-+

| | TyHHeJNb | | BampnuénHas
| Bampnuénnast | IPsec | Oxoneunast | nozceTe

| Touxa | == >|rouxa |<==-- n/nmm

| | | ryHHENST | Internet
+-t—+—+-+-+-+ +-t—+—+-+-+-+

PucyHok 3. TyHHenb Mmexdy KOHeYHOU MOYKOU U 3aujUmHbIM UWITHO30M.

B atom cueHapuy 3alMLLEHHAs KOHEYHas Toyka (OObIYHO MepeMellaeMblii MOPTAaTMBHBLIA KOMMbIOTEP) MOAKMHYaeTcs K
KOprnopaTMBHOW CETU Yepe3 3alULLEHHbIA C NOMOLLbIO IPsec TyHHenb. OTOT TyHHENb MOXET MCMOoNb3oBaTbCA Ans AocTyna K
pecypcaMm KOpnopaTUBHOW CETU WU CAYXWUTb ANs nepefayn Bcero Tpaduka yepe3 KOPMopaTUBHYK CeTb C LEMbio
ucrnonb3oBaHns obecneynBaeMbiX KOPNOpaTUBHBIM MEXCETEBLIM 3KpaHOM YCHyr 3awuTbl OT atak u3 ceTu Internet. B ntoGom
cnydae 3alMLLEHHON KOHEYHOW Touke TpebyeTcsi agpec IP, cBA3aHHbIN C 3alMTHBIM LLUMO30M, YTOObLI BO3BpallaeMble 3TON
TOYKOWM NakeTbl Nonaganuy Ha 3alMTHbIN W3 U TYHHeNMpoBanuck Hasag. OToT agpec IP MoxeT 3apgaBaTbCs CTaTUMECKU UK
OVNHAMUYECKM BbIOENATLCS 3alUMTHBIM LWIN30M. [ns nogaepxku BToporo BapuaHta B IKEv2 obecneunBaeTcs MexaHusm (a
WMEHHO, KOH(urypaumoHHbele pJdaHHble - configuration payload), nossomswowmi uHMUMAToOpy 3anpocutb agpec |P,
npvHagnexawni 3almMTHOMY LUS03Y Ans UCMOMb30BaHMs B paMKkax gaHHOM SA.

B 9TOM cueHapuu ANt NakeTOB UCMONb3YeTCs TYHHENbHbIA pexumM. [ns kaxaoro naketa oT 3alMLLEHHON KOHEYHOW TOYKM
BHeLLUHMIA 3aronoBok IP GyaeT conepxath |IP-agpec oTnpaBuTensi, CBA3aHHbLIN C TEKYLLMM MECTOMONOXKEHUEM (T. €., aapec, no
KOTOPOMY Tpadouk GyaeT MapLIpyTM3MPOBAaTLCS HaNPAMYIO K KOHEYHOM TOYKe), a8 BHYTPEHHWUI 3aronoBok IP GyaeT cogepkaTb
IP-agpec oTnpaBuUTENsl, BblAeNeHHbI 3alMUTHBIM LU30M (T. €., agpec, No KOTOPOMY MakeTbl OyAyT mMapLipyTM3MpoBaThLCs
3alMTHOMY LLUMO3Y ANA TYHHENMPOBaHMS B KOHEYHyl TOuky). B kauecTBe BHeluHero agpeca nonyyatens Bcerga GyoeT
yKasblBaTbCs afApec 3alMTHOrO LUMN3a, a BHYTPEHHUII agpec nony4yatens 6ygeT ykasbiBaTb KOHEYHOro agpecaTa nakera.

B aTtom cueHapum 3awmwéHHasa kKoHeyHasa Touka MoxeT pacnonaratbes 3a NAT. B Takux cnyyasx agpec, BUAUMbINA 3aLUTHBIM
Lnto3oM, He ByaeT coBnagaTb C pearnbHbIM aApecoM 3alULLEHHON KOHEYHOW TOYKM U nakeTbl ByayT MHKancynupoBaTbCs B
UDP ansa koppekTHonm mapLupyTtmsaumm yepes ceTb. Bsanmopgencrtsue ¢ cuctemammn NAT nogpobHo onmcaHo B naparpacde
2.23.

1.1.4. []Jpyaue cueHapuu

Bo3MOXHbI M OpyrMe cueHapuu, SBRSHOWMECS BIOXEHHbIMU KOMOWHaALMSMU OMUCAHHbLIX Bbllle BapuaHtoB. OAHWM U3
3HAYMMbIX MPUMEPOB SBMSETCA KOMOMHAUMA acnekToB, OMUCaHHbIX B naparpadax 1.1.1 u 1.1.3. lNogceTb MoxeT
OCYLLECTBNATb BCE BHELUHME B3aMMOAENCTBUSA Yepes yaanéHHbI 3almnTHBIN W03, ncnonb3ysa TyHHenb IPsec, korga agpeca
NOACETU MapLUPYTU3UPYIOTCA 3aliMTHOMY W03y 4Yepe3 ceTb Internet. [pumMepom MOXET CRyXuTb [OOMaLUHAS CeTb,
BMPTyanbHO ABMnstoLasica YacTblo Internet co cratmdeckumun agpecamu IP, xoTs1 nogknoveHve ocyllectensieTcs yepes ISP,
BblAENVBLUErO OAWMH AuHamuyeckun agpec IP gna nonb3oBaTenbCkoro 3almTHOro Lwni3a (ctatudeckue apgpeca P u
TpaHcnauus IPsec obecneunBaoTcs TPETLEN CTOPOHOMN, PACTONOXEHHOW B PYrOM MecTe).

1.2. HayanbHbIN 0O6MeH

KommyHumkauum ¢ ncnone3oBannem IKE Bcerga HaumnHatotca ¢ oomeHoB IKE_SA_INIT un IKE_AUTH (B IKEv1 Ha3sbiBatoTCA
¢aszon 1 - Phase 1). 3T HavanbHble 0OMeHbI OObIYHO BKMOYAKT 4 COOBLLEHUS), XOTSI B HEKOTOPbIX CLEHapUsaX YMCIIO 3TUX
coobLeHnn MoxeT 6bITb 6onblue. Bce kommyHmkaumm ¢ ucnonbs3oBaHnem IKE coctoaT na nap 3anpoc-otknuk. CHavana 6yaet
onucaH 6a3oBbli OOMEH, a MOTOM - BO3MOXHble BapuaHTbl. [lepBas napa coobwenun (IKE_SA_INIT) cornacyet
KpunTorpadumyeckmne anroputmbl, ocylectenset oomeH nonce n obme Diffie-Hellman [DH].

"Network address translation.
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BTtopas napa coobwenni (IKE_AUTH) ayteHTucmumpyeT npeabigywine cooblieHus, obMeHMBaeTCsl OTOXAECTBNEHUAMN U
ceptudmkaTamum, a Takke opraHmayeT nepeyto Child SA. OTgenbHble YacTn 3TUX COOBLLEHUI LWNGPYIOTCS U LENOCTHOCTb NX
3aWmLiaeTcs C  MCMONb30BaHMEM KIOYeW, opraHnsoBaHHbix npu obmeHe |KE_SA_INIT, 4TO no3BonseT CKpbITb
OTOXOECTBNeHne OT MpocMoTpa U ayTeHTUdUUMpoBaTb Bce Mnomnsa coobuleHuin (B MITM-aTtake' HapylumTenb, KOTOpbI He
MoxeT 3aBepwunTb 06meH IKE_AUTH, Tem He meHee, cnocobeH yBMAETb OTOXAECTBIEHME MHUUMaTopa). MHdopmaumsa o
reHepupoBaHUM Krtouen WndpoBaHna npueeaeHa B naparpacde 2.14.

Bce coobuieHns nocre HayanbHOro O6MeHa 3alLMLLatTCsl KpUnTorpadmyeckn ¢ MCMofib30BaHUEM anropuTMOB U KITHOYEN,
cornacoBaHHbix npu obmeHe IKE_SA_INIT. B 3Tux coobLieHnsix ucnonb3yeTcs CUHTaKCcMC nonew AaHHbix Encrypted,
onucaHHblX B naparpade 3.14, koTopble WNMPYOTCA C KNiovamu, NofnyvYeHHbIMW, Kak onucaHo B naparpade 2.14. Bce
nocnegytoLme coobLieHns BknoyaoT none Encrypted, aaxe ecnu 3Tm coobLLeHNs ykasaHbl B JOKYMEHTE, Kak «nycTbley. [Ans
o6meHoB CREATE_CHILD_SA, IKE_AUTH n INFORMATIONAL coobLieHne, cneaytolee nocrne 3aronoska, iundpyertcs, a
LLeNTIOCTHOCTb COO6LLIEHMSA BMECTE C 3arofloBKOM 3aLUULLIAETCs C MOMOLLbIO KPUNTOANrOpUTMOB, cornacoBaHHbix anst IKE SA.

Kaxpgoe coobuenne IKE copepxunT nageHtndpukatop Message ID, Kak yacTb pmkcmpoBaHHOro 3aronoska. 3HayeHus Message
ID cnyxat Ans ConocTaBrneHns 3anpocoB M OTKIMKOB, a Takke ANs naeHTUdMKkauum NnoBTOPOB nNepeaayvn coobLLeHUN.

B nocnepytowmx onucaHusax nons gaHHbix (payload), copepaiwimecs B COOOLWEHUSIX, UOEHTUMUUMPYIOTCA MO MMEHam,
npuBeaéHHLIM B Tabnuue.

O603Ha4veHue Tun daHHbIX
AUTH AyTeHTUmnKaumns

CERT CepTtndmkat

CERTREQ Banpoc ceptugumkara

CP KoHdpurypauus

DD YnaneHvne

EAP Paclumpsemas ayteHTMdukaumns
HDR Baronosok IKE (He gaHHble)

IDi MaoeHTudpmkaums - ntHumaTop
IDr MoeHTudukaums - oTBETYUK

KE O6MmeH Kknyamm

Ni, Nr Nonce

NN YBegomneHue

SA SawuéHHas cBsA3b

SK BawmncpoBaHo 1 ayTeHTUMULMpPOBaHO
TSi CenekTtop Tpaduka - uHmumaTop
TSr CenekTop Tpadmka - OTBETYMK
A% MpoeHTndrkatop nponssoanTens

MogpobHble onncaHus Bcex TUMNOB AaHHbIX (payload) npusefdeHbl B pasgene 3. [aHHble, ssnsowmecs HeobssaTenbHbIMU,
ykasblBaloTCA B KBagpaTHbIX ckobkax - Hanpumep, [CERTREQ] nokasbiBaeT, 4TO AaHHble 3anpoca ceptudukata MoryT
BKIIOYATLCH OMNLMOHANBHO.

M3HavanbHbI 0OMeH BbINOMNHSETCA criegyowmum obpasom

VuuumaTop OTEEeTUMK

HDR, SAil, KEi, Ni -->
HDR copepxuT uHaekcel napameTtpoB 3awwmtel (SPI1%), Homepa Bepcuii v cnaru pasHbix Tunos. Mone SAi1 ykasbiBaeTt
Kpuntorpadguyeckne anroputMmel, Kotopble uHuumatop nopgaepxueaeT ana IKE SA. MNone KE copepxut 3HadeHue Diffie-
Hellman gns uHnumatopa, a Ni - nonce nHnumatopa.

<-- HDR, SArl, KEr, Nr, [CERTREQ]
OTBevatoLwasa cTopoHa BbibrpaeT WwndpoHabop 13 NpeanoXeHHbIX UHULMATOPOM BapuaHTOB U yKa3biBaeT CBOW BbIGOp B none
SAr1, 3aBepwaet obmeH Diffie-Hellman cBoum 3HauyeHnem B none KEr n nepenaét cBoé 3HaveHue nonce B none Nr.

Ha aTom aTane cornacoBaHus Kaxgas M3 CTOPOH MOXeT reHepupoBaTtb 3HaveHne SKEYSEED, u3 koToporo cosgatwTcsi Bce
kntoun ansa gaHHon IKE SA. Tocnepyrouwmne cooOLEHMS LUNMGPYIOTCS U LENOCTHOCTb MX 3alluuiaeTtcst (3a WUCKIYEHneM
3aronoska). Knwoun, ucnonb3yemble Ans WKGpoBaHMA M 3awmTbl LenocTHocTu, co3patTtca n3 SKEYSEED u HasbiBatoTcst
SK_e (wndpoBaHue) n SK_a (ayTeHTndwmkaums, vHade 3awuta uenocTHoctu). MNMoapobHoe onucaHue co3gaHus KIoden
npueeneHo B naparpadax 2.13 n 2.14. Knioun SK_e n SK_a cosgatoTcs oTAeNbHO ANs Kaxaoro HanpaeneHus. B gononHeHune
K kntoyam SK_ e u SK_a, nonyyaembiM u3 3HadeHus Diffie-Hellman gna sawutel IKE SA, co3gaétca 3HadeHne SK_d,
ucnonb3yemoe npu cosgaHum KnwoyeBoro maTtepuana ans godepHux SA. Hotauma SK { ... } nokasbiBaeT, 4to nons
3awwmndpoBaHbl U LENOCTHOCTbL MX 3alumiLeHa ¢ ucnonb3oBaHveM knoden SK_e n SK_a Ans cooTBETCTBYIOLWErO HanpaBneHus.

HDR, SK {IDi, [CERT,] [CERTREQ,] [IDr,] AUTH, Sai2, TSi, TSr} -->
MHuumatop npepctaBnseT cBoé oToxaecTsrneHve B none IDi, noaTBepxaaeT 3HaHue cekpeTa, cooTtBeTcTBytowero IDi, n
3almLaeT LenocTHOCTb COOAEPXKUMOro nepBoro coobLleHns ¢ ncnonb3oaHvem nona AUTH (cM. naparpacd 2.15). OH moxeT
Takke nepegatb ceptudmkat(el) B none(sax) CERT un cnucok gosepeHHbix npuesasok B none(sax) CERTREQ. MNpwu BkrtoveHum
kakoro-nm6o nonss CERT nepBbin NpeAcTaBneHHbIn cepTudmkaT [OMKEeH coAepXaTb OTKPbITbIA KoY, MCMONb3yeMmbln Ans
Bepudukauum nons AUTH.

HeobGszatenbHoe none IDr paér MHMUMATOPY BO3MOXHOCTb 3adaTb OTOXAECTBJIEHMA OTBETYMKA, KOTOPpble OH XenaeT
nony4ynTb. OT0 NonesHo B Tex cnyyasx, Korga Ha oTBevarolen MalrHe UMEeEeTCs MHOXECTBO OTOXAECTBNEHWA ANA O4HOro
agpeca IP. Ecnu npeanoXeHHOe MHUMUMATOPOM oToxaecTterneHue IDr Henpuemnemo Ans oTBeTyMKka, TOT MOXET UCMONb30BaTb
MHoe 3HayeHune IDr gna 3aBeplueHuns obmeHa. Ecnu MHULMATOP He BOCMPUMMET OT OTBEYalLllen CTOPOHbl 3HaveHue |Dr,
oTnmnyarowieeca oT 3anpoLeHHOro, OH MOXeT 3aKpbITb SA nocne dumkcaumm aToro hakra.

CenekTopbl Tpaduka (TSi n TSr) paccmaTpuBatoTcs B naparpade 2.9.

'"Man-in-the-middle - nepexsart ¢ y4acTiem yernoseka.
2Security Parameter Index.
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MHuupmaTop HaunHaeT cornacosaHue Child SA, ncnonesysa none SAi2. 3akntounTtensHble nons (HaumHasa ¢ SAi2) paccMoTpeHs!
B onncaHun oobmeHa CREATE_CHILD_SA.

<-- HDR, SK {IDr, [CERT,] AUTH, SAr2, TSi, TSr}
OTBeTuUMK nNpeacTaBnseT cBoé otoxaecTerneHne B none |IDr n MoxeT Takke nepedatb OAMH UMM MHOXECTBO CepTUdUKaTOB
(cepTndmkaTt, copepxalmMin OTKPbITbIM  Knod  ans  Bepudmkauum AUTH, cHoBa [omKeH yKasbiBaTbCs  MEPBbIM),
ayTeHTUdULMpyeT CBOE OTOXAECTBMEHME M 3awmwaeT LernocTHOCTb BTOPOro coobweHuss ¢ nomouwbio nons AUTH wu
3aBepluiaeT cornacoaHve Child SA [ononHUTENbHBIMU MOMSMKW, PacCMOTPEHHbIMWM HWXE Mpu  onucaHnm obmeHa
CREATE_CHILD_SA.

O6e cTopoHbl obmeHa IKE_AUTH AomkHbI yooCTOBEPUTLCS, YTO BCe curHaTypbl U kodbl MAC! paccuutaHbl KoppekTHo. Ecnn
nobas M3 CTOPOH MCNonb3yeT ANnsa ayTeHTUdUKauum obLwmin cekpeT, umeHa B nonsix ID AoMmKHbI COOTBETCTBOBATL KIlOYaM,
ncnonb3yemMblM Ans reHepauun nonen AUTH.

Mockonbky wHUMUMaTOp nepepaét cBoé 3HadeHue Diffie-Hellman B IKE_SA_INIT, oH pomxeH npegckasate rpynny Diffie-
Hellman, koTopyi oOTBeTYMK BbibepeT M3 nNpeanoXeHHOro WM Ccnucka nopaepxuBaemMblx rpynn. Ecnu npeackasanve
WHMUMaTopa okaxeTcs owuboyHblM, oTBeTunk nepegact none Notify Ttuna INVALID_KE_PAYLOAD, nokasbiBawoLliee
BblbpaHHyto rpynny. B atom cnydae uHuumatop pomkeH nostopuTb IKE_SA_INIT ¢ koppektHon rpynnow Diffie-Hellman.
MHuumaTop [OoKeH CHOBa MpearnioXuTb MOJSHbIA CMMCOK NOAXOOAWMX ANs HEero wndpoHabopos, NOCKONbKY coobuieHne 06
oTkasde He ObIno ayTeHTudmumpoBaHo. OTKa3 OT TakoW MPaKTWKU MO3BONUT OpPraHM3oBaTb aKTWBHbIE aTaku, B pesynbTaTe
KOTOPbIX 3MOYMbILUAEHHUK MOXET BbIHYAUTb KOHEYHble TOYKM K BbIBOPY HE camMoro CUMbHOro U3 nogaepxmBaemMbix obenmm
cTopoHamu LwndpoHabopos.

Ecnn npu cosgaHum Child SA B npouecce obmeHa IKE_AUTH Bo3HukaeT TOoT mnu nHoun cboir, ceasb IKE SA Bce paBHO
co3paéTtcs, kak obbivHo. Cnncok TrnoB cooblueHnii Notify B o6meHe IKE_AUTH, koTopble He npenaTcTBytoT opraHusauum IKE
SA, Bknwvaetr, no kparHein wmepe NO_PROPOSAL CHOSEN, TS UNACCEPTABLE, SINGLE_PAIR REQUIRED,
INTERNAL_ADDRESS_FAILURE u FAILED_CP_REQUIRED.

Ecnu otka3 cBasaH c co3gaHnem IKE SA (Hanpumep, Bo3BpalleHo coobueHve o6 owwunbke Notify ¢ Tunom
AUTHENTICATION_FAILED), cesasb IKE SA He opraHusyetcd. OTMETMM, YTO, HECMOTpS Ha WudpOBaHME U 3aluTy
uenoctHoctn coobuwennn IKE_AUTH, ecnu nonyumBwuii Takoe coobuweHne Notify o6 owunbke napTHEpP ewé He
ayTeHTUUUUPOBaH OpPYroh CTOPOHOW (Mnu ayTeHTudmkaumsi No TOW MMM WHOW NPUYMHE 3aBepLuMnacb OTKas3oM), 3Ta
WH(OPMaUnst JOIMKHa BOCMPUHMMATLCA C OCTOPOXHOCTbIO. TOYHee roBops, B NPeanonioxeHumn, 4to 3HaveHme MAC npowno
Bepudmkaumio, bygeT nsBecTHo, 4To oTnpasutenem coobuieHns Notify sBnaeTtcs otBevarowasa ctopoHa obmeHa IKE_SA_INIT,
HO OTOXAECTBIEHNEe OTNPaBUTENs NPOBEPUTL HEBO3MOXHO.

OTtmeTum, yto coobueHms IKE_AUTH He cogepxat nonewt KEi/KEr n Ni/Nr. Takum obpasom, nonst SA B obmeHe IKE_AUTH He
MoryT Bkntoyatb Transform Type 4 (rpynna Diffie-Hellman) co 3Havenusmun, otnmuHeiMm ot NONE. Peanusaumsav cnepyet
onyckaTb BClo CybCTpyKTypy npeobpasoBaHuns BmecTo nepedayun aHadeHns NONE.

1.3. O6meH CREATE_CHILD_SA

O6meH CREATE_CHILD_SA uncnonbsyetcsa ans opraHu3aummn HoBbix Child SA 1 3ameHbl kntoven cpasy anga IKE SA u Child
SA. 310T 0OMEH BKMOYaeT OAHYy napy «3anpoCc-OTKMMKY; HEKOTOpble U3 (DYHKUNUIA 3TOro obmeHa HasbiBanmck ¢ason 2 (Phase
2) B o6bmeHe IKEv1. OT10T 06MeH MoxeT nHMuumnpoBaTbes noboin n3 ctopoH IKE SA nocne 3aBeplueHus HavanbHoro obmena.

Kntoun SA meHsawTCa NyTEM CO34aHUsA HOBOW CBA3M SA M nmocnegyowero yaganeHus NnpexHern ceasun. B atom naparpade
onncaHa nepBas YacTb 3aMeHbl kntoyen (co3gaHne HoBbix SA), a B naparpade 2.8 pacCcMOTpeHbl MEXaHU3Mbl CMEHbI KIOYeHn,
BKIOYasi nepeHoc Tpadmka u3 ctapbix SA B HOBble 1 yaaneHue ctapbix ceadent SA. OTu ABa naparpada crieqyet npovecTb
COBMECTHO ANsi MOHNMaHWNsi BCETO MpoLiecca CMeHbI KIoYen.

JTio6asi N3 KOHeYHbIX TOYEK MOXET MHMUMUpoBaTb 0bmeH CREATE_CHILD_SA, noatomy B gaHHOM naparpade UHMLMaTtopom
OyaeT HasbiBaTbCA MMEHHO 3Ta Todka. Peanusauusi moxeT otBeprath Bee 3anpockl CREATE_CHILD _SA B pamkax IKE SA.

3anpoc CREATE_CHILD_SA moxeT Bkntoyate none KE ana gononHutensHoro obmeHa Diffie-Hellman, 4tobbl o6ecneunts
6onee BbicokMin ypoBeHb 3awmthl Ana Child SA. Knioyeson matepman ansa Child SA obecneunBaet dyHkuma SK_d,
opraHusoBaHHas npu cosgaHum IKE SA, 3HadyeHns nonce, O0OMEH KOTOpbIMW OCYLLECTBNSEeTCA B npouecce
CREATE_CHILD_SA, n 3HaueHnue Diffie-Hellman (ecnn nonsa KE skntoyeHsl B 0o6meH CREATE_CHILD_SA).

Ecnn obmeH CREATE_CHILD_SA ekntovaet none KEi, no kpanHenn mepe ogHa n3 SA pormkHa BkntodaTe rpynny Diffie-
Hellman atoro KEi. M'pynnon Diffie-Hellman ans KEi porkeH ObiTb anemeHT rpynnbl, KOTOPbIA MHMUMATOP npepnonaraet
npuemneMbiM A4ns oTBeTYMka (MoryT 6biTe npeanoxeHsl gononHutensHele rpynnsbl Diffie-Hellman). Ecnn otBeTumk Bbibnpaet
apyryto rpynny Diffie-Hellman (otnnyHyto ot NONE), oH mormkeH OTBEprHyTb 3anpoc U ykasaTb MPeanoyvTUTENbHY rpynny
Diffie-Hellman ¢ nomowbto INVALID_KE_PAYLOAD Notify. C a3Tum yBegomneHMeMm CBsi3aHbl [Ba OKTeTa [AaHHbIX,
ykasblBaroLmx Homep npuemnemon rpynnbl Diffie-Hellman (nopspok 6utoB big endian). B cnyvae Takoro oTkaza obmeH
CREATE_CHILD_SA 3aBepLuaeTcs Heyaayern u MHuLmMaTop MoXeT NoBToputb 0bMeH ¢ npeanoxenvem rpynnsl Diffie-Hellman
n KEi u3 rpynnel, kotopyto otBeT4uK ykasan B none INVALID_KE_PAYLOAD Notify.

OtBeTunk nepepaét ysegomneHne NO_ADDITIONAL_SAS ansa nhgukaumm HenpuemnemocTy 3anpoca CREATE_CHILD_SA
no NPUYMHE HEeXenaHus OTBETYMKa OpraHuW3oBbIBaTb AOMNOMHUTENBHbIE AodepHue SA B aaHHon IKE SA. Takoe yBegomnexuve
MOXeT CMyXXUTb Takke ANnA oTka3a OT cMmeHbl knioven IKE SA. HekoTopble MMHUManbHbIE peanu3aumMm MoryT BOCNPUHUMATL
opraHusaumto Tonbko ogHon cesasn Child SA B koHTekcTe HavanbHoro obmeHa IKE 1 oTBepratb BCe NocrneayroLlimMe nonbiTKv
pobasneHus.

1.3.1. Co3daHue do4yepHux SA c nomow,bro o6meHa CREATE_CHILD_SA

HouepHsia cBs3b Child SA moxeT 6bITb co3gaHa nyTém nepenaym 3anpoca CREATE_CHILD_SA, kak nokasaHo Huxe.

UanumaTop OTBeTuUMK

HDR, SK {SA, Ni, [Kei], TSi, TSr} -->

'"Message Authentication Code - kog ayTeHTUdMKaLMM COOBLLEHNS.
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WHunumatop otnpaenset npegnoxeHue(d) SA B none SA, 3HadeHvne nonce B none Ni, ONuMOHaNbLHO yKasbiBaeT 3Ha4YeHue
Diffie-Hellman B none KEi u npeagnaraemble cenektopbl Tpadvka ana npegnaraemon Child SA B nonsax TSin TSr.

Otknuk CREATE_CHILD_SA ansa cosgaHusa Hosow Child SA umeet sug

<-- HDR, SK {SA, Nr, [KEr], TSi, TSr}
OTBeTUMK nepedaéT OoTKIMK (C Tem xe 3HayeHmem Message ID) ¢ BOCNpuHATLIM nNpeanoxeHuem B none SA v 3HayeHvem
Diffie-Hellman B none KEr, ecnu B 3anpoce 6bino none KEi n BbibpaHHbI LUndpoHabop BKITYAET OAHHYIO rpynny.

CenekTopbl Ans Tpadvka, nepegaBaemoro Yepes aTy CBsidb SA, 3a4at0Tcs B Nonsx TS oTKNMKa U MoryT ObiTb NOAMHOXECTBOM
npeanoXeHHbIx nHMumatTopoM Child SA.

B 3anpoc moxeTt BkmiouvaTbca yBegomneHne USE_TRANSPORT_MODE, «koTopoe Takke BkoyaeT none SA,
3anpawwuBatowiee Child SA. OHo 3anpawuBaeT ans cos3gasaemont Child SA ncnonb3oBaHWe TPaAHCMOPTHOMO peXxumMa BMECTO
TyHHenbHoro'. Ecnu 3anpoc npuHMMaeTcs, OTKNUK Takxke AOSKeH BKnoyatb yBegomneHne tuna USE_TRANSPORT_MODE.
Ecnn otBeTunk otBepraeT 3anpoc, Child SA ©yget opraHu3oBaHa C WMCMOMb30BaHWMEM TyHHENbHOro pexuma. Ecnm ato
Henpvemnemo Ans uHuumaTopa, oH AOSKeH yaanuTb SA.

Yeepomnenve ESP_TFC_PADDING_NOT_SUPPORTED nokasbiBaeT, 4TO nepefaiolias KoHevyHas Touka He 6yger
BOCMpUHMMATL nakeTbl C 3anonHeHnem TFC? yepes cornacyemyto Child SA. Ecnu HM ofHa M3 KOHEYHbIX TOYEK He
BOCnpuHUMmaeT 3anonHenne TFC, aTo yBefoMIeHVe BKIIOYAETCA Kak B 3anpoc, Tak U B OTKNMK. Ecnn yBegomneHue BKIOYEHO
TONBbKO B OAHO M3 COOOLLEHUI, ANA MPOTUBOMOMOXHOIO HanpasneHus 3anonHeHne TFC moxeT ucnonb3oBaTbCes.

Onsa koHTponsa dparmeHTaumm ncnoneadyetcsa ysegomrieHne NON_FIRST_FRAGMENTS_ALSO. Bonee nogpo6Ho onucaHue
KoHTponsa dparmeHTaumm npmeeaeHo B [[IPSECARCH)]. O6e cTopoHbl AOMKHBI cornmacoBaTe Mexay cobor nepefady oTnMYHbIX
OT NepBOro hparMeHTOB A0 TOro, Kak nobas N3 HUX Ha4YHET NepeaaBaThb Takve dparmeHTbl. [lepeaya BO3MOXHA NWLb B TEX
cnyyvasix, koraa ysegomneHne NON_FIRST_FRAGMENTS_ALSO BkntoveHo Kak B 3anpoc SA, Tak 1 B OTKIMK C COrnacuem Ha
opraHunsaumio cBasn. Ecnmn oTBeTUMK He XO4eT NpMHUMaThL Unu nepefasaTtb OT/IMYHbIE OT NEPBOro parMeHThbl, OH NPOCTO He
Bkntoyaet ysegomneHne NON_FIRST_FRAGMENTS_ALSO B cBow oTknuk, He otBepras cosgaHus Child SA.

B coobLueHne Takke MOXHO BkntoyaTe yBegomneHne IPCOMP_SUPPORTED, onncaHHoe B naparpadpe 2.22.

Mpw HeyaayvHou nonbiTke co3pganHusa Child SA He cnepyeT paspbiBaTh OpraHn3oBaHHyo cBa3b IKE SA (HeT npuynH ana oTkasa
OT BbINONHEHHOW paboTbl no co3gaHuio IKE SA). CoobweHus o6 owwunbkax, KOTopble MOryT BO3HWKATb NPU HEyaauyHOM
co3ganun Child SA, onucaHbl B 2.21.

1.3.2. CmeHa knroyell IKE SA ¢ nomowbro o6mMeHa CREATE_CHILD_SA
B3anpoc CREATE_CHILD_SA ans cmensbl kntoyen IKE SA umeet Bug,

NunumnaTop OTBEeTUMK

HDR, SK {SA, Ni, KEi} -->
WHuunatop nepenaét npeanoxexve(st) SA B none SA, 3HadyeHue nonce B none Ni u 3HaveHue Diffie-Hellman B none KEi
(momxHo BkmoyaTbes). HoBoe 3HauyeHne SPI vHuumatopa npencrtaensietca B none SPl anementa SA. lNocne Toro, kak
napTHEP MOMy4YmuT 3anpoc Ha cMeHy kntoven ans IKE SA wnu nepepacTt Takon 3anpoc, eMy He cnepyeT HauvMHaTb 0OMeHoB
CREATE_CHILD_SA ans ceasu IKE SA, B KOTOpOK ByayT MEHATBLCS KIHO4MU.

Otknuk CREATE_CHILD_SA ans 3ameHbl kntoven IKE SA nveet Bua

<-- HDR, SK {SA, Nr, KEr}
OTBeTuMK Nnepenaét (c Tem xe 3HayeHneM Message ID) npuHaToe npennoxeHne B none SA un 3HadeHue Diffie-Hellman B none
KEr, ecnu BblGpaHHbI WMdpoHabop BkM4aeT AaHHyto rpynny. HoBoe 3HaveHune SPI oTBeTumka nepepaétca B none SPI
anemeHTa SA.

Onsi HoBon cBA3n IKE SA 3HayeHue cuyéTtumka cooblueHuin yctaHaenumeaeTcs B 0, HE3aBMCMMO OT 3HAYeHWUs CYETYMKA B
npepwecteytowen IKE SA. MNepeble 3anpockl IKE ¢ 06enx ctopoH HoBon IKE SA 6yayt nmete Message ID=0. Hymepauus
ctapoii cBsi3u IKE SA coxpaHsieTcs n nobble nocnegytoLmne 3anpockl (Hanpumep, Ha yaanenune IKE SA) 6yayT ncnons3oBatb
cooTBeTcTBYylOWMEe Homepa. B Hoeom IKE SA Takke ycTaHaBnuBaeTcs pasmep OkHa 1, a MHMLMATOP CMEHbI K4ven
CTaHOBUTCS «MCXOAHBIM MHMLMATOpoM» HoBol cBs3u IKE SA.

B naparpadpe 2.18 cmeHa kntovert IKE SA onncaHa 6onee getansHo.

1.3.3. CmeHa knroyeli Child SA ¢ nomowbro o6mMeHa CREATE_CHILD_SA
Banpoc CREATE_CHILD_SA ans cmensbl kntoyen Child SA nmeet Bug

NunumnaTop OTBEeTUMK

HDR, SK {N(REKEY SA), SA, Ni,
[Kei], TSi, TSr} -—>
MHunumaTtop nepenaét npeanoxerue(s) SA B none SA, 3HadeHne nonce B none Ni, onuynoHansHoe 3HadveHune Diffie-Hellman B
none KEi n npegnaraemelie cenekropbl Tpaduka ansa npegnoxeHHon Child SA B nonax TSin TSr.

Mpn obmeHe ANa cMeHbl KMYen MOryT Takke nepefasBaTbCa YBeAOMIEHUS, onvucaHHble B naparpade 1.3.1. O6bluHO B 9TOM
crnyyae NpYMEHSAITCA Te Xe CaMble yBeOOMIEHUsi, KOTopble nepefaBanuncb B UCXOAHOM ObMeHe (Hanpumep, Ansi CMeHbl
kntoyen SA, paboTatowen B TPaHCNOPTHOM pexume, nepefaétcsa ysegomnenne USE_TRANSPORT_MODE).

Ecnn uenbto obmMeHa coobLIeHUsIMN SBMSiIeTCA 3amMeHa CyllecTByowen 3awmwénHon ceasm (SA) ESP wnm AH, B o6MmeH
CREATE_CHILD_SA pomxHo Bkntoyatbcst yBegomnenve REKEY_SA. CeaAsb SA, Ans koTopow OyoyT MEHATbLCHA KIouw,
ykasbiBaetcs nonem SPI B anemeHTe Notify (310 3HayeHne SPI, koTopoe uHuumnatop obMeHa OyaeT oxuaaTe BO BXOOALLMX
naketax ESP unn AH). C atum tunom coobuennn Notify He cBazaHo kakux-nubo gaHHbix. Mone Protocol ID B yBegomneHum
REKEY_SA ycTaHaBnuBaeTcsi B COOTBETCTBMM C MPOTOKONOM SA, Ans KOTopoi MeHsitoTcs knoun (3 gna ESP, 2 ona AH).

Mo ymonuaHuio aAns Bcex Child SA ncnonbayeTca TYHHENbHbBIN PEXUM.
Traffic Flow Confidentiality - koHvaeHUManLHOCTL NOToKa Tpadmka.
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Otknuk CREATE_CHILD_SA ansa cmenbl kntoven Child SA umeet Bug

<-- HDR, SK {SA, Nr, [KEr], TSi, TSr}

OtBeTunk nepenaér (c Tem xe Message ID) npuHaToe npeanoxeHue B none SA n 3HadeHune Diffie-Hellman B none KEr, ecnn
KEi 6b1no yka3aHo B 3anpoce v BbibpaHHbIn windpoHabop BKIOYaET 3Ty rpynmy.

CenekTtopbl ansa Tpadwuka, KoTopbii byaeT nepedaBatbCcs Yepes AaHHyo SA, 3agatotca B nonsax TS oTknvka u MoryT ObiTb
NOAMHOXXECTBOM CENEKTOPOB, NpeasioKeHHbIX MHMUmMaTopom Child SA.

1.4. O6meH INFORMATIONAL

B npouecce pabotbl IKE SA y napTHEPOB MOXET BO3HUKHYTb NOTpebHOCTb B OBMeHe ynpaBnstoWMMU COOBLLEHMSIMY,
CBSA3aHHBLIMW C OLUMGKaMMN UK HEKOTOPbIMK cobbiTuaMK. [ing peweHns aton 3agaym B IKE npegycMoTpeH MHOPMaLMOHHbIN
o6meH (INFORMATIONAL). O6meHbl INFORMATIONAL gomxHbl OCyLLIECTBAATECA TOMbKO MNOCMe 3aBEPLUEHVNS HayYanbHbIX
oO6MeHOB M 3awmwatbCa  Kpuntorpadmyeckn C WCMONb30BaHWEM COrMacoBaHHbIX kroven. OTMeTMM, 4TO HeKoTopble
MH(POPMaLUNOHHbIE coobLLieHus (He oOMeHbl), MOryT nepefaBaTbCsl 3a npegenammu koHtekcta IKE SA. B naparpade 2.21
6onee nogpobHo paccMmaTtpuBatoTcs coobLieHns 06 owmbkax.

Ynpaenstoowme coobueHns, oTtHocswmecs k IKE SA, momkHbl nepepaBatbcsa yepe3 paHHyi IKE SA. Ynpaenswowme
coo0OueHuns, koTopble oTHocATcst k Child SA, momkHbl nepegaBatbcsa nog 3awmTton IKE SA, B KOTOpOW co3daHa Oo4epHsis
cBaA3b (Mnu Hacnepytowen IKE SA, ecrnv 6binv CMEHEHbI KITlo4n).

Coob6ueHns B oomeHe INFORMATIONAL moryT cogepxaTb nons Notification, Delete n Configuration. MNMony4aTtens 3anpoca
INFORMATIONAL pomxeH nepefaTb TOT UMW MHOW OTKNMK. B npoTuBHOM cnyyae otnpaButens Gyaet npegnonaratb, YTO
coobLLeHe NoTepsanock B CETU M MOBTOPHO nepefaBaTtb ero. OTKMIMKOM MOXeT CNyXWTb nyctoe cooblieHve. 3anpocHoe
coobuieHve B obmeHe INFORMATIONAL moxeT He copepxaTb HuKakon nHcpopmaumm (payload). Takum cnocobom oguH w3
YHaCTHUKOB MOXET NPOBEPUTHL XKN3HECNOCOBHOCTb APYron CTOPOHBI.

O6meH INFORMATIONAL onpepenseTtca cnegyowmm obpasom.

NunumaTop OTBEeTUMK

HDR, SK {[N,] [D,] [CP,] ...} -—>
<-- HDR, SK {[N,] [D,] [CP], ...}
O6paboTka oomeHa INFORMATIONAL onpeaensietcst cogep>XMmbIM €ro KOMMOHEHT.

1.4.1. YOaneHue SA ¢ nomowbto INFORMATIONAL

BawmwénHble ceasn (SA) ESP n AH Bcerga cyuiecTByloT napamu, no ogHon SA B kaxaom HanpasneHuu. MNpu paspbise SA
o6a uneHa napbl AOMKHbI ObITb 3aKPbITHI (T. €., yaaneHsl). Kaxaas u3 KOHeYHbIX TOMEK AOJSMKHA 3aKpbiTb CBOU BXoasLwmne SA v
Nno3BONMUTbL [OPYron TOYKE 3aKkpblTb COOTBETCTBYHOLWY SA u3 kaxgon napbl. [nsa yganewma SA BbinonHsetcs obmed
INFORMATIONAL c ogHum unu mHOxectBoM nonen Delete, ykasbiBalowmx 3HayeHuss SPl (kakmmm OHM OXMOAKTCA BO
BXOAAWMX nakeTax) ygansembix cBaden SA. [Nonyyatenb A[OMMKeH 3aKpbiTb ykasaHHble SA. OTmeTum, yto nonsa Delete
HUKOrga He nepegarTcsa Ang ABYX CTOPOH oaHoM SA B 0gHOM cooOuweHnn. Ecnv ogHOBpEMEHHO yaAansieTCs MHOXeCTBO SA,
coobuweHne B 0bmeHe INFORMATIONAL BkntodaeT nonsi Delete ans Bxogsiuer NonoBuHbI kKaxaow yaansemon napbl SA.

O6bIvyHO oTknMkn B obmeHe INFORMATIONAL cogepxat nons Delete ans napHbix SA NpOTUMBOMONOXHOIO HanpaBneHus,
O[HaKO MMeeTCsl OOHO MckNtoyYeHue. Ecnm obe CTOpoHbl HEKOTOPOro MHoXecTBa SA He3aBUMCUMO peLuMnu pas3opBaTtb 3TK
CBSI3U, Kaxaas U3 CTOpoH MOXeT oTnpaBuTb Delete n gBa 3anpoca MoryT «CTONKHYTbCS» B ceTu. Ecnun y3en nonyyaet 3anpoc
Ha yaaneHune SA, Ans KOTOPbLIX OH CaM Yyxe OTrnpaBui 3anpoc Ha yaaneHne, OH AOJKeH yaanuTb ncxogswme SA B npouecce
06paboTku 3anpoca, a BxoAsiume - B npouecce o06paboTkm oTknMKa. B Takmx crnyyasx B OTKMMKM HeZQOoMyCTUMO BKIOYaTb
nona Delete ana yaanéHHbix SA, NocKkomnbKy 3TO NpuBEAET K Ay6nmpoBaHWio yaaneHns n MoxeT (B Teopwuu) NpuBECTU K
yoaneHuio He Tex SA.

Mopo6Ho cesaAzsam ESP un AH, IKE SA Takke ygansiTcsa ¢ NoMoLLbio MHGOpMaUmMoHHoro oomeHa. Yaanernme IKE SA HesiBHO
3aKpbIBaET BCE OCTaBLUMECS Ao4epHuMe SA, cornmacoBaHHble Ans 3Ton cBssu. OTBeT Ha 3anpoc, kotopbii yaanset IKE SA,
apngaetca nyctbiM oTknnkoMm INFORMATIONAL.

Mony3akpbiTble coegmHenns ESP n AH sBnswTcs aHoManven u yanam ¢ NOAAEPKKOW ayauTa, BEPOATHO criefyeT NpoBepsiTh
Hanu4yve Takux coeguHeHun. OTMETUM, YTO JaHHas cneundurkaumsa He 3a4aéT nepuos OXuAaHus, Tak YTo Kaaasi KoHeYHas
TOYKa BOJIbHA CaMOCTOSATENbHO OMNpefensATb ero. Y3en MOXeT OTKa3aTbCs MNPUHMMAaTb [aHHble 4epe3 Mory3akpbiTblie
CcoeanHEeHVs, HO HeJoNyCTUMO B OJHOCTOPOHHEM MOPSiAKE 3aKpbiBaTb MX C MOBTOPHbIM ucnonb3oBaHvem SPl. Ecnu B
COCTOSIHUSIX HaKOMUIoCb AOCTAaTOMHO MyTaHuubl, y3en MoxeT 3akpbiTb IKE SA, kak onucaHo Bbiwe. HyxHble SA MOXHO
nepecTpouTb, opraHu3oBas HOBYIO cBA3b IKE SA.

1.5. UHhbopmaumoHHble coobweHuna 3a npegenamu IKE SA
MHorga BO3HMKAOT cuTyaumu, Korga ysen noryyaeT MakeT, KOTOpbli OH He MOXeT obpaboTtaTb, M XO4eT yBeooOMUTb
oTnpasutend 06 aToMm.

- Maket ESP nnn AH ¢ Hepacno3HaHHbIM 3HaveHnem SPIl. 3To MOXeT BO3HMKaTb B pesynbTaTe HeaBHEN aBapuun Ha
NpUHYMaloLLEM y3ne C noTepen MHpopmaummn O COCTOAHUM, a Takke No npuyuHe ownbok B paboTte Apyrux cuctem
Unn B pesynbTaTte ataku.

- [Maket ¢ 3awundpoBaHHbIM 3anpocoM IKE npuxogut B nopt 500 unum 4500 ¢ Hepacno3HaHHbIM 3HaveHneMm IKE SPI.
OTO MOXeT BO3HMKaTb B pe3ynbTaTe HefaBHEW aBapuyM Ha MpPUHMMAIOLEM Yy3re C notepent MHdopmauum o
COCTOSIHUW, @ TaKkKe No npu4rHe ownbok B paboTe Apyrnx cUCTeM Unun B pesynbtaTe aTaku.

- [Maketr c¢ 3anpocom IKE npuxognt co CcTapliend 4YacTbid HOMepa BEPCUW, 3HA4YeHWEe KOTOPOW npeBbilaeT
noaaepXxvBaemMoe peanusauuen.

B nepBom cny4ae, ecnv npuHumarowmii ysen umeet aktusHyto IKE SA onsa IP-agpeca, ¢ koToporo Obin nMonyyYeH nakeT, OH
moxeT nepepatb YyBegomnenne INVALID_SPI otnpaButento naketa u4epe3d IKE SA ¢ uvcnonb3oBaHuem obmeHa
INFORMATIONAL. B none Notification Data ykasbiBaetca 3HaveHue SPI Henpuemnemoro naketa. [lonydyatens 3Toro
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yBEAOMIIEHMS HE CMOXET onpeaenutb, oTHocuTcst SPI k AH nnn ESP, HO 3TO He MMeeT CyLLeCTBEHHOrO 3HA4YEHMs1, MOCKOSbKY
3HayeHus SPI gna atmx npotokonoB OyayT pasHbivu. [Mpu otcytctBum nopxogswen IKE SA y3en moxer nepegatb
UHdOpMaLunoHHoe cooblueHne 6e3 kpuntorpadumyeckon 3awmTel no IP-agpecy otnpaButens naketa, vucnonb3dys UDP-nopt
OTNpaBuTeNst B KayecTBe MOpPTa HaA3HAYeHWUs, eCnu MPUHATBIN nakeT oTHocunca k npoTtokony UDP (ESP wnn AH ¢
uHkancynauven B8 UDP). B aTtom cnyvae nonyvatento criegyeT MCMonb3oBaTb Takoe COOOLeHVe, TOMbKO Kak Hamék Ha
BO3MOXHOE BO3HWUKHOBEHWE KaKuUX-TO HEMOMaAoK, MOCKONbKY Takoe coobLleHne oveHb NpoCcTo nogaenatb. AT0 coobLeHne He
aBnsetcs 4actbto obmeHa INFORMATIONAL u npuHuMmaiowemy y3ny HeQonmyCTUMO OTBeYaTb Ha HEero, MOCKOSIbKY TaKoM
OTKINMK MOXET NpMBOAUTL K 3aUMKIIMBaHUIO o6MeHa cooblieHnsmn. B coobuieHnsx atoro Tuna HeT 3HadeHun IKE SPI, BaxHbIX
ANa nonyyaTtens, No3ToMy BO3MOXHa YCTaHOBKA HYNEBbIX WMW CRyYalHbIX 3HAYeHUW (MCKIIYeHWeM SIBNSeTCA NpaBuIo
naparpacdpa 3.1, koTopoe 3anpeLlaeT ncnonb3oBaHne Hynesbix 3HaveHu IKE Initiator SPI). ®dnar Initiator nmeeTt 3HauyeHue 1,
dnar Response - 0, a donar Bepcun yctaHaBnuBaeTcs, kak 06b14HO (onvcaHus cnaros npusedeHsl B naparpade 3.1).

[nsa BTOpOro 1 TpeTbero BapuaHta coobLeHusa Bceraa nepegatorca 6e3 kpuntorpaduyeckon 3awmTel (3a npegenamu IKE SA)
n BkrovatoT ysegomnenne INVALID_IKE_SPI wnn INVALID_MAJOR_VERSION (6e3 aaHHbix). CooblieHve sBnsietcs
OTKINMKOM W, TakuMm obpasom, nepenaérca no agpecy IP n B nopT, oTKyaa nocTynun 3anpoc, ¢ TeMu xe 3HadeHnsamu IKE SPI,
Message ID u Exchange Type, koTopble Obinn B 3anpoce. ®nar Response wumeeT 3HayeHve 1, cnarm Bepcum
yCTaHaBnMMBAKTCS, Kak 06bIYHO.

1.6. YpoBHMU TpebGoBaHuM

OnpeneneHnsi OCHOBHbIX TEPMUHOB (Takmx, Kak 3alluLléHHasa cBsA3b - SA), UCNONb3yeMblX B 9TOM JOKYMEHTE, MOXHO HanTu B
[IPSECARCH)]. Cneayet oTMeTUTb, 4TO B HekoTopbix cnyyvasax IKEv2 pabotaet Ha ocHoBe npasun [IPSECARCH], kak ykasaHo
B COOTBETCTBYIOLUUX pasaenax 3Toro JOKyMEHTa.

KntoyeBble cnosa Heobxogaumo (MUST), Hegonyctumo (MUST NOT), Tpebyetca (REQUIRED), HyxHo (SHALL), He HyxHO
(SHALL NOT), cnegyet (SHOULD), He cnepgyeT (SHOULD NOT), pekomengyerca (RECOMMENDED), Bo3amoxHo (MAY),
Heob6s3aTenbHO (OPTIONAL) B AaHHOM JOKYMEHTE JOIMKHbI MHTEpnpeTnpoBaTbesa B cootBeTcTBUMN ¢ [MUSTSHOULD].

1.7. CywectBeHHble oTnu4yusa ot RFC 4306

OTOT OOKYMEHT COOEPXKUT pasbsCHEHUA U yTouHeHus ans npotokona IKEv2 [IKEV2]. MHorne M3 pasbsCHEeHUMI OCHOBaHbl Ha
pabote [Clarif]. N3meHeHus1, nepeyncrneHHble B 3TOM LOKyMeHTe, obcyxpanuck B paboden rpynne IPsec, a nocne eé
paccopmnpoBaHuMa - B Cnucke paccbinkn IPsec. [OKyMeHT coaepXuT noapobHble pasbAcHeHus obnacten, KoTopble
ocTaBanucb HesicHbIMK B cneuudmrkauun IKEvV2 n, Takum obpasom, 6yaeT noneseH paspabotyvkam pewieHun IKEv2.

MpoTokorn, OonMCcaHHbI B 3TOM AOKYMEHTE, COXpaHseT 3HadeHus ctapwero (2) n mnagwero (0) Homepa Bepcum, KOTopble
ucnonb3oBanuce B RFC 4306. Takum obpas3om, Homep Bepcum He otnmyaetcss oT RFC 4306. lNMpepnonaraetcs, 4To
HebonbLIOe YMCIO TEXHNYECKUX N3MEHEHNI, BHECEHHBIX 30EeCh, HE MOBMNUSET Ha yXe pa3BepHyThie peanm3auun RFC 4306.

CCbIfKM U PUCYHKM B 3TOM JOKYMeHTe 6onee cornacoBaHbl, Hexenu B [IKEV2].

PaspaboTunkun IKEv2 otmeTnnm, yto TpeboBaHus ypoBHa cneayeT (SHOULD) B RFC 4306 3avacTyto HesCHbl U He Bcerga
MOXHO OMpeaenuTb COOTBETCTBME peanusaunmn 3Tum TpebosaHnam. OTMeYeHo Takke Hanuyme TpeboBaHNA YyPOBHSA AOIMKHO
(MUST), He cBsi3aHHbIX CO B3anmogencTsneM. B gaHHOM OOKyMeHTe npuBedeHbl AOMNOMHUTENbHbIE Pa3bACHEHNSA HEKOTOPbIX
u3 aTnx TpeboBaHuin. Bo Bcex crnyyasx, korga cnosa crepyeT Uy AOJDKHO He BblAerneHbl LWpUATOM, OHU MMEeT OObIYHYHO
TPaKTOBKY U He OTHOCATCS K TpeboBaHuam B3anmopencTans [MUSTSHOULD].

Paspabotunkn IKEV2 (1 IKEV1) oTmMeTunmn, 4To npuxoamtcs MHoro pabotaTb ¢ Tabnuuamu kogos naparpadgpa 3.10.1 B8 RFC
4306. 310 NpUBOAMIIO K TOMY, YTO HEKOTOpbIE paspaboTyMKM HEe YuTanu ocTanbHble YacTu AOKyMeHTa. 3HavnTenbHasa 4acTb
mMaTepuana us ykasaHHbIx Tabnuy 6bina nepeHeceHa B COOTBETCTBYIOLLME pasaenbl JOKYMEHTa.

M3 aToro gokymeHTa yaaneHo obcyxaeHne AH n ESP, skntouéHHoe B RFC 4306 no owmnbke, CBA3aHHOW C 3a4€pXKKOW Mexay
nybnukaumen RFC 4306 n RFC 4301. IKEv2 6a3vpyetcs B ocHOBHOM Ha cneuudukauum RFC 4301, koTopas He BKnoyaeT
cBaA3kn SA (SA bundle), npucytctBoBaBwme B RFC 2401. XoTa oaMH nakeT MoxeT npoxoautb 06paboTky IPsec HeogHOKpaTHO,
B KaXdOM M3 Takmx NPOXOAOB UCMOSb3yeTcs OTAenbHas CBA3b SA M NMPOXOAbl KOHTPONMPYIOTCA Tabnuuamu nepecbinku. B
IKEV2 kaxxgasn u3 Takmx SA co3gaércsa ¢ ucnonb3oBaHuem otaensHoro oomeHa CREATE_CHILD_SA.

N3 atoro gokymeHTa yganeHo obcyxaeHue koHdurypaumornHoro atpubyta INTERNAL_ADDRESS_EXPIRY, nockonbky ero
peanu3auusa Gbina Becbma npobnemartuyHoln. Peanv3aumu, COOTBETCTBYIOLLME 3TOMY AOKYMEHTY, AOMKHbI UTHOPUPOBATb
NpeasioXeHnsi ¢ KoHdurypaumoHHeiM atpnbytom tuna 5 (ctapoe 3HadveHve ans INTERNAL_ADDRESS_EXPIRY). 3tot
OOKYMEHT Takxke yaansieT koHdurypaumnoHHbii aTpubyT INTERNAL_IP6_NBNS.

OTOT OOKYMEHT OTMEeHsieT paspelleHne oTBepraTb COOOLLEHMs, B KOTOPOM 3feMeHTbl AaHHblX (payload) pacnonaranvce B
«HEKOPPEKTHOM» Nopsake; cenvac peanusaumsamMm HeAONYCTUMO Tak noctynatb. ATO 06YCNOBNEHO HEAOCTAaTOYHON SCHOCTbLIO
onncaHna nopdaaka cnegoBaHUA 3J1EMEHTOB.

Cnuckn anemeHntoB n3 RFC 4306 gnsa skntodeHus B peectp |IANA Obinu yceyeHbl C BKMOYEHWEM MULb TEX 3NEeMEHTOB,
KoTopble ObIn aencTBuTenbHo onpegenenol B RFC 4306. Kpome TOro, MHOrMM TakMM CnMcKkaM cendac npeflecTByT
BaXKHble VMHCTPYKUMM ONsi pa3paboTymMKoB, B KOTOPbIX YKa3aHO, YTO Ha NpakTuke crnegyet obpaiiatbes k peectpy IANA Ha
MOMEHT BbIMOSTHEHNS pa3paboTKu, NOCKOmNbKY ¢ MomeHTa nybnukaunm RFC 4306 6binmn fo6aBneHbl HOBbIE 3IEMEHTDI.

B atom AOKYyMeHTe pa3bACHEHO, Koraa cnenyet nepenaBsatb 3angpoBaHHbIe 1 He3alwmndpOoBaHHbIE YBELOMIIEHNSA C y‘-léTOM
TEeKyLlero COCToaHnA cornacoBaHu4.

B atom OOKyMeHTe npuBeneHOo OONONHNTENbHOE paCcCMOTpeHUe npouecca cornacoBaHuA KOM6VIHVIpOBaHHbIX LINpoB.

B naparpade 1.3.2 TpeboBaHvne «KEi cnegyeTt BknovaTb» 3aMeHEHO TPebOBaHMEM «AOIMKHO BKMHOYaTbCA». DTO MPUBENO
TaKkke K uameHeHusiM B naparpade 2.18.

B naparpadpe 2.1 gobasneH maTtepuan o6 mcnomnb3oBaHuu 3HaveHui SPI n/unu IP uHuumatopa gns Toro, 4Tobbl OTNM4YaTh
«nonyoTkpbITeie» IKE SA 0T HOBbIX 3anNpoCoB.

B aTOM fOKYMeHTe pasbsaCcHEHO Ucnonb3oBaHve dnara KpUuTnYHOCTH (Naparpad 2.5).
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B naparpadge 2.8 npegnoxenne «OTMeTMM, YTO Mpu CMeHe knoyen Hoeas Child SA mMoxeT nmeTb cenekTopbl Tpadumka 1
anropuTMbl, OTIIMYHbIE OT 3HAYEHWI ON1S NPEXHEN CBA3N.» 3aMeHeHO Ha «OTMeTuMM, 4YTO Npu cMeHe kntoyen Hoeon Child SA
He cnenyeT UMETb CENEKTOPbI Tpaduka 1 anropuTMbl, OTIIMYHBbIE OT 3HAYEHWI ANS NPEXHEN CBSA3N.».

HoBbili naparpacd 2.8.2 nocBsLWEH 0aHOBPEMEHHOM cMeHe Krtoyen IKE SA.
HoBsbilt naparpad 2.9.2 nocBsALWEH cenekTopaM Tpaduka npyu cmeHe Kniodei.”

B naparpadge 2.13 poGaBneHO orpaHuyeHVWe, B COOTBETCTBMM C KOTOPbIM BCe nceBdocnyyanHble dyHkumn (PRF?),
ucnonb3yemble ¢ IKEV2, BOMXKHbI MMETb KM4YM NepemMeHHoro pasmepa. OTo TpebGoBaHWe He [OMKHO MOBMUATbL Ha
CyLLecTBylOLLME peanuaauun, NOCKOmNbKy HEW3BECTHO HW OAHOW cTaHAapTusoBaHHoW PRF ¢ dukcMpoBaHHbIM pa3mepom
Kroya.

Maparpacd 2.18 TpebyeT BbinonHeHuss obmeHa Diffie-Hellman npu cmeHe kniouven IKE_SA. Teopetunyeckn, RFC 4306
paspeluaeT BbinonHATb obMeH Diffie-Hellman onuuoranbHO, HO 3TO He MONE3HO (UK He NPUEMIIEMO) MPU CMEHEe Kro4ven
IKE_SA.

Maparpad 2.21 cyLecTBEHHO paclUMpeH B YacTh pacCMOTPEHUS pas3nnyHbIX cryvaes, korga TpebyoTca OTKIMKM Ha OLLIMGKN.

B naparpade 2.23 pasbsacHeHo, 4to npu pabote yepe3 NAT nakeTbl IPsec, ¢ nHkancynsaumneni B UDP 1 6e3 Heé, AomKHbI ObITb
MOHSATHBIMMW MPU MOSNYYEHUN.

Hob6aeneH naparpad 2.23.1, onucbiBatowmin padoty yepe3 NAT npu 3anpoce TPaHCNOPTHOIO pexunma.

HobaeneH naparpadg 2.25, 06bACHAOWMIN AEACTBUS NPU BO3HUKHOBEHUN KOH(ITMKTOB CMHXPOHM3aLMKN BO BPEMS YyAaneHus
u/vnn cmeHbl knoder SA wn onpegensiowniA  OBa HOBbIX yBegomneHnus o6 owwubkax (TEMPORARY_FAILURE wu
CHILD_SA NOT_FOUND).

B naparpad 3.6 pobGaBneH TekcT: «PeanusaumvM A[oMXHbI nogaepxuBatb metonq HTTP ans noucka hash-and-URL.
MosegeHne apyrnx URL-meToO0B B HacTosiLLee BpeMs He 3a4aéTcsa U Takme MeTobl He cneayeT NpyMeHATb Npu OTCyTCTBUM
crneundukauun ansg HUX.».

B naparpad 3.15.3 fo6aBneHa cchifika Ha HOBbIN AOKYMEHT, OTHOCSALLMINCA K HacTporike agpecos IPv6.

Mpunoxenne C pacwmpeHo n caenaHo 6onee NOHATHbLIM.

2. lemanu u eapuaHmsi npomokosna IKE

IKE 06bl4HO npuHUMaeT (cnywaeT) u nepenaét nakeTbl Yepes nopt UDP 500, xoTs coobuieHns IKE MoryT npuHMMaTbCcs U Ha
nopty UDP 4500 c ncnonb3oBaHMeM crierka oTnudatolierocst oopmata (cMm. naparpad 2.23). Mockonbky npotokon UDP
paboTaeT Ha ocHoBe penTarpamm (6e3 rapaHTun goctaBku), IKE BknoYaeT BOCCTaHOBMEHME Mpu OlWMOKax nepenayu,
BKIIOYasi MOTEPK0 M MOBTOP MAKeTOB, a Takke nopaenbHble nakeTbl. IKE paccuntaH Ha paboTy npu BbINOMHEHUU AOBYX
MUHMManbHbIX TpeboBaHui - (1) No KpalHel Mepe OAMH U3 CEPUU MOBTOPHbLIX NAKETOB AOCTUrHET agpecaTa [0 TalM-ayTa u
(2) kaHan He 3anonHeH nogdenbHbIMA U MOBTOPHO WCMOMb3yeMbIMW MNakeTamn A0 TakOW CTeNneHW, YTO HeAoCTaTOYHO
nponyckHon cnocobHocTn cetu unu pecypcoB CPU kakon-nnbo n3 KoHeuHbix Toudek. [daxe npu HEBBLINOMHEHUN 3TUX
MUHMManbHbIX TpeboaHui IKE paccumTaH Ha KoppekTHoe npepbiBaHne paboThl (kak npy «obpbiBe» ceTn).

XoTsa coobuenus IKEv2 npegnonaratoTcs KOPOTKMMU, OHU COAepXaT CTPYKTYPbI, 4TS KOTOPbIX HE YCTAHOBMEH XECTKO BEPXHUIA
npegen pasmepa (B 4YacTHOCTH, umdpoBble cepTudmkaTthl), a IKEv2, cam no cebe, He BKkNoYaeT mexaHuama dparmeHTaumm
OonbLmnx coobuleHun. MpoTokon IP onpepensetr mexaHuam gns gpparmeHtTaumm coobuweHnn UDP n3bbiTouHoro pasmepa, Ho
peanu3auum CyLIeCTBEHHO pasnuyaltTcs MO 3HAYeHVsIM MakcumarnbHOro noggepxuBaemoro pasmepa. Kpome ToOro,
dpparmeHTauus IP oTkpbiBaeT peanusaumm ans DoS-atak [DOSUDPPROT]. bonee Toro, HekoTopble TpaHcnsaTopbl NAT w/unu
MeXceTeBble 3KpaHbl MOryT 6riokvMpoBaTth doparmeHThI IP.

Bce peanusaumm IKEv2 gonxHbl o6ecneunBatb BO3MOXHOCTb nepegayun, npuéma n obpabotkm coobuenuii IKE paamepom oo
1280 okTeToB, a Takke cnegyeT obecrneunmBaTe BO3MOXHOCTb nepedayu, npuéma u obpaboTtkm naketos pasmepom o 3000
okTeToB. Peanunsaunm IKEv2 fomkHbl ObiTb OCBEAOMIEHBI O MakCcuMarnbHOM NoaaepXkunsaeMomM pasmepe coobueHnin UDP 1
MOTyT yKOpauMBaTb COOOLUEHMS, UCKMNoYasa HeKoTopble cepTudukaTbl UnuM WNGpPoHabopbl, ecnu 3TO MO3BOMUT COXPaHUTb
pasmep cooblieHnss B [OONyCTUMbIX npedenax. Mcnonb3osaHne dopmata «Hash and URL3» BmecTo BKoUYeHMst
cepTudumkaToB nossonsietT m3basutbecsa oT GonblmHcTBa nNpobnem. MNpu peanu3aumn n HacTponke criegyeT NpUHUMAaTh BO
BHMMaHue, 4To B ycnoBusx, korga nouck URL cTaHOBMTCS BO3MOXHBIM TONbKO nocne opranmsauumn Child SA, stoT metoa
MOXET He cpaboTaThb.

HaHHble UDP BO Bcex nakeTax, cogepxawux coobuweHus IKE, nepeaaHHble B nopT 4500, AOMKHbLI Ha4YMHaTLCA C nNpedukca
13 YeTbIPEX HyNen (B NPOTUBHOM cryvae nony4vatenb He OyaeT 3HaTb, kak ux obpabatbiBath).

2.1. Ucnonb3oBaHMe TauMepoOB NOBTOpPa Nnepegayin

Bce coobuweHus IKE cywecTByoT nonapHo - 3anpoc un oTknuk. OpraHu3aums IKE SA obbivHO BkniovaeT aBa obmeHa. Nocne
opranuzauum IKE SA niobas 3 CTOpOH 3aluLLEHHON CBA3N SA MOXET B NMOOON MOMEHT MHULMMPOBATL 3aMnpoChl, B KaXAbIN
MOMEHT «Ha NeTy» MOXeT HaxXOAMTbCA MHOXECTBO 3anpoCoB U OTKMMKOB. Kaxaoe coobLieHne MapkupyeTcs, kak 3anpoc unm
OTKIMUK, U ANns Kaxporo obmeHa ogHa ctopoHa SA aBnseTcs nHnumaTopom (initiator), a BTopas - otBeT4mkoMm (responder).

Ona kaxgon napbl coobuenunn IKE mHMumatop oTBevaeT 3a MOBTOP nepedauyn npu Ttamm-ayTte. OTBETYMKY HeAONyCTUMO
nepeaasaTtb MOBTOPHbLINA OTKIWK A0 NOMYyYeHUs1 NOBTOPHOroO 3anpoca. Mpu nonyvyeHnn NoBTOPHOro 3anpoca OTBETYUK AOSKeH
urHopupoBaTtb (He obpabaTbiBaTb) €ro 1 TONMbKO NMOBTOPHO MepeAaBaTb OTNPAaBMEHHbIN paHee OTKNUK. NHMumatop mormkeH
NMOMHUTb Kaxabl 3anpoc, Noka Ha Hero He OyAeT nonyyYeH COOTBETCTBYHOLMIA OTKMMK. OTBETYMK AOJIKEH MOMHUTbL KaXabli
OTKIMUK, Noka He ByaeT nonyyeH 3anpoc, NOPSAKOBbLIA HOMEP KOTOPOrO HE MEHbLUE CyMMbl MOPSAKOBOrO HOMEpa OTKIUKA U
pasmepa okHa (cM. naparpad 2.3). B uensx akoHOMUKU NamsATU OTBETYMKaM paspeluaeTcs 3abbiBaTb nNepeaaHHbI OTKIMK Mo
ucTedeHun TariM-ayTa B HECKONbKO MUHYT. Ecnu oTBETUMK nonyyYaeT NOBTOPHbLIA 3anpoc Ans 3abbITOro OTKNMKa, OH AOMKeH
UrHOpupoBaTb 3TOT 3anpoc (He NbiTasgCb CO34aTb HOBbIN OTKIUK HA Hero).

'B opuruHane atoro naparpada HeT 1 oH nosBuncs Nuiwb B REC 7296, 0TMEHMBLUEM AaHHbIA JOKyMeHT. [TpumM. nepes.
?Pseudorandom function.
SX3LW U ccblnka Ha opurMHan.
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IKE siBnAeTcst NPOTOKONOM C rapaHTuen A0CTaBKM - MHALMATOP AOJHKEH NOBTOPATb 3anpoc, Noka Ha Hero He ByaeT nonyyeH

COOTBETCTBYIOLMNA OTKMUK MNU He OyaeT NpuHATO pelleHne O BO3HMKHOBeHun cbos B IKE SA. B nocnegHem cnydvae

MHMUMaTop oTbpacbiBaeT BCe COCTOSAHMS, cBsAdaHHble ¢ IKE SA u Bcemu Child SA, cormacoBaHHbiMM B gaHHou IKE SA.

[MoBTOpPHbIE 3aNpPOChl OT MHMLMATOPA AOJDKHbI ObiTb MAEHTUYHBI UICXOQHOMY 3anpocy (C TOYHOCTLIO Ao 6uTa). T. e., Bce OuThl,

HaunHas c 3aronoBka IKE (nepen SPI wHnumatopa IKE SA) gomkHbl coBnagath; anemeHTol Ao 3aronoBka IKE (Hanpumep,
3aronosku IP n UDP) moryT oTnnyaTtbcsi B NOBTOpax.

MoBTopHass nepepaya 3anpoca |IKE_SA_INIT TpeGyeT cneumanbHo o6paboTkn. Korga oTBeTuMk nonyyaeT 3anpoc
IKE_SA_INIT, oH npoBepsieT, siBNsieTCA NakeT MOBTOPHbLIM, OTHOCALLMMCS K UMELMMCA «nonyoTkpbiThiM IKE SA (B 3TOM
cny4yae noBTOpsieT nepefady CO34aHHOro paHee OTKMMKa), UMy HOBbIM (B 9TOM Crnydae OTBeTYMK co3gaét HoByk IKE SA u
nepefaért CooTBETCTBYIOLMIA OTKINK) 3anpocoM unm otHocutes Kk cywectsytowen IKE SA, B kotopon 3anpoc IKE_AUTH yxe
ObIn Nony4YeH (B 9TOM criyyae OTBETUYMK UTHOPMPYET 3anpoc).

Ons andpdepeHumaumm TpEX ONUCaHHbIX Bbile CryYyaeB HeQoCTaTovyHO 3HadveHun SPI u/vnu IP-appeca wHuumaTtopa,
NMOCKONbKY ABa pasHbIX napTHépa 3a ogHum yctponctsom NAT moryT BbibpaTb oavHakoBble 3HaveHus SPI ana nHuumaTopa.
OTKa3oycTon4mBbI OTBETYMK ByaeT BbinonHATL novck IKE SA, ncnonb3ys BeCb NakeT, ero xaww nunu gaxHHble Ni.

Monutnka noBTOpa OAHOCTOPOHHUX COOOLEHNIA HECKONMbKO OTNNMYaeTca OT MONUTUKK noBTopa OObIYHBIX COOOLLEHUN.
lMockonbKy MOATBEPXAEHWUS HUKOrAa He MnepefarTcs, He BO3HMKAeT OCHOBaHMM AN MOBTOPHOW nepedavn OAHOCTOPOHHMX
coobuwenuin. C YYETOM TOro, YTO BCE Takue COo00LLEeHNs CBA3aHbI C OLUMOKaMn, UMEET CMbICH nepegaBaTtb UX OAHOKpATHO AnA
Kakgoro naketa C OLUMOKOW U NOBTOPATb coo0ueHne TombKo npu nonyyYeHnn Opyrux naketos C owmnbkamun. MimeeT cmbicn
TakKXe orpaHm4nBaTtb YaCToOTy nepenayn Takmx coobueHnin 06 oLimbkax.

2.2. Ucnonb3oBaHue nopsaakoBbiXx HomepoB Ans Message ID

Kaxpgoe coobweHune IKE coaepxut ngeHtndpukatop Message ID B cBoém dukcupoBaHHoM 3aronoske. 3HadeHne Message 1D
CNYXWT ANs COMOCTaBMEHUs OTKNMKOB C 3anpocamm n OBHapyxeHus NOBTOpHOM nepepauyn coobuieHui. lMpu nosTope
co0bLLEeHNA BOMKHO MUCMONb30BaTLCS Takoe e 3HadeHne Message ID, kak B UCXOLHOM COOBLLEHUN.

Message ID npepnctaBnsieT cobon 32-0MTOBOE 4MCNO, KOTOPOE UMEeEeT HyneBoe 3HayeHue ans coobwenun IKE_SA_INIT
(Bkmovas noeTopbl No npuynHe oTknukoB Tuna COOKIE u INVALID_KE_PAYLOAD) u VMHKpeMEHTUpYeTCa AMNA KaXZoro
nocnepgytoulero obmeHa. Takum obpasom, nepsasi napa coobwennii IKE_AUTH umeet Message ID = 1, BTopas napa (npwu
ucnonb3oBaHum EAP) 6ynet nmetb ngeHtndukatop 2 u 1. 4. 3HavyeHme Message ID cHpackiBaetcst B 0 anst Hoon IKE SA
nocne cMeHsbl kntoven IKE SA.

Kaxpgas koHeuyHas Touka IKE SA nopgepxvBaeT ABa «Tekywmx» 3HadeHns Message ID - cnepyiowlee 3HauyeHue, KoTopoe
OyaeT ucnonb3oBaTbCs ANS UHALUMMPYEMOTrO 3TON TOYKOW 3anpoca U crieyollee 3HavyeHme, KOTopoe OHa OXuaaeT YBUAETb B
3anpoce ¢ ApYron CTOPOHbI. DTN CHETHMKM MHKPEMEHTUPYIOTCS NO hakKTy reHepauuy unmn nonyveHus 3anpoca. OTkNukM Bceraa
cogepxaT 3HauyeHus Message ID 13 cooTBeTCTBYOLLEro 3anpoca. OTO 3HAYUT, YTO MOCMe HavanbHOro obmeHa kaxgoe
LeNTIOYMCIIEHHOE 3HAYeHNE N MOXET MnosiBNATbCA B kavyecTBe Message ID yeTbipéx pasHbiX COOOLEeHMN - n-ro 3anpoca oT
ncxogHoro mHuumatopa IKE, cooTBETCTBYIOWErO OTKIMKA, N-ro 3anpoca oT mcxopHoro otBeTunka IKE m cootBeTcTBytOLLErO
oTknuka. Ecnv gBe CTOpPOHbI NepearT CYLWECTBEHHO pasnMyalroliMecs KonvMyecTBa 3anpocoB, 3HaveHus Message ID ans
KaXkOoro 13 HarnpaeneHus OyayT cunbHO oTnmnyaTbes. 34eCb He BO3HUKAET Kakom-mmbo HEOAHO3HAYHOCTU, MOCKOMbKY doraru
Initiator 1 Response B 3aronoBkax COOOLWEHWUA MO3BOMAKT WAEHTUMPUUMPOBATL KaXgoe U3 YeTblpéX CcoobLeHui c
coBnajarwwumMmm naeHTudnkaTopamm.

B aTOM [OOKyMEHTE TEPMWH «UHULMATOP» YKasbiBaeT CTOPOHY, KOTOpasi Ha4MHaeT ONuUCbiBaeMbldi OOMEH COOOLLEHUAMMN.
McxogHbIM MHUMLMATOPOM Ha3blBAeTCA CTOPOHA, HayaBLuas 0OMeH, KOTopbI NpMBEN K opraHusauun Tekywen IKE SA. VHbimn
CnoBamu, ecnv UCXOAHbIN UHULMATOP HadmMHaeT cMmeHy kntodyen IKE SA, oH ocTaétcsa MCXoOHbIM MHULMATOPOM U ANisi HOBOWM
IKE SA.

OTmeTuMm, 4To 3HayeHus ID 3awmwiatoTca kpuntorpaduyeckn, YTo Mo3BonsdeT NpefoTBpaTUTb NOBTOPHOE WUCMONb3oBaHUe
coobuweHuin. B manoseposiTHon cuTyauum, koraa 3HaveHus Message ID nepectatoT nomewatbcsa B 32 6uta, IKE SA pomxkHa
ObITb 3aKpbITa UMK KIMOYN CMEHEHDI.

2.3. Pasmep OKHa Ans nepeKkpbIiBaroLWMXCA 3anpocoB
Yeegomnenne SET _WINDOW_SIZE roBopuT 0 TOM, 4YTO nepedaBllasi ero Tovka crnocobHa coxpaHsaTb COCTOSIHMSA Ans
MHOXXeCTBa MpoJorKarLwmxcss 0OMEHOB, YTO MO3BOMSAET MonyyaTento yBeAOMIEHNs nepeaaBaTb MHOXECTBO 3arpocoB 0
nony4yeHus OoTKNuKa Ha nepsbi 3anpoc. [aHHble, cBsa3aHHble ¢ yBegomneHnem SET_WINDOW_SIZE, ponmxHbl MMeTb pasmep
4 okTeTa M ykasblBaTb 4ucrno (nopsgok 6utoB big endian) cooblieHuid, koTopble OTNpaBUTENb yBeOOMIEeHUs obellaeT
coxpaHaTb. Pa3mep okHa Bcerga paBeH 1 40 3aBeplueHus HavyanbHOro obmeHa.

KoHeuHass Touka IKE pmomkHa gaTb OTKNMKA Ha Kaxgoe M3 cBoumx cooblieHun npexae, 4Yem nepedatb cnegyoulee
coolLleHne, ecnn oHa He nofny4ana oT cBoero naptHépa ysegomneHus SET_WINDOW_SIZE, nokasbiBaroLero rotoBHOCTb
TOro NoaAepXvBaTb COCTOAHUS AN MHOXECTBA COODLLEHWI (3TO NO3BONSET NOBbLICUTL NPOMYCKHYH CNOCOBHOCTD).

Mocne opranmsauum IKE SA ans nosbiweHus npoussogutensHocTn IKE koHeyHas Touka IKE MoOXeT BBOOUTH MHOXECTBO
3anpocoB A0 MOJNydeHUs1 OTBEeTa Ha KakKOW-NMNOO M3 HUX - YNCNO HEe3aBEPLUEHHbLIX 3anpOCOB OrPaHUYEHO YCTaHOBMEHHLIM
napTHépom 3HayeHnem SET_WINDOW_SIZE. 3t 3anpocbkl MOryT nepefaBaTbCca Yepe3 ceTb oauH 3a ApyruMm. KoHeuHas
Touka IKE pomkHa GbiTb roToBa K BOCNpuATUIO U 06paboTke 3anpoca Npu Hanu4mMu y Heé 3anpoca, obpaboTka KOTOporo eLué
He 3aBeplleHa, AN Toro, 4Tobbl B TakUX CUTyauusix He BO3HMKano OnokumpoBku. KoHevHast Todka IKE moxeT Takke
BOCNpPUMHUMATL M obpabaTbiBaTb MHOXECTBO 3aMpOCOB MPU HANN4YUK y HEE 3anpoCcoB C He3aBepLUEHHON 06paboTKON.

Onsa koHe4dHbIX Toyek IKE HeponmycTUMo npeBbilleHMe 3afaHHOro napTHEPOM pas3Mepa OkHa npu nepepade 3anpocos IKE.
MHbIMM cnoBamu, ecniv OTBETUMK yKa3an pa3Mmep okHa N, a MHMUmMaTopy HY)XHO OTMpaBWTb 3anpoc X, OH AOJHKEH AOXAATbCs,
noka OyayT nmonydeHbl OTKNMKM Ha Bce 3anpockl BNnotb Ao X-N. KoHeuvHas Todka IKE pomkHa coxpaHaTb Konuo (Mnu
obecneymBaTb BO3MOXHOCTb TOYHOTO BOCCTaHOBMEHWUS) KaXOOro MepedaHHOro 3anpoca, noka He OyaeT nonyyeH
cooTBeTCTBYOWNA OTKNMK. KoHeyHasa Touka IKE pomkHa coxpaHsatb konuio (unu obecneymBaTb BO3MOXHOCTb TOYHOMO
BOCCTaHOBMNEHUS) ANA paHee OTNPaBIieHHbIX OTKIMKOB B KOMNWYECTBE HE MEHEee 3asiBIIEHHOrO €l pa3Mepa OKHa Ha criyyan
noTepuv OTNPaBEHHbIX OTKITMKOB 1 MOJTYYEHUs OT MHMLMAToOpa NOBTOPHOIO 3anpoca.
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KoHeuHas Touka IKE, nogaepxumBatowiasa pasmep okHa 6onblie 1, gomkHa ObITb cnocobHa obpabaTtbiBaTh BXOASLME 3anpocChl
6e3 yyéTa nopsiaka Ux 4OCTaBKM ANS NMOBbILEHNS NMPOU3BOANTENBHOCTU B YCIOBUSIX OTKA30B B CETW UIN HapyLUeHUs1 nopsiaka
[OCTaBK/ MaKeToB.

Pasmvep okHa sBnsieTcs 06blYHBIM (BO3MOXHO, HacTpaMBaembiM) NapamMeTpoM KOHKPETHOW peanv3aumMu M He CBHA3aH C
KOHTpONEeM HacbiweHus (kak pasmep okHa TCP). B yacTHOCTW, noBefeHVe OTBETYMKA NpW MOMNyYeHWUM YBEAOMIIEHWS
SET_WINDOW_SIZE c pa3MepOoM OKHa MeEHbLUE TeKyLlero 3HavyeHus He onpegeneHo. T. e., B HacTosilee BpeMs He
cywecTByeT crnocoba CHMXeHUs pa3mepa okHa Ansi cyuectsyowmx IKE SA, OkHO MOXHO NMuvlb yBenuymeatb. Mpu cmeHe
kntodyen IKE SA Hoeasi IKE SA pabGotaeT ¢ pasmMepoMm OKHa, paBHbiM 1, Moka OKHO SIBHO He OyaeT yBenuM4eHO HOBbIM
ysegomnernvem SET_WINDOW_SIZE.

Yeegomnerune INVALID_MESSAGE_ID nepepaétca B crnyyae nomnydeHuss coobuweHusi co 3HadeHunem IKE Message ID,
BbIXOAALWMM 3a npegenbl MNOAAEPXKMBAaEMOro OKHa. Takve yBeOOMMEeHUs HeAonycTUMO nepedaBaTb B OTKIMKax W
HeaoNyCTUMO MOATBEPXKAATb HEKOPPEKTHBIM 3anpoc. BmecTo atoro cneayet uHGOpMMpoBaTh APYryld CTOPOHY C MOMOLLBIO
o6meHa INFORMATIONAL, B kotopoM paaHHble Notification cogepxaT 4 okTeTa HekoppekTHoro 3HadeHuss Message ID.
lMepepaya Takoro yBegoMIEHMSA SBNSETCA HeOobGA3aTeNbHOM WM CKOPOCTb OTNPaBKM TakMX YBEAOMMEHWA [OJKHa ObiTb
orpaHunyeHa.

2.4. CUHXpPOHM3aLMA COCTOSIHUMA U TaUM-ayTbl COeAUHEHUN

KoHeuHbIM Touykam IKE mMoxHO B no6oii MOMEHT 3abbiBaTh BCce AaHHble 0 cocTosiHum IKE SA n cootBeTcTBytowmx Child SA.
Takoe noBedeHWE SABMSETCS OXMAAEMbIM B Cryyasix aBapuid UNM nepesarpys3kn KOHeYHow cTaHuuu. [pu oTkase wnu
MOBTOPHON MHULMANU3aLum KOHEYHOW TOYKM BaXkHO, YTOObLI Apyrasi CTOpoHa Morfa [eTeKTMpoBaTb 3TO U He pacxopoBaTb
NPOMYCKHYI0 CMOCOBHOCTL CETW Ha Nepefadvy NakeToB Yepes pa3opBaHHbIE CBA3N SA (OTNPaBKy B «4EPHYIO AbIPY»).

Yeegomnenne INITIAL_CONTACT rosopuT 0 ToMm, 4yto AaHHasa IKE SA saBnsieTca eguHcTBeHHOW cBA3bio IKE SA mexay
ayTEHTUOULNPOBAHHLIMU y3NamKn, akTUBHOW B AaHHbIi MOMeHT. OHO moxeT ObiTb nepepaHo, koraa IKE SA opranusyetcs
nocrne aBapuv v nosny4vartenb MOXeT MCMoNnb3oBaTh 3Ty MHopMauuio Anst yaanennst Bcex octanbHbix IKE SA, nmetowuxes y
Hero Ans 3Toro ayTeHTMduUmMpoBaHHOro ysna 6e3 oxugaHus Tanm-ayTa. [epegaya Takoro yBeJoMreHnss HegonycTuma Anis
y3na, KOTOpbIi MOXeT ObiTb pennuuMpoBaHHbIM (Hanpumep, ANs KOPMopaTUBHOrO MONb30BaTens B POYMWHre, KOTOPOMY
paspeLleHo O[HOBPEMEHHOE MOAKMYEHNE K KOPMOpPaTMBHOMY MEXCETEBOMY 3KpaHy M3 [BYyX pasHbiXx Todek). Ecnu
yBegomneHue INITIAL_CONTACT nepenaértcsi, OHO AOMKHO BKMOYaTbCA B MepBbli 3anpoc unu otknuk IKE_AUTH (a He B
nocnegywLime coobLleHust), NpUHUMaroLLLas CTOPOHa MOXEeT UTHOPMPOBaTb 3TO YBEAOMIIEHME B APYrMX COOBLLEHMSX.

Mockonbky npotokon IKE paspabotaH ¢ y4éTom BO3MOXHOCTM DoS-aTak M3 ceTW, KOHEYHbIM TOYKkaM HeaonyCcTUMO
npuvHUMaTbL pelleHne o6 OTkase [Apyrol CTOPOHblI COEAMHEHMSI Ha OCHOBaHWM KakoW-Nnbo MapLupyTHOW MHopmaLumu
(Hanpumep, coobuwerHuin ICMP) nnu coobweHun IKE, npuxogsawmx 6e3 kpuntorpaduyeckon 3awwmTsl (Hanpumep, coobLleHuin
Notify, roBopswmx o HenssecTHbIX SPI). KoHeyHas Touka AorkHa npuHMMaTh pelleHne o6 oTkase Opyron CTOPOHbI TOMbKO
nocrne TOro, kak NpOAOKaLLMECH NOMbITKM KOHTaKTa OCTaBanncb 6€30TBETHbIMU B TEYEHUE 3a4aHHOIMO0 BPEMEHM UNK nocre
nonyyeHus kpuntorpadudeckn sawmwénHoro ysegomnenuns INITIAL_CONTACT, nonyyeHHoro 4yepes gpyryto IKE SA ot Toro
Xe ayTeHTMdUUMPOBaHHOIO y3na. KoHeyHoW Touke crneayeT npeanonaratb BO3MOXHOCTb aBapuv Ha APYronM CTOpOHe Ha
OCHOBaHMN MapLUPYTHOW WMHOPMaUMM M B TakKMX CIyvyasx WHMLMMPOBATb 3anpoc C Lenbil MPOBEPKU XKU3HECMOCOBHOCTU
Apyron ctopoHbl. Ans Takon npoepku B IKE cnyxat nyctele coobuieHns INFORMATIONAL, Ha koTopble (kak U Ha BCe npo4yve
coobueHus IKE) Tpebyetca otBeT (0TMeTMM, 4To B KoHTekcTe IKE SA «nycTtoe» coobuieHne BknodaeT 3aronosok IKE, 3a
KoTopbiM cnegyeT none Encrypted, He copepxkallee paHHbIX). Ecnu kpuntorpadwmyecku 3alumuléHHoe (cBexee, a He
NOBTOpHOE) coobueHne Oblo HedaBHO MOSyYEHO OT APYrOM CTOPOHbI, He3awuwéHHble coobleHns Notify MoxHO
urHopupoBaTtb. Peanusauun [OMKHbI OrpaHNYMBaThb CKOPOCTb, C KOTOPOW MOryT NpeanpuHUMaTtbCsl AEUCTBUS B OTBET Ha
nonyyYeHne He3alnLLEHHbBIX COOBLLEHWIA.

Yuncno nonbITOK 1 NPOOOIMKUTENBHOCTL OXUOAHNUS HE 3a4aloTcs 3TON cneundurkaumeit, NOCKONbKy OHW He OKa3blBalOT BNUSIHUA
Ha B3anmopgewncTeue. [Npegnaraetcs NOBTOPATb NOMNbITKU HE MEHEE HECKOIbKMX AECSATKOB pa3 B TEYEHNE Nepmnoaa B HECKOMbKO
MUHYT, HO TpeboBaHUA pasHbIX cpeqd MOryT oTnmMyaTbcs. B COOTBETCTBMM C CETEBBIM 3TUKETOM MHTEPBaribl NOBTOPA AOJKHbI
yBENUUMBATLCHA IKCMOHEHLMAanbHO, YToObl n3bexaTtb NaBUHHOW 3arpy3kv CeTu 1 ycyrybneHmsa nMerowmxcsa neperpysok. Ecnm
BO Bcex SA, cBs3aHHbix ¢ IKE SA, 6bin TONbKO MCXOAALMIA TpaduK, BaXKHO NOATBEPAUTL XXKU3HECTOCOOHOCTL APYro CTOPOHBI
BO u3bexaHue nepegayn naketoB B «YEpHyH0 Abipy». Ecnun yepes IKE SA vnu kakyto-nnbo us godepHux SA B nocrepHee
Bpems He GbINo MoNy4eHO HY OJHOrO KpunTtorpaduyeckn 3awmiéHHOro coobLLeHns, cneayeT NPOBEPUTL XKMU3HECNOCOOHOCTb
APYroi  CTOpPOHbl, YTOGbl MPeaoTBPaTUTb OTNPaBKy COOGLEHWM «MEpTBOMY» napTHépy'. TllonyyeHne cBexero
KpunTorpaduyeckn s3awmwéHHoro coobieHnsa B IKE SA unu ntoboi u3 goyvepHmx SA noateepxaaeT xu3HeHHocTb IKE SA u
Bcex AoyepHnx SA. OTMETMM, YTO 3TO BHOCUT TPEOOBaHMSA K pexumam OTKa3oB KOHeYHbix Toudek IKE. Peanusauus pnomkHa
npekpaTuTb Nepegadvy yepes Bce SA, ecnv TOT UMM MHOW OTKa3 He No3BoNseT NPuém vepes Bce cBa3aHHble SA. Ecnu cuctema
co3paét Child SA, koTopble C TOUKM 3pEeHNst OTKA30B HE 3aBUCAT OT ApPYrMX OYEPHUX CBs3el 6e3 BO3MOXHOCTU cBsizaHHON IKE
SA nepepaBsaTtb coobueHune Delete, cuctema gomkHa cornacosbiBaTtb Takve Child SA ¢ ncnonb3oBaHveM pasHbix IKE SA.

CyuwectytoT DoS-atakm Ha uHuumatopa IKE SA, koTopble MOXHO NpefoTBpaTUTb 3a CYET NPMMEHEHUS Ha CTOPOHE
WHMUMaTopa cooTBeTCTBYLWMX Mep. [MockonbKky OBa MnepBbiX COOOLLEHMS B npouecce opraHv3auum SA He 3allmuieHbl
KpunTorpadmyeckn, aTakylowmnin MoXeT OTBETUTb Ha COOBLLEHME MHMUMATOPaA paHblle HACTOALEro OTBETYMKA M HapyLUTb
NPOLIECC OpraHmn3aLun coeanHeHus. [ns npegoTBpaLleHrs 3TOr0 MHULMATOP MOXeT BOCTNPUHMMAaTb MHOXECTBEHHbIE OTBEThI
Ha CBOE nepBoe CoobLLeHNe, TPaKTysi KaXabl U3 HMX, Kak NOTEHUMANbHO NErMTUMHbIA, OTBEYaTb Ha HUX U 3aTeM oTbpackiBaTb
HEKOPPEKTHbIE MONYOTKPbITbIE COEAMHEHUSI MOCME MOMNyYEeHUs KOPPEKTHOrO KpunTorpaduyeckn 3allMLLEHHOrO OTKNMKa Ans
0[HOro 13 cBoMX 3anpocoB. Korga nonyyeH KOppeKTHbIV KpUnTorpadmnyeckn 3allnEHHbIN OTKINMK, BCE NOCMeayLMe OTKINKN
cnefyeT UTHOPUPOBATb, HE3ABUCUMO OT KOPPEKTHOCTU UX KPUNTO3aLLMUThI.

OTMETUM, YTO NPU BbINOSTHEHWUM 3TUX MpaBWUi HE BO3HMKAeT HeoOGXOAMMOCTM cornacoBaHusi BpemeHu xmsHu SA. Ecnm IKE
npegnonaraeT, YTO NAapTHEP yMEpP Ha OCHOBE MOBTOPSIIOLLErOCS OTCYTCTBMS OTKNMMKOB Ha coobLueHne IKE, ynansetcsa IKE SA n
BCe opraHusoBaHHble B Hew Child SA.

KoHeuHasi Touka IKE moxeT B noboi MoMeHT yganuTb HeaktuBHble Child SA ans ocBoboXaeHWst CBA3AHHbLIX C HUMU
pecypcoB. Ecnn koHeuHas Touka IKE BbibupaeT ypaneHue Child SA, oHa pomkHa nepepate gaHHble Delete Ha gpyryto

"Takyio npouefypy MHOTAa HasblBalOT «4ETeKTMpOBaHMeM MEpTBOro napTHépax» (dead peer detection wnu DPD), xoTa B peanbHOCTU
NpoUCXoauT AETEKTUPOBAHME XUBOro NapTHEpa.
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CTOpPOHY Ans yBegomneHus o6 ypaneHuu. 910 gencrteyet nogobHo Tamm-ayty ansa IKE SA. 3akpbitne IKE SA HesiBHO
3akpbiBaeT Bce cBaA3aHHble Child SA. B atom cniyyae koHeuHol Touke IKE cnepyeT nepenatb faHHble Delete, ykasbiBatowme
Ha 3akpbiTne IKE SA, ecnu gpyras ctopoHa 6onblue He oTBevaerT.

2.5. Homepa Bepcm7| n COBMeCTUMOCTb C HOBbIMUN BepCUAMU

B atom pokymeHTe onucaHa Bepcusi 2.0 npotokona IKE - 3HauyeHue ctapliero Homepa paBHO 2, mnagwero - 0. [aHHbIn
OOKYMeHT aBnsieTca 3ameHon [IKEV2]. OueBnaHoO, 4TO HEKOTOPbIE peanu3aumm 3axoTaT nogaepXusaTte NpoTokonsl Bepcuun 1.0
n 2.0, a B GyayLiem n apyrux Bepcun.

3HayeHMe cTapllero Homepa Bepcuu crnefyeT yBenuumBaTh NULb B TEX Criyyasax, koraa dopmart nakeToB unm Tpebyemble
OENCTBUSI MEHSIIOTCA CTOMNb CYLIECTBEHHO, YTO CTapasi Bepcusl yxe He cMoxeT pabotatb ¢ HOBoW, ecnu Oyaet npocTto
UFHOPMPOBATb HEMOHATHbIE €l MONs U BbINONHATbL AEWCTBUS 3adaHHble cTapon cneumdmkauven. Mnagwmm Homep Bepcumn
NMOKa3biBaeT HOBbIE BO3MOXHOCTU U [OJDKEH WIHOPMPOBATLCHA Y3MaMuM C MEHbLUMM 3HAa4YeHMEM MIagliero Homepa W
MCNONb30BaTbCA C MHAOPMALMOHHBIMK LEeNsaMM y3namu ¢ GonbluMM 3HadeHMeM MIaflero Homepa Bepcun. Hanpumep,
Mraglwuin HoMep MOXeT MokasblBaTb BO3MOXHOCTb 06paboTkuM HeaaBHO onpepenéHHoro tuna coobuwieHun Notify. Y3en ¢
OonblUMM 3Ha4YeHMeM MIlaglWero HoMepa MpocTOo OTMETUT Ans cebs, 4YTo ero KOpPPEeCrnoHAEHT C MEHbLUMM 3HaYeHWEM
MrajLiero HoMepa He MONMET Taknx yBeOMIIEHUI 1, CNeA0BaTENbHO, UX HE HYXXHO HanpaBnsiTe emy.

Ecnn koHeuyHas Toyka nonyyaeT cooblieHne C Ooriee BbLICOKMM, YeM Yy HeW, CTaplimMM HOMEpOM BEpCUWM, OHa [OFKHA
oTOpocuTb  cooblwieHne, en cnepyeT Takke nepedatb HeayTeHTuduumpoBaHHoe coobuweHne  Notify  Tuna
INVALID_MAJOR_VERSION, cogepxalliee MakcMmanbHbIi (6nvxanlumnii) noaaepxxusaemMbli Homep Bepcun. Ecnm koHeuHas
TOYKa NoggepKmMBaeT CTapLUnii HOMEpP n, a B yBeAOMIIEHUN yKa3aHa Bepcust m, 9Ta Touka AOJKHA NOAAEepXKMBaTh BCe BepCcumn
oT n go m. Ecnu Toyka nony4aeTt coobLieHe ¢ NogaepXXMBaembiM €0 CTapLuM HOMEPOM BEpPCUMM, OHa [OJKHA OTBeYaTb C
3TUM Xe HoMepoMm. YToOblI NpeaoTBpaTMTL COrnacoBaHMe Napow y3rnoB 3HAYeHWs CTapllero HoMepa MeHbLue MakcumarnbHO
nogaepxvsaemoro obovmu ysnamu, B IKE nmeetcda dnar, nokasbliBaloWmMn, YTO y3en crnocobeH noHnmatb Gonee BbICOKOE
3HayeHue cTapLlero Homepa BepCun.

Takum obpasom, cTapwuin Homep Bepcuu B 3aronoBke |IKE nokasbiBaeT Bepcuio, MCMONb30BaHHYO ANS COobLWeHus, a He
MaKcHMMarnbHyH NoaaepXKMBaemyto oTnpasuTenem Bepcuio. Ecnu niuumaTop cnocobeH nogaepxmeaTe Bepcum n, n+1 n n+2, a
OTBETYMK - N 1 n+1, OHM cornacytoT Mexay cobor Bepcuto n+1 1 uHMuymnatop OyaeT ycTaHaBnuBaTh drar noaaepxkm Gonee
BblCOKOM Bepcun. Ecnu yanbl no ownbke (BO3MOXHO, B pe3ynbTaTe aTaku) cormacyloT Bepcuto n, Torga oba ysna Oyayt
BMAETb, YTO MNapTHEP MOXeT noaaepxuBaTb OGOMbLINA HOMEP BEepcUM M AOMXKHbI pasopBaTb COEAMHEHME, a MOTOM
opraHu3oBaTb HOBOE C Bepcuen n+1.

OTMeTuM, 4To 3TO NpaBumo He BbinonHseTcs B IKEv1, nockonbKy Anst y3noB 3TOro NpoTokosnia He UMeeT CMbIca roBopuUTb O
BO3MOXHOCTW noadepxkn OGonbluero Homepa Bepcuu. [MO3TOMYy akTUBHBLIA aTakyrlowmuin cnocobeH BbIHYAWTL ABa Y3na,
noaaepXmBarLLmx v2, Kk cornacoeaHuio v1. Korga nogaepxusarowmii v2 y3en nepexoaunt B pexuMm v1, emy cnegyeT oTmevaTb
3TO B CUCTEMHOM XypHane.

[ns coBmecTmocTn ¢ ByaywimmMmn Bepcramn 3HaveHns Bcex pesepsHbix nonen (RESERVED) gomxHbl yctaHaBnmeaTtbes B 0
peanu3auuamu Bepcumn 2.0, a Ha NpuémMe Takue peanusaumv AOJIKHbI UIHOPUPOBATb COAEpXMMOoe 3Tux nonew («byabTe
KOHCepBaTMBHbI MpW nepedade n nubepanbHbl Ha npuéme» [IP]). B atom cnyyae Oyaywime Bepcun MpOTOKOMa CMOryT
MCMosnb30BaTb Pe3epBHbIE MO, 3aBe4OMO 3Has, YTO UX coaepnmoe ByaeT UrHOpMpPoBaTbCA HE MOHUMAKLWNMK AaHHOE none
BepcuAMU. AHanornyHo, Tunbl AaHHblX (payload type), koTopble He onpefeneHbl, SABNSAIOTCA pe3epBoM Ha Oyayulee,
peanusauuv Bepcum, rae 3TM TUNbl eLwé He onpeaeneHbl, AOMKHbI MPOonyckaTb Takne AaHHble, UITHOPUPYSA UX COAEPXKUMOE.

IKEv2 pobGaBnsieT cnar KputudHocTu (critical) B Kaxabli 3aronoBOK AaHHbIX (payload) gna coBmecTtumocTv ¢ Gyaywumm
BepcuaMn. Ecnn ana HepacnosHaHHbIX AaHHbIX yCTaHOBMEH dhrar KpUTUYHOCTM, coobLleHne AOMKHO ObiTb OTBEPrHyTo, a
OTKNMUK Ha 3anpoc IKE ¢ Takumu AaHHbiMu pomkeH BkrtodaTe none Notify Tuna UNSUPPORTED_CRITICAL_PAYLOAD,
ykasblBalollee Ha Hanuune HenoaaepXvBaeMoro Tuna pAadHbiX. Ecnn  dnar  kputuyHOCcTM  oTCyTCTBYET  Ans
HenoaaepXnBaemoro Tuna AaHHbIX, 3TV AaHHbIE AOMMKHbI UTHOPMPOBATLCA. B anemeHTax AaHHbIX, nepegaBaeMbIX B OTKIMKaX
IKE, ycTtaHaBnuBaTth nar KpMTUYHOCTU HepgonycTumo. OTMeTuMm, 4To nar KpUTUYHOCTM MPUMEHUM TOMbKO K TWUMy Mons
AaHHbIX, HO HE K ero cogepXxumomy. Ecnv Tvn AaHHbIX pacnosHaH, HO Mone COAEpPXWUT YTO-MMBO HemnoHATHOe (Hampuwmep,
HensBecTHoe npeobpasoBaHMe B 3neMeHTax AaHHblX SA wmnu Heu3BecCTHbI Tun yBegomneHusa B none Notify), dnar
KPUTUYHOCTU UTHOPUPYETCA.

X0oTH HOBbI€ TUMbI MNOMEN, KOTopble MoryT ObITb 4OOaBMNEHbI B HOBbIX Bepcuax, MoryT 4yepenoBatbCA C nonamMu onpeaenéHHbIxX
3fecb TMnoB, peanu3aunam cnenyeTt nepenaBsatb onpeaenéxHble B aTOM cneumdukauumn gaHHble B nopsake, nokasaHHOM Ha
PUCYHKaX pasaenos 1 n 2. Peanusauusam HegonycTUMO OTBepraTb, Kak HEKOPPEKTHbIe, COOOLWEHNS C MHBIM nopsaKkom nonen.

2.6. IKE SA SPI u yBegomneHus Cookie

[Ba nepBbix 8-okTeTHbIX nons B 3aronoBke naketoB |IKE, HasbiBaemble IKE SPI, cnyxaT B kayecTBe MAEHTMUKATOPOB
coeavHeHnst B Hadane naketoB IKE. Kaxxgasa koHeyHas Toyka BbiOMpaeT ogHO u3 AByXx 3HayeHur SPI n gomkHa BbiOpaTh TO,
KoTopoe OyaeT yHukanbHbiM uaeHTudukatopom IKE SA. HyneBoe 3HadeHue SPl umeeT cneuvanbHbIi CMbICHT - OHO
nokasbiBaeT, 4YTo 3HayeHne SP| yaanéHHOM CTOPOHbI eLLE He N3BECTHO OTMNpPaBUTENHO.

Bxoasawwme naketol IKE oTobpaxatotcst Ha IKE SA Tonbko no 3HaveHusm SPI, a He no 3HayeHusaM (Hanpumep) IP-agpecos
oTnpasuTenen.

B otnnune ot ESP u AH, roe B 3aronoBkax coobuieHuin ykasbiBaeTcs Tonbko SPI nonyyartens, B kaxgom coobuweHun IKE
ykasbiBaeTcs Takke SPl otnpasButens. lMockonbky 3HadeHne SPI, BbiGpaHHoe ucxogHbiM mHuumaTopom IKE SA, Bcerga
yKasblBaeTCqd NepBblM, KOHEYHas TOYKka CO MHOXecTBOM OTKpbIThbiX IKE SA, xenas Havtu IKE SA no BblgeneHHomy ew
3HaveHunto SPI, gomkHa ucnonb3oBaTtb ¢nar Initiator B 3aronoske Ans onpegeneHns B nepsomMm unv BTOopoM none SPI
HaxXoauTCA HYXXHOe 3HadeHue.

Ona nepsoro coobuweHns HadanbHoro obmeHa IKE wHuumatop ewé He 3HaeT SPI oTBevatowen cropoHbl u Byger,
cneposaTenbHO, ycTaHaBnmeBaTb Ansa nons 3HadveHue 0. Korga obmeH IKE_SA_INIT He 3aBepluaetcd cosgaHvem IKE SA no
npuymHe INVALID_KE_PAYLOAD, NO_PROPOSAL_CHOSEN wnnu COOKIE (cm. naparpad 2.6), 3HayeHue SPI oTBeTunka
OypeT HyneBbIM gaxe B oTknmke. OgHaKko, ecriv OTBETYMK NepeaaéT oTnMYHoe OT Hyns 3HadveHve SPI, nHmumnatopy He cnegyet
oTBepraTb COObLLEHNE TONBKO MO 3TON NPUYUHE.
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BoamoxHbl atakn Ha IKE nytém wncuyepnaHusa pecypcoB coctosHui M CPU, korga uenb aTtaku 3abpacbiBaeTcsi NaBUHON
3arnpocoB MHWLMUPOBAHUS Ceccui C MNOoACTaBHbIX agpecoB |IP. OddeKkTMBHOCTL Takmx atak MOXeT ObiTb CyLIEeCTBEHHO
CHWXeHa, ecnu oTBeTYMK ncnonb3yet pecypcbl CPU no MyHMMyMmy n He BblAensieT pecypcoB Ans COCTOAHUIA SA, noka OH He
3HaeT, YTO MHULMATOP MOXET MOoryYaTh NakeTbl, HanpaBreHHbIe Mo agpecy, ¢ KOToporo Obin NonyyeH 3anpoc.

Korga oTBevatowlas cTtopoHa AeTekTUpyeT MHOrovucrieHHble nomnyoTkpbiThle IKE SA, e cnepyeT oTBevaTb Ha 3anpochbl
IKE_SA_INIT otknukamn c yBepomneHnem COOKIE. Pa3vep [aHHbIX, CBS3aHHbIX C TakuM YBEAOMIEHWEM, [OJIKEH
cocTaBnATb oT 1 o 64 OKTETOB (BKMOYMTENBHO), @ reHepaums 3HavyeHus onucaHa Hwxke. Ecnu otknuk IKE_SA_INIT Bkniovaet
yBegomneHne COOKIE, uHuumatop pomkeH nosTtoputb 3anpoc IKE_SA_INIT, skniouuB B Hero yBegomneHne COOKIE,
copepkalllee nosny4YeHHble faHHble B KAYECTBE MEPBOro AfieMeHTa AaHHbIX U COXPaHUB BCE NPOYME 3reMEHTbI HEM3MEHHbIMU.
HavanbHbii 0OMeH B TakoM cryyae 6yaeT MMeTb BUg

NunumaTop OTBEeTUMK

HDR(A,0), SAil, KEi, Ni -->
<-- HDR(A,0), N(COOKIE)
HDR(A,0), N(COOKIE),
Sail, KEi, Ni -—>
<-- HDR(A,B), SArl, Ker, Nr, [CERTREQ]
HDR(A,B), SK {IDi, [CERT,]
[CERTREQ,] [IDr,] AUTH,
SAi2, TSi, TSr} -—>
<-- HDR(A,B), SK {IDr, [CERT,] AUTH, SAr2, TSi, TSr}
[iBa nepBbIx COOOLLEHNS HE OKa3bIBAOT HUKAKOro BMUSIHUSI HA COCTOSAHME UHMLMATOpa U OTBETYMKA, 3@ UCKIKYEHNEM TOr0, YTO
ocyuecTBnsaeTca obmeH cookie. B yacTHocTh, nopsgkoBble HOMepa 4 nepBbix COOOLEeHN ByayT MMeTb HyneBble 3HayYeHus, a
NnopsiAKoBble HOMepa B ABYX NOCNeAHMX coobLueHusax 6yayT umeTb 3HaveHne 1. B npuBegéHHON cxeme o6MeHa coobLieHnsaMm
A - 3HaueHue SPI, BbiaeneHHoe nHmumaTopoM, a B - 3HaueHne SPI, BblgeneHHOe OTBETUMKOM.

Peanusauus IKE moxeT opraHnsoBaTtb reHepaumio 3Ha4eHni cookie 0TBETYMKOM Takum obpasoM, YTO 3TO He OyaeT TpeboBaTtb
KaKunx-nmbo coxpaHEHHbIX COCTOSHUI Ansi NPOBEPKM NpuemnemocTtu cookie npu nonyveHum sToporo coobuieHns IKE_SA_INIT.
ANropuTMbl U CUHTaKCUC reHepauun cookie He OKasblBalT BMMSHMS Ha B3aMMOLEWCTBME peanu3auuii U no3ToMy He
paccmaTtpuBaloTcs 3gecb. Huxe npuBoguTcs npumep opraHu3auum KOHEYHOW TOYKOM YacTU4HOW 3awmuTbl oT DoS-atak Ha
OCHOBe NnpumeHeHus cookie.

XopoLmm cnocobom siBnsieTcs yCTaHOBKa OTBETYMKOM 3HAYEHUA cookie no cnegywowemMy anroputmy:

Cookie = <VersionIDofSecret> | Hash(Ni | IPi | SPIi | <secret>)

roe <secret> - crnyyariHbiM 06pa3oM CreHepMpoBaHHOE CEKPETHOE 3HaYeHWe, U3BECTHOE TONbKO OTBETHYUKY M NEPUOAMNYECKU
CMeHsieMoe, | yKka3blBaeT Ha koHkaTeHauuto. 3HadeHne <VersionlDofSecret> cnepgyeT MeHATb Npu Kaxgon CMeHe 3HaveHus
<secret>. 3HayeHue cookie MoxeT OblTb paccyMTaHO 3aHOBO Mpu nonydyeHun nosTopHoro 3anpoca IKE_SA_INIT gns
CpaBHEHUS NMOMYyYEHHOro 3Ha4YeHNs ¢ pacyéTHbIM. Ecnn 3HauyeHnss COOTBETCTBYIOT, OTBETUUK 3HAET, YTO 3Ha4eHue cookie Obino
CreHepupoBaHO nocrne CMeHbl 3HaveHus <secret>, a 3HadveHue IPi gomkHO coBnagaTtb C agpecoM OTNpaBuUTENH B NEpBOM
3anpoce. BknioyeHne SPli B cosgaHve cookie no3BonseT OpraHn3oBaTb MHOXECTBO pa3HbiX 3Ha4YeHWn Ans MHOXecTBa
napannensHbix IKE SA (npegnonaraetcs, 4To nHuumaTop BelibupaeT yHukanbHble SPIi'). BknoveHne Ni B xaw rapaHTupyer,
YTO aTaKylLWiA, KOTOPbIA BUAEN TOMbKO coobLleHne 2, He CMOXeT co3daTtb KoppekTHoe coobuieHne 3. BcTpauBaHve B X3l
3HayeHust SPli He No3BoNgeT aTakylLweMy B3siTb 3Ha4yeHue cookie OT APYror CTOPOHbI U MHULMMPOBaTb MHOXECTBO OOMEHOB
IKE_SA_INIT ¢ pa3HbiMu 3HadyeHnsimn SPI unmumatopa (M, BO3MOXHO, pa3HbIMM HOMEpamMu NOpPTOB), KOTOPbIE OTBETYUK MOT Obl
NMPUHSITE 3@ MHOXECTBO Y310B, PaCMoONOXeHHbIX 3a O4HUM ycTpoincTBoM NAT.

Ecnn B npouecce opraHusaumm coeauHeHusi 3HadeHue <secret> O6bino uameHeHo, 3anpoc IKE_SA INIT moxeT OblTb
BO3BpaLEH C OTNMYHBIM OT Tekywero 3HadeHnem <VersionlDofSecret>. OTBeTuMK B TakOM cryyae MOXeT OTBEPrHyTb
coobLeHe, OTNpaBMB HOBLIN OTKMUK C APYrMM 3HadeHuem cookie nnM MOXeT COXpaHsiTb cTapoe 3HadeHue <secret> B
TeyeHne HEeKOTOpPOro BpeMEHM NOocne 3aMeHbl M BOCNPWHMMAaTb 3HavyeHus cookie, Co3fdaHHble C MCMOMb30BaHWEM CTaporo
cekpeTta. OTBETUMKY HE crnieayeT BOCMNPUHMMATL 3HadYeHus cookie B Te4eHne HeonpeaenéHHO AONroro nepmMoAa nocre 3ameHbl
3HayeHnss <secret>, MNOCKOMbKY 3TO MOXeT ocnabuTb 3awmTty ot DoS-atak. OTBEeTUMKY criegyeT AOCTAaTOMHO 4acTo MEHHATb
3HayeHne <secret>, 0COGEHHO BO Bpems aTak.

Korpa ogHa ctopoHa nonyyaet 3anpoc IKE_SA_INIT co 3HavyeHnem cookie, He COOTBETCTBYHOLLMM OXWAaEMOMY, OHa [OKHA
UrHOPUPOBATb 3TO 3HA4YeHUe n obpabaTtbiBaTb COOOLLEHMNE, Kak NPy OTCYTCTBUM cookie (0ObIYHO 3TO 3aknyaeTcs B nepegaye
OTKNMMKA C HOBbIM 3HayeHumem cookie). VHuumatopam crnegyet orpaHv4MBaTtb 4Mcrio OOMeHoB cookie, KOTOpble OHM
npeanpuHUMaloT (BO3MOXHO, NMYTEM 3SKCMOHEHUMANbHOrO pocTa MHTepBana). ATakylLluin MOXeT noaaenatb MHOXECTBO
OTKNMUKOB C cookie Ha coobuieHne nHuumatopa IKE_SA_INIT n kaxgoe Takoe cooblieHne ¢ nogaenbHbiM cookie Oyner
BbI3blBaTb Mepefady ABYX OTKIMKOB - OAMH OT MHMUMATOpa K OTBETYMKY (KOTOpbI OyaeT oTBepraTb cookie), a BTOpou oT
OTBETYMKA K MHULMATOPY C KOPPEKTHLIM 3HA4YeHMEM cookie.

CnegyeTt oTMETUTb, YTO TepMUH cookie nosisuncs B AokymeHTe Karn n Simpson [PHOTURIS] npu onucaHum ynpasneHus
kntovyamu B IPsec u nonyunn npusHaHue. dukcupoBaHHble 3aronosku npoTokona ISAKMP' [ISAKMP] BkniouyaoT gsa 8-
OKTETHbIX Mons cookie n 3TOT cuHTakeuc ncnonedyetcs B npotokonax IKEv1 n IKEv2, xota B IKEV2 a1 nons HaseaHbl IKE
SPI, a gnsa cookie BblgeneHo otaenbHoe nosne B anemeHTe aaHHbIX Notify.

2.6.1. Bzaumodeticmeue COOKIE u INVALID_KE_PAYLOAD

CyLLeCTBYIOT ABE OCHOBHbIX MPUYMHbI NoBTOpa MHMUUMaTtopom obmeHa IKE_SA_INIT - 3anpoc otBeT4mkoM cookie u xenaHue
oTBeTYMKa ucnonb3oBaTtb He Ty rpynny Diffie-Hellman, koTopas 6bina BkntoveHa B gaHHble KEi. Ecnv nHMumaTop nony4vaeTt oT
oTBeTYMKa cookie, OH AOIMKEH NPUHATL PEeLLUeHNe O BKIYEHMM 3HaYeHus cookie Tonbko B Grivbkanwmn nosTtop IKE_SA_INIT
Unn BO BCe MocreyoLmne noBTopbl.

Ecnn wvHuumatop BKNOYaeT cookie TOMbKO B OAMH MOBTOP, B HEKOTOPbIX cnydyaax MoOXeT HOTpeGOBaTbCﬂ OAuvH
OOMNONHUTENbHbIN prFOBOVI obxoa. 310 Tpe6yeTc9| TaKXe B TeX ClyYvasx, Korga nHmumaTop BKIo4aeT cookie BO Bce MOBTOPbI,
HO OTBETYMK 3TOro He nogaepxueaet. Hanpumep, ecnun oTBETUYKK BKMtoYaeT gaHHble KEi B pacyéTt cookie, oH 6yp,eT oTBepratb
3anpoc, nepeagaBasi HOBOe 3HayeHune cookie.

'Internet Security Association and Key Management Protocol - npoTokon 3awuwéHHbIX CBA3Ee 1 ynpasneHus knodamu B Internet.
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Ecnn o6a napTHépa BknoyatoT cookie Bo Bce NoBTOpbI, 0OMEH crierka cokpallaeTcs, kak NoKkasaHo Ha PUCYHKE.
NunumaTop OTBeTYMK
HDR(A,0), SAil, KEi, Ni -->
<-- HDR(A,0), N(COOKIE)

HDR(A,0), N(COOKIE),
SAil, KEi, Ni -—>
<-- HDR(A,0), N(INVALID KE PAYLOAD)
HDR(A,0), N(COOKIE),
SAil, KEi', Ni -—>
<-- HDR(A,B), SArl, KEr, Nr
Peanunsauusam cnegyeTt nogaepxunBaTb Takow COKpaLLEHHBIN OOMEH, HO HeAONMYCTUMO JaBaTb OTKa3 peanunsauusimM, KoTopble
He MOAAEPKMBAKOT TAKOrO COKpaLLEHHOro 0OMeHa.

2.7. CornacoBaHue Kpuntoanroputma
OnemeHT faHHbIX TMnNa SA nokasbiBaloT npeanoxeHue ansa Habopa BapuaHToB npotokonoB IPsec (IKE, ESP, AH) B SA, a
Takke KpUnToanropuTMOB, CBSI3aHHbIX C KaXXObIM MPOTOKOIOM.

OneMeHT gaHHbIX SA COAepXKUT OOHO UMM HECKOINBKO MPEeasioKeHN, Kaxaoe U3 KOTOpbIX BKHOYAET OAMH NpoTokon. Kaxabin
NPOTOKON COAEPXWUT OOHO WM MHOXECTBO NpeobpasoBaHWii U Kaxgoe M3 HUX 3adaéT Kpuntorpaduyeckuin anroputm.
lMpeobpazoBaHme MOXeT umeTb aTpubyTbl (OHM TPeByTCA TONbKO B TeX cny4yasix, koraa Transform ID He nonHocTblo 3adaéT
KpUnToanroputm).

Takas mnepapxudeckass CTpykTypa Obina paspaboTaHa Anst NoBblleHUst 3PEKTUBHOCTU KOAMPOBaHUSA NPeanioXeHun Ons
WwngpoHabopos, Korga 4MCro noaaepXuBaeMblx HaAbOpPOB BENWKO, MOCKOMbKY MPUEMIIEMO MHOXECTBO 3HaveHun Ans
MHOrOYMCIIEHHbIX MpeobpasoBaHnii. OTBETYMK [OIMKEeH BbibpaTb OAMH Habop, KOTOPbIM MOXET ObiTb MOAMHOXECTBOM
npeanoXeHHOro B SA ¢ y4ETOM NPUBEAEHHBIX HUXEe NpaBun.

Kaxpoe npepnoxeHne copepXut oamH npotokon. Ecnv npeanoxexue npuHumaetcs, none SA B OTKNVKe AOMKHO coaepXaTtb
3TOT Xe npoTokon. OTBETYNK AOMKEH NPUHATE OOHO NPEASIOKEHNE UM OTBEPrHYTb BCe, BO3BPATMB coobLieHne 06 owmbke.
Owwnbka ykasbiBaeTcs Tunom ysegomnenns NO_PROPOSAL_CHOSEN.

Kaxgoe npepnoxeHune npotokona IPsec conepxut He MeHee ofHoro npeobpas3oBaHusl, a kaxgoe npeobpasoBaHne CoOoepKUT
TMn - Transform Type. TNpuHATbIN WndpoHabop AoMmkKeH coaepXaTb €OUHCTBEHHOE nNpeobpasoBaHMe Kaxaoro Tuna,
BKMIOYEHHOro B npeanoxexHue. Hanpumep, ecnu npeanoxenne ESP BkntoyaeT npeobpasosaHns ENCR_3DES, ENCR_AES ¢
pasmepom kntova 128, ENCR_AES c pasmepom knioda 256, AUTH_HMAC_MD5 n AUTH_HMAC_SHA, npuHaTteii Habop
[OJXKeH cofepXaTb 0A4HO 13 npeobpasosaHuii ENCR_ 1 ogHo n3 AUTH_. Takum o6pa3om, BO3MOXHbI 6 KOMOMHaLWIA.

Ecnn unHuumaTtop npepnaraeTt obblyHble WNEPbI C 3aLMTON LIENOCTHOCTM M KOMOWHMPOBaHHbIE LWMdpbl, TpebyloTca ABa
npepnoxenns. OgHo npepnoxexHue GyaeT BKNOYaTb BCE OObIYHbIE LWNMPLI C anropyuTMaMy 3alunThl LENOCTHOCTU AN HUX, a
BTOpPOE - KOMOMHUPOBaHHbIE WNGPbI 6E3 KOHTPOMNSA LENOCTHOCTU (KOMOMHMPOBaHHLIM WpUdTamM He paspeluaeTcs BKoYaTtb
Kakne-nnbo anropnTMbl 3aLUThbl LLEMOCTHOCTH, KPOME none).

2.8. CmeHa kntoyen

BawmwéHHble ceasmn (SA) IKE, ESP n AH ucnonb3yloT CekpeTHble KMtouu, KoTopble creayeT NPUMEHSTb TOSbKO B TedeHue
OrpaHNYeHHOro cpoka Ans 3aluTbl OrpaHNYEHHOro 06bEMa AaHHbIX. OTO OrpaHUYMBaET Bpems XusHu ceaden SA. Korga cpok
CyLLEeCTBOBaHUSA 3alUULLIEHHON CBA3W 3akaHYMBaeTCsl, OanbHenwee wucnonb3oBaHue SA Hepgonyctumo. [lpu Hanmuum
notpebHocTn MoxeT ObiTb opraHusoBaHa HoBas cBA3b SA. OpraHusauuss SA 3aHOBO MNpu 3aBepLUEHUUM BPEMEHU XKWU3HU
HasbIBaeTCA cMeHown knioyen (rekeying).

B nHTEepecax MnHumaneHbIX peanusaumi IPsec BO3MOXHOCTb CMeHbI kntoden SA 6e3 nepesanycka Bcew IKE SA He aBnseTcs
obsasartenbHon. Peanusauns moxeT oTBepratb Bce 3anpocbl CREATE_CHILD_SA B pamkax IKE SA. Ecnu cpok xu3Hn SA
3aBepLunncs unm 6rmsok K 3aBepLUEHMIO U MOMbITKA CMEHbI KIHOYEW C NMOMOLLbIO OMMCaHHBIX 34eCb MEXaHW3MOB He yaaéTcs,
peanu3auusa pormkHa 3akpbiTb IKE SA n Bce pgouyepHue cBssm (Child SA), a nocne 3Toro MoxeT OpraHu3oBaTb HOBblE
3alMLLEHHbIE cBA3W. Peanusauum moryT noxenaTtb 3ameHbl kmtoven SA B npouecce paboTbl, MOCKOMbKY 3TO MOBbILIAET
NPOU3BOANTENBHOCTb U BEPOSITHO CHIKAET YMCIO NaKeToB, TEPSEMbIX BO BPEMSI CMEHbI KIH4Yen.

Ona cmeHbl knoyen Child SA B cywecTtBytowen IKE SA cospaértca HoBas, akBMBaneHTHasa cBa3b SA (cMm. naparpad 2.17
HWXe), a nocne eé€ opraHusauun ctapas cBssb ygansetcd. OTMeTMM, 4To nNpu cMeHe kntoyen Hosol Child SA He cnepyeTt
MMETb CEeNneKTopoB Tpaduka u anropMTMOB, OTIIUYHBIX OT 3HAYEHWUI AN NPEXHEN CBA3MW.

Onsa cmeHbl knoyen IKE SA opraHusyetcsa HoBas, akBuBaneHTHasi IKE SA (cm. naparpad 2.18 Huxe) ¢ TeM xe napTHEPOM
nyTém BbinonHeHns obmeHa CREATE_CHILD_SA B pamkax cyuwectsytowen IKE SA. Hoeas ceasb IKE SA Hacnepyet Bce
poyepHue cedAsm (Child SA) mncxogHon IKE SA n npumeHsieTca Ana BCEX ynpaBnsioowux coobuieHun, Tpebyembix Ans
noaaepxkn atux Child SA. Nocne co3pganns Hoeol IKE SA mHuumatop yganset ctapyto IKE SA, npu atom gaHHble Delete ansa
yOaneHusi CBs3n [ormkHbI OblTe MOCnegHMM 3anpocoMm, nepegasaemMblmM Yepes ctapyto IKE SA.

CmeHy knioyein SA crnefyeT BbINONHATL 3apaHee, T. €., HOBYl0 SA crefyeT co3faBaTh [0 TOro, Kak y CTapoy 3aBepLumnTcst
BPEMS XKM3HW U OHa CTaHeT HedoCTynHoW. Mexay cosgaHuem HoBoW SA 1 3aBepLUeHMEM CPOKa XWU3HU MMEIOLENCS CBS3M
[OJHKEH COXPaHATLCA MHTEepPBan, 4OCTaTOuYHbI AN nepeHoca Tpaduka B HOBYHO SA.

Pasnuune mexay IKEv1 n IKEv2 3akntovaetcs B ToM, 4To Bpems xu3Hu SA B IKEv1 cornacosbiBanocb. B IKEv2 kaxpas
cTopoHa SA oTBevaeT 3a peanu3aumio CBOEW MONUTUKM OrpaHUYEeHUs BpeMeHu >Xu3Hu SA n cmeHy knoden SA npwu
HeobxoanmocTun. Ecnun cTopoHbl UMEIOT pasHble NpaBuna Ans BpeMEHW XU3HU, CMeHa Knioven Bceraa byaeTt MHMLMMpoBaThes
CTOpOHOW ¢ 6onee KOPOTKMM CPOKOM CyLLECTBOBAHMS 3alUULLIEHHbIX cBa3en. Ecnn SA 6bina HeakTMBHaA JOCTATOMHO AOMIO U
€CIN KOHeYHas Todka He uHMumupoBana SA npu oTCyTCTBUM TpaduKa, 3Ta KOHEYHas ToYka MOXET NpeanoyecTb 3akpbiTne SA
(BMECTO CMeHbl KMo4en) npu 3aBeplUeHWM CPoKa XM3HWU. JTO MOXEeT NPoMCXOoauTb Takke B Tex Ccry4asx, Korga nocne
npeaLecTBYOLLEN CMEHbI KItover Tpaduka yepes SA He Obino coBceMm.
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OtmeTtum, yto B IKEV2 0CO3HaHHO paspelleHa opraHusaums napannenbHbix SA ¢ obwumun cenektopamu Tpaduka mMexay
napon KoHeuyHbIx Todyek. OfHa 13 Lienen aToro 3akniyaeTca B nogaepxke aAuddepeHumaummn kadectsa obenyxmusandus (QoS')
mexagy SA (cm. [DIFFSERVFIELD], [DIFFSERVARCH] u naparpacd 4.1 B [DIFFTUNNEL]). CnepoBaTenbsHO, B OTnu4me OT
IKEV1, kOMOUHaAUMA KOHEYHbIX TOYEK M CerleKTopoB Tpaduka MOXeT He obecneumBaTb YHUKaNbHOM maeHTUdmkaumm SA,
OpraHM3oBaHHbIX Mexay 3TMMM TOoYkamu, MO3TOMYy 3[4eCb He criegyeT MNPUMEHATb yaaneHne SA npu CMeHe KIuyen Ha
OCHOBaHUKM COBMagEeHNs CeneKkTopoB Tpaduka, kak 3To NpuHATo B IKEV1.

B0O3MOXHbI MHTEpBanbl BPpEMEHU (B YACTHOCTW, MPU HanMyMu MOTEPb MaKETOB), KOr4a CTOPOHbI HE MOryT [JOrOBOPUTBLCS O
coctosiHum SA. OtBeTunk Ha CREATE_CHILD_SA gomxeH ObiTb rOTOB K BOCNPUSATUIO coobLleHnid B SA 4o nepegaym cBoero
OTKMUKa Ha 3anpoc COo3[aHus - 30eCb He BO3HMKAeT OBYCMbICIEHHOCTENW ANs WHMUuatopa. MHuumatop MoxeT HauvaTb
nepenady B SA, Kak Tofnbko OH 06paboTaeT oTkNMK. O4HAKO UHMLMATOP HE MOXET NPUHMMaTh YTO-NMbOo B HOBOW SA, noka OH
He nony4uT u He obpaboTaeT oTknMk Ha cBov 3anpoc CREATE_CHILD_SA. B Takom crniyyas, kak OTBETYMK y3HaeT O
BO3MOXHOCTU Nepefayum Yepes cosgaHHyo SA?

C TOYKM 3pEeHMsT TEXHWUYECKON KOPPEKTHOCTU M B3aMMOAEMCTBUSI OTBETUMK MOXET HayaTb nepepady B SA cpasy xe nocne
oTnpaekn oTknuka Ha 3anpoc CREATE_CHILD_SA. B HekoTOpbIX Criyyasx, OQHaKko, 3TO MOXET MpUBOOUTb K HEHYXHOMY
oTbpacbiBaHMIO NAKETOB, MO3TOMY peanu3auns MoXeT 3agepXaTb Takyto nepegadvy.

OTBETYUMK MOXET ObITb YBEPEH B TOM, YTO MHULUMATOP FOTOB K NMpUEMY coobuieHun yepes SA, ecnim (1) ecnu oH nony4un
KpunTorpadgumyeckn 3almiiEHHoe cooblieHne Ha Apyrov nonosuHe napbl SA unu (2) HoBas SA opraHusoBaHa B pesynbTare
CMeHbl Krtoven cyulectBytowen SA n 6bin nonydeH 3anpoc IKE Ha 3akpbiTue 3ameHsiemonnt SA. lNMpu cmeHe knioven SA
OTBETYMK MpOJOSKaeT nepeaasaTtb Tpaduk B cTapyto SA, nmoka He MPOM3oNAET OOHO M3 yKasaHHbIX Bblle cobbiTui. [Mpu
CO3[aHMN HoBOM SA OTBETYMK MOXET OTNOXMTb nepedady coobLueHuni Yepes Heé€, noka He Mony4uT coobLieHne Yepes Heé
UNnn He UCTeYET Bpemsi oxumaanus. Ecnum nHnumartop nony4yaet coobLieHve n3 SA, Ans KOTOPOW OH eLé He MPUHSN OTKMMKa Ha
ceov 3anpoc CREATE_CHILD_SA, oH wuHTepnpeTupyeT 9TO, Kak pesynbTaT MoTepu naketa Wu nosBTopsieT 3anpoc
CREATE_CHILD_SA. UnnumaTtop MoxeT nepepatb «xonoctoe» (dummy) coobuieHne ESP B HoByto ESP SA, ecnn B ero
oyepean HeT coobLieHW Ana nepefaym - 3TO MO3BONUT OTBETYMKY y6eauTbCa B TOM, YTO MHMUMATOP FOTOB K MPUEMY
COOOLLIEHNN.

2.8.1. OOHOBpEeMeHHasi cCMeHa Kiiro4yell doyepHux SA

Ecnun Ha obeunx CTOpPOHaxX UCNOJIb3yHTCA O6LU,I/I€ npasuna anga BpemMeHn XnU3Hn, BO3MOXHO OAHOBpEeMEHHOEe MHUUMMpoBaHue
CMEHbI KMoyer o6enmmn cTopoHamu (3To ByaeT NpMBOANTL K CO34aHMI0 U3ObITOYHBIX SA). [INa CHMWKEHUs] BEPOATHOCTM TakuX
coObITUIA B OTNPAaBKy 3anpOCOB HA CMEHY KITlOYel creayeT BBOAMTL BapbupyeMble 3aepXKu (3aaepkka Ha cryvariHoe BpeMs
C MOMEHTa o6Hapy>|<eHV|;| HeOGXO,EI,VIMOCTVI CMEHDbI KJ'IPO‘-IeVI).

Takas cpopma CMeHbI KNntoYel MOXeT BPEMEHHO MPUBOAUTL K HanMyMio MHOXECTBa MOXOXMX SA mexay napon yanos. [Npu
Hanuuuu OByx SA, UMelLmMX NpaBo nonyyatb NakeTbl, y3en AOShKeH BOCMpUHMMAaTh NakeTbl vyepes nobyto n3 Hux. Ecnu B
pesynbTaTe KOH(NUKTa co3gatoTcs M30biTouHble SA, cBsisb SA, CO34aHHYI0 C MEHbLUMM U3 YeTbIpEX 3Ha4YeHul nonce,
UCMOMb30BaHHbIX B ABYX 0OMeHax, crieAyeT 3aKpbiTb CO CTOPOHbI CO3AaBLUEN 3Ty CBS3b KOHEYHOW TOYKM. 3HAYeHMs1 nonce
CpaBHMBalOTCA MOOKTETHO (BMECTO CpaBHEHUSA MX, kak 6omnblumx uenbix yucen). MHeiMm cnoBamu, cpaBHMBAKOTCS CHadana
nepBble OKTETbl, @ MPU UX paBEeHCTBe BTopble U T. A. Ecnn AoCTUrHyT nocnegHuii OKTET OO4HOrO M3 3HayeHun nonce, 3TO
3HayeHne GyaeT HaMMeHbLWUM. Y3ny, uHuuumpoBaslleMy SA, Ans KOTOPOW BbinnM CMEHEHbI KNoyw, criegyeT yaanutb ctapyto
SA nocrne opraHusaumm HOBOI CBA3M.

Hwxe nokasaHO BnusHWE onucaHHOro Ha peanu3auun. Npegnonoxum, 4to xoctel A n B umetor napy Child SA ¢ SPI
(SPla1,SPIb1) n o6e cTOpoHbI OQHOBPEMEHHO HAYMHAKOT CMEHY KITHOYEN.

nepenaua reql: N(REKEY_ SA,SPIal),
SA(..,SPIa2,..),Nil,.. -—>
<-- nepepaua req2: N(REKEY SA,SPIbl), SA(..,SPIb2,..),Ni2
npmném req2 <--
B aTOT MOMEHT A y3HaeT O HayaBLUENCS OOHOBPEMEHHON cMmeHe kntoden. OQHAKo OH elé He 3HaeT, KOTopbIn M3 06MeHOoB
OyneT MeTb HauMeHbLLEee 3Ha4YeHre nonce, NO3TOMY XOCT NPOCTO 3aduKCUpyeT 3TOT hakT 1 ByaeT oTBeYaTh, kKak 0ObIYHO.

nepepava resp2: SA(..,SPIa3,..),
Nrl,.. -->
--> npmém reql
B aToT MmOmMeHT B Takxe y3HaeT 00 O,D,HOBpeMeHHOVI CMEHe Kntoyen n OTBeYaeT, Kak 00bIYHO.

<-- nepepava respl: SA(..,SPIb3,..), Nr2,..
npném respl <--
--> npmém resp2
B aToT MomeHT Mexay xoctamu 6yaeT Tpu Child SA (ogHa cTtapas v ABe HoBbIX). A U B MoryT cevyac cpaBHWUTb 3Ha4YeHUs!
nonce. NpeanonoXmm, YTo MeHbLUMM OKasanocb 3HadeHue Nr1 u3 coobuueHns resp2 - B aTom crny4vae B (oTnpaBuTens reqg2)
yaansiet nsbbITouHyto HOBYO SA, a xocT A (MHMUMaTOp opraHu3aumu SA, Ans KOTOPOW MEHSINUCh KIo4Kn) yaansieT crapyto
AOYEPHIOI0 CBA3b.

nepegmaua req3: D(SPIal) -->
<-- nepepauva req4: D(SPIb2)
--> npmém req3
<-- nepepava resp3: D(SPIbl)
npnémM reqg4 <--
nepegmaua resp4: D(SPIa3) -->

CmeHa KItover Ha 3ToM 3aBepLuaeTca.

OpHako BO3MOXHA MHasi MocreaoBaTeNlbHOCTb COObITUIA, eCrnv BO3HUKHET NoTeps NakeToB B CETU, NMPMBOASALLAA K MOBTOpaM
nepedayn. CmMeHa kntoyei HaunHaeTcsl, kak 06bl4HO, HO NEPBLIN NakeT oT XxocTa A (req1) TepsieTcs.

XocT A XocT B

'Quality of service.
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nepenaua reql: N(REKEY SA,SPIal), SA(..,SPIa2,..),

Ni1l, .. --> (moTepsiHO)
<-- nepegmaua req2: N(REKEY SA,SPIbl), SA(..,SPIb2,..),6Ni2
npuéM req2 <--
nepegmava resp2: SA(..,SPIa3,..),
Nrl, .. -—>
--> npmém resp2
<-- nepepaua req3: D(SPIbl)
npmnéM req3 <--
nepepava resp3: D(SPIal) -=>

--> recv resp3
C TOukM 3peHunsa xocTa B cmeHa kntoyein 3aBeplLueHa, HO, MOCKOMbKY 3TOT XOCT eLé He nonyyun nakeT req1 ot xocta A, OH ewwé
He 3HaeT 06 ogHoBpeMeHHON cMeHe kntoden. OgHako A ByaeT NoBTOPSATL Nnepefady coobLleHns n OHO NpUAET xocTy B.

noesTop reql -=>
--> npmém reql
Ona B 310 BbIrNaanT, Kak nonbiTka A CMeHUTb Koy ana SA, KOTOPOM yXe He cyulecTByeT, noaTtoMmy B Oyget otBevatb Ha
3anpoc coobLleHnem o HekpuTnyeckon owmbke (Hanpumep, CHILD_SA_NOT_FOUND).

<-- nepegnaua respl: N(CHILD_SA NOT_FOUND)
npuéM respl <--
Korga A nonyuuT 310 coobLueHne, OH yxe OyaeTt 3HaTb 06 OAHOBPEMEHHOW CMEHE KITHOYEN U MOXET NPOCTO UTHOPUPOBATL Ero.

2.8.2. OOHOBpeMeHHasi cMeHa Kioyel IKE SA
BoamoxHo, Hanbonee cnoxHasa cuTyauus BO3HMKAET MPU NOMbITKE OAHOBPEMEHHON CMeHbI Kntodel IKE_SA. TekcT naparpaca
2.8 NpUMEHNM 1 K TaKMM CUTyaumMsaM, OQHAKO BaXkHO obecneunTb oYepHUM CBA3sSM SA HacnegoBaHue oT KoppekTHow IKE_SA.

Cutyaums, korga obe CTOpOHblI BUOAAT OLHOBPEMEHHYIO 3aMeHY Kroyein, obpabaTbiBaeTcst Tak xe, kak ansa Child SA. Mocne
o6meHa CREATE_CHILD_SA mexay xoctamu A n B 6yaet cyuwectBoBath Tpu IKE SA - ctapas IKE SA n gge HoBbix IKE SA.
Hosyto IKE SA ¢ MeHblUMM 3Ha4YeHNEM honce cneayeT yaanuTb co3faBlieMy e€ yany, a octaBlwasics HoBas IKE SA pomxHa
ctatb poauTenem Bcex Child SA.

XocT A XocT B

nepegmaua reql:
SA(..,SPIal,..) ,Nil,.. -->
<-- nepegmaua req2: SA(..,SPIbl,..), Ni2,..
--> npuéM reql
<-- nepegmaua respl: SA(..,SPIb2,..),Nr2,..
npuém respl <--
nepegmada req3: D() -=>
--> npuém req3
B pononHeHne Kk OBGbIMHOM CUTyauuU OOHOBPEMEHHOM 3aMeHbl KIHO4Yel CyllecTByeT crneumanbHblil cryvyan, Korga OavH u3
NapTHEPOB 3aKaHYMBaAET MPOLECC CMEHbl KIYerd A0 TOro, Kak Yy3HaeT O CMEeHe K4Yel Apyroh CcTopoHon. Ecnu
OOHOBPEMEHHAasA CMeHa KIoYyel 3amMeyeHa TONbKO OOHMM M3 NapTHEPOB, M3bbITOYHble SA He cospatTcd. B atom cnyvae,
Korga He 3amMeTMBLUMIA OQHOBPEMEHHOW CMEHbI KIoYern NapTHEP nonyyaeT 3anpoc Ha cMmeHy kniovewn IKE SA, ons KoTopon oH
y)Xe CMeHWn Knoun, emy cnepyet Bo3BpawaTtb coobuieHne TEMPORARY_FAILURE, nockonbky a1o IKE SA, koTOpyto OH B
HacTosllee BpeMs MbiTaeTcs 3akpbiTb (HE3aBMCUMO OT TOro, YCren nv OH nepejaTtb yBefomrieHue o 3akpbiTum SA). Ecnn
napTHEP, 3aMEeTMBLUNIA OOHOBPEMEHHYIO CMEHY KITOYEN, Mony4YaeT OT APYroi CTOPOHbI 3anpoc Ha yaaneHue ctapon IKE SA, oH
NMOHUMAET, YTO NApPTHEP He OOHapYXWN OOHOBPEMEHHOW CMEHbI U MOXET 3abbITb O CBOEN MOMbITKE CMEHbI KITHOYEN.

B aToT MoMeHT xocT B BuamT 3anpoc Ha 3akpbiTue IKE_SA. TyT He TpebyeTcsi Hu4ero, cBepx obbl4HOro otknuka. OpgHako B
3TOT MOMEHT XOoCTy B cnegyeT npekpatuTb NOBTOP nepeaayn req2, nockornbkKy C MOMEHTa MONy4YeHns XocToM A oTknuka resp3
OH ByaeT yoanaTb BCe COCTOSAAHUS, CBsi3aHHble co cTapon IKE_SA 1 He cMOxeT oTBeyaTb Ha 3Tn 3anpochi.

<-- nepegmaua resp3: ()
Yeepgomnenne TEMPORARY_FAILURE He ©Obino BkmiodeHo B RFC 4306 wn  nopogepxka — yBeAOMIEHUN
TEMPORARY_FAILURE He cornacyetcs. Takum obpasom, y3nbl, peanuaytowmne RFC 4306, HO He COOTBETCTBYHOLLME 3TOMY
AOKYMEHTY, MOryT nomny4yaTb 3TW yBeAOMIEeHNs. B Takmx cnyyasix, y3nbl 6yayT TpakToBaTb 9TV YBEAOMIIEHWS], Kak HEU3BECTHbIE
coobueHns 06 ownbkax 1 npekpalatbe 06MeH. MNMocKkonbKy Apyroi NapTHEP yXKe 3aBepLUMIT CMEHY KIoYel, 3TO npekpalleHne
He ByaeT okasbiBaTb KAKOro-nmbo BrUSHUS.

2.8.3. 3ameHa knroyeu IKE SA no cpasHeHUro ¢ MoemopHoU aymeHmudukayueu

CwmeHa kntoven IKE SA u noBTopHasi ayTeHTUdMKauus koHUenTyanbHo pasnuyatotest B IKEv2. Mpu cmene knioven IKE SA
opraHmsytotcs HoBble knioum ana IKE SA u cbpacbkiBatotcst cyétumkn Message ID, HO He BbIMOMHAETCS MOBTOPHOM
ayTeHTUdukaumm ctopoH (anemeHtel AUTH n EAP He ncnonb3aytoTcs).

XoTs cMeHa kntoden IKE SA MoxeT ObiTb BaxkHa Ansi HEKOTOPLIX Cpef, NOBTOPHAs ayTeHTudukaums (Bepudukauust goctyna
CTOPOH K JONTOCPOYHbIM CBUAETENLCTBAM) 3a4acTyto 6onee BaxHa.

IKEV2 He ocyuiectBnseT kKakon-nvbo crneumanbHON noadepxku AN NMOBTOPHOW ayTeHTudukauun, KoTopas BbINOMHAETCH
Hosol IKE SA ¢ Hyns (¢ ucnonssoBaHnem obmeHoB IKE_SA_INIT/IKE_AUTH 6e3 kakux-nn6o anemeHtoB REKEY_SA Notify),
co3sgaHua Hosbix Child SA B cosganHon IKE SA (6e3 anemeHnToB REKEY_SA Notify) n yaanenuns umetowerica IKE SA (npu
3TOM yOansTcs u cTapble goyepHue ceasm - Child SA).

3710 03HaAyaeT, YTO NpW MOBTOPHOW ayTeHTUdMKaumMm Takke cosgattcsa Hoble knoum anga IKE SA u Child SA. CneposarenbHo,
€CINN MEHATb KIIYM Yalle, YeM NPOBOAMTL MOBTOPHYHO ayTeHTUdMKALMIO, CUTyaummn, KOraa «CPOK ayTeHTMMKaumMmn» Kopoye
BPEMEHM XN3HW KIOYEN, He BO3HMKALOT.

XoTs co3gaHue HoeoW IKE SA MoxeT 6bITb MHALMMPOBAHO MobOM U3 CTOPOH (MHMLMATOPOM UIN OTBETYMKOM ncxogHon IKE
SA), ucnonb3oBaHne anemeHToB EAP u/wnun Configuration Ha npakTuke o3HayaeT, YTO MOBTOpHasa ayTeHTudwukaums byaet
WHULMMPOBAHAa TOW e CTOPOHOW, YTo 1 Anst ucxogHon IKE SA. IKEv2 B HacTosiLee BpeMsi HE MO3BONSET OTBETHMKY B AHHOM
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cnyyae  3anpocuTb  MOBTOPHYK — AyTEHTUMMKALMIO, OAHAKO  CYLIEeCTBYHT pacwmpeHusi, pobasndawowue  Takyw
dyHKumnoHanbHocTb [REAUTH].

2.9. CornacoBaHue cenekTopoB Tpaduka

Korpna cootBetctBytowast RFC 4301 noacucrema IPsec nonyyaeT nakeTt IP, koTopbIli COOTBETCTBYET cenekTopy protect B 6ase
AdaHHbix SPD', noacucrtema salmuiaet Takon nakeT ¢ nomouubto IPsec. Ecnu SA elwé He cyllecTByeT, opraHusauus Takomn
cBA3n aensetcs 3agadven IKE. Mopgpepxka SPD cucteMbl BbixoauT 3a npegensl IKE, xoTa HekoTopble peanu3auun moryT
o6HoBnsaTb SPD npu paboTatowem IKE (npumep cueHapua npusenéH B naparpade 1.1.3).

OnemeHTbl AaHHbIX TS? NO3BONAT KOHEYHLIM TOYKaM 0BGMEHMBATLCSA C NApTHEPAMU HEKOTOPOI UHdopMaLmen n3 ceoeit SPD.
OTn paHHble pomkHbl nepepaBaTeca B IKE n3 SPD  (Hanpumep, PF_KEY APl [PFKEY] wucnonb3yeT coobLlieHuns
SADB_ACQUIRE). O3nemeHTbl TS 3agalT kputepumn oTbopa Ans nakeToB, KOTopble OyAayT nepechbinatbCs Yepes3 BHOBb
co3gaHHylo SA. B HeKOTOpbIX CLEHapusix 3TO MOXET CIyXuTb MpPOBEpPKOW corrmacoBaHHocTn SPD, a B Apyrux cryyasx
NpuBOANTbL K AMHaMuyeckoMmy obHosneruno SPD.

B kaxgom coobuieHun obmeHa, cospatoero napy Child SA, npucyTcTByloT ABa anemeHTa TS U Kaxabl U3 HUX COOEPXUT
OOMH WU MHOXECTBO cenekTopoB Tpadwmka. Kaxabii cenektop Bkmwo4vaeT avanas3oH agpecos (IPv4 wnu IPv6), amanasoH
nopToB M naeHTudmrkaTop npotokona IP.

MepByto napy cenektopoB Tpaduka oGosHavawT TSi®, a BTopyo - TSr‘. TSi 3agaét agpec oTnpaBuTens Tpaduka,
nepecbinaemMoro ot uHuumatopa napbl Child SA (unu nonyvatens Tpadwuka, nepecbinaemoro emy). TSr ykasbiBaeT agpec
nonyyartens Tpadwuka, nepecbinaemoro orseTynky napbl Child SA (vnu agpec otnpasutensa Tpadwuka, nepecbinaemoro ot
Hero). Hanpumep, ecnn McxoaHbIN MHMUMATOP 3anpawmsBaeT co3ganHune napbl Child SA n xoyeT TyHHenupoBaTtb BeCb Tpadumk
n3 nogcetn 198.51.100. Ha cTopoHe nHuumaTopa B noaceTb 192.0.2.* Ha CTOpOHe OTBEeTYMKa, uHUUmaTop ByaeT BkNoYaTb
OAMH cenekTop Tpaduka B kaxaoe none TS. TSi byaeT 3agaBatb guanasoH agpecos (198.51.100.0 - 198.51.100.255), a TSr -
ananasoH (192.0.2.0 - 192.0.2.255). B npegnonoXeHun, 4to 3TO MNPEAnoXeHue npuemnemo Ansi OoTBeT4Yuka, oH bypet
nepegasatb 06paTHO MAEHTUYHbIE 3NEeMeHThbI TS.

IKEV2 nosBonsieT oTBETUYMKY BbiGpaTb MOAMHOXECTBO Tpaduvka, NPearioXeHHOro UHUUMaTopoM. Takasi NoTpeBHOCTb MOXeT
BO3HMKaTb B Criyyae OOHOBMNEHUSI KOH(UIypaLmum KOHEYHbIX TOYEK, Koraa oaHa U3 CTOPOH eLlé He nony4yuna uHgopmauum o6
3TOM 06HOBMEHUN. MoCKoNbKY KOHEYHbIE TOYKM MOTYT HacTpavBaTb pasHble N0AW, HECOrTacoBaHHOCTb MOXET CyLLeCcTBOBaTb
[OCTaTO4YHO JONro Jaxke Mpu OTCYTCTBUM OLIMGOK. DTO MO3BOMSET Takke WUCMONb30BaTh PasHble KOHMUIypauum OCO3HAHHO,
Korga ofiHa CTOpoHa HacTpavBaeT TyHHelb ANs BCEX aApecoB U XKAET OGHOBMEHMs] KOHUrypaLmm ¢ OpYroi CTOPOHbI.

Korga oTBeTYMK BbIGMpaEeT MOAMHOXECTBO Tpadwuka, NpearioKeHHOro WHULMATOPOM, OH CyXXaeT CenlekTopbl Tpadguka Ao
HEKOTOPOro NOAMHOXeCTBa NPeAnoXeHUs UHMLMaTopa (OHO He JOMKHO cTaTk NycTbiM). Ecnv TMn npeanoXxeHHoro cenekropa
Tpaduka He U3BECTEH, OTBETYUK UTHOPUPYET CENEKTOP, NMO3TOMY HEM3BECTHbIN TN HE BO3BpaLLAETCs B CY)XeHHOM Habope.

YUTtobbl o6ecneunTb OTBETUMKY BO3MOXHOCTb BbibOpa NoaXOAsiLLero Anana3oHa B TOM Cry4vae, Koraa nHuuyuaTtop 3anpawmsaeTt
co3faHue SA no nNpuyMHe HanuuMsa nakeTa AaHHbIX, MHULMaTopy cnepyeT BKIOYMTb B KAYEeCTBE MEPBOro cenekropa tpaduka
B kaxxgoe norne TSi n TSr o4eHb cneunduyHbIn cenekTop Tpaduka, BKIYALWNA agpeca 13 Bbi3BaBLUErO 3anpoc naketa. B
Hallem npumepe nHuymnatop 6yaet Bkoyath B TSi ABa cenekTopa Tpaduka - nepBbivi ¢ AuanasoHom agpecos (198.51.100.43
- 198.51.100.43) , Homepom nopTa un npoTokonom IP u3 naketa, a BTopon ¢ agnanasoHoM (198.51.100.0 - 198.51.100.255) ansa
BCex nNopToB v npotokonoB IP. NHuumnatop 6yaet npocto Bknovatb B TSr ABa cenektopa Tpadmka. Ecnv ninumartop co3gaér
napy Child SA He B pesynbTaTe monyyYeHus nakeTa, a, Hanpumep, Npu cTapTe, 30eCb MOXET He 0Ka3aTbCs CcrneunguyHbIX
agpecoB, KOTOpble MHUUMATOP MNpeanodTéT Ans TyHHens. B Takom cnyyae nepsble 3HadeHust B TSi n TSr moryT ObITh
AvanasoHamu, a He KOHKPETHbIMY 3Ha4YEeHNSMU.

OTBETUMK CyXXaeT Amana3oH creayownm o6pasoM:

- ecnv nonntuka oTBETYMKA He MO3BONSET eMy MPUHMMATb HUKaKYl 4YacTb MPEearioKeHHbIX CENEKTOPOB, OH OTBEYaeT
coobueHnem TS_UNACCEPTABLE Notify;

- ecnv nonuTuka OTBEeTYMKa MO3BONSAET MpPUHUMAaTb BeCb Tpaduk, NokpbiBaembli cenektopammn TSi n TSr, cyxeHus
ananasoHa He TpebyeTcs U OTBETYMK MOXKET BEPHYTb Te e 3HavyeHua TSiun TSr;

- ecnu nonutuka OTBETYMKa MO3BONSAET NPUHMMaThL NepBbit cenektop TSi u TSr, OTBETYMK AOIMKEH Cy3uTb AManasoH
NpeanioXeHHbIX CENeKTOpoB A0 MOAMHOXECTBa, BKIHOYAOLWEro nepsbin BeIGOp MHMUMATOPa; B NPUBEAEHHOM Bbille
npumepe OTBETYMK MOXeT Bo3BpatuTb TSi ¢ agpecamm (198.51.100.43 - 198.51.100.43) ona Bcex nopToB U
npotokonos IP;

- ecnv nonuTMKa OTBETYMKA He NO3BOMSieT NpUHMMAaTb NepBbii cenektop TSi n TSr, OTBETUMK CyXaeT AuanasoH A0
npuemnemoro nogmHoxectea TSin TSr.

Mocne cyxeHns AuanasoHa MOXET BO3HWKHYTb HECKONbKO MNpUeMIeMblX MNOAMHOXECTB, OObeguHEHWEe KOTOpbIX He
npuemnemo. B Takmx crnydasx OTBETYMK BbIOMpaeT OOHO M3 MpUeMreMblX MOAMHOXECTB U MOXET BKMOYUTb B OTKIMK
ysegomnenne ADDITIONAL_TS_POSSIBLE, koTopoe WH(OpPMUPYET O TOM, YTO OTBETYMK Cy3un AManasoH MNOMyYeHHbIX
CerneKkTopoB, HO NpuUeMIemMbl 1 apyrue cenektopbl B otaenbHbix SA. C atum Tunom coobuieHuit Notify He cBs3aHO kaknx-nmbo
AaHHbIX. Takme cuTyaumm MOryT BO3HMKAaTb NPY PasHOW KOHpurypaumm ninumatopa u oteetymka. Ecnv obe cTopoHbl cornacHbl
C rpaHynsApHOCTLIO TYHHENEW, NHMUMaTop HuKoraa He GyaeT 3anpawmBaTtb Gonee LWUPOKUA TYHHEMb, HEXenu OTBETYMK rOTOB
BOCMPUHUMATb.

BrnonHe BO3MOXHO, 4YTO MOMUTMKa OTBETYMKA OyaeT BKM4YaTb MHOXECTBO HeOOnbLUMX AMana3oHOB, OXBaTbIBAEMbIX
ceneKkTopoM Tpaduka uHMUMAaTopa, HO B COOTBETCTBMM C MOJNIMTMKOM AN KaXOOro U3 3Tvx AvManas3oHoB Tpadwuk crnegyer
nepenasaTtb Yepes pasHble SA. B ncnonb3oBaHHOM BhbILLE NMPUMEPE MONUTMKA OTBETYMKA MOXET TpeboBaTb opraHm3auumn ons
Ka)xgow napbl afpecoB OTAENbHO cornacoBaHHow cBsA3u Child SA. Ecnv uHMumaTtop reHepupyeT 3anpoc He Ha OCHOBE
uMmerloLlerocss ans nepejadvn naketa, a (Hanpumep) npu cTapTe, y Hero He OyaeT [O0CTaTOMHO CheumdUYHBLIX NepBbIX

'Security Policy Database - 6a3a gaHHbIx 0 npaBunax 6esonacHocTu.
Traffic Selector - cenektop Tpadwka.

Traffic Selector-initiator - cenektopbl Tpaduka nHMLMaTopa.

“Traffic Selector-responder - cenekTopbl Tpaduka OTBETYMKA.
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CeneKkTopoB Tpaduka, NOMOramlmx OTBETYMKY BblOpaTb KOPPEKTHbIM AuanasoH. B atom cnyvae y otBeTumka He Oyper
BO3MOXHOCTW ONpefenuTb, Kakylo napy agpecoB crieqyeT BKMOYUTbL B 3TOT TyHHeNb M OH JOrKeH OyaeT penatb
npepnonoxexue unm oteeprHeT 3anpoc ¢ coobwernmem SINGLE_PAIR_REQUIRED Notify.

CoobueHre 06 owmnbke SINGLE_PAIR_REQUIRED noka3sbiBaeT, 4to 3anpoc CREATE_CHILD_SA He BOCMPUHAT, NOCKONbKY
€ro oTnpaBuUTENb XenaeT BOCTIPUHMMATL TOSbKO CenekTopbl Tpaduka, 3aaatome ogHy napy agpecos. peanonaraetcs, 4To
3anpalunBatoLLlas CTopoHa OTBETUT Ha YBELOMIIEHNE 3anpocoM SA TOMbKO Ans KOHKPETHOrO Tpadumka, KOTOPbIA OHA MbiTaeTcst
nepecnatb.

OTaenbHble peanu3auuMn MMeOT npaBuna, Tpebylolme opraHusaumu oTdenbHbiXx SA Ans kaxagoil napel agpecos. B
pe3ynbTaTe 3TOr0, ECMU AN OTBETYMKA Npuemriema Tonbko YacTb TSi u TSr, npeanoXeHHbIX MHALMATOPOM, eMy criepyeTt
Cy31Tb AManasoH CEeneKTopoB A0 NPUEMIIEMOro NOAMHOXECTBA, a He ucnonb3oBath SINGLE_PAIR_REQUIRED.

2.9.1. Cenekmopbl mpaguka, Hapywarow,ue ce0or rnosiumuKy

Mpu co3gaHum HoBoM SA MHUUMATOP AOMKeH u3beratb NPeanoXeHs CeNekTopoB Tpaduka, HapyLLaLWMX ero cobCTBEHHYO
nonutuky. [pn HapyweHun 3TOrO0 npaBuna MOXeT oTOpacbkiBaTbCAa AonycTuMmbin  Tpaduk. Ecnu  ncnonb3ayiortes
AekoppenupoBaHHblie npasuna us [IPSECARCH], Takux HapyLLIEeHWUIn He MOXET BO3HUKaTb.

3710 nyuywe Bcero NpounncTpupoBaTb Ha npumepe. MpeanonoXxmm, 4To XocT A UMeeT NOMUTKKY, B COOTBETCTBMM C KOTOPOM
Tpadmk no agpecy 198.51.100.66 nepenaértca yepes xocT B ¢ ucnonbsosaHnem wmndgposanusa AES, a Tpadumk ons octanbHbIX
agpecoB cetn 198.51.100.0/24 Takke nepepaétcsa yepes xocT B, HO ¢ wmndppoaHnem 3DES. MNpeanonoxum Takke, 4to B
BOCMpUHUMaEeT nobble komouHauum AES n 3DES.

Ecnu xocT A npegnaraet SA, koTopas ucnons3yet 3DES u BkntovaeT TSr ¢ 6nokom agpecos (198.51.100.0-198.51.100.255),
aTto OyneT npuemnemo gns xocta B. Xoct B moxeT Takke ucnonb3oBaTb 3Ty SA ona nepegaym tpaduka ¢ agpeca
198.51.100.66, HO Takue nakeTbl OyayT oTOpacbiBaTbCA XOCTOM A, MOCKOMNbKY OH TpebyeT MCNonb3oBaHWst ANs HUX
wmndpoBaHusa AES. [axe ecnu xocT A cosgact HoByto SA Tonbko anga 198.51.100.66 (ucnonbe3aytowero AES), xoct B moxeTt
cBoboaHO nNpoaomKkaTh Ucnonb3oBaHue nepson SA Ansa aTtoro Tpadumka. B Takon cutyaumm, npegnaras SA xocty A, cneayet
cobntoaaTtb CBOK NonuTuKy U npegnarate TSr, cogepxawun ((198.51.100.0-198.51.100.65),(198.51.100.67-198.51.100.255))
BMECTO eanHoro 6noka.

B obwem cnyyae, ecnu (1) nHmumatop genaet npeanoxerve «ana tpaduka X (TSi/TSr), cozpate SA», (2) ona HEKOTOPOro
noamHoxectea X' nHMumaTtop Ha gene He 6yaet npuHumaTth X' yepes SA 1 (3) uHMumaTop Xenaet npuHumaTh Tpaduk X' yepes
apyryto cBade SA' (1=SA), KOppeKTHbIl TpaduK MOXeT HeobOCHOBaHHO OTOpachbiBaTbCH, MOCKOMbKY OTBETYMK MOXET
ncnonb3oBatb Ang Tpadguka X' kak SA, Tak n SA' .

2.10. Nonce

Kaxgoe coobwenne |KE_SA_INIT copepxuT 3HayeHuMe nonce, KOTOPOE WCMOMb3yeTcsd B KavecTBe aprymeHta
kpuntorpadgumyeckont dyHkumm. 3anpocel CREATE_CHILD_SA u otknukn CREATE_CHILD_SA Ttakke cogepxaTt nonce,
KOTOpble cnyxaT Ana gobaBneHns «CBeXecTu» MeToAaM Co34aHus KMYen, UCNoMNb3yeMbiM Npu reHepauun knoden ang Child
SA, a Takke aAns obecnevyeHus co3gaHusa OeNCTBUTENBHO NceBAoCnyYariHbix 6uToB u3 knova Diffie-Hellman. 3HaveHus nonce,
ucnonb3yemsble B IKEV2, nomkHbl BbIGMpaTbCcsa cryvyanHbiM 06pa3oM, AOMmKHbI ObiTb pasaMepom He meHee 128 6uToB, a Takke
AOJIKHbI ObITb NO pa3Mepy He MeHee MOJIoBMHbI pa3mepa pesynbTaTa COrflacoBaHHOM mnceBaocny4varnHon gyHkumm (PRF).
OpHako uHuumatop BbibMpaeT nonce A0 TOro, Kak y3HaeT pe3ynbTaTt cornacoBaHus. 1o aTon npyuyvMHe pasmep nonce LOIKeH
ObITb JOCTAaTOYHO BENUK ANs BCcex npeanaraembix dpyHkuma PRF. Ecnu onsa kntoyer n nonce ncnonb3yetcst 06LniA NCTOYHNK
crnyyaviHbIX Yicen, cregyeT NPUHUMAaTb Mepbl NPOTUB KOMNPOMETaLUK KIoYel Npu UCNONb30BaHMM nonce.

2.11. Aapeca n Homepa NopToB

IKE pa6boTtaet no npotokony UDP uepes noptsl 500 n 4500, HesiBHO ycTaHaBnueas cBa3b ESP u AH ¢ temun xe agpecamu |P,
koTopble ncnonb3ytotca IKE. OgHako agpeca 1 HoMepa NoOpTOB BO BHELLHUX 3arofioBKax He 3aluULLATCA KpunTorpagudecku,
a npotokon IKE paccuutaH Takke Ha paboTy 4Yepe3 cuctembl TpaHcnAuuu agpecoB (NAT'). Peanusauuy [OMKHbI
BOCMPMHUMATL BXOASALLME 3anpocChkl, €Crnv HOMep nopTta uctodHuka otnmnyaetca ot 500 n 4500, a Takke AOMXKHbI OTBEYaTb Mo
agpecaMm U HoMepam MOPTOB, C KOTOPbIX ObINM Mony4eHbl 3anpockl. Peanu3auum [oOMmKHbI yKa3biBaTb agpec U HOMep nopra,
no KOTOpbIM BbINK MoNy4eHbl 3anNpockl, B NOMsX agpeca u Homepa nopTa oTnpaBuTENs NepefaBaeMblX OTKIMKOB. PyHkumn IKE
WMOEHTUYHBI 4N npoTokonos IPv4 u IPV6.

2.12. MHorokpaTtHoe ucnonb3oBaHue nokasareneu Diffie-Hellman

IKE reHepupyeT knioveBon MaTepuwan, ucnonb3ys ademepHbin obmeH Diffie-Hellman gns poctwkeHnna npeumyluecTts
«COBEPLUEHHOW 3aLnTbI?». OTO 03HAYaEeT, YTO Nocne paspbiBa COeAUHEHUS U 3a0biBaHNA COOTBETCTBYIOLLMX KIHOYEl Aaxe ToT,
KTO CyMmern 3anvcaTb BCe AaHHble U3 COeQUHEHNS U NOMyYnTb AOCTYN KO BCEM AONTOCPOYHBIM KItoyam 06emx KOHEYHbIX TOYEK,
He CMOXeT BOCCTAaHOBWTbL KIOYM, UCMOMb30BaHHbIE AN5 3aWNThI coeanHeHns 6e3 nepebopa Bcex KnoYen B MPOCTPaHCTBE
kntoyen ceanca (brute force search).

[nsa 0OCTUXKEHMS COBEPLUEHHONM 3aLUMUThl KaXaas U3 KOHEYHbIX TOYEK MO 3aBepLUEHUN COeQUHEHMST AOJMKHA 3a0biTb HE TONbKO
UCMOMb30BaHHbIE B HEM KIHOYU, HO 1 nobyto MHpopmaumio, koTopast Morna 6bl MCNoNb30BaTbCA AN BOCCTAHOBMEHNUS 3TUX
KIto4uen.

Mockonbky pacyét 3HadveHun Diffie-Hellman TpebyeT 3HauMTENbHBIX BbIMUCIUTENBHBIX PECYPCOB, KOHEYHAs TOYKa MOXET
NPUHSITL peLleHne 0 HEOOHOKPaTHOM UCMOMb30BaHUM 3TUX 3Ha4YeHun DH npu opraHusauum nocneayolwmx coeguHeHnin. Ons
Takux OenNcTBUA NMEETCS HECKOMNbKO pa3yMHbIX cTpaTterni. KoHedyHas Touka MoxeT MeHaTb 3HavyeHnss DH nepuoguyecku, xota
3TO NPUBEOET K HEKOTOPOMY CHWXXEHMUIO YPOBHS 3aLLMTbI, €CNN CPOK XKU3HU COEOUHEHUSI OKaXXETCA MeHblUe nepuoaa CMeHbl
3HaveHui DH. MoxHO Takke oTcnexvBaTb MCMNOMb30BaHWE 3HayeHun DH B kaxgom coeguHeHun v yoanaTe MHGOopmMauumio,
CBA3aHHYK €O 3HadeHmem DH, Tonbko nocne 3akpbiTUS COOTBETCTBYHLIErO COEAMHEHWsi. OTO MNO3BOSNIMT MHOrOKpPaTHO
ncnonb3oBaTtb 3HavyeHnss DH 6e3 CHWXKeHMs ypOBHS 3aliUTbl HO C HEKOTOPbIM POCTOM M3OEPXKEK Ha MOAAepXKy OonbLiero
yucna CoCTOSIHUN.

"Network Address Translation.
2Perfect forward secrecy.
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PelweHne o MHorokpaTHoM mncnonb3oBaHun 3HadveHun Diffie-Hellman n pexunme Takoro ncnonb3oBaHus SBNSETCH YaCTHbIM B
TOM CMbICIE, YTO OHO HE OKa3blBaeT BNUSHWSA Ha B3anmoaencTeue. Peanvsaums, ncnonbayowas 3HadeHns DH HeogHokpaTHo,
MOXeT 3anoMuHaTb 3HayeHus DH, ncnonb3oBaHHbIE APYro TOYKOW B MPOLUMbLIX OOMeHax, M Mpu NOBTOPHOM UX MOSBIIEHUM
usbexaTtb BTOPOW MOMOBMHbI pacyéta. AHanus 3awuTbl Ans 3TOro crnyvas v [OMNOSNHWUTENbHOE PacCMOTPEHME BOMPOCOB
©e30MacHOCTM NPy MHOTOKpaTHOM McMnonb3oBaHnM adeMepHbix krtovel Diffie-Hellman npueeneHsl B pabote [REUSE].

2.13. N'eHepauusa knw4YeBOro martepuana

B koHTekcTe IKE SA cornacylotcs YeTbipe kpuntorpadnyeckmx anroputMa - anroputMel WNPOBaHNA 1 3aLUMThI LLEeNOCTHOCTH,
rpynna Diffie-Hellman n ncesgocnyvanHasa dyHkumsa (PRF). ®yHkuma PRF cnyxuT Ans noaroToBKM KNOYEBOro martepuana,
ucnone3yemoro scemu kpuntoanroputmamu IKE SA u Child SA.

MpeanonaraeTcs, 4TO anropuTMbl LWNGPOBAHUA U 3aLUMTbI LENTOCTHOCTU UCMONb3YHT KIHoYM (PUKCUPOBAHHOIO pasmepa U B
KayecTBe KIJHo4a MOXET CIY>XMTb NPOU3BOSIbHOE CIyYaiHO BbIOpaHHOE 3Ha4YeHne 3Toro pasmepa. [nst anroputMoB, CNOCOBHbLIX
paboTaTtb C KnYamMy pasHOro pasmepa, AOJKeH 3a4aBaTbCs (PUKCMPOBaHHLIM pa3mep Khw4va Mpu  CornacoBaHum
KpunTorpadumyecknx npeobpasosaHuin (cM. onpepeneHue atpubyta npeobpasoBaHus Key Length B naparpacde 3.3.5). Ona
anropuTMoB, KOTOpbIE MPUHUMAIOT He BCE 3Ha4YeHus kntoden (Takux, kak DES wnu 3DES c YETHOCTbLIO Kouven), anropuTtm
BblbOpa kntoyer 13 Habopa NpOM3BONbHBIX 3HAYEHWI AOFKEH 3aJaBaTbCs Kpuntorpaduyeckum npeobpasoBaHneM. [Ons
PYHKUMIA 3aLMTHI LeNIOCTHOCTM Ha Gase XalMpOBaHHbIX KOAoB ayTeHTudukauum coobeHnin (HMAC!) dukcupoBaHHbIM
pasMepoM KIoya SBMSeTCs pa3mMep BbIBOAA UCMONb3yEeMOM X3LU-YHKLNK.

MpepnonaraeTcs, 4To PyHkUuM PRF BocnpuHMMatoT kntoum Noboro pasmepa, HO MMET NpeanoYTUTENbHbLIA pa3Mep KIoden.
OTOT pasmep AOMKeH 1cnonb3oBaTbes B kadecTBe pasmepa SK_d, SK_pi n SK_pr (cm. naparpad 2.14). Ana dyHkunin PRF
Ha 6a3e koHcTpykuuin HMAC npegnoyTuTenbHbIN pa3mep Krden paBeH pasmepy pesynbTata MCNonb3yemMon X3L-(yHKLNN.
OcrtanbHble Tunbl PRF gonmxHbl 3agasaTtb NpeanoyTUTENbHbIN pa3mep Kroyen.

KntoueBon matepuan Bcerga Gepé€rtcsi M3 BbiBOAa cornacoBaHHoro anroputma PRF. lMockonbky konmnyectBo Tpebyemoro
KNioYeBOro maTepuana MoOXeT npesbiwaTe pasmep BbiBoaa PRF, dyHkums PRF ucnonb3yetcs B pexume utepauuin.
O603HauyeHune prf+ ykasbiBaeT Ha OYHKLUIO, pe3yrbTaToM KOTOPOW SIBNSIETCA NCEeBAOCMYYalHbIN NOTOK, OCHOBAHHbIN Ha BBOAE
AaHHbIX B cryyariHyto dyHKumio prf.

B npuBeaéHHbIX HUXE NpumMepax | 06o3HayYaeT koHkaTeHauuo. PyHKuMA pri+ onpeaensieTcs, kak
prf+ (K,S) = T1 | T2 | T3 | T4 |

roe:
Tl = prf (K, S | 0x01)
T2 = prf (K, T1 | S | 0x02)
T3 = prf (K, T2 | S | 0x03)
T4 = prf (K, T3 | S | 0x04)

OTOT npouecc npoaorkaeTcsi, Noka Ha Bbixode yHKUMM prf+ He OyaeT nony4veH NonHbli 06bEM KIHYEBOro marepuana,
Tpebyemoro gns pacyéTta. BCeX HYXHbIX Knoyen. Knwoum GepyTtca u3 pesynbTata GyHkummM 6e3 yyéta rpanuy (T. e, ecnu
TpebyeTca 256-6uToBbin kntod AES? n 160-6utoBbii kntod HMAC, a doyHkuus prf reHepupyeT Ha Bbixod 160 6uToB, kniod AES
Oynet coctodATb M3 T1 1 Havana T2, a knod HMAC 13 octatka T2 u Havana T3).

KoHcTaHTa, fobaBnsiemasi nocne kaxgoro pesynbTaTa prf, npeactaBnsieT cobo ognH okTeT. OyHKUMIO prf+ He MCMonb3yloT
ANs yBenuuyeHus pasmepa BbiBoga prf 6onee, yem B 255 pas.

2.14. TeHepauusa kno4yeBoro matepuana ans IKE SA

Obwue (pasgensieMble) KNOYM reHepupyloTcs, Kak onmncaHo Hwke. 3HadeHne SKEYSEED paccuvTbiBaeTca M3 3HadYeHun
nonce, nepegaBaembix B npouecce obmeHa IKE_SA_INIT n obwero cekpeta Diffie-Hellman, opraHnsosaHHoro B npouecce
aTtoro obmeHa. Yncno SKEYSEED wcnonb3syetcs ansa pacdéra. cemu apyrux cekpetoB - SK_d npumeHsaeTcsa npu reHepauun
HoBbIX kntoyen ansa Child SA, opranmnsyembix B pamkax IKE SA, SK_ai n SK_ar cnyxaT B ka4ecTBe KIoyen anroputma 3awuThbl
LLeNOCTHOCTM AN ayTeHTudmKauum cooblueHnii npyu nocnegyowmnx obmeHax, SK_ei u SK_er npumeHsoTcs ans wmdgpoBaHns
(v paclmdpoBkn) npu Bcex nocnenyrolmx odomeHax, SK_pi n SK_pr ncnoneaytoTtcs npu reHepauunm gaHHeix AUTH. Paamepsl
SK_d, SK_pi n SK_pr gomxHbl coBnagaTe C NpeanoyTUTENbHLIM Pa3MepPoM KITH4en cornacoBaHHow paHee dyHkumn PRF.

SKEYSEED 1 npoun3BofHbIe OT HEr0 3HAYEHUS paccYMTbIBAlOTCA crneayolmm obpasom

SKEYSEED = prf(Ni | Nr, g'’)

{SK d | SK ai | SK ar | SK ei | SK er | SK pi | SK pr} = prf+(SKEYSEED, Ni | Nr | SPIi | SPIr)

(neBas yacTb BTOpOro ypaBHeHUs1 nokasbiBaeT, YTo 3HaveHuns SK_d, SK_ai, SK_ar, SK_ei, SK_er, SK_pi n SK_pr 6epytca B
TOM nopsiake, B KOTOPOM co3daéTtcs Bbixod prf+). g" aAenseTcs obwuM cekpeTom u3 adpemepHoro obmeHa Diffie-Hellman.
3HaueHue ghir npeacTaBnsieTcs, Kak CTpoka OKTeTOB B nopsigke big endian n gononHsetcsa npyu HEO6X0QUMOCTU HYNsSMU O
Tpebyemoro pasmepa. Ni u Nr npeacTtaBnsioT coboit oaHOpa3oBble 3HAYEeHWs1 nonce, Boipe3aeMble U3 nobbix 3aronoekos. B
CUIY MCTOPUYECKUX MPWYMH (ANsS COBMECTUMOCTM CO CTapbiMU BepcusaMu) nveetcsa Ase dyHkumm PRF, koTopble B Takom
pacdéTe MMeloT cneuundmyeckyto TpakToBky. Ecnn cornacoBaHHon PRF aBnsetca AES-XCBC-PRF-128 [AESXCBCPRF128]
unu AES-CMAC-PRF-128 [AESCMACPRF128], Tonbko nepeble 64 6uTta Ni 1 nepsble 64 6uta Nr ncnonb3ytotcsa npy pacyére
SKEYSEED, a Bce octanbHble 6uThbl crnyxaT Ang seoga B pri+.

PasHble HanpaBneHus notoka Tpaduka MCMONb3yHT pasnuyHble Kniouu. Knwoyamu, cnyxawumu ans 3awutbl Tpadmka oT
NCXOAHOro nHuumnatopa aensTcea SK_ai n SK_ei, a knovamu ansa gpyroro Hanpaenexus - SK_ar n SK_er.

2.15. AyteHtndpukauums IKE SA

Korpa pacwupsiemas ayteHtTudukaums (cM. naparpad 2.16) He nucnonb3yeTcs, NapTHEPLI ayTeHTUMMLMPYIOTCA C NOMOLLIBIO
undpposbix nognucen (unu MAC c ncnonb3oBaHMeM AOMNOMHEHHOrO O6LLEero cekpeTta, Kak onMcaHo Huke B 3TOM naparpade)
ana 6nokoB AaHHbiX. B atux pacuértax IDi' n IDr' - Bce gaHHble ID 3a uvcknodeHnem puKcMpoBaHHOro 3arornoBka. [ns
OTBETYMKA MOANUCLIBAEMbIE OKTETbl Ha4YMHAKTCA C NEPBOro OKTeTa nepsoro 3HadveHus SPI B 3aronoske BTOPOro COo6LLeHns

'Hashed Message Authentication Code.
2Advanced Encryption Standard.
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(otknuk IKE_SA_INIT) n 3akaH4YmMBaeTCs NOCNeAHUM OKTETOM MOCMNEeAHEro sfemMeHTa AaHHbIX BO BTOPOM coobuweHuu. K atomy
B KOHUe pobaenseTtca (ona pacyéta. umdpoBOM noanucu) 3HadeHne nonce wuHuumatopa Ni (MpocTo 3HayeHwe, a He
cofepXalimi ero anemMeHT AaaHHbix) u pri(SK_pr, IDr'). OTmeTtum, 4yto Hu nonce Ni, Hu 3Hadvenmne prf(SK_pr, Idr'), camu no cebe,
He nepepatotcd. MogobHO 3TOMY, MHMUMATOP noanuckiBaeT nepoe coobueHne (3anpoc IKE_SA_INIT), HaunHaa ¢ nepBoro
okteTa nepsoro SPl B 3aronoBke M 3akaHuMBasd MNOCMEOHUM OKTETOM MOCMeAHEero anemeHTa AaHHbiX. B koHue aTtoro
pobasnseTtcs (ona pacuyérta. umdpoBon noanucu) 3HaveHne nonce oteeTymka Nr u 3Hadvenwue prf(SK_pi, IDi'). Ons 3awmTsl
KpalHe Ba>XHO UCMOMb30BaHWE B NOAMUCU KaXO0W CTOPOHbI 3HAYEHMS NoNce APYrov CTOPOHBI.

MoanncaHHble MHULMATOPOM OKTETbI MOXHO Onucatb cnegywwimnm 06p630MI

InitiatorSignedOctets = RealMessagel | NonceRData | MACedIDForI
GenIKEHDR = [ 4 okTeTa co BHaueHmeM 0, ecnm npumeHstercss nopT 4500 ] | RealIKEHDR
RealIKEHDR = SPIi | SPIr | . . . | Length
RealMessagel = RealIKEHDR | RestOfMessagel
NonceRPayload = PayloadHeader | NonceRData
InitiatorIDPayload = PayloadHeader | RestOfInitIDPayload
RestOfInitIDPayload = IDType | RESERVED | InitIDData
MACedIDForI = prf(SK _pi, RestOfInitIDPayload)
|_|0,D,I'IVI08HHbIe OTBETYMKOM OKTEeTbl MOXXHO ONMncaTb, KakK:

ResponderSignedOctets = RealMessage2 | NonceIData | MACedIDForR

GenIKEHDR = [ 4 okTeTa co BHauenmeM 0, ecnm npumenstercss nopT 4500 ] | RealIKEHDR

RealIKEHDR = SPIi | SPIr | . . . | Length

RealMessage2 = RealIKEHDR | RestOfMessage2

NoncelIPayload = PayloadHeader | NoncelData

ResponderIDPayload = PayloadHeader | RestOfRespIDPayload

RestOfRespIDPayload = IDType | RESERVED | RespIDData

MACedIDForR = prf (SK_pr, RestOfRespIDPayload)
OTMeTVIM, 4yTO B pacqéT noAanncun BKINMKOYarKTCA BCe 3NeMeHTbl AaHHbIX (payload), B TOM 4ucne un 1e, KOTopble He onpeaerneHbl B
OaHHOM [oKymeHTe. Ecnu nepBoe coobuieHne B obmeHe (Hanpumep, cookie otBeTunka n/mnu gpyras rpynna Diffie-Hellman)
NOBTOPAETCA HECKOJIbKO pa3, noaAnncbiBaeTcAa nocneaHAaAAa Bepcusd COOGLLI,EHVIFL

OnumoHanbHO cooblueHnst 3 u 4 MoryT BkMovaTe cepTUdUKAT UNKN LenoYky cepTUUKATOB, NOATBEPXKOAIOLUMX, YTO KIHOM,
MCMOMb30BaHHbIA AN co3AaHuUst LMAPOBOM MOAMMUCK, OTHOCUTCS K UMEHU, YKazaHHOMY B anieMeHTe AaHHbix ID. Mognuck mnu
koa MAC 6yayT paccumTbiBaTbCA C UCMOMb30BaHNEM anroputMma, AMKTYEeMOro TUNOM Kikoya, NpMMEHAEMOoro noanvcaBLLmMM U
ykasaHHoro B none Auth Method snemeHTa gaHHbix Authentication. MHuuuatop n oTBeTYMk He 06s13aHblI MCMOMNb30BaTh AMs
noanucu oavH Kpuntorpaduyeckuii anroputMm. Bbelibop anroputma 3aBucuT OT Tvna MMeElOWMXCa Kroden. B yacTHocTw,
VMHULMATOP MOXET WUCMOMb30BaTh OOLMIA KoY, @ OTBETYMK MMETb OTKPbITBIA KITHOY MOANUCKM M cepTudmkaT. Ha npaktuke
3ayacTyo (HO He o6si3aTenbHO) MpW UCMONb30oBaHWM O6LLero cekpeta ANnNA ayTeHTUudumkauum B 06OMX HanpaBneHWUsX
NPUMEHSETCS OAMH KITHOY.

OTmeTMM, 4YTO 0BObIYHOW, HO 3a4acTylo Hebe3onacHOM NPaKkTUKON SBMSETCA UCMONMb30BaHWe O6LLEero Kr4a, noryyYyeHHoro us
BbIOpaHHOro nonb3oBaTernem napons 6e3 BKMYEHUS UHBLIX UCTOYHMKOB CryYalHbIX AaHHbIX. HegocTaTtouHas 6e3onacHocTb
Takoro nogxoaa obycrnoBrneHa Tem, YTO Bbibupaemble Monb3oBaTeENsiMM Maponv He obecrneynBalT HenpenckasyemocTy,
[OCTaTOMHOW ANs NpefoTBpalleHnst atak Mo crioBapto (MPUMOXEHUSM, UCMOMNb3YHOWMM NaposibHy ayTeHTUdurKaumio ans
sarpy3kn u IKE SA, cnegyet BbiGupatb MeToa ayTeHTUdMKkauum M3 naparpacda 2.16, KOTopbii NpefoTBpallaeT ataku no
cnoeapto B pexume off-line). 3apaHee co3gaHHble 06wWMe KrouM OOMKHbI obecneunBaTbh YpOBEHb HemnpenckasyemocTy,
A0CTaTO4YHbIN NS CaMOro CUNBHOMO U3 cornacyemsblx kntoden. B cnyvae 3apaHee co3gaHHoro obuero kntoya (pre-shared key),
3HauveHne AUTH paccumTbiBaeTcs, kak NoKasaHO HUXe.

Onsa namymnartopa

AUTH = prf( prf(Shared Secret, "Key Pad for IKEv2"), <InitiatorSignedOctets>)
Onsa oTBeTuMka

AUTH = prf( prf(Shared Secret, "Key Pad for IKEv2"), <ResponderSignedOctets>)

roe ctpoka «Key Pad for IKEv2'» npeactaBnsieT co6oii 17 cumsonos ASCII 6e3 3aBepLuatorero null-cumsona. O6wmin cekpeT
MOXeT MMeTb nepemeHHbIn pa3mep. CTpoka 3anonHeHns gobasnseTcsa Tak, 4Tobbl Mpu co3gaHny obLlero cekpeTa n3 napons
peanusaumun IKE He TpeboBanocb coxpaHsiTb Naponsa B OTKPLITOM BUAE, @ MOXHO Obino 6bl coxpaHutb 3HadeHme prf(Shared
Secret,"Key Pad for IKEvV2"), koTopoe He MOXeT NCNoNb30BaTbCsl B KAYECTBE SKBMBANeHTa napons 3a npegenamu IKEv2. Kak
ObINO OTMEeYeHo Bbille, co3aaHne obLlero cekpeta u3 naponsa He BnosnHe 6e3onacHo. Takas KOHCTPYKUWMS MCMONb3yeTcs B
npeanonoXeHun, 4YTo noan Bce paBHo byayT genatb a10. VIHTepdenc ynpasneHus, nocpeacTBOM KOTOpPOro obecneynBaeTcs
obwnin cekpeT, pormkeH BocnpuHumatb cTpokn ASCIl pasmepoM, no kpanHel mepe 64 okteTa, gobaenenue null-cumsona
3aBepLUeHUs Nepes UCnonb3oBaHMEM pa3fensieMoro cekpeta HegonyctTumo. VHTepdenc ynpaBneHusi MoxeT BOCNpUHUMATb
ApYyrue KoaMpOBKM CMMBOJSIOB, €CNK 3afjaH anropuTM Ansi npeAcTaBneHns CMMBOSOB B (hopMe L BOMYHOWM CTPOKU.

NmeeTcs OBa Tuna ayteHTudmkaumm EAP? (cm. naparpad 2.16), Kaxabli M3 KOTOPbLIX MCMONb3yeT pasHble 3Ha4YeHust B
onucaHHbIX Boiwe pacyétax AUTH. Ecnn meton EAP cnyxuT Ans reHepaumu Knodei, rmaeHbIi ceaHcoBbli knod (MSK?®) npu
pacuyéte meHsAeTca Ha obwwuin cekpeT. [ing MeToaoB, He ucnonb3dyemMblx Ans reHepauum kntoden, SK_pi n SK_pr 3ameHnsioTca
obwum cekpetom B 06omx pacuyétax AUTH.

2.16. Metoabl EAP

B pononHeHnve k ayTeHTUdUKaUUM C MCMONb3OBaHMEM MNOAMUCEN Ha OCHOBE OTKPbITHIX Krouen u obuwmx cekpetos, IKE
noaaepXxuBaeT ayTeHTUdUKaUMIO Ha OCHOBE MeTonoB, onpeaenéHHbix B RFC 3748 [EAP]. O6bIMHO 3T MeToabl SABMSAOTCA
acCMMMETPUYHbIMM (NpefHa3HayYeHbl Ans ayTeHTUdmKaLuum nons3oBaTtenen Ha cepeepe) n MoryT He ObITb B3aMMHbIMU. o 3ToN
NpuYMHe Takue NPOTOKOSbl OObIMHO UCMOMb3YHTCH UHMLMATOPOM ANs ayTeHTudukaumm camoro cebs nepen OTBETYMKOM U
OOJKHbI MPUMEHATLCA COBMECTHO C ayTeHTMdMKaLMen Ha OCHOBe MnoAnMCU C OTKPbITbIM KIYOM Ans npeAacTaBrieHust

'Key Pad for IKEv2 - 3anonHeHwue kntoya ansa IKEv2.
2Extensible Authentication Protocol - paclumpsiemMblit NpOTOKON ayTeHTUdUKaLUM.
*Master session key.
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OTBETUYMKA WHULMATOPY. 31N MeToAbl 4YacToO CBA3bIBAKOT C MexXxaHu3MamMu, KOTOpble Ha3blBakT ((yHaCJ'Ie,D,OBaHHOVI
ayTeHTUdMKaumen'.

XoTa B 9TOM gokymeHTe [EAP] ynomnHaetcs ¢ yd4étom gobasneHusa B Gyayliem HOBbIX MeToAoB 6e3 0O6HOBMEHWs AaHHON
cneundukaumm, HeKoTopble NMPOCTble Bapuauuu 3gecb paccMmaTpuBatotcs. [EAP] onpepenset npoTokon ayTeHTudukauuw,
TpebyoLwunii nepemMeHHoro Yncna coobuieHnii. Paclumpsiemast ayteHTudmkaumsa peannsyetcd B IKE B doopme JONONHUTENBHBIX
o6meHoB IKE_AUTH, koTopble AOJXKHbI ObITb 3aBepLUeHbl Ans nHuumanusaumm IKE SA.

MHuumaTop nokasbiBaeT xenavuve ucnonb3oBatb EAP, onyckas none AUTH B nepBom coobueHun obmena IKE_AUTH
(oTmeTuM, 4TO 3TO None TpebyeTcst ANA ApYrMX BapuaHToB ayTeHTUMKaLMm, No3TOMy B JAHHOM JOKYMEHTE HE OTMEYEHO, Kak
onuuoHanbHoe). MyTém BknoyeHus anemeHta IDi n mncknoyenna AUTH uHuumatop 3asBnsieT CBOK MOASIMHHOCTb, HO He
nogteepxaaeT eé. Ecnu oTBeTYMK cornaceH ucnonb3oBaTb meton EAP, oH nomewaet anemeHT EAP B oTknuk obmeHa
IKE_AUTH un otknagbiBaeTr nepegpady SAr2, TSi n TSr, noka ayTeHTudukaumss vHuumatopa He OyaeT 3aBeplueHa B
cneaywouwem odbmeHe IKE_AUTH. [na cnyyaa mmHuManbHoro metoga EAP opraHmsaumsi HadyanbHOM SA nokasaHa Ha pUCYHKe.

NunumaTop OTBeTUMK

HDR, SAil, KEi, Ni -—>

<-- HDR, SArl, KEr, Nr, [CERTREQ]
HDR, SK {IDi, [CERTREQ, ]

[IDr,] Sai2, TSi, TSr} -—>
<-- HDR, SK {IDr, [CERT,] AUTH, EAP }
HDR, SK {EAP} -
<-- HDR, SK {EAP (ycnex)}
HDR, SK {AUTH} -—>

<-- HDR, SK {AUTH, SAr2, TSi, TSr }
Kak ykazaHo B naparpadpe 2.2, npu ncnonb3oBaHun EAP kaxgas napa m3HavanbHbix cooblieHni npu opraHnsauumm IKE SA
OyzeT Mcnonb3oBaTh yBENUUMBAKOLWMECS NOPSAKOBbIE HOMepa - coobuleHust IKE_AUTH nepsoii napbl 6yayT umeTtb Homep 1,
BTOpPOM -2 U T. 4.

Ons metopnoB EAP, cospawwmx obwuin knod B kavectBe noboyHoro adpdpekta ayTeHTudMKauMK, 3TOT KoY [OOJIKEH
MCMNOonb30BaTbCs Kak MHULMATOPOM, Tak U OTBETUYMKOM AN reHepaumm gaHHbix AUTH B coobLueHnsx 7 u 8 ¢ ucnonb3oBaHeM
CMHTaKkcmnca obLmx cekpeTos, onncaHHoro B naparpade 2.15. O6wuin kntov ot EAP npeacraensiet cobon none, kotopoe B
cneundukaumm EAP HassaHo MSK. 37oT 06wmin kniod reHepupyetcsa B npouecce obmeHa IKE n ero HeponycTtumo
Mcnonb3oBaTh ANSA Kakux-nmbo uenewn.

MeTogbl EAP, koTOpble HEe OpraHusyloT o6Lero knwoya, He crnepyeT MPUMEHHATb, MOCKOMbKY OHWM MOTyT ObiTb MOABEPXKEHbI
MITM-atakam [EAPMITM], ecnn 23tm meTtoabl EAP wucnonb3yloTcsd B OpyrMx MpOTOKOSMiaX, He  UCMOMb3YHoLmX
ayTeHTUdULMpyemoro cepeepom TyHHens. bonee nogpobHoe obcyxaeHue aTon cuTyauum npuBoanTcsa B pasgene «Bonpochl
©6e3onacHocThy. Mpu ncnonb3oBaHMm MetogoB EAP, He reHepupyrowmx obuero knoya, anemeHTel AUTH B coolueHnsx 7 n 8
BOJDKHbI reHeprnpoBaTbhCs € ncnonb3oBaHnem SK_pi u SK_pr, COOTBETCTBEHHO.

Ot unuumatopa IKE SA, ucnonbaytowero EAP, TpebyeTcs BO3MOXHOCTb pacLUMPEHNUst HAYanbHOro NPOTOKONIbHOro obMeHa no
kpanHen mepe o 10 obmeHoB IKE_AUTH B Tex cnyyasx, korga OTBETYMK nepenaéT yBeAOMIEHVMSI W/MNU OTKIMKU Ha
npurnaweHne ayteHTudukauun. ocne ycnewHoro 3aBepLUeHWsi MPOTOKONbHOrO O6MeHa, onpefenéHHoro BblGPaHHbLIM
meTogom ayTeHTudukauum EAP, oTBeTUMK AormkeH nepefaTb anemeHT EAP, cogepxawmii cooblieHne Success. Mpu oTkase
OTBETYUMK AOIKEH nepeaatb anemeHT EAP, copepxawmin coobuieHune Failure. OTBeTUMK MOXeT B niobo MOMEHT npepBaTb
obwmeH IKE, nepenas anemeHT EAP ¢ coobueHnem Failure.

Mocne pacwmpeHHoro obmeHa gaHHble EAP AUTH gomxHbl ObiTb BKMOYEHbl B ABa cooOLeHns nocne coobuieHne ¢ EAP
Success.

Mpu ncnone3oBaHnN MHULMATOPOM ayTeHTUdMKaLMn EAP BO3MOXHbBI cuTyaumu, korga cogepxumoe IDi ucnonbdyeTcs ToNbKo
ana uenen AAA? npu maplupyTM3aumMm U BbliGopa ucnonbayemoro mMetoga EAP. OTo 3HayeHne MoOXeT oTnuyaTbCcs OT
OTOXAECTBMNEHUN, ayTEHTUULUMPOBAHHbIX MeTogoMm EAP. BaxHo, 4TOObI NMpy MpoOCMOTPe MpaBuUil U MPUHATAM PEeLUEHUs O
npenocTaBneHun A0CTyna MCMNonb30Banuchb akTyarnbHble ayTeHTUdULMPOBaHHbIE OTOXAeCTBMNeHus. 3avacTyo cepsep EAP
peanu3yeTca Ha oTtaenbHoM cepBepe AAA, KoTopbii oOMeHuMBaeTcs AaHHbiMM ¢ oTBeTunkom IKEv2. B Takux cnyuvasix,
ayTeHTUULMPOBAHHOE OTOXAECTBMEHME (eCnuM OHO OTnu4yaeTcs oT AaHHbix |di) 6yaeT nepepaBatbes OT cepBepa AAA
oTtBeTunKy IKEV2.

2.17. N'eHepauus knro4veBoro matepuana ans Child SA
OpHa goyepHssa ceasb Child SA cospgaétcs oomeHom IKE_AUTH, a gononHuteneHble Child SA moryT cosgaBaTbcs B 06MeHax
CREATE_CHILD_SA. KntoueBol MaTepman Ansa HUX reHepupyeTcs criegyowmum obpasom

KEYMAT = prf+(SK_d, Ni | Nr)
3aecb Ni n Nr - 3HadyeHuss nonce M3 obmeHa IKE_SA_INIT, ecnn ato 3anpoc Ha cosgaHue nepsovi Child SA unun ceexuve
3HayeHust Ni n Nr ns oobmena CREATE_CHILD_SA ans nocnegyowmx 4OYEPHUX CBS3EN.

Ons CREATE_CHILD_SA, Bkntoyatowwmx obmen Diffie-Hellman, kntoyeBoi maTepuan reHepupyeTcs no gopmyne

KEYMAT = prf+(SK_d, g (new) | Ni | Nr )
roe g" (new) - obwuit cekpeT U3 agpemepHoro obmeHa Diffie-Hellman B gaHHom CREATE_CHILD_SA (npeacrtaBnsieTcsi, kak
CTpOKa OKTEeTOB C nopsinkom big endian, gononHeHHast npu HEOGXOAMMOCTU HyMsIMM B cTaplimx BuTtax gns nonyvyeHus
pa3mepa Moayns).

OgHo cornacoBaHve CHILD_SA mMoXeT npuMBOoguTb K OpraHu3auum MHOXeCTBa 3alMéHHbIX cBaden. Ceasnm ESP n AH
CYLLECTBYIOT MonapHo (Mo OAHOM ANS KaXO4oro HanpasreHus), No3TOMY Ans 3TWX MPOTOKONOB co3daétcs ABe SA B OOHOM
cornacosaHun Child SA. Kpome Toro, cornacosaHue Child SA moxeT BkntoyaTb HekoTopble Gyaywime npotokonbl IPsec B
pononHeHve (vnu B3ameH) K ESP nnu AH (hanpumep, ROHC_INTEG [ROHCV2]). B nobom criyyae knioveBon matepvan ans
kaxxgow Child SA gomxkeH 6paTbea 13 pacwmpeHHoro KEYMAT ¢ ncnonb3oBaHmem NpuBeaEHHbIX HUXE npasBui.

Legacy Authentication.
2Authentication, Authorization, and Accounting - ayTeHTUdUKaUWs, NpoBepKa NOTHOMOYUIA U YYET.
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- Bce kmoun gns SA, nepepaowyx AaHHble OT MHMUMaTOpa K OTBETYMKY, BepyTcs A0 Knodeir ans SA obpaTHoro
HanpasneHus.

- Ecnun cormacoBaHO MHOXeCTBO NpoTOKONoB IPsec, kntoyeBor matepuan ans kaxgon Child SA 6epétca B nopsigke
cnefoBaHNs NPOTOKOMbHbIX 3arofloBKOB B MHKarcyMpoOBaHHOM NakeTe.

- Ecnu npotokon IPsec TpebyeT MHOXecCTBa Knoyen, MOPSAOK UX M3BEYeHUs 13 kn4desoro matepuana SA tTpebyetca
onucatb B cneuudukauum npotokona. Ans ESP n AH B [IPSECARCH] onpenenéH crnenyrowmn nopsaok - KoY
LWncpoBaHnsa (ecnm OH eCTb) AOIMKEH OpaTbCs 13 NepBbIX OMTOB, a KoY 3aLMTbl LLEeNOCTHOCTH (eCny OH eCTb) - U3
OCTaBLUMXCS.

Kaxgbin  kpunTorpaduyeckun anroputm 6epeT (UKCUMPOBaHHOE 4MCro OWTOB KNIOYEBOrO MaTepuana, 3ajaHHoe B
cneundukaumMm UnM corracoBaHHoOe B AaHHbIX SA (CM onucaHue pas3MepoB kntoyew B naparpade 2.13 u onpepeneHuve
anropuTtma npeobpasoBanus Key Length B naparpade 3.3.5).

2.18. CmeHa kntoyen IKE SA c nomowibio oomeHa CREATE_CHILD_SA

O6meH CREATE_CHILD_SA MOxHO ncnonb3oBaTth AN CMeHbl kntoden cywectsytowen IKE SA (cm. naparpadbl 1.3.2 n 2.8).
HoBble 3HayeHusa SPI uHmumnatopa n otBeT4Mka noctaengaTca B nonax SPI cybctpyktyp Proposal BHyTpu anemeHToB SA (He
nona SPI B 3aronoeke IKE). OnemeHTtbl TS onyckatotca npu cmeHe kntoven IKE SA. 3HavyeHne SKEYSEED anst Hosow IKE SA
paccuntbiBaeTcs ¢ ucnonb3osaHnem SK_d n3 cywectytowent IKE SA crnegyowmm obpasom:

SKEYSEED = prf(SK d (old), g'* (new) | Ni | Nr)
roe g' (new) - obwuii cekpeT n3 agpemepHoro obmeHa Diffie-Hellman B naHHom CREATE_CHILD_SA (npeacrtaensetcs, Kak
CTpOKa OKTETOB C nopsgkom big endian, gononHeHHas npu HeobGXOAMMOCTM HynsMM B CTaplumMx 6utax Ans nonyveHus
pasmMepa moayns), a Ni u Nr - 3HayeHusi nonce u3 nobbix 3arofoBKOB.

Crapas n HoBasi IKE SA moryT umeTb pasHble dyHKumm PRF. Mockonbky 06MeH, CBSI3aHHbIN CO CMEHOW KIOYEl, MPONCXoaunT B
ctapoi IKE SA, ans reHepauun SKEYSEED ucnonbayetcs doyHkumnsa PRF 13 ctapow IKE SA.

OcHoBHOM  npuymMHOM  cMeHbl  kntoden IKE  SA  aBnsetca  npegoTBpalleHMe  BO3MOXHOCTM  MCMOSb30BaHMs
CKOMMPOMETMPOBAHHOIO CTapOro KIKYEBOrO MaTepuana Ans nonyyYeHus MHpopmaumMn o TeKylMX Kryax u HaoboporT.
CnepoBaTenbHo, peanu3aumy AOMKHbI BbINOMNHATE HOBbI 0BMeH Diffie-Hellman npu cmene kniovyen IKE SA. UHbimu
cnosamu, Ans nHuuuatopa Hegonyctumo npepnarate 3HadyeHne NONE B kayectBe npeobpasoBaHus Diffie-Hellman, a gns
OTBETYMKA HEeAONMYCTUMO NPUHUMATL TakMe NPpeanoXeHusa. ATo 03HaYaeT, YTo Ans ycnewHoro obmeHa ¢ 3ameHon kntoden IKE
SA Bcerga ncnonb3yTca anemeHTbl AaHHbIX KEi/KEr.

B Hoeon IKE SA 3HaueHust CHETYUMKOB coobLLeHn gormkHbI cobpackiBaTbes B 0.

SK_d, SK_ai, SK_ar, SK_ei n SK_er paccuntbiBatotca n3 SKEYSEED, kak onucaHo B naparpadge 2.14, ¢ ucnonb3oBaHMeMm
SPIi, SPIr, Ni n Nr n3 HoBoro o6meHa n yHkumm PRF n3 HoBow IKE SA.

2.19. 3anpoc BHyTpeHHero agpeca u3 yaanéHHou cetu
Hanbonee yacTo BCTpevallmMmcs cLeHapueM B3aMMOAENCTBMS MeXAY KOHEYHON TOYKOW W 3alUMTHBIM LUMIO30M SBNSETCs
HeobXoAMMOCTb NONy4YeHUs KOHeYHOW Toukou IP-agpeca 13 ceTu, 3alMLLEHHON LW030M (BO3MOXHO, AUHaMM4YecKkoro). 3anpoc
Ha MornyyeHne Takoro agpeca MoxeT ObiTb BKMOYEH B nobon 3anpoc Ha cosgaHue Child SA (Bknovasa HesBHbIN 3anpoc B
coobuweHnn 3) ¢ ucnonb3oBaHveM anemeHTa CP. OTmeTum, ogHako, 4TO OObIYHO BblOENseTcs Tonbko oauH agpec IP B
npouecce obmeHa IKE_AUTH. OT0T agpec coxpaHaeTcst no kpanHer mepe Ao yaanenusi IKE SA.

Hunumarop OrTBeTuMK

HDR, SK {IDi, [CERT,]

[CERTREQ,] [IDr,] AUTH,

CP (CFG_REQUEST) , SAi2,

TSi, TSr} -

<-- HDR, SK {IDr, [CERT,] AUTH,
CP(CFG_REPLY), Sar2, TSi, TSr}

OTa dyHKuMs obecneumBaeT BbloeneHue agpeca Ans ydanéHHoro knueHTta IPsec (CRC'), nbiTatolierocss opraHusoBaTb
TYHHenb B CeTb, 3aLUMLLEHHYIO0 cepBepoM yaanéHHoro goctyna IPsec (IRAS?). Mockonbky o6meH IKE_AUTH cospaét IKE SA u
Child SA, CRC pomxeH 3anpocuTb KOHTponupyemblr cepBepoM IRAS agpec (4, BO3MOXHO, Apyryl WHopmaLumio,
OTHOCSLLYOCA K 3awmiéHHon ceTn) B obmeHe IKE_AUTH. Cepeep IRAS moxeT nonydyaTe agpec ans CRC u3 nwoboro yucna
UcTouHuKoB Tuna cepeepos DHCP/BOOTP? (npoTokon 3arpysku) Unu BbiAenNsTb ero U3 CBOero nyna.

Bo Bcex cnyyasx gaHHele CP gonxHbl nomMelwlatbecs 40 AaHHbIX SA. B BaprMaHTax npoTokona ¢ MHOXeCTBEHHbIMU 0OMeHamu
IKE_AUTH panHble CP gomkHbI noMeLlaTbecs B CO00LEeHMs, cogepxallme gaHHble SA.

Bbisos CP(CFG_REQUEST) pomxeH BknoyaTb no kpanHen mepe oavH atpmbyt INTERNAL_ADDRESS (IPv4 wnu Ipv6), Ho
MOXeT cofepxaTtb ntoboe YMCno AONONMHUTENBHBIX aTPMBYTOB, KOTOPbIE UHULIMATOP XOYET BEPHYTb B OTKIIMKE.

Mpumep cooOLeHnst ot MHUUMaTopa K OTBETHUKY MOXKET UMETb BUA:

CP (CFG_REQUEST) = INTERNAL_ ADDRESS ()
TSi* = (0, 0-65535,0.0.0.0-255.255.255.255)
TSr = (0, 0-65535,0.0.0.0-255.255.255.255)

CoobLeHre oT oTBETYMKA MHULMATOPY:

CP(CFG_REPLY) = INTERNAL ADDRESS(192.0.2.202)
INTERNAL NETMASK (255.255.255.0)
INTERNAL SUBNET(192.0.2.0/255.255.255.0)
TSi = (0, 0-65535,192.0.2.202-192.0.2.202)

"IPsec Remote Access Client.

2IPsec Remote Access Server.

*Bootstrap Protocol.

“CenekTopbl Tpachuka cogepkaT NPOTOKOJ, a TakKe AranasoHbl NOPTOB U agpecos.
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TSr = (0, 0-65535,192.0.2.0-192.0.2.255)

Bce BosBpallaemble 3HaYeHMs 3aBUCAT OT peanusaumn. Kak MOXHO BMAETb B NPMBEAEHHBLIX Npumepax, cepeep IRAS moxert

Takke nepegatb Apyrme atpubyTbl, koTopble He Obinm BknodeHbl B CP(CFG_REQUEST) u moxeT urHopuposaTtb ntobble

HeobA3aTenbHbIe aTpubyThl, KOTOPbIE OH HE NoAAEPXKNBaeT.

OtBeTunky Hegonyctumo nepepasatb CFG_REPLY 6e3 nonyyeHus cHavyana 3anpoca CP(CFG_REQUEST) oT nHuumaTtopa,
MOCKOMNbKY Mbl HE XOTUM, 4TOObI cepBep IRAS BbINOMHAN HEHYXHblE MPOCMOTPLI KOHMUIypaumm B cny4vasix, korga CRC He
MoxeT obpaboTtate REPLY.

B cnyyasx, korga koHdurypauusi IRAS tpebyeTt, 4Tobbl anemeHT CP mcnonb3oBancs Ans gaHHoro otoxaectsnexus IDi, Ho
CRC He cmor nepepate CP(CFG_REQUEST), cepep IRAS pomkeH OTKa3aTbCsl OT BbINOMHEHMS 3anpoca W npepBaTb
co3gaHne Child SA ¢ nomowbto coobueHuss o6 owunbke FAILED CP_REQUIRED. 310 coobuieHne He OTHOCUTCH K
kputudeckum anga IKE SA u npocto npmBoauT Kk oTkasy npu cos3gaHum Child SA. NHnumaTop MOXeT McnpaBuTb CUTyaLMIO C
nomoLLplo HoBOro 3anpoca c¢ anemeHTom Configuration. C coobwennem FAILED_CP_REQUIRED He cBfizaHO kakux-nnbo
OaHHbIX.

2.20. 3anpoc Bepcumn napTHépa
Y3en IKE, xenawowwnn y3Hatb Bepcuio IKE cBoero napTHEpa, MOXeT MCMoNnb30BaTb OMNMCaHHLIA HKe MeTod. OTO npumep
KoHpurypaumoHHoro 3anpoca B o6meHe INFORMATIONAL nocne opraHusauum IKE SA u nepsoi Child SA.

NunumaTop OTBeTYMK

HDR, SK{CP(CFG_REQUEST) } -
<-- HDR, SK{CP(CFG_REPLY)}

CP (CFG_REQUEST)= APPLICATION_VERSION("")

CP(CFG_REPLY) APPLICATION VERSION ("foobar vl.3beta, (c) Foo Bar Inc.")
Peanun3aumnsa IKE moxeT 0TBEprHyTb 3anpoc Ha NpefocTaBneHne CBEAEHU O BEPCMU A0 ayTeHTMdMKaumMmn u gaxe nocre eé
3aBepLUeHns B TOM cry4ae, Koraa M3BecTHO O TeX MIU MHbIX HegocTaTKkax B 3awmTe. B Takvmx cnyyasx mornkHa BO3BpalLaThes
nyctas cTpoka unu coobieHve 6e3 gaHHbix CP, ecnn CP He nogaepxusaeTcs.

2.21. O6paboTka owmnob0oK

Mpn obpaboTke IKE MoXeT BO3HMKaTb MHOXECTBO pasnuyHbix owmbok. O6mMM npaBuriom siBnseTcs nepegada B OTBET Ha
3anpocbl C HEKOPPEeKTHbIM (POpMaToM WNW Henpuemnemble MO COOBpaKeHUAM MONUTUKM (Hanpumep, HEeCcOoOTBETCTBME
KpunTorpaguyecknx anroputMoB) oTknuka ¢ anemeHtamu Notify, ykasbiBaowmmy Ha owmnbky. PelieHne o nepegaye Takoro
OTKIMUKa 3aBuUCUT OT Toro, bbina nu ayteHTMduumposaHa cBasb IKE SA.

Ecnu owwnbka Bo3HMKaeT npu pasbope nnm o6paboTke OTkNuka, B COOTBETCTBUM C OOLLMM NPaBuUioM He crneayeT nepegasatb
B OoTBET coobLieHne 06 owmnbke, NOCKOMbKY OTKIMKW HE AOIMKHbI Bbi3blBaTb rEHEpaUMU HOBbIX 3anpoCOB (a HOBbIA 3amnpoc
ABNSAETCA €OMHCTBEHHbIM CrnocoboM nepedatb OTBETYMKY coobuieHne o6 owunbke). B cnyvae owwmnbku npu pasbope wmnm
06paboTke OTKNMKa ero nony4vaTento cnegyeT copocutb coctosiHne IKE (Hanpumep, nepeaatb Delete ans SA).

Tonbko oTkasbl npu ayteHTudurkaumm (AUTHENTICATION_FAILED un oTtka3 EAP) n coobLieHns ¢ HEKOppeKTHbIM chopMaToM
(INVALID_SYNTAX) Benyt k yoaneHuto IKE SA 6e3 HeobxogumocTu ucnonb3oBaHus siBHoro obmeHa INFORMATIONAL c
AaHHbiMK Delete. Opyrue owmbkm moryT TpeboBaTb Takoro obmMeHa B COOTBETCTBMM C NonuTukon. Ecnv obmeH npepbiBaeTcs
oTkasom EAP Failure, ysegomnenne AUTHENTICATION_FAILED He nepepaéTcs.

2.21.1. O6pabomka owubok e IKE_SA_INIT

OWwunbBKM, BO3HUKAKOLWME [0 3aBEpLUEHUs opraHu3auuu kpuntorpaduyeckn sawmwénHon IKE SA, cnepyeT obpabaTtbiBaTb
O4YeHb OCTOPOXHO. 3Aechb TpebyeTcss HanTu KOMNPOMUCC MexXAy XeraHvem MomMoYb NapTHEPY B AunarHOCTUke npobnem (u,
Takum obpasom, n3baBUTbLCA OT OLMOKM) M BO3MOXHOCTBI OKa3aTbCs BOBMEeYeHHbIM B DoS-aTtaky € ucnonb3oBaHUEM
NoAAenbHbIX NakeToB.

Mpu obmenax IKE_SA_INIT noboe yBegomnenne o6 ownbku Bbi3biBaeT oTka3. OTMETVMM, YTO HEKOTOpble YBEAOMITEHMS
(ranpumep, COOKIE, INVALID_KE_PAYLOAD wnu INVALID_MAJOR_VERSION) no3sonswT BNOCNeACTBMM 3aBEPLUUTb
obmeH ycnewHo. lMockonbky Bce yBegomreHus o6 owwmbkax MOSMHOCTbIO He ayTeHTUdUUMPOBaHbI, nonyvatento cnegyet
npoAorKaTe NONbITKM B TEYEHNE HEKOTOPOrO BPEMEHW Mpexae, YeM AaTb oTkas. [Monyyartento He cnegyeT He3ameanuTenbHO
BbIMOMHATL Kakne-nmbo AeicTBMA Ha OCHOBE MOSyYeHHbIX yBedomieHun ob owwmbke, ecnv B 3TOM cneumdukauum He
onpeneneHo COOTBETCTBYHOLLMX KOPPEKTUPOBOYHLIX Mep, kak ans ysegomneHnun COOKIE, INVALID_KE_PAYLOAD wu
INVALID_MAJOR_VERSION.

2.21.2. O6pabomka owubok e IKE_AUTH

Mpu BO3HMKHOBEHUK Ntobon ownbkn B obmeHe IKE_AUTH, Bbi3biBatoLLlel 0Tka3 ayTeHTU(MKALMN HE3ABUCUMO OT MPUYUHbI
(HEKOPPEKTHBIN OBLUMIN CEKPeT NN NAEHTUANKATOP, HEAOBEPEHHBIN AMUTEHT cepTudmrkaTa, 0TO3BaHHbIA UMW NPOCPOYEHHbBIN
ceptudpmkaT u T. n.), cneayet nepegasatb yeegomneHne AUTHENTICATION_FAILED. Ecnu owunbka BO3HMKNA Ha CTOPOHE
OoTBETYMKA, yBeOOMIIeHMe BO3BpallaeTcd B 3alMLIEHHOM OTKNMKE U OObIMHO HE COOEPXUT Apyrux anemeHToB. XoTs
coobuweHns IKE_AUTH wundpytoTca M LEenoCTHOCTb UX 3aliULLAeTCs, eCriv NOoMy4YMBLUMIA Takoe COOOLLeHne napTHEP eLé He
ayTeHTUOULNPOBAH Ha OPYroi CTOPOHe, eMy CriefyeT C OCTOPOXHOCTLI0 BOCMPUHMMATL MHpOpMaLmio 06 olmnbke.

Mpu BO3HWKHOBEHUWM OWKNOKM Ha CTOPOHE wWHUUMaTopa yBedoMIeHMe MoxeT ObiTb nepegaHo B OTAenbHOM obmeHe
INFORMATIONAL, koTOpbIi 06bIYHO He BKIHOYAET APYrnx SrIEMEHTOB. DTO SABMAETCA UCKIIOYEHNEM M3 oOLero npasuna He
HaymMHaTb HOBbIX OOMEHOB pe3ynbTaTte OWnOOK B OTKIMKaX.

OpHako cregyeT OTMETUTb, YTO 3anpocbl C  HEMNOAAEPXKMBAEMBbIMA  KPUTUYHBIMW  3IEMEHTAMU UMW HEKOPPEKTHO
opMaTnpoBaHHbIE COOBLLEHNS (2 HE NPOCTO C HEKOPPEKTHBIMW NOMSIMU AAHHbIX) AOKHbI OTBEPraThCsl LIENTUKOM U OOIMKHbI
Bbl3blBaTb TOMnbko OTKNMK B ¢opme yeegomneHns UNSUPPORTED_CRITICAL_PAYLOAD wunu INVALID_SYNTAX.
MonyyaTento He cnegyeT NPOBOAUTL B TaKMX Cryyasix BepudmkaLmio 4aHHbIX, OTHOCSALLMXCS K ayTeHTUdUKaLMK.
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Ecnn npoBepka nognnHHOCTK ycnewHo 3asepwmnack B obmeHe IKE_AUTH, 310 o3HavaeT, yto cBAsb IKE SA opraHmnsosaHa,

OofHako npu opraHusaumm Child SA nnu 3anpoce KOHUIrypaunoHHON MHPOPMaLUN MOXKET BO3HUKHYTb OTKa3. Takue oTkasbl He

BedyT K aBToMaTtudeckomy ypaneHuto IKE SA. B 4acTHOCTW, OTBETYMK MOXET BKIMHUYWUTbL BCE SMIEMEHTbI, CBSA3aHHbLIE C

ayteHTudukaumen (IDr, CERT, AUTH) npum oTtnpaBke yBegomneHns o006 owubke Ansg AOMOSHAEMbIX 06MeHOB

(FAILED_CP_REQUIRED, NO_PROPOSAL_CHOSEN u» T1. n.), a uHMUMatopy HeAONMYyCTUMO Ha OCHOBaHWM 3TOrO
OTKa3blBaTbCA OT ayTeHTUdMKauMu. MHMLmaTop MOXeT, KOHEYHO, N0 COOBpaKeHUaM NONUTUKK no3gHee yaanute 3Tty IKE SA.

B o6meHe IKE_AUTH unu HenocpenctBeHHoO criegyowimm 3a Hum obmeHe INFORMATIONAL (B cnydae owmGoK npu
o6paboTke oTknuka Ha IKE_AUTH) Ttonbko yBepomnenus UNSUPPORTED_CRITICAL_PAYLOAD, INVALID_SYNTAX wu
AUTHENTICATION_FAILED BbI3biBatoT yganeHue unu otkas oT co3gaHus IKE SA 6e3 ucnonb3oBaHus anemeHTa Delete.
[loKyMeHTbI pacLUMpeHuini MOryT onpeaensTe AONOMHUTENbHbIE YBeAOMINEHUs: 06 owmnbkax, UCNOMb3yLME TaKytd CEMaHTUKY,
HO HegoMyCTUMO MCMOJb30BaTb WX, NOKa MNapTHEP He ykasar, YTo cnocobeH MX noHumaTtb (Hanpumep, UCMOoNb3ys AaHHble
Vendor ID).

2.21.3. O6pabomka owubok nocse aymenmudgpukayuu IKE SA
Mocrne ayteHTndwmkaumm IKE SA Bce 3anpochbl C owmnbkamMu AOMKHBLI Bbi3biBaTb Nepeaady OTKIUKOB C yBe4OMIeHusMu o6
oLmbkax.

B HopmanbHbIX CUTyauusix He BO3HUKaET CriyyaeB, KOr4a HopMasbHbI OTKIIMK OOHOrO M3 MapTHEPOB BbI3biBAET OLUMOKY Y
OpYroro napTHEpa, cneaoBaTenbHO, HE JOIMKHO BO3HUKATb MPUYMH NepedaBaTh Ha APYrylo CTOPOHY COOOLLEHMS MHaYve, YEM B
oTknukax. MockonbKy nepefada Takux coobweHun B dpopme obmeHa INFORMATIONAL moxXeT Bbi3blBaTb JOMONHUTENBHbIE
oWKnBKM, NpMBoAsALLME K NETNAM coobLLEeHUIA, Takne coobLueHnst nepeaasaTb He criegyeT. Ecnv npeacrtaenseTcs, 4to owwmnbka
yka3blBaeT Ha TO, YTO NMapPTHEPbI HAaXoOATCA B pa3HbIX COCTOSIHWSAX, MOXET okasaTbCcs pasdyMHbiM yaaneHue IKE SA, cbpoc
COCTOSIHUSI M OpraHM3aunsi HOBOrO COeaNHEHUS.

Ecnn pasbupatowmii 3anpoc napTHEP BUOWUT, YTO 3anpoc MMEET HEKOPPEeKTHbIN dopmaT (nocne npoBepku koaa
ayTeHTUdUuKkaumm cooblieHns 1 okHa), u BosBpawaeT ysegomneHne INVALID_SYNTAX, Takoe ysegomneHune
paccmaTtpuBaeTcs obeumu CTOpoHaMW, Kak kputudyeckoe u Tpebytowee yaaneHus IKE SA 6e3 HeoOGXoOMMOCTUM SIBHOrO
BKNtoYeHns anemeHTa Delete.

2.21.4. O6pabomka owub0k 3a npedenamu IKE SA

Y3nbl AOIMKHbBI OFPaHNYMBaThb CKOPOCTb, C KOTOPOW MOTYT NepeAaBaTbCs COOOLIEHNS B OTBET Ha HE3ALULLIEHHBIE COOOLLEHMS.

Ecnu y3en nony4yaet coobueHne B nopt UDP ¢ Homepom 500 unun 4500 3a npeaenamu nssecTtHoro emy koHtekcta IKE SA (n
37O coobLleHre He SBMNSIeTCS 3anpocoM Ha opraHusauuio HoBon IKE SA), aTo MmoxeT ObITb pe3ynbTaToMm HeaBHEW aBapuu Ha
y3ne. Ecnu cooblieHne nomeyveHo, Kak OTKNWK, y3en MOXEeT MpoBepuTb NoJo3puTenbHoe cobbiTue, HO OTBeYyaTb Ha
coobLeHe HegonycTumo. Ecnu coobLueHre nomeyeHo, Kak 3anpoc, y3en MOXeT NpOoBEpPUTb NOA03PUTENBHOE COObITME U
MOXeT nepefaTtb OTKNMK Ha cooblieHve. Ecnn oTknuk nepepaércs, OH [OMMKeH HanpaenAaTbesa no agpecy IP u ¢ Homepom
nopTa, KoTopble Oblnn ykasaHbl B MONSAX OTNPaBUTENS NOMNyYeHHOro nakeTa ¢ coxpaHeHvem 3HadeHui IKE SPI n Message ID
u3 npuHAToro naketa. OTKNMK He[OMYyCTUMO 3aluuuiaTe Kpuntorpadmyecku M OH AormkeH coaepxatb anemeHT Notify us
INVALID_IKE_SPI. Yeepomnenue INVALID_IKE_SPI noka3sbiBaeT, 4to coobLueHne IKE 6bino nonyveHo Ans Hepacno3HaHHOro
SPI (310 06bI4HO rOBOPUT O Nepe3arpyske nonyvaTens ¢ notepen cyuwlectsoBasLLnx IKE SA).

MapTHEpPY, NonyymBLLEMY Takon He3awulEHHbIM anemeHT Notify, HegonycTMMO oTBevaTb Ha coobLleHne U HeaonyCcTUMO
MEHATb CoCcTosiHue ang nbon m3 cywecteyowmx SA. CoobuieHne MoXeT ObiTb OOMaHHbIM UNK SABMATLCA KOPPEKTHLIM
OTKINMKOM Ha MnepefaHHbl oTBedvarowemy y3ny obmaHHbIN 3anpoc. Y3ny crnedyeT TpaKkToBaTb Takue cooblieHuns (a Takke
ceTteBble coobuweHns tuna ICMP destination unreachable), kak Hamék Ha BO3MOXHOe Hanunyne npobrnem ¢ SA gns aToro
agpeca IP n uenecoobpasHocTb NpoBepku xusHecnocobHocTn IKE SA. Peanvsauusim crniegyeT OrpaHMyYMBaTh YacToOTy TaKMX
NPOBEPOK, YTOObI HE OKa3aTbCs BOBMEYEHHbIM B opraHm3aumio DoS-aTak.

Ecnu owmnbka npoucxoduT BHe koHTekcTa 3anpoca IKE (Hanpumep, y3en nony4vaeT coobueHus ESP ans HecylectsytoLlero
SPI), yany cnepyet nHuunmpoBatb 06meH INFORMATIONAL c anemeHTom Notify, onuckiBatowimm npobnemy.

Y3ny, nonyyvBluemMy nogospuTensHoe cooblieHne ¢ agpeca IP (n Homepa nopTta, ecnu ucnonbayetcst NAT), ¢ KOTOpbIM OH
umeeT IKE SA, cnepyet nepegatb anemeHT IKE Notify B 06meHe IKE INFORMATIONAL uepes aTy cBasb SA. Monyyartento
HeAoNnyCTUMO MEHSATb COCTOsIHME Kakon-nnbo SA B pesynbTaTe NpMéma Nogo3puTenibHbIX COOBLLEHUIA, HO MOXHO NPOBEPUTb
nogo3puTenbHble COObITUS.

2.22. Komnpeccusa IPComp

Mcnonb3oBaHne komnpeccumn IP [IP-COMP] moxeT 6bITb cornacoBaHo B npouecce opraHusdaumm Child SA. Xota cxatue IP
BKITIOYAET AOMNOMHUTENbHBI 3arofioBOK B KaaoM nakeTe U mHaekc napameTpoB cxaTus (CPI'), BupTyanbHas «accouuaumst
cKaTus» He BbIXOOMT Ha npefenbl copepxawen eé ceasum ESP unu AH. 3tm accouuwaumm ncyesaloT npu 3aBepLUEeHUM
cooTBeTcTBytoLel cBsA3n ESP unu AH. OHu siBHO He ykasbiBatoTcs B anemeHTax Delete.

CornacoBaHue cxatna IP oTaeneHo OT cornacoBaHus Kpuntorpaduyeckux napameTpoB, cBsldaHHbix ¢ Child SA. Ysen,
sanpawmsatownii Child SA, moxeT aHOHCMPOBaTL NOAAEPXKKY OOHOMO UMM MHOXECTBA anropuTMOB KOMMPECCUMU a OQHOM UIn
MHoxecTBe anemeHToB Notify Tuna IPCOMP_SUPPORTED. 31n coobueHusa Notify MmoryT BkntoyaTbCsi TONbKO B COOOLLEHME,
copgepxallee anemeHT SA, cornacytowun Child SA, n nokasbiBaeT xenaHve otnpasuTens ncnone3dosaTte |IPComp gna stom
SA. OTKNMK MOXeT MokasbiBaTb MPUEMIIEMOCTb OOHOrO MexaHu3Ma oxaTtusi ¢ nomolwbio anemeHta Notify Tuna
IPCOMP_SUPPORTED. Takue anemeHTbl HegonyCcTMMO NMoMeLlaTh B COOOLEHMSs, HEe cogepXalime nonern anemeHToB SA.

[aHHble, cBa3aHHble ¢ aTuM coobuweHnem Notify, BkntoyaoT asa okteta IPComp CPI, 3a koTopbiMM crieqyeT OAMH OKTeT
Transform ID, nocne KOTOPOro MOryT BKIHOYaTbCs aTpubyThl, pa3amep 1 bopmaT KOTOPbIX onpeaensieTcs 3HavyeHnem Transform
ID. CoobLieHune, npegnaratowee SA, MoxeT coaepxaTb MHoxecTBo yBegomneHui IPCOMP_SUPPORTED gnsi ykasanusi
pasHbiX NoAAEpPXNBAEMbIX anropuTMoB. B coobuieHnn, npuHumMatowem SA, MOXeT yKa3biBaTbCsi He 6oree ogHOro anropuTma.

'Compression parameter index.
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3HaveHusa Transform ID npuBegeHbl B Tabnuue (no coctosiHMio Ha momeHT nybnukaumm RFC 4306). C tex nop mormm
NosIBUTLCS HOBblE MPeobpa3oBaHusl, BO3MOXHO WX AoGaBneHune u nocne nybnukauum gaHHoOro AokymeHTa. [Ons nonyyeHus
akTyanbHow nHdopmauun cnegyet obpatutbcs k [IKEV2IANA].

Uwmsi Homep [JokymeHm
IPCOMP_OUI 1
IPCOMP_DEFLATE Q2 RFC 2394
IPCOMP_LZS 3 RFC 2395
IPCOMP_LZJH 4 RFC 3051

XoT4 3geck o6cyxaanack BO3MOXHOCTb BOCMIPUATUSA MHOXECTBA anropuTMOB KOMNPECCUM U MPUMEHEHNS PasHbIX anroputMoB
Ans kaxgoro HanpasneHus Child SA, peanu3aumam gaHHoW cneundukaum He[oNnycTMMO BocnpuHumaTtb anroputm IPComp,
KOTOpbIA He Obin npeanoXxeH, HeAONYCTUMO BOCMpPUHMMaTb Oonee OAHOrO anmropuTma, a Takke HeponyCcTMMO CXuMmaTb
AaHHblE C MCMONb30BaHMEM anropuMTMa, OTIIMYAILLErocs OT MPEeArioXXeHHbIX M BOCAPUHATBLIX Npu opraHu3auun aaHHon Child
SA.

Mo6ouHbIM adhdpekTom pasgenbHoro cornacosaHus IPComp 1 kpuntorpadumyeckux napameTpoB SIBNSETCA HEBO3MOXHOCTb
npeanoXnTb 3agaHHble koMbuHauum wndpoHabopos n IP Compression.

B HekoTOpbIX crnyyasix komnpeccusi 3aronoBkoB ROHC' moxeT okasaTbcs Gonee noaxopsiien, Hexenu IP Compression.
HokymeHT [ROHCV2] onpepenseT ucnonb3oBaHune komnpeccum ROHC c IKEv2 u IPsec.

2.23. Pa6bora uepe3 NAT

LUnto3bl ¢ TpaHcnsumen agpecos (NAT?) ABNSHOTCS CMOPHBIM BONpocoM. B aTom naparpade kpaTko onncaHo, YTo U Kak Takue
wito3bl genatot ¢ Tpadmkom IKE. MHorne cumtarot NAT 3noM v nonaraioT, 4YTO He crnefyeT pa3dpabaTtbiBaTb NPOTOKOIbI Tak,
4yTobbI TPaHcnsaTopbl pabotanu nyywe. IKEv2 3agaét HekoTopble He BMOMHe O4YeBWAHble NpaBuna o6paboTku Ans Toro, YTobbl
yny4wmnTb paboTty yepe3 NAT.

CyuwectBoBaHne NAT obycrnoBneHo B OCHOBHOM HexBaTkon agpecoB IPv4, xoTs ecTb v apyrve npuymHbl. Y3nbl P,
Haxopgswmecs 3a NAT, MOryT He MMETb YHUKanbHbIX B rnobdansHom Macwrtabe agpecos IP, a ncnonb3oBaTtb agpeca U3 HEKUX
6rokoB, obecneunBaoLLNX YHUKANBHOCTb NULb B Npedenax pacnonoxeHHon 3a NAT ceTu, koTopble MOryT OOHOBPEMEHHO
NPUMEHATLCSA B APYIMX CETSAX, PacrnonoXeHHbIX 3a Apyrumun yctponctBammn NAT. B o6LiemM criyyqae yanbl, pacrnonoXeHHble 3a
NAT, moryT B3aMmMogencTBoBaTb C y3namu, pacnoriokeHHbiMu 3a Tem xe NAT, u ¢ y3anamu, MMewLnMn yHUKanbHble B
rnobanbHoMm MacwTtabe agpeca, HO He C y3namu, pacnonoxeHHbIMU 3a apyrumun TpaHcnsatopamu NAT. U3 atoro npasuna
CyLLEeCTBYIOT uckntodeHns. Korga pacnonoxeHHsle 3a NAT y3nbl coeanHA0TCS ¢ ApyruMuy y3namu B cetu Internet, wnio3 NAT
TpaHcnupyeT IP-agpeca otnpaBuTenen, npeobpasys Mx B HekUMn agpec (agpeca), koTopble OyaoyT MapLupyTM3MpoBaTbCs
obpaTHO Ha aToT wWrnto3. MNMpuxoasiwme Ha W3 naketbl U3 ceTn Internet OyayT cHoBa TpaHCNMPOBATLCS C 3aMeHOW agpeca
nony4artens Ha BHYTPEHHWUI afgpec, YTOObI NakeT OblN JOCTABMEH HY>KHOMY Y3y 3a LL30M.

Cuctembl NAT ycTpoeHbI Tak, 4ToObl OHM OCTaBanuChb «Npo3payvHbiMUy Ans KOHEYHbIX y3noB. Hu nporpammel Ha yanax 3a NAT,
HY y3nbl Internet He TpebyeTca kak-To n3meHaTb Ansa paboTel Yeped NAT. ObecneyeHne Takow NPO3pavyHOCTM AN HEKOTOPbIX
NPOTOKOSOB CNoXHee, Yem Ang Apyrux. MNpoTokonkl, BKMoYaLwme B Nonsa AaHHbIX nakeTtoB |IP-agpeca KOHeYHbIX To4ek, He
OynyTt pabotatb, noka wno3bl NAT He CTaHyT MOHUMAaTb 3TU MPOTOKOMbl U U3MEHSATb BHYTPEHHME MONS MaKeTOB, Kak 3TO
Jenaetcst Npu TpaHcnAuuvM nornen 3aronoBkoB. OfHAKo Takoe pelleHVWe Mo CBOEW MNPUPOAE HEHaZeXHo, Hapyliaet
TpeboBaHUsI CETEBOIO YPOBHS 1 3a4acTyto NPUBOAUT K BO3HUKHOBEHWIO CEPLE3HbLIX Npo6nem.

Opranuzauusi coeguHenuii IPsec yepe3 NAT BHocuT cBou npobGrembl. Ecnv coeguHeHWe opraHusyeTcs B TPaHCMOPTHOM
pexume, 3aMeHa agpecos |P B naketax 6yaeT npuBoAUTb K OTKa3am Npu nNpoBepKe KOHTPOrbHON cyMMbl, @ NAT He MoxeT eé
UCNpaBuTb, MOCKOMbKY 3HA4YeHMe KOHTPONbHOW CyMMbl 3aluweHo Kpuntorpadpuyeckn. [Jaxe B TYHHENbHOM pexume
BO3HMKAOT Npobnembl C MapLupyTusaumen, NocKonbKy npospayHas TpaHcnsums agpecoB B naketax AH n ESP Ttpebyet
peanun3auun B NAT cneunanbHOW NOrMKK, KOTopas 9BpPUCTUYHA N HeHaaéxHa no csoen npupoge. Mo atum npuynHam B IKEv2
ucnonb3yeTtca uHkancynaums naketoB IKE u ESP B UDP. Takoe kogupoBaHue meHee 3EMEKTUBHO, HO CyLLECTBEHHO
ynpouwaet obpabotky B NAT. B gonornHeHne K 3TOMY, MeXCeTeBble 3KpaHbl MOryT ObiTb HacTpOeHbl Ha nporyckaHue
uHkancynmposaHHoro B UDP tpaduka IPsec, Ho He Tpacduka ESP/AH 6e3 nHkancynsuum (unv Haobopor).

O6bwen npaktukon B NAT saBnsietcs TpaHcnsumst HomepoB noptoB TCP m UDP BMecTe C ceTeBbiMM agpecamu U
UCMnornb30oBaHNe HoMepa nopTa BO BXOASALWMX MaKkeTax ANs OnpefeneHus BHYTPEHHEro y3na, KOTOpoMy nakeT agpecoBaH. 1o
3TON NpUYMHE, HECMOTPSA Ha To, YTo nakeTbl IKE gomkHbl nepenaBatbest B nopT (M3 nopta) UDP ¢ Homepom 500 unm 4500,
OHV AOMKHbI BOCNPYHUMATLCS M3 No6GOro nopTa, a OTKMMKM JOJMKHbI NepefaBaThbCcsa B TOT NOPT, OTKyAa NOCTYNuA nakeT. 310
obycrnoBneHo TemM, HoMepa NOPTOB MOryT M3MEHATLCS Npu NpoxoxaeHun naketos Yepe3 NAT. Mo aTon xe npuunHe IP-agpeca
KOHeuHbIX Todek |IKE obbl4HO He BKMNoYalTCHa B areMeHTbl AaHHbIX IKE, nockonbky Te 3awuileHbl Kpuntorpadmnyeckm u He
MOTyT NPO3payHO N3MeHsTbCA B ycTporcteax NAT.

MopT 4500 3apes3epBupoBaH Ans vHkancynupoBaHHbiXx B UDP naketoB ESP u IKE. KoHeyHas Touka IPsec, oGHapyxwuBLias
NAT mexagy cobor u KOppecrnoHAEHTOM (Kak OnMMcaHO HWXKe), [OoJKHA nepefaBaTb BeCb MOcrneaywlmi Tpaduk M3 noprta
4500, gnsa kotoporo yctporcteam NAT He crnegyeT Tpebyetca cneumansHon obpaboTkm (kak n ansa nopta 500).

MHuumatop moxeT ucnonb3oBatb nopt 4500 gns IKE v ESP, HesaBucumMo oT uHdopmauumn o Hannuum NAT B MOMEHT
opraHunsaumm coeguHenuns IKE. Korga no6as n3 ctopoH ucnonbayet nopt 4500, nHkancynauma ESP B UDP He TpebyeTtcs, HO
Heo6XxoaMMOo NoHMMaHWe MHKancynupoBaHHbix B UDP naketoB ESP Ha ctopoHe npuéma. MHkancynaumio UDP HegonycTtumo
ucnonb3osatb ans nopta 500. Ecnu nopgaepxusaetca NAT-T? (1. e., npousowwén o6meH anemeHtamn NAT_DETECTION_* IP
B npouecce obmeHa IKE_SA_INIT), Bce ycTponcTBa AOMmMKHbI ObiTb CNOCOBHbLI NpUHMMaThL 1 obpabaTbiBaTh B N0OON MOMEHT
naketbl ESP kak ¢ uHkancynsuumein B UDP, Tak n 6e3 Heé. Kaxaass CTOpoHa MOXET MPUHSTL pelueHne ob 1cnonb3oBaHum
uHkancynsaumm Tpacuka ESP B UDP, HesaBucuMmo oT Bblbopa Apyroni ctopoHbl. OpgHako npu obHapyxenun NAT oba
YCTPOWCTBA AOMKHbI MCMONb30oBaTh AN naketoB ESP nHkancynsaumio 8 UDP.

'Robust Header Compression - 0Tka3oyCTON4YMBOE CKaTWe 3arosfloBKOB.
?Network Address Translation.
SNetwork Address Translation Traversal - npoxoxaeHue yepes NAT.
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Hwxe npuBedeHbl koHKpeTHble TpeboBaHusa ans nogaepxkn pabotol Yyepesd NAT [NATREQ] (takas nopgaepxkka He siBnsieTcs
obsasarenbHom). B atom naparpacde TpeboBaHus ¢ ypOBHEM AOMKHbI OTHOCATCS NMLIb K YCTPOMCTBAM C NOAAEPKKON paboThl
yepes NAT.

- Whvumatop wn otBetunk IKE pomkHbl Bkniountb B cBou naketbl IKE_SA_INIT anementhl Notify Tuna
NAT_DETECTION_SOURCE_IP n NAT_DETECTION_DESTINATION_IP. OTn anemeHTbl MOryT UCNOMNb30BaTbCA ANd
aetektnpoBaHusa npucytctBua NAT mexagy xoctamu U onpegeneHust CTOpoHbI, pacnonoxeHHon 3a NAT. SnemMeHTbl
pasmellatotes B naketax IKE_SA_INIT nocne Ni n Nr (nepeg HeobsizatensHbiM anemeHTom CERTREQ).

- [OaHHbimu, cBssaHHbiMM C yBegomrieHnem NAT_DETECTION_SOURCE_IP, gasnsetca curHatypa SHA-1 gns
3HayeHuin SPI (B nopsigke uMx crefoBaHusi B 3aronoBke), agpeca IP u Homepa nopTta, oTkyaa 6bin nepenaH naker.
OnementoB NAT_DETECTION_SOURCE_IP moxeT ObiTb Gonee ogHoro, ecnu oTnpaBuTeNb He 3HaAET, KoTopasa u3
NOAKMIOYEHHbIX ceTen OyaeT ncnonb3oBaTbCsa AN nepeaaydn nakeTos.

- [OanHbiMu, cBaszaHHbiMu ¢ yBegomrnieHvem NAT_DETECTION_DESTINATION_IP, sBnsietca curHatypa SHA-1 ans
3HayeHuin SPI (B nopsake ux crnefoBaHus B 3aronoske), aapeca IP u Homepa nopTa, kyaa 6bin nepefaH naker.

- TMonyuyatenb yBegomneHuss NAT _DETECTION_SOURCE_IP wnn NAT_DETECTION_DESTINATION_IP moxeTt
CpaBHUTb MOMyYeHHble 3HayYeHus ¢ curHatypon SHA-1 ansa SPI, agpecom IP 1 HoMepom nopTa oTnpaBuTensa unm
nonyyarens (CoOoTBETCTBEHHO). [pn HECOOTBETCTBUM MonyyaTento naketa criegyeT BKNOYUTL paboTty yepe3 NAT. B
cnyyasix, korga xaw NAT_DETECTION_SOURCE_IP He coBnagaeT pAans BCeEX MOMYYEHHbIX OaHHbIX
NAT_DETECTION_SOURCE_IP, nonyyatens MoxeT OTBEPrHyTb MOMbITKY OpraHvM3aLun coeuHeHusi, ecrnv paboTa
yepe3a NAT He noppepxuBaetca. HecootsetctBne xawa NAT _DETECTION _DESTINATION IP o3HavaeTt, u4TO
cuctema, nonyudmswas padHole NAT_DETECTION_DESTINATION_IP, pacnonoxeHa 3a NAT u aton cucteme
cnepyeT HavaTb nepenadvy naketoB keepalive, kak onpegeneHo B [UDPENCAPS], cuctema MoXeT Takke OTBEPrHyTb
nonbITKY OpraHnsauunn coeagnHexns, ecnn pabota vyepes NAT He nogaepxmBaeTcs.

- Ecnm nu oguH n3 nonydeHHbix anemeHToB NAT_DETECTION_SOURCE_IP He cooTtBeTcTBYeT oxugaemomy IP-
agpecy u nopTy oTnpaBuTens u3 3aronoBka |IP cogepxallero AaHHble nakeTa, 37O O3HAaYyaeT, YTO OTnpaBMBLUAs
AaHHble cucTema pacnonoxeHa 3a TpaHcnsTopoM NAT (T. e., KTO-TO Ha NyTU MeHsSIeT agpec OTNpaBuTENs B UCXOAHOM
nakete Ha agpec yctponctBa NAT). B Takux cnyyasx nonyyvBlUEN [aHHbIE cUCTEMEe cnegyeT paspelumnTb
AnHamuyeckoe obHoBneHne IP-agpecoB ApyrMx CUCTEM, Kak OMMCaHO HUXKE.

- WHnumatop IKE AOJKeH npoBepuTb 3NEeMEHTHI NAT_DETECTION_SOURCE_IP "
NAT_DETECTION_DESTINATION_IP, ecnu oHM MMelOTCsl 1, NpU HECOOTBETCTBUM agpecaM BO BHELUHEM nakeTe,
[OJDKeH TyHHenupoBaTk Bce Oyayune naketsl IKE n ESP, cesdaHHble ¢ aaHHon IKE SA yepes nopt UDP 4500.

- [Mpwn TyHHenuposaHun naketoB IKE yepes nopt UDP 4500 4 okteTa C HyneBbIMW 3HAYEHUSIMW B Ha4yane 3arorioBka
IKE pasmewatotca cpasy nocrnie 3aronoska UDP. lMpu TyHHenupoBaHuu naketoB ESP uepes nopt UDP 4500
3aronoBok ESP cnenyet cpa3sy nocne 3aronoska UDP. MNockonbky nepeble 4 okTeTa 3aronoska ESP cogepxat SPI n
KOppekTHoe 3HadeHne SPI He MoxeT ObiTb paBHO 0, 3TO NO3BONSIET BO BCEX CMyyasix pasnuyatb coobuieHns ESP n
IKE.

- Peanuzauun pomkHbl 06pabaTbiBaTh MHKancynupoBaHHble B UDP npuHaTele naketsl ESP gaxe B Tex crniyyasx,
koraa Hanuume NAT He oGHapy»XeHO.

- WcxopHble IP-agpeca oTnpaBuTens v nonyvaTens, KOTOpble HYXHbl B TPAHCMNOPTHOM pexume ANA pacyéta.
KOHTponbHou cymmbl naketoB TCP n UDP (cm. [UDPENCAPS]), nssnekaioTtcs 13 cenekropoB Tpaduka, CBA3aHHbIX C
aTMM obmeHom. lMpn pabote yepe3d NAT cenekTopbl Tpadmka AOJKHbI coaepXaTb B TOYHOCTM oauH agpec IP,
KOTOPbIN MCMONb3yeTCs B KayecTBEe WCXOOHOro agpeca. OTOT BOMpoc Gonee nMogpobGHO paccMOTpeH B naparpadge
2.23.1.

- B HekoTopbix cny4vaax yctporctBo NAT mMoxeT yaanuTb OTOGpaxeHus, KOTOpble NPOAOIMKAKT MCMONb30BaTbCH
(Hanpumep, nHTepsan keepalive cnvwkom Benuk unm TpaHcnatop NAT nepesarpyxeH). Xoct byaeTt BugeTb 310, Kak
OyaTo OH Mmomyywn nakeT, NPOLIeALWMA MPOBEPKY 3awuTbl LIENOCTHOCTW, HO MMEeWui agpec w/vunu nopr,
OTNMYaLLMINCA OT cBA3aHHOro ¢ SA B npoBepeHHOM nakete. Korga obHapyXvBaeTCca Takon NpoLUeAwniA NPOBEPKY
nakeT, a XOCT He MnoadepXunBaeT Apyrmx MeToaoB BoccTaHoBneHus Tuna IKEv2 MOBIKE' [MOBIKE] n He HaxoauTcs
3a NAT, cnenyeT nepegaBatb BCe nakeThbl (BKMo4as noBTopbl) B IP-agpec v NnopT U3 NpoBEPEHHOrO NakeTa, a Takke
crneayeT COXpaHWUTb 3TOT agpec U nopT, Kak HoBylo kombuHaumio anst SA (T. e., cnegyeT AMHaAMUYecku oBHOBUTH
appec). Haxogsawemycsa 3a NAT xocTy He crnegyeT BbINOMHATb Takoe AMHaMuMyeckoe OGHOBMNEHWE agpeca, ecnu
NPOBEPEHHBIN NakeT UMEET OPYron aapec/nopT, NOCKOMbKY 3TO MOXET OTKpblBaTb BO3MOXHOCTb opraHu3aummn DoS-
aTakum (No3BOMsIS aTakylllemy pasopBaTb COEAWHEHME, OTNPaBMB EOWHCTBEHHbI MakeT). [JuHamudeckoe
o6HOBNeHne agpeca criefyeT MPOBOAWUTb TOMbKO B OTBETE Ha HOBbLIA NaKeT, MOCKOMbKY B MPOTUBHOM Ccry4ae
aTakyloLWmUn CMOXET BepHYTbCA K agpecaM M3 cTapblX, NMOBTOPHO WMCMONb30BaHHbIX NaketoB. 1o 3TOW NpuymHe
AnHaMmmyeckoe 0GHOBNEHUE aapecoB MOXET BbINOMHATLCHA 6€30NacHO NLlb NPU BKITFOYEHHOW 3aLUMTE OT NOBTOPHOMO
ncnonb3oBaHus naketos.. Mpu ncnonb3osaHuu IKEv2 ¢ MOBIKE onuncaHHoe Bbille AnHammdeckoe obHoBneHne byaoet
KOHNUKTOBaTh C mcnonbdyembiMm MOBIKE cnoco6om BOCCTaHOBMEHUS AN TakMx cuTyauuin (cm. naparpad 3.8 B
[MOBIKEY]).

2.23.1. Paboma 4yepe3 NAT 8 mpaHCrnopmHOM pexume

TpaHcnopTHLIN  pexum, ucnonbdyembii ¢ NAT Traversal, TpeGyeT cneuuwanbHon o06paboOTKM cenekTopoB Tpadwuka,
npumeHsiembix B IKEv2. TMonHbii cueHapuii MokasaH Ha pUCYHKE (BO3MOXHbI OpYrMe CueHapuu, KOTopble SBMSOTCA
YNPOLEHHBIMW BapnaHTaMmn NoKa3aHHOro 1 Mo 3TON NPUYNHE HE PACCMOTPEHbI).

|Ysen- | IP1 | NAT | IPN1 1IPN2 | NAT | IP2 |Cepeep]|
| knmenT | <------ >| A |<========-- > B |<=====-= >| |

B atom cueHapum ucnonb3dyetca Asa TpaHcnaTtopa agpecoB - NAT A n NAT B. NAT A gensgetcd AvHaAMWYECKUM
TPaHCNATOPOM, KOTOpbIN OTOBpaxaeT knueHTckne agpeca otnpasutens IP1 B IPN1. NAT B - cratudeckuin TpaHcnsTop,

"Mobility and Multihoming - MOBGWILHOCTb ¥ MHOFOLOMHOCTb.
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HACTPOEHHbIN TaK, YTO BXOAsLne coeauvHeHuss ana agpeca IPN2 otoGpaxaiTcs Ha agpec wnwo3a IP2 (1. e. agpec
nonyyartensa IPN2 otobpaxaetca Ha |IP2). 310 no3BonseT knMeHTam nogknovaTbCcs K cepBepy, obpaiiadce no agpecy IPN2.
TpaHcnaTtopy NAT B He 065A3aTenbHO ObITb CTATUYECKMM, HO KITMEHT OOMMKEH 3HaTb, MO KaKOMy afjpecy OH MOXeT obpaliatbcs
K CEpBEpPY M OH MOXeT Jobutbcsa aToro, Nuuwb obpawasice no BHewHemy agpecy NAT B (7. e., IPN2). Ecnn NAT B siBnsietcs
CTaTMYECKUM TPAHCMATOPOM, €ro agpec MoXHO Oy[eT NpoCTo yKa3aTb B KOHUrypauuu KnveHTa. [lpyrum BapvaHTOM MOXET
CNYXWTb NOUCK afpeca C UCNofb30BaHNMEM TOrO UM MHOro npoTokona (Tuna DNS), Ho 3aTo BbiIxoauT 3a pamku IKEv2.

B aToM cueHapum KNMEHT 1 cepBep HacTpamBalTCsa Ha pa60Ty B TPAHCMOPTHOM pexum Ans Tpaduka, UCXOASLEro OT KNMeHTa
M agpecoBaHHOIo cepsepy.

Korga knueHT HaumHaeT co3gaHue IKEv2 SA u Child SA anga nepegaun Tpaduka cepBepy, OH MOXET UMETb UHULIMMPYIOLLNIA
(TpurrepHbIn) nakeT ¢ agpecom otnpasutens IP1 n agpecom nonydatens IPN2. B ero 6ase nonHomouuii naptHépos (PAD') un
SPD fomkHO 6bITb KOHUIYpaLMOHHOE COOTBETCTBME MEXAY 3TUMM agpecamMu (Mnn COOTBETCTBYHOLWMMU LLABNoHaMm).

B TpaHcnopTHOM pexume MCnonb3yloTCs B TOYHOCTU T€ Xe agpeca, YTO B cenekTtopax Tpadumka n BHewHux 3aronoskax IP
nakeToB IKE. [1na TpaHCNOPTHOroO pexuma [OJKeH NPUMEHSTLCA B TOYHOCTU oaunH agpec IP B anemeHTax aaHHbIX TSi n TSr.
MoXeT NpMMEHATLCA MHOXECTBO CENEKTOPOB Tpadmka, ecnv MMeeTCsl, HanpMMep, MHOXECTBO Anana3oHOB NMOPTOB, KOTOPbIE
XO4YeTCs CcornacoBaTtb, HO BCe 3feMeHTbl TSi AoMmkHbI ucnonb3oBaTb Aumanas3oH IP1-IP1 B kayectBe agpecoB IP u Bce
anemMeHTbl TSr OoMmkHbI MMeTb agpeca u3 guanasoHa IPN2-IPN2. MNepeomy cenektopy Tpadwmka TSi n TSr cnepyeT nMmeTb
KOHKpeTHble 3HayeHusa Traffic Selector, Bkno4as npoTokon M HoMepa MOpTOB (Kak 3Ha4YeHWs M3 nakeTa, UHULMMPOBABLLEro
3anpoc).

NAT A 6ynet meHaTb agpec otnpasutens B nakete IKE ¢ IP1 Ha IPN1, a NAT B 6ynet meHsaTb agpec nonydatensi naketa IKE
c IPN2 Ha IP2, noatomy no npubbiTMn nakeTa Ha cepBep OH OydeT MMeTb TOYHO Takue cenekTopbl Tpadwka, Kakue Obinm
nepeaaHbl KNMeHToM, Ho agpeca IP B nakete IKE 6yayT 3ameHeHbl Ha IPN1 n 1P2.

Korpga cepBep nonyyaet 3TOT nakeT, oH 0bbl4HO NpocmaTtpuBaeT 6a3y gaHHbix PAD, onucanHyto B RFC 4301 [IPSECARCH],
no 3HayeHuio ID u nwet SPD no 3HauyeHusm Traffic Selector. MNockonbky IP1 peanbHO HU4ero He roBopuT cepeepy (3To agpec
knueHTa 3a NAT), 6ecnonesHo 3aHMMaTbCA NOMCKOM MO 3TOMY afapecy B TPaHCMOPTHOM pexume. C Opyron CTOpPOHbI, cepBep
He MOXeT 3HaTb, pa3peLlaeT v ero NoNMTUKa TPaHCMOPTHBIN pexuMm, Noka He byaeT HargeHa cooTBeTCcTBYOWasa 3annce SPD.

B stom cnyyae cepBepy crnegyeT cHayana npoBepuTb, 3anpaluvBain N TPAHCMOPTHBIA PEXUM MHMLMATOP, a mnocne 3Toro
NpoBECTU 3aMeHy agpeca B cenektopax Tpadgwuka. CHayana HyXXHO COXpaHuUTb cTapbii agpec IP u3 cenektopa tpadmka,
KOTOpbI no3gHee OyaeT MPUMEHATLCS ONA KOPPEKTUPOBKM KOHTpoONbHOM cyMMbl (IP-agpec B TSi MOXeT coxpaHaTbCH, Kak
ucxoHbIi aapec otnpasutens, a IP-agpec B TSr - kak ncxofHbli agpec nony4yatensi). Nocne aToro, ecnu apyras CTtopoHa
Obina onpefeneHa, kak pacnonoxeHHas 3a yctporictBoM NAT, cepep meHsieT agpec IP B anemeHTe gaHHbix Tsi Ha IP-agpec
u3 nonsa otnpasuTenst npuHatoro naketa IKE (T. e., meHseT B TSi agpec IP1 Ha IPN1). Ecnu onpegeneHo HaxoxaeHue
cepBepHON CcTopoHbl 3a ycTponcTBom NAT, cepBep MeHsieT agpec IP B anemeHTe AaHHbix TSr Ha IP-agpec u3 nons
nony4atens B npuHaTom nakete IKE (7. e., IPN2 B TSr meHsieTcs Ha IP2).

Mocne 3ameHbl agpeca B cenektopax Tpaduka u 3aronoske IKE UDP 6yayT coBnagaTtb 1 cepBep MOXET BbINOSHWUTb NMOUCK B
SPD no HoBbiM 3HadeHusam Traffic Selector. Ecnn 3anucbk HavigeHa nM paspellaeT TPaHCMOPTHBIN peXxuMm, 3Ta 3anucb
ucnonbdyeTcd. Ecnu xe HangeHHasa 3anvcb He NO3BOMSET MCMONb30BaTh TPAHCMNOPTHBIN PEXMM, CEPBEP MOXET BEPHYTbCS K
npexHMM agpecaMm W nNoBTOpWUTL Mouck B 6a3e SPD no wmcxogHbiM cenektopam Tpadumka. Ecnm Takon nouck gact
NoNoXWTENbHBLIN pedynbTaTt, cepBep byaeT co3pgaBaTb SA B TyHHENbHOM peXuMe, UCMOoNb3ys pearnbHble 3HadeHus Traffic
Selector, nepeaaHHble Apyrovi CTOPOHOMN.

Takaa nogcTtaHoOBKa agpecoB B TPAHCMOPTHOM pPeXMMeE HyXHa MOTOMY, YTO MOUCK SPD BbINOMHSETCA C UCMNONb30BaHUEM
afpecos, KOTOpPbl€e BUOHbI NNOKallbHOMY XOCTY. OT0 Takke noseonsieT 4obaBnsATb 3anucu B 6a3y OaHHbIX SAD? Aana nposepku
TOYeK BbIXO4a M3 TyYHHENA 1 BO3BpaTa NakeToB C UCMNOJIb3OBaHNEM apecoB, KOTOPble BUAHbI CTEKY NoKanbHOW onepaunoHHON
CUCTEMbI.

B HamGonee obuem cnyyae SPD cepBepa byaeT BkntovaTh WABNOHHbIE 3anncu, COOTBETCTBYIOLLME afpecam, HO BO3MOXHO U
BKIOYeHWe pasHbix 3anucen SPD (Hanpumep, Ans pasHbiX U3BECTHbIX BHeLWHUX agpecoB NAT).

Mocne npocmoTtpa SPD cepsep 6ymet cyxatb Traffic Selector Ha ocHoBe HamgeHHow B SPD 3anucu. OH OyaeT cHoBa
MCMNomnb30BaTb CenekTopbl Tpaduka, B KOTOPbIX YXxe BbINOMHEeHa NOACTaHOBKA aapecoB, M BO3BpaLlaTb CENEKTOPbI, MetoLLme
IPN1 n IP2 B kauyectBe agpecoB IP. CepBep MOXeT AOMOMHUTENbHO Cy3UTb AManas3oHbl HOMEPOB MPOTOKOMOB U MOPTOB,
ucnonb3yemble B cenektopax Tpaduka. 3anucb B 6asze SAD, cosgaBaemas gna Child SA, Gyaet umete agpeca, koTopble
BuAHbl cepaepy (IPN1 n IP2).

Mpu nony4eHnn knNMeHTom oTkNuka OT cepBepa Ans Child SA oH ByaeT BbIMONHATL aHanormyHyto obpaboTky. Ecnn cosgaHa
SA TpaHCNOPTHOrO pexuMa, KIMEHT MOXET COXPaHUTb UCXOOHbIE BO3BPALLEHHbLIE CENEKTOpbl TpadmKka B KaYeCTBE NCXOOHBIX
agpecoB otnpasuTens u nony4vatens. OH OyaeT 3ameHsTb agpeca IP B cenektopax Tpadwvka agpecamu n3 3arornoska IP B
nakete IKE, meHss IPN1 Ha IP1 n IP2 Ha IPN2. Nocne aToro knueHT 6yaeT Mcnonb3oBaTth CENEKTopbl Tpaduka npy cpaBHEHUN
SA c nepegaHHbIMK cenekTopamun Tpaduka u opraHusaumm sanmcm SAD.

Mpasuna ans npoxoxaeHus Yepes TpaHcnaTopbl NAT nepeyncreHbl HUxXe.
[ns KNMeHTOB, NpeanaratoLLmMx TPaHCMNOPTHBIN PEXUM:

- 3anucu TSi AOMKHbI MMeTb B TOYHOCTM 1 agpec IP, KOTOpbI [4OMKeH COOTBETCTBOBATL adpecy oTtnpasutens IKE
SA;

- 3anucu TSr AoMmKHbI MMeTb B TOMHOCTU 1 agpec IP, KoTopbii AoMmKeH cooTBeTCTBOBaTL aapecy nonyydatens IKE SA;

- nepBbiM cenektopam Tpacuka TSi n TSr cnepgyeTt nvetb Hanbonee cneundudHeble Traffic Selector, Bkntovasi Homepa
NPOTOKOSIOB 1 NOPTOB (Takue, 3ak U3 BbI3BABLLErO 3anpoc nakeTa);

- MOXeT NPpUCyTCTBOBaTb MHOXECTBO 3J1EMEHTOB TSiu Tsr;

'Peer Authorization Database - 6a3a AaHHbIX 06 YNONHOMOYEHHbIX NapTHEPaX.
2Security Association Database - 6a3a gaHHbIX 0 3aLMLLEHHbIX CBS3SX.
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- ecnm pns SA BblbpaH TpaHCMOPTHbIM pexum (T. e., CepBep BKMYMAN B CBOM OTKIUK YBEeAOMIlEHWe
USE_TRANSPORT_MODE):

- NCXOAHble CenekTopbl Tpadmnka COXPaHAOTCH, Kak MPUHATbIE agpeca OTNpaBUTENs U Nonyyartens;
- ecnu cepep pacnonoxeH 3a TpaHcnaTopom NAT, agpec IP B TSr 3ameHsieTcsa yaaneHHsIM agpecom IKE SA;
- eCnuv KNUWeHT pacnonoxeH 3a TpaHcnaTopoM NAT, agpec IP B TSi 3ameHsieTcsa nokanbHbiM agpecom IKE SA;

- BbINOJSIHSAETCSA 3aMeHa agpecoB [0 WMCMOSb30BaHNS 3TUX CENEKTOPOB Tpadmka A0 MCMONb30BaHUS B KakMX-nnbo
uensix, 3a UCKMIOYEHNEM COXPaHEHUS MX UCXOOHOrO COAEPXKMMOrO; Cloda BKIOYAETCA MpoBepKa KOPPEKTHOCTU
CY)XEHUS CEeneKTopoB Tpadhmka Apyro CTOPOHOW, co3faHune 3annucu SAD u T. n.

[nsa oTBevarowmnx B cnydae npennoXxeHusa KnmeHToM TpaHCNOPTHOro pexXuma:

- coxpaHsoTca agpeca IP ucxogHoro cenektopa Tpadmka, Kak nonyvyeHHble agpeca oTnpaBuMTeNsd W nonyyarens Ha
cnyyah Heob6XoOMMOCTU UX BOCCT@HOBIIEHMS C LEMbI MCMOMNb30BaHUA, KaK «pearnbHblX afpecoB OTnpaBuTens u
nony4varensy, onucaHHoro B [UDPENCAPS], n pacyéta. koHTponbHbIX cymm TCP/UDP;

- eCcnv KNueHT pacnonoxeH 3a TpaHcnaTopoM NAT, agpec IP B TSi 3ameHseTcs yaaneHHsim agpecom IKE SA;
- ecnu cepBep pacnonoxeH 3a TpaHcnsaTtopom NAT, agpec IP B TSr 3ameHsieTcst nokanbHbIM agpecoMm IKE SA;
- BbINnonHsieTcs nomck B 6asax PAD n SPD ¢ ucnonesoBaHunem ID n cenekTopoB Tpaduka ¢ 3aMeHEHHbIMM agpecamu;

- ecnu B SPD He HaigeHo 3anucy unv HangeHHast 3anucb He paspeluaeT TPaHCNOPTHBIN PEXnM, BOCCTaHaBNMBAOTCS
cenekTopbl Tpaduka ¢ obpaTHOW MOACTAHOBKOW afpecoB; BbINOMHSAETCA HOBbIM nouck B 6asax PAD n SPD c
ucnonb3oBaHveM ID 1 cenekTopoB Tpadumka ¢ NCXOAHBIMU agpecamu, a Takke nouck 3anvcu SPD ans TyHHenbHOro
pexuma (C Lenbio nepexoaa B 3TOT PEXUM);

- ecnu 3anucb SPD HaiieHa, BbINOMHAETCA OObIMHOE CyXeHue cernekTopoB Tpadmka Ha ocHoBe Traffic Selector c
noAcTaHOBKOW aapecoB M 3anucu SPD; nonyyeHHble B pe3yrnbTaTe CenekTopbl Tpaduka NpUMEHSIIOTCA AN CO34aHNSA
3anucen SAD v nepenayn cenektopoB Tpaduka obpaTHO KIUEHTY.

2.24. fiBHoe yBenomneHue o neperpy3ske (ECN)

Mpu pa3BépTbiBaHUM TyHHENel IPsec B COOTBETCTBUK C UcxoaHow cneuundukaumert [IPSECARCH-OLD], ncnonb3osaHne ECN'
BO BHELUHMX 3aronoBkax IP Obino, No cyTu, HEBO3MOXHO, MOCKOMbKY MpU AeKancynsumMm TyHHENs UHOUKATOPbl Neperpysku
ECN, nosiBuBlwMnecst B ceTu, otbpaceiBanucb. MNMogaepxka ECN ana TyHHenen IPsec Ha 6ase IKEv1 TpebyeT MHoxecTBa
pexmmoB paboTbl 1 cornacoaHun (cMm. [ECN]). IKEvV2 ynpowaeTt cutyauuto, BBoasa TpeboBaHne BO3MOXHOCTU UCMONb30BaHNSA
ECN Bo BHewHux 3aronoskax IP ans Bcex IPsec SA B TyHHenbHOM pexume, co3gaBaeMbix IKEv2. B uyacTHocTH, TO4Yku
WHKancynsaumMnm u gekancynaumm TyHHenbHbIX SA, co3gaBaeMbix |IKEV2, pomkHbl MOAAepXUBaTb OMUMIO  MOSHOMN
dyHkumnoHansHoct ECN ansa TyHHenen, 3agaHHyto B [ECN], a Takke AOMKHbI peanu3oBaTb MHKaNCynsaumio 1 gekancynsaumio
B cooTBeTcTBUM C [IPSECARCH)] Ansa npepoTepalleHns otbpacbiBaHWa nHankaumm neperpyskm ECN.

2.25. KoHpnuKTbI Npn o6MeHax

Mockonbky obmeHbl IKEV2 MoXeT MHuumMmMpoBaTth foboi U3 nNapTHEPOB, BO3MOXHO YAaCTUYHOE NEepeKkpbiTMe ABYX OOMEHOB,
oTHOCAWMXCA K opHo SA. 3TO MOXeT MpuMBOAWUTb K CUTyauusaMm, Korga WHGOpMauusi O COCTOsiHUM SA BpPEMEHHO He
CUHXPOHU3NpPOBaHa n I'IapTHépr MOXEeT Nony4nTb 3anpoc, KOTOprVI OH He CMOoXeT 06pa60TaTb HOpMarsibHO.

O6bI4YHO KMcnonb3oBaHWe pa3mepa OKHa Gonbwe 1 BeOéT K BO3HMKHOBEHUIO 6Goree CRoXHbIX CMTyaLI,VII7I, 0COoBeHHOo npu
06p660TKe 3anpocoB C HapylwleHnemM nopsaagka. B atom pasgene paccmartpuBatoTcs I'IpO6J'IeMbI, KOTOpble MOryT BO3HUKHYTb
aaxke npu pasmepe okHa 1, n pekoMeHayemMble peLlleHns.

Cnepyet nepepnasatb yBegomnenme TEMPORARY_FAILURE B Tex cnydasx, koraa NpUHATBLIA 3anpoc BPEMEHHO HE MOXeT
ObITb BbINOMHEH (HanpuMep, No NpUYMHE cMeHbl ktoven). Mpu nonyyeHun naptHépom ysegomneHns TEMPORARY_FAILURE
€My HeAonycTUMO cpa3sy Xe MOBTOPSATb 3anpoc, OH AOMKeH AaTb OTNpaBuUTEN0 BPEMS Ha 3aBeplueHne onepauuv
Bbl3BaBLUEN BpeMeHHbIN OTka3. lNMonyyaTenb yBeAOMMEHNS MOXeT MOBTOPWUTL 3anpoC OAMH UM MHOXECTBO pas B TeYeHue
HEeCKOnbkMx MUHYT. Ecnn npogomxkatoT noctynate yBegomneHns TEMPORARY_FAILURE ansa ton xe IKE SA no ncreveHuu
HECKOMNbKUX MUHYT, CrepyeT NPUHATL PELLEeHe O HaNMYMn PaCCUHXPOHM3ALMN AaHHBIX O COCTOSIHUM U 3aKkpbiTh IKE SA.

Cnepyetr nepepaBaTb YyBegomneHne CHILD _SA NOT_FOUND npu nonyyeHun 3anpoca Ha CMeHy Kroven ans
HecyuecTBytowwen ceasm Child SA. CeAsb SA, Anst KOTOPOW MHULMATOP MbITAETCA CMEHUTb KoY, yKa3biBaeTca nonem SPI B
anemeHTe Notify, koTtopoe konupyetcs u3 nons SPl B yBegpomnenun REKEY_SA. Tlpy nonyyeHun yBeaoMIeHUs
CHILD_SA_NOT_FOUND cneayet ynanutb Child SA (ecnv oHa eLé cyliecTByeT) U OTNpaBuUTb 3anpoc Ha co3daHne HOBOM
Child SA c Hynsa (ecnn Child SA ewé He cyuiecTtyeT).

2.25.1. KoHghniuKmbI 80 8peMsi CMeHbI K/roYelU unu 3akpbimusi 0o4YepHux SA
Ecnu naptHep nonydvaeTt 3anpoc Ha cMeHy knoden Child SA, ana koTopol B [aHHbIA MOMEHT BbINOMHAETCH MOMbITKa
3aBeplleHus, emy cnepyeT otBeTutb coobwennem TEMPORARY_FAILURE. Ecnn Takom 3anpoc noctynaet BO Bpems
npoucxogdaLlen yxxe 3aMeHbl Kntoyen, Ha Hero cnepyeT OTBETUTb OObIYHLIM CNOocoboM, a Takke crnepyeT NOAroTOBUTHLCS K
nocrneayoLemMy 3akpbITio n3bbIToYHbIX SA Ha 6a3e 3HayeHun nonce (cM. naparpad 2.8.1). Ecnu npuxoanT 3anpoc cmeHbl
kntoyen ansa otcytcreytowen Child SA, Ha Hero cnepyeTt oTBeTUTb coobuieHnem CHILD_SA_NOT_FOUND.

Mpu nony4yeHunn 3anpoca Ha 3akpbiTre Child SA, ans KOTOPON yxe HayaTa NonbiTka 3aKpbITUS, Ha HEro criedyeT OTBEeTUTb 6e3
anemeHTa Delete (cm. naparpad 1.4.1). Ecnu Takon 3anpoc npuxogut anga Child SA, B KOTOPOW MEHSIOTCA KIHOYM, HA HEro
cneayeT oTBevaTb 00bIYHBIM MyTEM C anemeHToM Delete. Npu nonyyeHne 3anpoca Ha 3akpbiTve oTcyTcTBylowen Child SA
cnepyeT oTBeyaTb 6e3 anemeHTa Delete.

'Explicit Congestion Notification - sBHoe yBegomneH1e o HacbILLEHUN.
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Mpu nonyyeHun 3anpoca Ha cmeHy knoden IKE SA, B koTopon nponcxoaut cospaHme, cMeHa kntoden unm 3akpeitne Child SA
B AaHHon IKE SA cnepyeT oTBeyaTtb Ha Hero coobuweHnem TEMPORARY_FAILURE.

2.25.2. KoHghbsiukmbl 80 epeMsi 3aMeHbI Kiiro4del unu 3akpbimusi IKE SA

Mpu nonyyeHun 3anpoca Ha cMeHy krtover IKE SA, B KOTOPOI yXXe NOET NPoLEeCcC CMEHbI KITOYEN, He HEro cnepyeT oTBevaTb
0o6bl4HBIM criocobom, a Takke cnepyeT MPUrOTOBUTLCA K MOCNEeAylLleMy 3akpbiTUO U3ObITOYHBIX SA M nepeHocy
Hacnenyembix Child SA Ha ocHoBe 3HayeHui nonce (cM. naparpad 2.8.2). MNpu nony4yeHWn Takoro 3anpoca ANs 3aKpbiBaeMon
B AaHHbIi MomeHT IKE SA Ha Hero cnepgyeT otBedvaTb coobeHnem TEMPORARY_FAILURE.

Mpu nony4eHnn 3anpoca Ha 3akpbiTve IKE SA, B KOTOpO NpoUCXOAWUT CMEHAa KMoYeln Ha Hero criegyeT oTBeYaTb 0OblYHbIM
cnocoboM, 3abbiBasi 0 3anpoce Ha cMeHy krntovei. Mpu nonyyeHun 3anpoca Ha 3akpbiTve IKE SA, koTopasi yxe 3akpblBaeTcs
Ha Hero cnepyeT oTBeYaTb 06bIYHBIM CNOCOOOM, 3abbiBasi UMEIOLLMIACSA 3anpoC Ha 3aKpbITUE.

Mpu nonyyeHun 3anpoca Ha cospgaHve nnu cmeHy kntoven Child SA Bo Bpems cmenbl kntoven IKE SA Ha Hero cnepyet
oTBevaTb coobleHnem TEMPORARY_FAILURE. MNpwu nonyyeHun 3anpoca Ha yaaneHue Child SA Bo Bpemsi CMeHbl Kroyen
IKE SA cnepyeT oTBevaTtb 06bi4HbIM cnocobom ¢ anemeHTom Delete.

3. dopmambi 3a20/108K08 U OaHHbIX

B Tabnvuax aToro pasgena HekoTopble KpunTorpadunyeckme NpUMmUTUBBI U KOHUTYpaLUMOHHbIE aTpnbyThl 0603HaYeHbI, Kak He
3agaHHble (UNSPECIFIED). 310 anemMeHTbl, ANs KOTOPbIX HET M3BECTHBIX creLudmrkaLmnin 1, cnegoBaTenbHo, B3aumMoaencTeme
C HMMM B HacTosilLiee BpeMsi HEBO3MOXHO. B Gyaylimx cneumdmkaumsax MoxeT OblTb ONMCaHO MX MCMOMb30BaHUE, HO Moka
TakMx cneuudukauuii He BbIMYLEHO, peanu3auMsiM He crieayeT MbiTaTbCs UCMOMb30BaTb 3MEMEHTbl, OTMEYEHHbIE, Kak
UNSPECIFIED, ecnu HyxHo o6ecneuntb B3aumogencTeme peanmsauumn.

3.1. 3aronoBok IKE

CoobuweHns IKE ucnonb3ytotr npotokon UDP uyepes noptbl 500 w/unun 4500, nepepaétca no ogHoMy coobuenunio IKE B
pentarpamme UDP. WHdopmauma oT Hadana naketa OO 3aBeplueHus 3aronoBka UDP Gonbluen 4acTbio WUrHopupyetcs,
UcKnoYeHns coctaensaoT agpeca IP u Homepa noptoB UDP B 3aronoBkax, KOTOpblE COXPaHSIOTCA M MCMONb3yTCA AnA
nepeaaun oTBeTHbIX naketoB. [pu nepenadve 4vepes nopt UDP 500 coobueHne IKE HauMHaeTcss HenocpeacTBeHHO nocrie
3aronoeska UDP. MNpwu nepenadve yepe3 nopt UDP 4500 nepen coobuieHnem IKE nomeltaeTcs YeTbipe OKTETA C HyNeBbIMU
3Ha4YeHUsIMU. DTK OKTETHI HE ABNAIOTCA YacTbio coobLlleHust IKE 1 He yunTbiBalOTCSt B pa3mepax M KOHTPOrbHbIX cymmax IKE.
Kaxxgoe coobuweHune IKE HaunHaeTcsa ¢ 3aronoska IKE, o6o3Havyaemoro B gaHHom gokymeHte HDR. Mocne 3aronoska cneayet
OLIMH UINM MHOXECTBO aneMeHToB AaHHbIX IKE, kaxabin n3 kotopbix naeHTnduuyupyetca nonem Next Payload B npeabigyLiem
SMNeMeHTe AaHHbIX. INeMeHTbl AaHHbIX WAEHTUULMPYIOTCA B MOPSAKe ux cneposaHus B coobuwernun IKE nytém BbizoBa
COOTBETCTBYHLLEN npoueaypbl, cornacHo 3HadeHuto nons Next Payload B 3aronoeke IKE, notom cormacHo 3HaveHuto Next
Payload B nepBom anemeHTe AaHHbix IKE 1 Tak ganee, noka B none Next Payload He 6yaeT obHapyXeHO HyneBoe 3HayeHue,
nokasbiBaloLlee OTCYTCTBME Creylolero anemeHTa gaHHbiX. pu obHapyxeHun anemeHTa paHHbix Tvna Encrypted ator
aneMeHT fewmdpyeTca u pesynbTat paclmndpoBKkM pa3bupaeTcs, Kak OOMNOMHUTENbHbIE 3NEMEHTbl AaHHbIX. JNeMeHT
Encrypted pomxeH 6bITb NOCNeaHMM 3IEMEHTOM B NakeTe U BKIOYaTb B 3alIMEPOBaHHbIE ANEMEHTLI ApYrue anemMeHTbl Tuna
Encrypted HegonycTumo.

3HaueHve Recipient SPlI B 3aronoBke uaeHTUMUMPYET ak3emnnsap 3awmwénHon cessn IKE. CnepoBatenbHo, oauH
ak3emnnap IKE MoxeT MynbTUNNeKCMpoBaTb pasnuYHble CECCUM C MHOXECTBOM MapTHEPOB, a TakkKe MHOXECTBO CECCUI C
OLHUM NapTHEPOM.

MHorookTeTHble nons, nNpeacTaBnslowmne cobow Lenbie yncna Mcnonb3ylT ceTeBon nopspok 6awmtos (unm big endian -
cTapwumi 6anT cHavana).

PucyHok 4 nokasbiBaeT popmat 3aronoska IKE.
1 2 3
01234567890123456789012345678901
et S e e S e
| IKE SA Initiator's SPI

e T L e A st o e e e e e e St
| IKE SA Responder's SPI

e et S e e

| Next Payload | MjVer | MnVer | Exchange Type | Flags

e et e st o e e St a2
| Message ID

e e Tt o e St e s St e e At st et
| Length

s Tt T T B B s T s T o S B e B e

PucyHok 4. ®opmam 3azonoska IKE.
Initiator's SPI (8 okmemos)
3HauyeHue, BbIbpaHHOE MHUUMATOPOM AN YHUkanbHou uaeHtudpmkauum IKE Security Association. Hynesoe 3HauveHue
HeAonycTUMO.
Responder's SPI (8 oxmemos)
3HauveHune, BbIOpaHHOE OTBETUMKOM AN YHMKanbHown naeHtudpmkauum IKE Security Association. 910 none AOMKHO MMeTb
3HayeHune 0 B nepBoM coobLyeHnn HavanbHoro obmeHa IKE (Bkntoyasi NOBTOPbI 3TOro coobLLeHus, cogepxalume cookie).
Next Payload (1 okmem)
YKasbiBaeT TN aneMeHTa AaHHbIX, pacnofioXXeHHOro cpady nocrne 3aronoBka. dopmaTtbl U 3Ha4YEeHNS BCEX TUMOB OMNWCaHbI
HUXe.
Major Version (4 6uma)
YkasblBaeT cTapLuyto YacTb HOMepa Bepcun ucnonssyemoro npotokona IKE. Peanusauuu Ha ocHoBe gaHHow Bepcuu IKE,
[OJDKHbI ycTaHaBnueatb Major Version=2. Peanu3aumu, ocHoBaHHble Ha npeablaymnx sepcusx IKE n ISAKMP, pomkHbI
yctaHasnueatb Major Version=1. OcHoBaHHble Ha 3aToM Bepcun npoTokona IKE peanusauun AomkHbl OTBEpratb Unu
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UrHOpMpoBaTb  MakeTbl CO  3HA4YeHMeM  3TOro  MNong, MpeBbllawwmm 2,  BO3Bpalias  yBedoMIleHue
INVALID_MAJOR_VERSION, kak onucaHo B naparpace 2.5.

Minor Version (4 6uma)

YkasbiBaeT mnagwyt yactb Homepa Bepcun IKE. Peanusaumm Ha OCHOBE 3TOro AOKyMEHTa AOJKHbI yCTaHaBnuBaTb
Minor Version = 0 n urHopvpoBaTb MNafLlylo YacTb HOMepa B NPUHNUMaEMbIX COOBLLIEHNSX.

Exchange Type (1 okmem)

YkasbiBaeT Tvn oOMeHa, KOTopbii OyaeT nNpUMEHSATbCA. OTO 3HAYeHWe OrpaHuyYMBaeT TUM 3NIEMEHTOB [AaHHbIX,
nepefaBaeMbIX B KaXA0M coobLueHnn obmeHa. MpuBeaéHHble B Tabnuue 3HaveHuss TMNoB Obinn onpeaeneHsl Ha MOMEHT
ny6nukaumm RFC 4306. [Opyrue 3HayeHust Mornu 6biTb fo6aBneHbl ¢ Tex Nop M MoryT fobaensatbest nocne nyonukaumm
3TOro AOKyMeHTa. AKTyarnbHbI Habop 3HavyeHu MoxHO HanTu B [IKEV2IANA].

Tun obmeHa 3HayeHue
IKE_SA INIT 34
IKE_AUTH 35

CREATE_CHILD_SA 36
INFORMATIONAL 37

Flags (1 okmem)
OnpepensieT KOHKPETHble OMNUMW, YCTaHOBMEHHbIE AN AaHHOro cooblleHus. [MpucyTcTBME oOnuuM yKasbiBaeTcs
yCTaHOBKOW COOTBETCTBYHOLLEro 6uta B none naros, NokasaHHOM HIXKeE.
Fot-t—t-t—t-t-t—+
IXIXIRIVITIX|X|X]
Fot-t—t-t—t-t-t—t
B npuBeAéHHbIX HXE OMUCaHUSIX YCTaHOBIIEHHbIE dhriary MMeIT 3HadeHue 1, copolueHHble - 0. ®narn, 06o3HavYeHHbIe
cMMBOSoM X AoMmkHbI 6bITb cOpOLLEHBI NPU Nepeaade, a Ha NPUEMHON CTOPOHE AOMKHbI UTHOPUPOBATLCS.

R (Response)
OT10T hnar ykasbiBaeT, UTO COODLLEHNE ABNAETCS OTKIMKOM Ha cooblieHne ¢ Takum xe Message ID. ®nar gormkeH
ObiTb cOpolleH BO BCex 3amnpocax W [OJKeH YyCTaHaBnMBaTbCs BO BcexX OTKNukax. KoHeuHbim Toukam |IKE
HeAoNyCTUMO reHepnpoBaTh OTKIINKN Ha COOBLLEHNS, NOMEYEHHbIE KaK OTKIUKM (C OAHWM UCKIIOYEHUEM, ONUCaHHbIM B
naparpade 2.21.2).

V (Version)
O710T brar nokasblBaeT, YTO Mnepefarllas CTOpOHa MOXeT MOAAepXvBaTb Oonee BbICOKOE 3HA4YeHue CTapLuero
HOMepa BEpPCUMM NPOTOKONA, HeXenu ykasaHo B none Major version. Peanusaunm IKEvV2 gomxHbl copacbiBaTh 3TOT 6UT
npuv nepegaye v UrHOpMpoBaThb €ro B MPUHMMaEMbIX COOBLLEHMAX.

I (Initiator)
OTOT OUT AOMKeH yCcTaHaBMMBaTbCS B COOOLLEHUSsIX, NepefaBaeMbiX UCXOAHbIM MHUumaTopom IKE SA, n pomkeH
cbpacbiBaTbCsi B COOOLLEHMAX OT MCXOOHOro OTBeTYMKa. Pnar ucnonb3yeTcs nosfydvatenem Ans Toro, 4ToObl
onpenenuTb, kakme 8 oktetoB SPI Obiny co3faHebl nonyyarenem. 3HadyeHne GUTa MEHSIETCSt B COOTBETCTBUM C TEM, KTO
WHULMMPOBAanN NocneaHio cmeHy knoden IKE SA.

Message ID (4 okmema, yesioe yucso 6e3 3Haka)

NpeHTudmkaTop coobLyeHus, ncnonb3dyembln Ans ynpasneHns NoBTOPOM nepeaaym NoTepsaHHbIX NakeToB 1 onpeaeneHns

COOTBETCTBMA Mexay 3anpocamn U OTKNMKamu. VaeHTudmkaTtop urpaeT BaxHy ponb B 6e3onacHOCTM npoToKona,

MOCKONbKY CNY>XWT ANA NpeAoTBpaLLeHns atak ¢ NOBTOPHbBIM NCMONb30BaHWeM NakeToB (CM. naparpadbl 2.1 n 2.2).

Length (4 okmema, yenoe 4ucno 6e3 3Haka)
Pasmep Bcero coobuieHus (3aronoBoK 1 aNeMeHTbl aHHbIX) B OKTETax.

3.2. Ba3oBbIX 3aronoBOK 3rfieMeHTa AaHHbIX
Kaxgein n3 anemeHToB AaHHbIX (payload) IKE, onpegenénHbix B naparpadax 3.3 - 3.16, HauMHaeTca ¢ 6a30BOro 3aronoska
(PucyHok 5). PUCyHKM B onucaHuMm KakOoro anemeHTa BKNoYalT 6a30BbI 3aronoBOK, HO OMUCaHUSA MOSien 3TOro 3aronoBka
ANst KpaTKOCTW ONyLLEHbI 1 NPUBOAATCH TOMbKO B 3TOM naparpade.
1 2 3

01234567890123456789012345678901

e S A B T B et At et N SR S e

| Next Payload |C| RESERVED | Payload Length |

e T A et S e B Rt S ot

PucyHok 5. ba3osaebili 322051080k 3r1eMeHma OaHHbIX.
Next Payload (1 okmem)

WpoeHTudmkatop Tvna cneayoLllero anemMeHTa AaHHbIX B coobweHnn. Ecnun Tekylwnii aneMeHT SBnsieTca nocneaHuM, 3T1o
none wumeet 3HadyeHne 0. JTO none nos3BonsdeT co3fdaBaTb «LUEMOYKMY», KOraa [AOMOSHUTEMbHbIA 3MEMEHT MNPOCTO
nobaensieTca B kOHel cooblieHus u yctaHaBnvBaeTcsl 3HadeHne nonsi Next Payload B npegblayuiem anemeHTe ans
MHOMKaALUUKM TMNa HOBOro areMeHTa. dnemeHT Tuna Encrypted, koTopbivi Bcerga AomkeH ObiTb NOCNegHUM B COOOLLEHMM,
aBnaeTcs ucknodeHmem. OH COOEepXWUT CTPYKTYpbl AaHHbIX B ¢hopmaTte AOMOSNHUTENbHBIX 3reMeHTOB. B 3aronoBke
anemeHTa Encrypted none Next Payload yctaHaenvnBaeTcsi B COOTBETCTBUM C TUMOM MNEPBOrO BIIOXKEHHOrO afieMeHTa
(smecTo 0), a B none Next Payload nocnegHero BNoxeHHOro anemMeHTa yctaHaBnuaaetcs 0. 3HayeHUst TMNOB aremMeHTOB
AaHHbIX NokasaHbl B Tabnuvue. 3T 3HaveHus Obinu onpeneneHsl Ha MomeHT nybnukaumm RFC 4306. HoBble 3HauyeHusi
Mornu 6bITb f06aBNEHbI C TEX NOP U MOTYT ObITb A06aBNeHbl Nocne NybnvkaumMm 3Toro AoKyMeHTa. AKTyanbHble 3Ha4YeHNUs!
cnegyet cmoTpeTh B [IKEV2IANA].

Tun cnedyrouwje2o anemeHma daHHbix |0603Ha4YeHue 3Ha4eHuUe
Het 0
BalwmLéHHasa cBA3b SA 33
OOBMeH Kntoyamu KE 34
MaeHTudpmkaums - ntuuymnatop IDi 35
MaeHTUmKaLms - OTBETYMK IDr 36
CepTudumkar CERT 37
3anpoc cepTucmkarta CERTREQ 38
AyTeHTUpmKaums AUTH 39
Nonce Ni, Nr 40
YBegomneHue N 41
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YoaneHue D 42
MaeHTumkaTop nponssoanTens \ 43
CenekTop Tpadwmka - ntHMumaTop TSi 44
CenekTop Tpaguka - OTBETHUK TSr 45
BalwmdpoBaHHbIe N ayTeHTMMUMPOBaHHbIE |SK 46
KoHdomrypauus CP a7
Pacwupsiemas ayTeHTUdUKaums EAP 48
3HaveHusa 1 - 32 He GbiNM pacnpegeneHbl AN Toro, 4Tobbl HE BO3HMKANO NEPEKPbITUS C Koaamu, onpeaenéHHbIMU Ans

IKEv1.
Critical (1 6um)
3710 none AOMXKHO MMeTb 3HayeHne 0, ecrnim oTnpaBuTENb XO4eT, YTOObI Mony4aTenb NPONyCTUN 3TOT ANIEMEHT B cryyae
HernoHumaHns um kopja B none Next Payload npegblgywiero anemeHTta. [lone AoOMmKHO umeTb 3HadeHue 1, ecnuv
OTMpaBUTENb XOYeT, YTOObLI Mony4yaTtens LUenvkoM oTeepran coobLleHne C HEMOHATHBIM TUMOM 3nemMeHTa AaHHbIX. Ecnn
nonyyartenb NOHMMAET TUM 3NEMEHTA, OH AOFKEH UrHOpMpoBaTb 3TOT dnar. 3To none AOMXKHO ycTaHaenueatbcs B 0
Anst onpefenéHHbiX B AOKYMEHTE TUMOB 3fIEMEHTOB AaHHbIX. OTMETUMM, YTO donar KPUTUHHOCTM OTHOCUTCSI K TEKYLLEMY
9MEMEHTY [aHHbIX, @ He K cregylolweMy, 4Yel Tun ykasblBaeTcsi B nNepBoM okteTe. [lMpuumHa cbpackiBaHus Guta
KPUTUYHOCTW Ans BCEX OnpedenéHHbIX 3[4eCb 3NEeMEHTOB 3akfioyaeTcd B TOM, 4YTO BCe peanusaunv [ONKHbI
nogaepxveaTth BCE TUMbl ANIEMEHTOB, ONpeAenéHHble B 9TON cneundukaunm, 1, cnegoBaTenbHO, AOMMKHbI UTHOPUPOBaTL
3HayeHune cnara Critical. MpegnonaraeTcs, YTO Nponyckaemble dnemMeHTbl ByAyT MMeTb KOPPEKTHble 3HaYeHus nomnen
Next Payload n Payload Length. [lononHutensHas nHdopmauus o6 atom dnare npusefeHa B naparpacdpe 2.5.
RESERVED (7 6umos)
DomxeH yctaHaBnvBaTbesa B 0 Mpu nepegave n MTHOPUPOBATBLCSA Ha NMPUEMHON CTOPOHE.
Payload Length (2 okmema, yesnoe 4yucsio 6e3 3Haka)
Pa3mep TekyLlero anemeHTa AaHHbIX B OKTETaX C y4ETOM 6a30BOro 3arofioBka arnemMeHTa AaHHbIX.
MHorve anemMeHTbl AaHHbIX cogepxat pedepBHble (RESERVED) nons. HekoTopble anemeHThl AaHHbIX B IKEV2 (1 B IKEV1) He
BbIPaBHMBAIOTCS NO 4-OKTETHLIM rpaHMLam.

3.3. 9nemMeHT faHHbIX SA

OnemMeHTbl AaHHbIX 3alULEHHON CBA3M, 0003Hayaemble B 3TOM AOKyMeHTe SA, cnyxaT nns corracoBaHus aTpubyToB
sawmwéHHon ceasu. COopka 3anemMeHTOB AaHHbiX SA TpebyeT BHMMaHus. 3nemeHT SA MoOXeT BKMYaTb MHOXECTBO
npegnoxenni. Ecnn npegnoxenni 6Gonblle OQHOMO, OHWM  AOMXKHbI ObiTb  ynopsgoyeHbl B MOPAAKE  CHUXKEHUS
npeanoytTutensHocTn. Kaxpoe npegnoxeHue Bkno4vaeT oaumH npotokon IPsec (npotokonamu senswtca IKE, ESP, AH),
Kaxgbli MPOTOKON MOXET BKIoYaTb MHOXECTBO NpeobpasoBaHui, a kaxaoe npeobpas3oBaHNe MOXET BKI4YaTb MHOXECTBO
aTpubyToB. lNMpu pasbope SA peanus3aums AOJKHaA NPOBEPUTb COOTBETCTBUE 3HayYeHusa Payload Length pasmepam u uncny
oTAenbHbIX KoMnoHeHT. MNpepnoxenus (Proposal), npeobpasoBaHusa (Transform) n atpubyTsl (Attribute) ucnonbayoT cBoé
npeacTaBneHve ¢ pasnuyHbiMn pasmepamu. OHM BKNaablBalOTCsl B 3NEMEHT Tak, 4Tobbl 3HadeHne nonsi Payload Length
anemeHta SA yuuTbiBano paHHele SA, Proposal, Transform wu Atftribute. Pasvep Proposal BkniovaeT pasmep Bcex
copepxalumxcs B Hem Transform un Attribute. Paamep Transform BknioyaeT pasmepsl Bcex cogepxaiumxcsa B Hem Attribute.

CuHtakcuc anemeHToB SA, Proposal, Transform u Attribute ocHoBaH Ha ISAKMP, ogHako ceMaHTuka ux crnerka otnmyaeTcs.
[MpuynHa mMcnonb3oBaHUS nepapxmM4eckon CTPYKTYPbl 3akmnioyaeTcd B TOM, YTO Takas CTPYKTypa Mno3BOnsieT NpeacTaBnATb B
0fHOM SA MHOXECTBO BO3MOXHbIX KOMOMHauun anroputMmoB. ViHorga npegoctaBnseTcs BbiIbOp U3 MHOXECTBa anroputMoB, B
APpYrMx cny4vasx - koMOvMHauus anropuTtMoB. Hanpumep, MHULUMaTOp MOXET NPeanoxXnTb ucrnonb3osaHme ESP ¢ kombuHaunen
(3DES n HMAC_MD5) nnun ¢ kombuHaumen (AES n HMAC_SHA1).

OAHOM M3 MPUYMH U3MEHEHUSI CEMAHTMKM aneMeHToB SA no cpaBHeHuio ¢ ISAKMP u IKEv1 aBnsieTcs NoBbILLEHNE YPOBHS
KOMNaKTHOCTW NpeACTaBNeHns B Hambonee pacnpoCTpaHEHHbIX Cry4asx.

Crtpyktypa Proposal Bkntovaet Proposal Num (Homep npeanoxenus) n nageHtudukatop npotokona IPsec. Kaxaas cTpyktypa
[OJDKHa MCMonb3oBaTb HOMEP NPEenJioXKEeHUs, YBENUYEHHBIN Ha 1 MO CPaBHEHMIO CO 3HAYEeHWEM B NpeabiayLLien CTPYKType.
MNepBbin anemeHT Proposal B SA uHuumatopa pomkeH mmeTb Proposal Num = 1. OgHom M3 NpuYMH MCNONb30BaHMS
MHOXEeCTBa NpPeanoXeHun sBnsetcss obecnevyeHve BO3MOXHOCTW  MPeasiokMTb  MCMOMb30BaHUSI  CTaHAApTHbIX U
KOMBUWHMpPOBaHHbIX WndpoB. KombrHMpoBaHHble Wndpbl obecnevnsBaroT WMMPOBaHNE U 3aLLUTY LENOCTHOCTU Ha OCHOBE
OQHOro anropuTMa U AOSKHbI He Npeanaratb anroputMa 3alWTbl LenoCTHOCTU MW npeanaratb anroputM none (Nepsblii
BapuaHT siBMsieTCs pekoMeHAayeMbiM). Ecnin nHuumaTop xo4eT npeanoxkmTe KOMOUHMPOBaHHbIE U CTaHAapTHble WKNGPLI, OH
OOMMKEH BKMOYUTL OBa MNPensiokeHUs - OOHO BKMOYaeT BCe KOMOMHMPOBAHHbIE anropuTMbl, a ApYyroe - BCe OOblYHble
anropuMTMbl B KOMOUHALMKU C anropMTMamu 3alinTbl LLEeNoCTHOCTU. Hanpumep, ogHo Takoe npeanoxeHue byaeT BknovaTtbh ABe
cTpykTypbl Proposal. lMNMepeas ctpyktypa Proposal 1 npeanaraet ESP ¢ knoyammn AES-128, AES-192, AES-256 B pexume
CBC'" v anroputmom 3aiuThl LienoctHocT HMAC-SHA1-96 unmu XCBC-96, a BTopas cTpykTypa Proposal 2 npeanaraet AES-
128 unun AES-256 B pexxume GCM ¢ 8-0KTETHbIM 3HauyeHneM KOHTpons YéTHocTu (ICV2). OGa NpefnoxeHns No3BONSIOT, HO He
TpebyloT Ucnonb3oBaTh pacluMpeHHble NopsiakoBble Homepa ESN3. Bua npeanoxkeHuid npeacTaBrieH Ha pUCYHKe.

3nemeHT SA
|
+--- Proposal #1 ( Proto ID = ESP(3), SPI size = 4,
| | 7 npeo6paBoBaHMi, SPI = 0x052357bb )
I I
| +-- Ilpeob6pasomanme ENCR ( Name = ENCR_AES CBC )
| | +-- Arpubyr ( Key Length = 128 )
| |
| +-- IlpeoBpasomanne ENCR ( Name = ENCR _AES CBC )
| | +-- Arpubyr ( Key Length = 192 )
| |
| +-- Ipeo6pasoBaume ENCR ( Name = ENCR AES CBC )
| | +-- Arpubyr ( Key Length = 256 )
| |

'Cipher Block Chaining - Lenoyka wudgpoBaHHbIX GIIOKOB.
2Integrity Check Value.
SExtended Sequence Number.
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| +-- Ilpeobpasomanme INTEG ( Name = AUTH HMAC SHAl 96 )
+-- Ipeo6pasoBaume INTEG ( Name = AUTH AES XCBC_96 )
+-- Ipeo6pasoBarme ESN ( Name = ESN )
+-- Ilpeo6pasoBaume ESN ( Name = ne ESN )

I
I
I
I
+--- Proposal #2 ( Proto ID = ESP(3), pasmep SPI = 4,
| 4 npeo6paBoBaHusd, SPI = 0x35aldé6f2 )
I
+-- Ilpeo6pasosaume ENCR ( Name AES-GCM c 8 oxkreramm ICV )
| +-- Arpmbyr ( Key Length = 128 )
I
+-- Ipeo6pasoBarme ENCR ( Name = AES-GCM c 8 okreramMm ICV )
| +-- Arpubyr ( Key Length = 256 )
I
+-- Ipeo6pasoBarme ESN ( Name = ESN )
+-- Ilpeo6pasoBaume ESN ( Name = ne ESN )
3a kaxpgoun cTpykTypon Proposal/Protocol crnegyet ogHa vnuM MHOXECTBO CTPYKTyp npeobpasoBaHui. Yucno pasHbix
npeobpas3oBaHuin 0b6bIYHO onpenensieTcss anemeHToM Protocol. lMpoTtokon AH 06blMHO MMeeT OBa npeobpasoBaHus -
pacLuvpeHHble nopsakosble Homepa (ESN') u anroputM koHTpons uenoctHoct. ESP o6biuHO nmeeT Tpu npeobpasosaHus -
ESN, anroputm wndpoBaHma 1 anroputM KOHTpons uenocTHocTu. IKE oBblMHO umeeT 4eTbipe npeobpasoBaHusa - rpynna
Diffie-Hellman, anroputm koHTpons uenoctHocTu, anroputm PRF 1 anropuTtm wudposaHns. Ansa kaxgoro anemeHTa Protocol
Habop paspelléHHbIX Npeobpa3oBaHuii ykasbiBaeTcst 3Ha4eHuamMmn Transform ID nocne 3aronoBka Kaxaoro npeobpas3oBaHus.

Ecnn umeetca mHoXecTBO npeobpas3oBaHuii ¢ ogHUM 3HadveHuem Transform Type, OHWM [JOMKHBI KOMOMHMPOBATLCA B OOHO
npegnoxeHve ¢ nomowbto onepaumn WUITKA? Mpu Hanuumm MHOXecTBa NpeobpasoBaHWii pasnUYHbLIX TUMOB, PYMMb
o6beguHstoTca onepauven WM. Hanpumep, ytobel npeanoxute ESP ¢ (3DES wnu IDEA) n1 (HMAC_MD5 nnn HMAC_SHA),
npepnoxexHne ESP Oynet Bkntovath ABa kaHamaaTta Transform Type 1 (oanH ana 3DES, BTtopor ans IDEA) n oBa kaHouaara
Transform Type 3 (ans HMAC_MD5 n HMAC_SHA). 310 obecneunBaeT ahdeKTUBHOE NpeasiokeHne 4YeTblpéx KoMOMHaLMn
anropuTmoB. Ecnu nHnumatop xouet NpeanoxuTb TONbKO NOAMHOXECTBO 3TOro - Hanpumep, (3DES n HMAC_MDS5) unu (IDEA
n HMAC_SHA), - He cyLlecTByeT BO3MOXHOCTU NPEACTaBUTL 3TO B BUAE MHOXECTBA Npeobpa3oBaHnii B 0OHOM NPELNOXEHUN.
B3ameH nHuumatop 6yaeT co3gaBath ABa pasHbiX NPeAoXeHUs Mo nape npeobpasoBaHuii B KaXa0M.

lMpeobpasoBaHMe MOXeT MMETb OAWMH UMM MHOXeCTBO aTpmbyToB (Attribute). ATpnbyThl Tpebytotca, korga npeobpasoBaHue
MOXeT MCNoMb30BaTbCsA MHOXECTBOM CMOcoboB (Hanpumep, anropuTMm LIMGPOBaHUS C NEepPeMEHHbIM pasMepoM Krouen -
npeobpasoBaHne OyneT 3agaBaTb anroputM, a aTpubyT - pasmep knwoya). BonblMHCTBO npeobpas3oBaHuii He uMeeT
aTpubyToB. [Ing npeobpa3oBaHMs HeAONYCTUMO HanMyMe MHOXEeCTBa OAHOTUMHBLIX atpubyToB. YTOObLI NPeanoXnTe BapnaHThbl
3HayeHus ang atpubyTa (HanpuMmep, MHOXECTBO pasMepoB kntoya Ans anroputma wudposaHua AES), peanusauns [ormkHa
BKIIOYaTb MHOXECTBO npeobpas3oBaHuii ¢ o6wmM 3HayveHuem Transform Type, Kaxgoe M3 KOTOPbIX MMEeT OAuH atpubyT
(Attribute).
1 2 3

01234567890123456789012345678901

e B s e e e e Rttt 3

| Next Payload |C| RESERVED | Payload Length

+ot—t—t—t—t—t—t—t—t—t—t—t -ttt -t -ttt -ttt -ttt -ttt —+—+—+

I I

~ <Proposals> ~

I I
et T e e et 3

PucyHok 6. OnemeHm OaHHbIx SA.
OTtmeTumM, 4To cemaHTMka Transform u Attribute gocrtatouHo cunbHO otnmyaetcs ot IKEv1. B IKEv1 ogHo npeobGpa3soBaHue
3aaéT MHOXECTBO anropMTMOB A51si NPOTOKONa 1 OMH U3 HUX nepenaétcs B Transform, a gpyrve B Attribute.

Proposals (nepemeHHbIlU pa3mep)
OpHa unu MHoxecTBo cybecTpykTyp Proposal.
MaeHTndumkaTop TMNa ansa arnemeHTa gaHHblXx SA umeeT 3HadeHue 33.

3.3.1. Cy6cmpykmypa Proposal
1 2 3
01234567890123456789012345678901
s mt o e st S e e e e e et et

| 0 (last) mnm 2| RESERVED | Proposal Length
et T e e e B e A gt st st St R S
| Proposal Num | Protocol ID | SPI Size |Num Transforms|

s T e e T S T e A R st et St e B Lt
~ SPI (nepeMeHHHNI pasMep) ~
B s St e e s St e A
I I
~ <Transforms> ~

| |
s T S s Tt Tl S S et e S e R Tt St Tt SO SN IR ST

PucyHok 7. Cybcmpykmypa Proposal.
0 (nocnedHee) unu 2 (He nocnedHee) (1 okmem)
YkasbIBaeT, sBnseTca nu gaHHas cybctpykrypa Proposal nocnegHen B SA. CuHTakcuc nons yHacnegosaH ot ISAKMP, Ho
He siBnsieTcs TpebyemMbiM, NMOCKOMbKY MocrneaHow cybcTpykTypy Proposal MoxHO maeHTuduumposaTe no pasmepy SA.
3HauyeHve (2) cooTBeTCTBYEeT aneMeHTy AaHHbix Tuna Proposal B IKEv1, a nepeble 4 okteTa cybecTpykTypbl Proposal
OpraHn3oBaHbl Tak, YTOObI BbIrMsSAeTs NOA0OHO 3arofnoBKy 3NeMeHTa AaHHbIX.

'Extended Sequence Number.
2B https://www.rfc-editor.org/errata_search.php?eid=2192 6bina oTMedeHa noruyeckas owmbka B aToM npeanoxeHnn REC 4306, ogHako TekcT
6bln coxpaHeH B 3ToW U nocreaytoLlei Bepcun agokymenTa - REC 7296. lMpum. nepes.
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RESERVED (1 okmem)
[domxHo yctaHaBnmBaTbcs B 0 npy nepegaye v UTHOPMPOBAaTLCHA NPY NOMYYEHUN.
Proposal Length (2 okmema, yenoe 4yucno 6e3 3Haka)
Paamep aaHHol cy6eTpykTypbl Proposal ¢ yuéTom Bcex crneaytoLimx 3a HAM npeobpa3oBaHuii 1 aTpubyToB.
Proposal Num (1 okmem)
Koraa npeanoxeHue BHOCUTCS, MEpBOE M3 MpeasiokeHwin B AaHHbIiX SA AOJMKHO MMeTb Homep 1, a nocnegyrolive
AOJNKHbI MMeTb HOMepa Ha 1 6Gonblle cBoero npealecTBeHHUKa (ykasbiBaeTcs onepatopom OR  mexay
npeanoxeHusimMun). Korga npeanoxeHne nNpuHUMaeTcsl, ero HoMep B aneMeHTe AaHHbiX SA [OMKeH coBnagaTb C
HOMEPOM, C KOTOPbIM OHO BbINo nepeaaHo.

lMpomokon UdeHmughukamop
IKE 1
AH 2
ESP 3

Protocol ID (1 okmem)
3apaét ngeHtudumkatop npoTtokona IPsec ansa Tekywero cornacoBaHusa. OnpegenéHHble Ha MOMeHT nybnukaumn RFC
4306 3HauyeHus naeHTUUKaToOpoB NnokasaHbl B Tabnuue. HoBble 3HayeHus mornu GbiTb Ao6GaBneHbl ¢ Tex nop u MoryT
ObITb foGaBneHbl nocrne nyoénukauum aToro JOKyMeHTa. AKTyanbHble 3HaveHus cnegyeT cmoTtpeTh B [IKEV2IANA].

SPI Size (1 okmem)
Ons HavanbHoro cornacoBaHus IKE_SA aTo none AOMKHO MMeTb HyneBoe 3HayeHue; 3HaveHnue SPIl nonydvaetcs u3
BHELLHero 3aronoBka. [lpu nocrefylowmx cornacoBaHUsiXx 3TO MNofe nokasbiBaeT pasmep (B oktetax) SPl gns
cooTBeTcTBYloWero npotokona (8 ans IKE, 4 ana ESP n AH).

Num Transforms (1 okmem)
YkasblBaeT umcno npeobpasoBaHnin B 3TOM NPeaNoXKeEHUN.

SPI (nepemeHHbIU pa3mep)
3HaueHne SPIl nepepatowient ctopoHbl. OJaxe npu SPIl Size He kpaTHOM 4 okTeTam 3anofHeHWe Aris 3TOro nonsi He
npumeHsietcsa. MNpu SPI Size = 0 370 none oTCyTCTBYET B 3rieMEHTE AaHHbIX SA.

Transforms (nepemeHHbIU pa3mep)
OpaHa unu MHoxecTBo cybcTpykTyp Transform.

3.3.2. Cy6cmpykmypa Transform
1 2 3
01234567890123456789012345678901

e s St ot e e St e e B
| 0 (last) wmam 3| RESERVED | Transform Length
tt—t—t—t-t—t—t—t—t—t—t-t—t -ttt -ttt -ttt =ttt —t—F+—+—+
|Transform Type | RESERVED | Transform ID
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~ Transform Attributes

I
I I
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PucyHok 8. Cybecmpykmypa Transform.
0 (nocnedHee) unu (He nocsedHee) (1 okmem)
YkasblBaeT, ABnseTca nu gaHHas cybctpyktypa Transform nocnegHen B Proposal. CuHTakcuc nomnsi yHacnegoBaH oT
ISAKMP, Ho He gaBnseTca TpebyemMbiM, MOCKOMbKY nocneaHiow cybeTpyktypy Transform moxHO naeHTudmumposats no
pasmepy Proposal. 3HadeHune (3) cooTBeTcTBYeT anemeHTy AaHHbix Tuna Transform B IKEv1, a nepBble 4 okteTa
cybeTpykTypbl Transform opraHnsoBaHbl Tak, YTOObI BbIrMsaAeTb NOA0OHO 3aronoBky areMeHTa AaHHbIX.
RESERVED
[domxHo yctaHaBnmBaTbcs B 0 npy nepegaye v UrHOpPMPOBAaTLCHA NPY NOMYYEHUMN.
Transform Length
Pa3smep gaHHou cy6eTpykTypbl Transform ¢ y4éTom BCex crnefyoLmx 3a HUM npeobpasoBaHuin n aTpubyTos.
Transform Type (1 okmem)
Tun npeobpasoBaHusi, 3ag4aBaemoro 3Ton CybCTPYyKTypol. PasnunyHble NpOTOKOMbI MOAAEPXMBAIOT PasHble 3HaYeHus
Transform Type. [ns HeKOTOpPbIX MPOTOKOMOB OTAEfIbHble Npeobpa3oBaHWs MOryT OblTb Heobs3aTenbHbIMU. Ecnn
npeobpasoBaHne He sBnseTcad obs3aTenbHbIM, @ WHUUMATOP >KenaeT BHeCTW npeanoxeHne 6e3 Hero, Takoe
npeobpa3oBaHne npocTto onyckaetcsa. Ecnum  uHuumatop xouveT nepedaTe pelleHMe Bonpoca  MCMoMb30BaHWst
HeobsA3aTenbLHOro Npeobpa3oBaHNs OTBETYMKY, OH BKItoYaeT 3Ty cybeTpykTypy ¢ Transform ID = 0 B kayecTBe ogHON U3
onuun.
Transform ID (2 okmema)
YKasblBaeT KOHKpeTHbIN ak3emnnap Transform Type, koTopbii 6ygeT npeanoxeH.
3Hauenusa Transform Type, npvBeféHHbIe B Tabnuvue, oTpaxaloT Tunbl, onpeaenéxHHole Ha MomeHT nybnukaumn RFC 4306.
HoBble 3HaueHus Mormu 6biTb fobaBneHbl ¢ Tex nop U MoryT GbiTb AoGaBneHbl nocne nybnukaumMm 3TOro AOKyMeHTa.
AkTyanbHble 3HaveHusa cnegyeT cMoTpeThb B [IKEV2IANAL

OnucaHue Tun lMpumeHeHue
AnropuTtm wncposaHusa (ENCR) IKE n ESP
McegocnyyanHas dyHkums (PRF) IKE

AnropuTtm 3awmTbl LenoctHocTu (INTEG) IKE', AH, onuuoHarnsHo B ESP

pynna Diffie-Hellman (D-H) IKE, MmoxeT ncnonssoatbcs Takke B AH n ESP
PacwupeHHble nopsgkoBble Homepa (ESN) AH n ESP

Ons npeobpasoBanun tvna 1 (Transform Type 1, anroput™ WWdPOBaHUS) 3HAYEHUSA UOEHTMMKATOPOB Mpeobpa3oBaHust
(Transform ID) npuBeneHbl B Tabnuue cnesa, BKIOYaloLWwen naeHTUduKaTopbl, onpeaenéHHble Ha MoMeHT nybnukaummn RFC
4306. HoBble 3Ha4eHns mornu 6biTb A06aBneHsbl ¢ Tex Nop 1 MoryT BbiTb fo6aBneHbl nocne nyénukauum 3Toro AOKyMeHTa.

AkTyanbHble 3HaveHus cnegyet cMoTpeThb B [IKEV2IANAL

[SAEEEINNE

'CornacoBaHve anroputma 3awmTbl LENOCTHOCTU ABnsieTcs obssatenbHbiM Ans cgopmaTta Encrypted, onucaHHOro B 3TOM [JOKYMEHTE.
Hanpumep, [AEAD] 3apaét gononHutenbHble popMaTbl, OCHOBaHHbIE Ha ayTEHTUMULMPOBAHHOM LUMAPOBAHUN, TAe OTAENbHbIA anroputm
3aLUmThI LEENOCTHOCTM HE cornacyeTcs.
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Nms Homep HokymeHm
ENCR DES V64 |1 HeT cneuundmkauunm
ENCR_DES 2 RFC2405, [DES]
ENCR_3DES 3 RFC2451
ENCR_RC5 4 RFC2451
ENCR _IDEA 5 RFC2451, [IDEA]
ENCR_CAST 6 RFC2451
ENCR_BLOWFISH 7 HeT cneuundmkauum
ENCR _3IDEA 8 HeT cneundukaumm
ENCR DES IV32 9 HeT cneuudumkauun
ENCR_NULL 11 RFC2410
ENCR_AES CBC [12 RFC3602
ENCR_AES CTR |13 RFC3686

[ns npeobpasosaHun Tuna 2 (Transform Type 2, nceBaocnyyanHas dyHkums) s3HadeHns Transform ID npyvBeaeHsl B Tabnuue,
BKMOYawLWwen wmnaeHtudmkaropbl, onpegenéHHbie Ha MomMeHT nybnukaumm RFC 4306. HoBble 3HayeHuss mornmn 6biTb
nobaBrneHbl ¢ Tex Mop M MoryT ObiTb foGaBneHbl nocrne nybnvkaumMmM 3TOro AOKyMeHTa. AKTyarbHble 3HadeHusi crnegyer
cmoTpeTb B [IKEV2IANA].

Ums Homep HokymeHm
PRF_ HMAC MD5 1 RFC2104, [MD5]
PRF_HMAC SHA1 2 RFC2104, [SHA]
PRF _HMAC TIGER B8 HeT cneundmkaumm

Onsi npeobpasoBanHun tuna 3 (Transform Type 3, anroputm 3awimTbl LENOCTHOCTU) 3HadeHust Transform ID npuBegeHbl B
Tabnuue cnpasa, BkMYawowWwen naeHtTudukaTopbl, onpeaenéHHbie Ha MomeHT nybnukaumm RFC 4306. HoBble 3HauyeHus
Mornu ObiTb AobaBneHbl ¢ TeX NOp U MOryT ObiTb Ao6GaBneHbl nocne nyénukauum 3Toro OOKyMeHTa. AKTyarnbHble 3HaYeHusi
cnepyet cmoTpeTh B [IKEV2IANA].

Nms Homep JokymeHm

NONE
AUTH_HMAC MD5 96 |1 RFC2403
AUTH_HMAC_SHA1_962 RFC2404
AUTH_DES_MAC 3 HeT cneundwukaunm
AUTH_KPDK_MD5 4 HeT cneundwukaunm
AUTH_AES_XCBC 96 5 RFC3566

[ns npeobpasosaHun Tuna 4 (Transform Type 4, rpynna Diffie-Hellman) 3Ha4eHns Transform ID npuBegeHsl B Tabnuue cneea,
BKMOYawLWwen wmnaeHtTudmkaropbl, onpegenéHHbie Ha MoMeHT nybnukaumm RFC 4306. HoBble 3HayeHuss mornun ObiTb
nobaBrneHbl ¢ Tex Mop M MoOryT ObiTb foGaBneHbl nocre nybnvkaumMmM 3Toro LOKyMeHTa. AKTyarbHble 3HadeHusi cnegyer
cmoTpeTb B [IKEV2IANA].

NUms Homep | [okymeHm
NONE 0
768-6utoBbin MODP 11 MpunoxeHue B
1024-6utoBbin MODP 2 MpunoxeHune B
1536-6utosbii MODP 5 [ADDGROUP]
2048-6utoBbii MODP |14 [ADDGROUP]
3072-6utoBbii MODP 15 [ADDGROUP]
4096-6utoBbii MODP |16 [ADDGROUP]
6144-6uToBbii MODP 17 [ADDGROUP]
8192-6utoBbii MODP 18 [ADDGROUP]

XoTs npotokonbl ESP n AH He BkntovatoT Hanpsimyto obmeHa Diffie-Hellman, rpynna DH moxeT 6biTb cornacosaHa ansa Child
SA. 3710 nossonseT napTHépam ucnonb3oBaTb MeTop Diffie-Hellman B obmeHe CREATE_CHILD SA ans obecneveHus
COBEpLUEHHOW 3aLmnTbl reHepupyemblix kntoden Child SA.

Ons npeobpasosanuin tuna 5 (Transform Type 5, pacwupeHHble nopsakoBble Homepa ESN) 3HadeHus Transform ID
npvBefeHbl B Tabnuue cnpasa, BKAoYawoLwen ngeHtndukaTopsl, onpeaenéHHbie Ha momeHT nybnukaumm RFC 4306. HoBble
3HayeHnss Mornu GbiTb AobaBrneHbl ¢ Tex Nop u moryT 6biTb o6aBneHbl nocne nybnukaumm 3Toro AOKyMeHTa. AKTyanbHble
3HayeHus criegyeTt cmoTpeThb B [IKEV2IANA].

Nmsa Homep
Het ESN 0
ESN 1
OTmeTuM, 4YTO MHUUMaTop, nogaepxmeatowmin ESN, o0bivHO OyaeT BktoyaTth ABa npeobpasoBaHusa ESN co 3HaveHusmn 0 n 1
B CBOMX npeanoxenuax. MNpeanoxeHus, Bkovatowme Tonbko npeobpasoBaHne ESN co 3HayeHneM 1, o3HayaeT oTkas oOT
NpUMeHeHNst 0BbIYHbIX (HE pacLUMpPEHHbIX) MOPSIAKOBBIX HOMEPOB.

Mocne RFC 4306 6bino no6aBneHo MHOXeCTBO 3HadYeHust Transform Type, kKoTopble MoxHO HanTu B peecTpe IANA IKEv2.

3.3.3. lMpuemnembie munbi Npeobpa3zosaHuli 011 MPOMOKOJI08

Yucno n tmn npeobpasoBaHuini B anemeHTax SA 3aBUCMT OT NpoTokona B camon SA. AnemMeHT gaHHbIX SA, npegnararowmm
opraHmsaumio SA, conpoBoXaaeTcsi 00s3aTenbHbIMM U OMNUMOHanNbHbIMKM Tunamu npeobpasoBaHuin. CooTBETCTBYOLLAS
cneumdukauun peanu3aums AOSMKHA MOHMMAaTb BCe ob6s3aTenbHble M OMNuMOHanbHble TUMbl ANS NOAAEPXMBAEMbIX €
NPOTOKOSOB (XOTA OHa He obsi3aHa NPUHMMaTL NPEANOXeHUs ¢ HenpuemnemMbiMu Wwndpamu). MNMpeanoxeHne MoxeT onyckaTb
Heobsi3aTenbHbIE TUMbI, €CNN EANHCTBEHHBLIM BOCMPUHMMaeMbiM 3HadeHnem sisnsetcss NONE.

Mpomokon| O6si3amesnbHbie munbl |ONYUOHaIbHbIE MUIbI
IKE ENCR, PRF, INTEG', D-H

'CornacoBaHve anroputma 3almTbl LENOCTHOCTU ABnsieTcs obssatenbHbiM Ans cgopmaTta Encrypted, onucaHHOro B 3TOM [JOKYMEHTE.
Hanpumep, [AEAD] 3apgaét gononHutenbHble popmMaTbl, OCHOBaHHbIE Ha ayTeHTUULMPOBAHHOM LUMGPOBaHWUN, TAe OTAENbHbIA anropuTm
3aWMThl LEMOCTHOCTM HE cornacyeTcs.
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ESP ENCR, ESN INTEG, D-H
AH INTEG, ESN D-H

3.3.4. O6s13amenbHbIe Transform ID

YkasaHve wundpoHabopoBs, KOTopble AOJMKHO M crneayeT NoaaepxuBaTb ANs B3avMOAEWCTBMS, OblNO yAaneHo M3 3Toro
AOKYMEeHTa, MOCKOMbKYy CTano SICHO, YTO 3TW CMMCKM OyayT MeHsATbCA valle, Hexenu obHoBRsieTcs AOKYMEeHT. Ha mMomeHT
ny6nvkaumMm 3Toro AOKyMeHTa Takue wmndpoHabopbl 6binn ykasaHsl B [RFC4307], HO criegyeT OTMETUTb, YTO 3TOT CMUCOK
MoxeT 6biTb 06HOBNEH B Byayuiem, a apyrme RFC moryT 3agasatb Apyrne Habopsbl LUMEPOB.

BaxHbiM pesynbTtaTtom ucnonb3oBaHusa IKEv1 aBnaeTcsa noHMMaHue TOro, Y4TOo CUCTEMaM He crieayeT peanu3oBaTb TOMbKO
obsa3aTenbHble anropuTMbl U XXAaTb, YTO OHU SIBATCS Ny4lUMM BbIOGOPOM Ansi BCEX NONb3oBaTenen.

OueBungHo, 4to IANA byneT nobaBnsiTb HOBble Npeobpa3oBaHUs, a HEKOTOPbIE MOMb30OBATENN MOMYT NMPUMEHATH NPUBATHbIE
wndppoHabopsl, ocobeHHo ans IKE, roe paspabotymkam cnegyet obecneyvBaTtb NOAAEPXKKY Pa3NMYHbIX NapameTpoB, BNAOTb
00 HEKOTOpbIX OrpaHudeHun pasmepa. B nogaoepxkky aton ngeun Bcem peanusaumam IKEv2 cnepyeTt Bknovatb cpeacrtsa
yrnpaBreHus, KoTopble NO3BOMAT (NOMb30BaTENO UMM CUCTEMHOMY agMUHUCTpaTopy) 3agasatb napametpsl Diffie-Hellman
(reHepaTop, Moaynb, pa3Mep W 3HA4YeHUS IKCMOHEHTbI) AN HoBbix rpynn DH. PaspaboTtunkam cnepyeT nogaepxuBatb
WHTEpPdENC YyNpaBneHusi, 4Yepe3 KOTOpbIA MOryT 3adaBaTbCsi 3TM NapamMeTpbl U cBsidaHHble € HuMKM Transform D
(nonb3oBaTenem UM CUCTEMHbIM agMUHUCTPATOPOM) Ans obecneyveHns BO3MOXHOCTU COrNacoBaHWs Takux rpymnn.

Bce peanusaumm IKEV2 gomkHbl BKMOYaTh CPEACTBA YNpaBIEHUsl, KOTOPbIE NO3BOMST MNOML30BATENO UMW aAAMUHUCTPaTOpPy
cucteMbl 3agaBaTb Habopbl, noaxogswme ana mcnonb3oBaHust ¢ IKE. lMpu nonyvyeHun anemeHTa [aHHbIX C Habopom
Transform ID peanu3auunsa gomxkHa cpaBHUTL NepefaHHbie naeHTudmkaTopbl Npeobpa3oBaHuin ¢ BbIGPaHHBIMU FTOKanbHO ANd
NPOBEPKM COrMacoBaHHOCTM NPeasioKeHHOro Habopa ¢ NnokanbHOM NONMTUKON. Peanu3auma AomkHa oTBepraTb NpeanoxeHunst
SA, KoTopble He pa3spelueHbl 3TUMKW cpeacTBamu ynpasreHus Habopamu IKE. OtmeTtvMm, 4Tto wmdpoHabopbl, KOTOpbie
[OJDKHBbI ObITb peanv3oBaHbl, He TpebyeTcs yka3bliBaTb B JTOKanbHOW NOMNUTUKE, KaK NpuemneMsble.

3.3.5. Ampubymsbi npeobpa3osaHus
1 2 3
01234567890123456789012345678901
e et o e s st e S e B e S sttt a4
|A| Attribute Type | AF=0 Attribute Length |
|F| | AF=1 Attribute Value |
+t—t-t—t—t—t—t—t—t-t—t-t—t -ttt -ttt -ttt -ttt —t—F—t—+—+—+
| AF=0 Attribute Value |
| AF=1 Not Transmitted |
e e a a B B e e e et et St e R e S

PucyHok 9. Ampubymsl npeobpa3osaHusi.
Kaxxgoe npeobpasoBaHue B anemMeHTe SA MOXeT BKtoYaTb aTpubyTbl, MEHsiloWMe WnM OOMNOSHAWME cneumndukaumo
npeobpas3oBaHusa. 3Tu aTpubyTbl NpeacTaBnsAloT coOOM Mapbl «TUM-3HAYEHVME» W onpefeneHbl Hwxe. Hanpumep, ecnu
anroput™M WKpoBaHNA MMEET KIHYM MEpPEMEHHOro pasMepa, 3TOT pa3Mep MOXeT 3afdaBaTbCA B KayecTBe atpubyrta
ATpnbyTbl MOryT UMETb 3Ha4yeHue (PUKCMPOBAHHOTO (2 OKTeTa) UNM NepeMeHHoro pasmepa. B nocnegHem cnydvae ans
npencraenexHus atpubyTa ncnonb3dyeTtcs popmat «TUn-pasmep-3HadeHne».

Attribute Format (AF) (1 6um)
YkasblBaeT UCnonb3oBaHve Ans AaHHbIX aTpubyTta dopmarta TLV' unu Gonee kopotkoro TV2. Hynesoe 3HauyeHue donara
AF rosoput 0 chopmate TLV, a 1 - o popmaTte TV (2-6anToBOE 3HAYEHNME).
Attribute Type (15 6umoes)
YHukanbHbIN naeHTudmkaTop Trna atpnbyra (CM. HUxe).
Attribute Value (nepemeHHbIlU pa3mep)
3HadeHne aTpubyTa ykasaHHoro tTuna. Ecnn 6ut AF cbpoweH (0), 3TO none mMeeT NepeMeHHbIN pasMep, YKasaHHbIN
nonem Attribute Length. Mpu yctaHoBneHHom (1) cdonare AF none Attribute Value nmeet pasmep 2 okteTa.
EQnHCTBEHHBIM OnpefeneHHbIM B HacToswee BpeMs aTtpubytom sBnsietca pasmep kniova (Key Length) n gna Hero
ucnonb3yeTcsa (puKcMpoBaHHbIA pa3mep. Crneundukaumm aTpubyToB NEPEMEHHOW ANWHbI BKIOYEHbI TONBKO ANs Oyayuimx
pacwmpeHnii. ATpnbyTbl, onvMcaHHble B KadecTBe 6a30BbIX, HEQOMYCTUMO MPeACTaBNsATb C UCMONb30BAHWEM MEPEMEHHOIO
pasmepa. ATpuOyTbl NEPEMEHHOr0 pa3mepa HegonycTUMO MNpPeacTaBnsATb B kayecTBe 0as0BbIX, JaXe €Cnu UX 3HayeHue
MOXeT ObITb NOMeLLeHO B ABa okTeTa. OTMETUM, 4TO 3TO oTnm4daeTcs oT IKEv1 Tem, 4To noBbilwaeTcst TMOKOCTb U ynpoLLaeTcs
co3faHue CoobLLEeHNI, HO HECKOIBbKO YCNOXHSETCS ux pasbop.

Tun ampubyma |3HayeHue ®opmam ampubyma
Key Length (B 6utax)|14 TV
B Tabnuue ykasaHo 3HaueHue, onpeaenéHHoe Ha MomMeHT nybnukaumm RFC 4306. HoBble 3HaveHus Mmornu 6biTe fo6aBneHsbl ¢
Tex nop u MoryT GbiTb goGaBneHbl nocne nybnukaumum 3TOro AOKYMeHTa. AKTyanbHble 3HAa4YeHUs crnefyeT CMOTPeTb B
[IKEV2IANA].

3HaueHua 0 - 13 n 15 - 17, ucnonb3oBanucb B noxoxem koHTekcTe IKEv1 u ux He cnegyeT Bblgenatb 6e3 Hanuums
COBMaaeHnn.

ATpubyT Key Length ykasbiBaeT pa3mep kntoya B OuTax (JOJMKeH MCnonb30BaThbCA CETEBOM NOPSAOK 6ANTOB) ANA HEKOTOPLIX
npeobpas3oBaHnii, kak ONMCaHO HUXE.

- Atpubyt Key Length HegonycTumo wcnonb3oBaTb B npeobpasoBaHusX C (DUKCMPOBAHHBIM PasMeEpPoM Kroua.
Hanpumep, k Takum npeobpasosaHunam otHocsaTca ENCR_DES, ENCR_IDEA, a Takke Bce npeobpasoBaHus Type 2
(ncespocnyyariHas dpyHkums) u Type 3 (3awmTa LenocTHOCTM), ONUCaHHbLIE B 3TOM JOKYMEHTE.

- [Ona HekoTopbix npeoGpasoBaHui aTpubyT Key Length pmomkeH BkniouaTbes Bcerga (nponyckaTb aTpubyT He
paspeluaeTca 1 npeobpa3oBaHus Ge3 Hero AOMKHbI OoTBepratbes). MpvMepamMu MOryT CryXuTb Npeobpa3oBaHus
ENCR_AES_CBC u ENCR_AES_CTR.

"Type/Length/Value - Tun-pasmep-3HayeHue.
“Type/Value - Tun-3HaveHwe.
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- B HekoTopbix npeobpa3oBaHMaX C NEPEMEHHBIM Pa3MePOM KIYel YCTaHaBNMBaETCA UCMONb3yeMbI MO YMONYaHUIO
pa3mep. MNpumepamn Taknx npeobpasosanuii aensoTcad ENCR_RC5 n ENCR_BLOWFISH.

Mpumeyanue ana paspaboTymkoB. [Insi NOBbILWEHWS YPOBHS B3auMOAEWCTBUS UM MOAAEPXKKU HE3aBMCMMOrO OBHOBMEHWUS
KOHEYHbIX TOYeK peanu3aumsiM 3TOro NpoToKona crnegyeT BOCMPUHMMATL 3HAYEHUS, KOTOpble Ha WX B3rnsg MOBbIWalT
ypoBeHb 3alnTbl. Hanpymep, ecnu y3en HacTpoOeH Ha BOCNpUsiTUE LWNEPOB C NEPEMEHHBIM Pa3MepoM Kroda npu AnvHe
kntoya X 6uTtoB 1 npegnaraeTca 6onee ONUHHBIN KIHOY, peanu3auun cregyeTt NpuHUMaTh Takoe NpeanoXeHue, ecnm oHa
MOXeT paboTaTb ¢ 6onee ANMHHBIM KITFOUYOM.

Mopaepxka Tako BO3MOXHOCTW MO3BOSISIET OTBETUMKY BbIPa3vTb KOHLIEMUUIO «HE HMDKE» HEKOTOPOro YPOBHS 3aliuThbl -
«pasMep knya He MmeHee X 6uToB aAng wudpa Y». OgHako, MOCKONbKy aTpubyT BCcerga Bo3BpallaeTcsl HEM3MEHHbIM (CM.
cnegywowmi naparpadg), MHMUMATOpy, >Kenawwemy BOCMPUHMMATb pasHble pasMepbl KIo4veln, crnegyeT BKHO4YaTb
MHOXXeCTBO nNpeobpa3oBaHUsi OQHOIO TUNa, KaXaoe U3 KoTopbix umeeT ceon atpnbyT Key Length.

3.3.6. CoenacoeaHue ampubymoe

|_|pVI cornacoeaHun 3aLIJ,VILIJ,éHHOl7I CBA3N NHNLUMATOPbl BHOCUT CBOU NpearioXXeHna oTBeTvYnKam. OTBETYNKM AOJTXKHbI Bbl6paTb
n3 HpeﬂﬂOMEHMﬂ OaVH MONHbIN H360p napameTpoB (MHM OTBEPrHyTb BCe NpenrnoxeHud, ecrnim OHU He HOHXOHHT) Ecnu
nmeeTcd MHOXEeCTBO npep,no>|<eHvu7|, OTBETHYUK AOJTKEeH Bbl6paTb OAHO U3 HUX. Ecnu Bbl6paHH06 npeanoXxeHuwe BKMK4YaeT
MHOXXeCTBO OAHOTUMHbIX npeo6pasoBaHMﬁ, OTBETYUK AOJIXKEeH BH6paTb OAQHO Wn3 HUX. Bce anM6yTbI BH6paHHOFO
ﬂp606p83OBaHVIF| AOJIXHbI BO3BpaLlaTbCA B HEU3MEHHOM BUAeE. V|HVIL|,I/IaTOp obmeHa AOoJXeH yﬁe,D.VITbCFl B TOM, 4YTO NpPUHATOE
npennoxedHune cornacyetca co caenlaHHbIMM UM npeanoXxeHuAamu. |-|pl/| Hann4ymm pacxoxqquMPl OTKIMNK AOJIXKEeH ObITb
OTBEPrHYT.

Ecnn oTBeTUMK nonyyaeT npeanoxeHuwe ¢ HeNnoHATHbIM Transform Type vunu B npeanoXeHun oTCyTCTBYeT 0bA3aTenbHbIA TWN
npeobpas3oBaHus, Takoe NpeasiokeHne AOMKHO paccmaTpyBaTbCs, Kak HenpuemnemMoe, OAHaKo Apyrne npeanoXxeHns ns Toro
xe anemeHTa SA obpabaTbiBaloTcsi 0BbIMHLIM MYTEM. AHANOMMYHO, €CnN OTBETYMK MosfyyaeT npeobpas3oBaHMe HEMOHATHOro
TMNA WM C HEMOHATHbIM 3HaveHuwem Transform Attribute, oH AgormkeH paccmaTtpuBaTb Takoe npeobpasoBaHue, Kak
HernpueMnemoe, coxpaHsasa obblyHyt0 06paboTKy Apyrmx NnpeobpasoBaHuin ¢ Tem xe Transform Type. 310 Nno3BonuT onpegensrt
B Oyayuiem HoBble 3HadeHust Transform Type u Transform Attribute.

Cornacosanue rpynn Diffie-Hellman nmeeT HekoTopble ocobeHHOCTM. SA BknovaeT npegnaraeMble aTpubyTbl U OTKpbITOE
aHaveHue Diffie-Hellman (KE') B ogHoM coobLueHunn. Ecnv B HayansHoOM obMeHe uHUumMaTop npeanaraeT UCMonNb30BaTh OOHY
n3 Heckonbkux rpynn Diffie-Hellman, emy cnepyet BbiGpaTb Ty, KOTOPYH OTBETYMK C BbICOKOW BEPOSITHOCTLIO MPUMET, U
BKIIOYNTL COOTBETCTBYOLWEee 3Ton rpynne 3HaveHve KE. Ecnu oTBeTunk BbiGepeT npepnoxexHne ¢ apyrow rpynnown DH
(otnnyHom ot NONE), oH ykaxeT B OTKNNKE KOPPEKTHYIO FPynny U MHMLMATopy cnepyet Hantu Ansa csoero KE anemeHT B 910N
rpynne npu nostope coobweHnd. OgHako emy criegyeT No-npexHemy npegnaratb NofHbIi HAbop NoaAepXKMBaeMmbIX rpynm,
4yTOObI MPefoTBPaTUTL BO3MOXHOCTb OpPraHuM3auuMy aTtak, HampaBIieHHbIX Ha CHWDKEHWEe YPOBHSA 3alwuTbl. Ecrnv ogHum wms
npepnoxenni ang rpynnel DH saensetcs NONE n oTBeTUnk BbiGupaeT npeanoxeHne, OH AOIMKEH UrHopupoBaTh anemeHT KE
WHUUMaTopa v He BkntovaTb KE B CBOM OTKIUK.

3.4. OnemeHT Key Exchange
1 2 3
012345678901234567890123456780901
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| Next Payload |C| RESERVED | Payload Length
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| Diffie-Hellman Group Num | RESERVED

+-t—t-t-t-t-Ft-t-t-t—t-F-F—t-F -ttt -ttt -t -ttt —F—F-F+-+-+
I I
~ Key Exchange Data ~
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Pucyrok 10. ®opmam anemeHma Key Exchange.
OnemeHT paHHbix Key Exchange (KE) cnyxuT gns obmeHa oTkpbiTbiMM 3HadveHusimu Diffie-Hellman B npouecce obmeHa
kntodamm Diffie-Hellman. OnemeHT Key Exchange coctout mn3 6as3oBoro 3aronoBka AaHHbix IKE, 3a koTopbiM cnepyeT
oTKpbITOE 3Ha4eHue Diffie-Hellman.

KE co3paétcs nytém konmpoBaHusi OTKpbiToro 3HadeHus Diffie-Hellman B none Key Exchange Data. Pasmep oTkpbiTOro
3HaueHuss DH ansa mMogynbHbIx akcnoHeHuuanbHbix rpynn (MODP?) pomkeH coBnagaTb ¢ pa3Mepom NpocToro yvcna (prime
modulus), KOTopoe BO3BOAUTCH B CcTeneHb. [1pn HeobxoanMOCTH none 3anonHaeTcs Hynamu cnesa (prepend).

Mone Diffie-Hellman Group Num ykasbiBaeT rpynny DH, B koTopow 6yaeT paccuntbiBathes Key Exchange Data (cm. naparpad
3.3.2). Mone Diffie-Hellman Group Num gomxHo cooTBeTcTBOBaTh rpynne DH, 3agaHHOM B NpeanoXeHny anemeHTa AaHHbIX
SA, nepegaHHoOro B TOM e coobLleHnmn, cnepyeT Takke obecneynBaTtb cooTBeTCTBME rpynne DH B nepeow rpynne nepeoro
npeasioXeHnsi, eCnun oHa ykasaHa. Ecnv H1 ogHO 13 npeanoxeHuin ¢ faHHoM anemeHTe SA He ykasbiBaeT rpynny DH, Hannune
anemeHta KE Hepgonyctumo. Ecnu BbiOpaHHoe npennoxeHne ucnonb3yeT gpyryto rpynny DH (otnmnyHyio ot NONE),
cooOLeHne AoMmKHO ObiTb 0TBEPrHYTO ¢ Bo3Bpatom anemeHTta Notify Tuna INVALID_KE_PAYLOAD. Cwm. Takke naparpadbl
1.2un27.

WpoenTtudpukatop Trna ana anemeHTta Key Exchange nmeet 3HayeHue 34.

3.5. AnemeHT ldentification

OnemeHT ganHbIX Identification (ID), o6o3Havaembii B 3Tom gokymeHTe IDi n IDr, no3BonseT napTHEpPaM nNpeabaABnATb CBOO
naeHTUUKaUmo Apyron CTopoHe. ATa uaeHTUdUKaums MOXeT UCMONb3oBaTbCA NPV NMPOCMOTPE MOMUTUKM, HO He obsa3aHa
cooTBeTCcTBOBaTh MHGpopmauun B anemeHte CERT - oba 3TM noms MOryT MCrnonb3oBaTbCA peanu3auvent Ans KOHTPOns
aoctyna. Mpu ucnonb3oBaHum otoxaecteneHun Tuna ID_IPV4_ADDR/ID_IPV6_ADDR B anemenTtax IDi/IDr npotokon IKEv2
He TpebyeT COOTBETCTBMSA 3TMX agpecoB agpecam B 3arornoBkax |IP naketoB IKEv2 unu copgepxmmom anemeHTtoB TSi/TSr.

'OnemeHT AaHHbIX Key Exchange. Mpum. nepes.
2Modular exponentiation group.
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Mudopmaums IDi/IDr ncnonb3yeTcs UCKIIOYUTENBHO AN BbIOOpa NOMUTUKM U ayTEHTUMUKALMOHHBIX AaHHbIX, OTHOCALLMUXCH K
OPYrov CTOpPOHe.

MNpumeyanue. B IKEv1 ncnonb3oBanucb aga anemMeHTa ID B Kakgom HanpaBneHuun s AaHHbIX cenektopoB Tpadmka (TS)
Ona gaHHbIX, nepegaBaemoro Yepes SA. B IKEvV2 aTa uHdopmauus nepegaértcs B aneMeHTax TS (cm. naparpad 3.13).
Basa paHHbix PAD', kak ykasaHo B RFC 4301 [IPSECARCH], onucbiBaeT ucnonb3oBaHue anemeHta ID B IKEV2 u
obecneymBaeT opmanbHyl0 Modenb ANs MNPUBA3KM OTOXOECTBNEHUS B MOMWTUKM B AOMOMHEHWE K crnyxbam, CBA3aHHbIM
bonee KOHKPETHO C ucnonHeHvem nonutukn. PAD npegHasHaveHa ans obecneveHus cessn mexay SPD u ynpaenexus IKE

Security Association (qononHuTenbHy MHopmaLmMio MOXHO HaTu B naparpade 4.4.3 RFC 4301).
1 2 3
01234567890123456789012345678901
et S S St st st S S B e e  aat s et LR

| Next Payload |C| RESERVED | Payload Length
e s Tt e e T e B e st
| ID Type | RESERVED

et S e S e SR S
I I

~ Identification Data ~
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PucyHok 11. @opmam daHHbIX Identification.
OnemeHT Identification coctout n3 6GasoBoro 3aronoska AaHHbiX IKE, 3a KOTOpbIM CrnegylT OMNMCaHHble Hke Mnons
naeHTMduKaLmu.

ID Type (1 okmem)
3agaét Tvn ucnonb3yemon naeHTuduKaumm.
RESERVED
[domxHo yctaHaBnuBaTbcs B 0 npy nepegaye M UTHOPMPOBAaTLCHA NPY NOMYYEHUMN.
Identification Data (nepemeHHbIl pa3mep)
3HaueHnue, onpegensemoe nonem ldentification Type. Paamep naeHTUMKaLMOHHBIX aHHBIX paccyMTbiBaeTCsa M3 pa3Mepa
B 3arosnoBke anemeHTa ID.
MpoeHtudpmkatop tuna ans anemeHta ldentification umeet 3Havenne 35 B cnyyae IDi u 36 B cnyyae IDr.

B Ttabnuue npuBeaeHbl 3HAYEHUST TUMNOB UAEHTUMKALMK, BbliAENEHHbIE HA MOMeEHT nybnukaumm RFC 4306. HoBble 3HaveHus
Mornu ObiTb AobaBneHbl ¢ TeX NOp M MOryT GbiTb Ao6GaBneHbl nocne nyénukauum 3Toro OOKyMeHTa. AKTyarnbHble 3Ha4YeHus
cnepyet cmoTpeTh B [IKEV2IANA].

ID Type 3HayeHue OnucaHue Identification Data
ID IPvV4 ADDR 1 OpavH YeTbIpEXOKTETHbIV agpec IPv4.
ID_FQDN 2 CTpoka MONHOro AOMEHHOro uMeHu (Hanpumep, example.com). B cTpoky HeaonycTumo

BkNtoyatb cumsonbl 3aBeplueHns (NULL, CR u 1. n.). Bce cumsonsl ID_FQDN ykasbiBatoTcs
B kogupoBke ASCIl, ona OOMEHHbIX MMEH Ha APYrMx A3blkax MNPUMEHAETCA CUHTAaKCMC,
onpepenéxHbin B [IDNA] (Hanpumep, xn--tmonesimerkki-bfbb.example.net).
ID_RFC822_ADDR 3 Ctpoka nonHoro noytoBoro agpeca RFC822 (Hanpumep, jsmith@example.com). B ctpoky
HefoMyCTUMO BKIOYaTb CUMBOIbI 3aBeplueHns. C yyétom [EAI] peanu3aumsam yMecTHO
TpakToBaTb 3Ty CTPOKY, kak TekcT UTF-8, a He ASCII.

ID_IPV6_ADDR 5 OaviH WwecTHaguaTUOKTETHbIM agpec IPv6.

ID_ DER_ASN1_DN 9 BOMYHOE NpefcTaBneHve B popmate DER? ans ASN.1 X.500 Distinguished Name [PKIX].
ID DER_ASN1 _GN 10 BoMYHoe npeacTaBneHune B popmate DER gns ASN.1 X.500 GeneralName [PKIX].
ID_KEY_ID 11 HeCcTpyKkTypupOBaHHbIN MOTOK OKTETOB, KOTOPbIN MOXEeT WUCNoNnb3oBaTbCsa ANA nepefayvu

CBSi3aHHOW C npou3BoguTenem uHdgopmauun, Tpebyemoln Ansi HEKOTOPbIX (OUPMEHHbIX
BapMaHTOB MAEHTUMKALNN.

[Be peanu3aunm GyoyT COBMECTMMbI TONbKO B TOM Cllyyae, korga kaxaas MoXeT reHepupoBaTtb Tun ID, npyemnembin ans
ApYron cTopoHbl. [na obecneyeHns makcumanbHOM COBMECTUMOCTM peanu3aumnsa fomkHa 6biTb HacTpanBaeMon Ha nepegavy
no kpanHen mepe ogHoro m3 tunos ID_IPV4_ADDR, ID_FQDN, ID_RFC822_ADDR, ID_KEY_ID n BocnpusiTue Bcex 3TuX
TMnoB. Peanusauusim cnepyeTt obecneuynBaTtb BO3MOXHOCTb FEHeEpauuy U BOCMpUSTUSE Bcex 3Tux Tunos. Mopaepxueatowime
IPv6 peanusaumm AOMXHbI LOMOMAHUTENBHO UMETb BO3MOXHOCTb HacTpowku socnpusatusa ID_IPV6_ADDR. Peanusauum,
nogaepxvsatoLme Toneko IPv6, MoxHO HacTpauBaTb Ha nepegadvy Tonbko |ID_IPV6_ADDR Bmecto ID_IPV4_ADDR.

EAP [EAP] He TpebyeT Mcnonb3oBaHUsi Kakoro-nnbo KOHKPETHOro Tuna uaeHTudukaTopoBs, HO 3adacTyto EAP npumeHsieTcs ¢
naoeHtudunkatopamu NAI®, onpenenéHHbimn B [NAI]. XoTa uaeHtudukatopsl NAI nMoxoxu Ha agpeca SnNeKTPOHHON MOYThl
(Hanpumep, joe@example.com), UX CUHTaAKCMC OTMMYaeTCsa OT CUHTakcuca noytosbiX agpecoB [MAILFORMAT]. Mo aton
npuymHe ana NAI ¢ komnoHeHToB realm (obnactb) cneayeT ykasbiBaTh Tuna |ID_RFC822_ADDR. PeanusauusiM oTBETYMKOB
He HYXHO MpeanpuHMMaTb MOMNbITOK MNPOBEPKM TOYHOrO COOTBETCTBMSA WAeHTudwmkaTtopa cuHTakcucy [MAILFORMAT],
npuHumas nwobble, Bbirmsaaawme pasymHo NAL [Ons unoeHtudumkatopoB NAI 6e3 KOMMOHEHTbI crieAyeT yKasbiBaTb TuM
ID_KEY_ID.

3.6. dnemeHT Certificate

OnemeHT paHHbix Certificate (CERT) o6GecneuvBaeT cnocob nepefayn cepTtudUKaToB UMW OpYrux, CBSI3aHHbIX C
naeHTndpukaumen ganHbix depes IKE. OnemenTol Certificate cnepgyet Bknioyatb B 06MeH, ecrnu cepTudukatbl LOCTYMHbI
otnpasutento. Popmatel Hash and URL (xaw u cceinka) ans anementos Certificate cnegyeT npumeHaTb B Tex cnyyasix, korga
napTHEP Yykasan BO3MOXHOCTb MOMyYeHus uHdopMaumM wWHbIM NyTéM C ucnonb3oBaHvem anemeHta Notify  Tuna
HTTP_CERT_LOOKUP_SUPPORTED. OTtmeTtum, uto TepmuH Certificate Payload moxeT BBOAWTL B 3abnyxaeHue, NOCKONbKy
He BCe MexaHn3mbl ayTeHTUUKaLMM UCNOMNb3YIOT CepTUdUKaTLI 1 B 3TOM 3reMEHTE MOTyT NepeaaBaThCs NHbIE AaHHbIE.

MNons anemeHTa Certificate onncaHbl HUXe.

'Peer Authorization Database - 6a3a gaHHbIX Ans ayTeHTUMKaLMM NapTHEPOB.
2Distinguished Encoding Rules.
3Network Access Identifier - naeHTUdMkaTop gocTyna B ceTb.
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PucyHok 12. ®opmam anemeHma Certificate.

Certificate Encoding (1 okmem)
3710 none ykasbiBaeT TN cepTudmkaTa unmn ceaszaHHonm ¢ ceptudukaTom nHopmaumm B none Certificate Data. B tabnuue
npuvBeaeHbl 3HAYEHUs1 TUNOB CEPTUUKATOB, BbiAeNeHHble Ha MomeHT nybnukauun RFC 4306. HoBble 3HayeHus mornum
ObITb AobaBneHbl ¢ Tex nop M MoOryT ObiTb fo6GaBneHbl nocrne nybnvkaumm 3TOro AOKYMeHTa. AKTyarbHble 3Ha4eHusi
cnepyet cmoTtpeTh B [IKEV2IANA].

Cepmudgbukam Koo | OnucaHue

PKCS #7 wrapped X.509 1 He 3agaHo
PGP 2 He 3apgaHo
DNS Signed Key 3 He 3agaHo
X.509 - nognucb 4

Kerberos Token 6 He 3apaHo
CRL (cnmcok 0To3BaHHbIX CepTUdUKaToB) 7

ARL (cnucok YL ¢ npepBaHHbIMM NofiHOMoYMnsiMK) 8 He 3agaHo
SPKI 9 He 3apaHo
X.509 - atpubyTt 10 |He 3agaHo
Raw RSA Key 11

Xaw n URL ceptncmkata X.509 12

Xaw n URL ceasku (bundle) X.509 13

Certificate Data (nepemeHHbIlU pa3mep)
PeanbHbIl pasmep cepTudumKaLMOHHbIX AaHHbIX. Tun cepTudmkaTa 3agaétca nonem Certificate Encoding.
WaeHTndmkatop Tuna ans anemenTa Certificate umeet sHaueHne 37.

KOHKpPETHbIN CUHTaKCUC ANS HEKOTOpbIX TUMOB CEepTU(UKATOB B 3TOM OOKYMEHTe He onpegenéH. Hmxke npuBenéH cnmMcok
TUNOB cepTMdMKaTOB, AN KOTOPbLIX CUHTAKCUC onpeaenéH B aTon cneundukalmm.

«X.509 - nognucb» copepxut DER-npepctaeneHve ceptudukata X.509, OTKPbITBbIA KMOY KOTOPOro CIYXWT Ans
npoBepku anemeHta AUTH otnpasuTtens. OTMeT!M, Y4TO Npu 3TOM BapuaHTe NpeacTaBneHns B Criydasx, Koraa Hy>HO
nepefatb LEnovky cepTudmrkaToB, NCNonb3yeTcs MHOXeCTBO anieMeHToB CERT v TONbKO NEpBbIA U3 HUX COAEPXUT
OTKPbITbIN KN4, Ucnonb3yemMblin Ansa nposepkun anemeHta AUTH otnpasutens.

CRL copepxut DER-npeacraeneHne cnmcka oTo3BaHHbIX ceptudukato X.509.

Raw RSA Key copepxuT npeactaeneHme PKCS #1 kntoua RSA, T. e., npeacrtaBneHHyto B popmate DER cTpykTypy
RSAPublicKey (cm. [RSA] n [PKCS1]).

MpencraBnennst «Xaw m URL» no3BonsioT cHWM3UTL pa3mep coobuieHuit IKE nyTém 3ameHbl OJNIUHHBIX CTPYKTYp
AaHHbIX 20-0KTETHbIM X3L-3HadeHneM SHA-1 (cM. [SHA]) 3ameHéHHoro ceptudmkata u ceoinkon (URL) nepemeHHoro
pa3mepa Ha MeCTO XpaHeHusi 3aToro cepTudukarta B npeacrtasneHny DER. 31o nosbiwaeT aheKTUBHOCTb B CriyYasx
K3LUMPOBaHUSI AaHHbIX CepTUMKaTOB B KOHeYHbIX Toukax u genaet IKE meHee noaBepxeHHbiM DoS-atakam,
koTopble cTanu 66l npolue Ans 6onblmnx coobueHnin IKE Tpebytowmx cparmerHtauum IP [DOSUDPPROT].

Tun «Xaw n URL ceaskn» (Hash and URL of a bundle) ncnone3yet onpegenerne ASN.1 ansa ceaskm X.509 npusegéHHoe

HUXxe.

CertBundle

{ iso(1l) identified-organization(3) dod(6) internet(1l)

security (5) mechanisms (5) pkix(7) id-mod(0)
id-mod-cert-bundle (34) }

DEFINITIONS EXPLICIT TAGS ::=

BEGIN

IMPORTS
Certificate, Certificatelist
FROM PKIX1Explicit88
{ iso(1l) identified-organization(3) dod(6)

internet (1) security(5) mechanisms (5) pkix(7)

id-mod (0) id-pkixl-explicit(18) } ;

CertificateOrCRL ::= CHOICE {
cert [0] Certificate,
crl [1l] CertificatelList }

CertificateBundle ::= SEQUENCE OF CertificateOrCRL

END

Peanunsauun gomkHbl o6ecneyvmBaTtb BO3MOXHOCTL HACTPOMKM Mepeaaydn u BOCNpUATUS OO YeTbipéx cepTudmkaros X.509 B
NoaaepXKy ayTeHTUdukauuy, a Takke [OIMKHbI 0b6ecneyrBaTb BO3MOXHOCTb HACTPOWKM Mnepefayn U BOCMPUSTUS OBYX
nepebix ¢opmaTtoB Hash and URL (c HTTP URL). Peanusauusim cnegyet o6ecne4mBaTe BO3MOXHOCTb HACTPOWMKN nepeaayn
n BocnpuaTus kntoder Raw RSA. MNpu nepegade MHOXeCTBa cepTudMKaToB NEPBbLIA M3 HUX AOJDKEH CoaepXaTb OTKPbITbIN
Krod, Mcnonb3yeMblii Ans nognucbiBaHusa anementa AUTH. OctanbHble cepTudmkaTtel MOXHO NepefaBath B 1l060M nopsiake.
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Peanusaumn pomxkHbl nogaepxuBatb Metogq HTTP pgna noucka hash-and-URL. TNoeepenune pgpyrux URL-metogoB B
HacTosiLee BpeMsi He 3a4aéTcs 1 Takme MeTobl He cregyeT NPUMEHNATb NPU OTCYTCTBUM cnieumndukaumii ons Hux.

3.7. AnemeHT Certificate Request
1 2 3
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PucyHok 13. ®opmam anemeHma Certificate Request.

OnemeHT AaaHHbIX Certificate Request (ganee, CERTREQ) obecneunsaet cnocob 3anpoca npeanovTuTenbHbiX cepTudukaTos
yepe3 IKE u moxet npucytcteoBate B oTknuke IKE_SA_INIT' u/unu 3anpoce IKE_AUTH. 3nemeHTsbl Certificate Request
MOTYT BKIOYaTbCA B OOMEH, rae OTNpaBUTENIO HYXXHO NOMy4nTb cepTndukaT nonyvatens.

Mons Certificate Request onucaHbl HUXe.

Certificate Encoding (1 okmem)

YkasblBaeT Tvn unu opmar 3anpalumMBaemoro ceptudurkata. BoamoxHble 3HayeHus ykasaHbl B naparpade 3.6.
Certification Authority (nepemeHHbIl pa3mep)

YkasblBaeT npeacTaBieHne NpMemMremMoro yaocToBepSIOLLEro LieHTpa ANs 3anpoLleHHOro Tuna ceptudukara.
MpoenTudpumkatop tuna gns anemeHta Certificate Request nmeet 3HaveHune 38.

B none Certificate Encoding ncnonb3aytoTtcs Te e 3Ha4veHus1, koTopble Obinm onpeaeneHsl B naparpade 3.6. MNone Certification
Authority copepxuT wuHaukaTop AoBepeHHblx YL ans paHHoro Tuna ceptudwmkata. 3HadveHue Certification  Authority
npeacTaBnsieT coboi KoHkaTeHauuo xaL-3HadeHnint SHA-1 Ans oTKpbITbIX Knoden yaocToBepstowmx LeHTpos (CA?2). Kaxaoe
3HayeHune npegctasnsaeT cobon xaw SHA-1 anga anemeHTta Subject Public Key Info (cm. naparpad 4.1.2.7 pa6otbl [PKIX]) 13
kaxkgoro ceptudpmkata Trust Anchor. [IBaguatvoKTeTHbIE X3LlW-3HadeHus1 obbeamHATCs (KOHKaTeHaumsl) U noMeLLarTcsa B
none 6e3 JONONHUTENBHOTO POPMaTUPOBAHNUS.

Copepxunmoe nons Certification Authority onpegeneHo Tonbko gnst ceptugukato X.509 (tunel 4, 12 n 13). Vicnonb3oBaTb
Apyrve 3Ha4yeHus He cneayeT, noka He GyayT onybnukoBaHbl COOTBETCTBYIOLUME CieLMdUKaLUM UX MPUMEHEHMWS CO CTaTyCcoM
Standards-Track.

OtmeTunm, Yto TepmuH Certificate Request (3anpoc cepTtudmkarta) MoxeT BBOAUTb B 3abnyaeHne, NOCKObKy 3anpalumMBaThbes
C NMOMOLLIbI0 3TOr0 3NIEMEHTa MOTYT HE TONbKO cepTudmKaTbl, HO U APYrYe AaHHble, Kak ObiNno ykasaHo B OnucaHumM anemMeHTa
Certificate. CuHTakcuc anemeHta Certificate Request ons Takux cnyvaes He onpeaensieTcs B 3TOM AOKYMEHTe.

OnemeHT Certificate Request obpabaTbiBaeTcs nytém nposepku nons Cert Encoding ans onpegeneHuns Hanuumst y
obpabaTtbiBatowero ceptudukaTos atoro Tuna. Ecnu Takme ceptudukatel MmeroTcs, npocmatpmsaetca none Certification
Authority ana nposepku Hanuums y obpabaTbiBatowiero cepTndukaToB, KOTOpble MOryT OblTb NOATBEPXKAEHbI B OOHOM U3
yKa3aHHbIX yAOCTOBEPSIOLMX LIEHTPOB. OTO MOXET ObIThb Lienoyka cepTndunkaTos.

Ecnu cywecTtByeT ceptudukaT koHe4yHoro obbekTa, KOTOpbIA yAoBneTBOpsAeT kputepusam, 3agaHHbeiM B CERTREQ, ator
ceptTudmkaTt Unu Lenoyvky ceptudukaTtoB crnepyeT nepefatb Hasad 3anpalumsaroliemy cepTudukat yany, npu ycrioBuu, Yto
nonyyatens CERTREQ:

- HacTpOeH Ha ucnonb3oBaHue ayTeHTudmkauum no ceptnudnkaTam;
- MMeeT paspelleHre Ha nepeaady anemeHTta CERT,;
- MMeeT COOTBETCTBYHOLLYIO NONUTUKY Aosepus k CA Ans TeKyLLero corrnacoBaHus;

- MMeeT Mo KpawHeW Mepe OAMH AeNCTBYOWMIA (time-wise) 1 noaxoasiumin ceptudmkaT KOHEYHOro 0O beKTa, CBA3aHHbIN
¢ CA n3 CERTREQ.

[MpoBepka cepTucmnkaToB Ha NpegmMeT X OT3biBa AOSKHA BbIMOMHATLCA B MpoLecce Co3faHusa Lenoyek, Mcnornb3yeMomM Ans
Bblibopa cepTmudukara. OTMETUM, YTO Aaxe Npu HacTPOMKe ABYX NApTHEPOB Ha Mcnonb3oBaHue pasHbix CA, B nornke Boibopa
cnepyeT nogaepXuBaTb OTHOLLEHUS KPOCC-cepTudurkauum.

He crtaBuTcs 3agaum GMOKMPOBaHUSA CBA3WM HA OCHOBE CTPOroro COOTBETCTBMS BbliOOpa cepTudmkaTa npensiokeHHOMy B
CERTREQ - otnpaBuTtens MoxeT BblbvpaTb Apyrne ceptudmkaTbl, KOTOpble MonyvaTenb MOXET NPOBEPUTb U KOTOPbIM OH
CMOXeT [0BepsTb Ha OCHOBE KpoCC-CepTudMKaumu, CMUCKOB OT3biBa M OpyrMx crnocoboB. Takum obpasom, obpaboTke
CERTREQ cnepyeT BbIrmsageTb, Kak NpeaioXeHno Ha BblIbop cepTudmkata (He obsizatenbHo opgHoro). Ecnn cepTudmkata
HeT, aneMeHT CERTREQ wurHopupyeTtcsi. C TOYKM 3peHMst NpOTOKOoMa 3TO He siBnsieTcsl owmbkor. MoryT Bo3HMKaTb cryyaw,
Korga npv Hanuumm npegnovtutensHoro CA, ykasaHHoro B CERTREQ, nogxogsuimm okasbiBaeTcst Apyron ya0CTOBEPSOLLMNA
LeHTp (BO3MOXHO, B pe3ynbTaTte Bbibopa onepaTopa).

Yeegomnenusa HTTP_CERT_LOOKUP_SUPPORTED moryT BkntovaTbCs B NtoOble COOOLLEHUS), KOTOPblE MOTYT BKMOYaTb
anemeHT CERTREQ, Ang ykasaHus BO3MOXHOCTM OTMpaBuTEns npocMmatpueaTtb ceptudmkatel HO ccbinkam HTTP (URL) u,
cnepoBaTenbHO, ero BEPOATHOrO NPeAnoYTeHns ceptudmrkaTos B Takom dopmare.

3.8. AnemeHT Authentication
OnemeHT pAaHHbiXx Authentication (manee, AUTH) comepXwT [aHHble, KOTOpble MWCNOMb3yTCA ANs ayTeHTUdUKauuu.
CuHtakcuc Authentication Data meHsieTca B cooTBeTCcTBUM C BhiGopom Auth Method, kak onncaHo Huxe.

'B opuruHane owmbo4uHo ckasaHo IKE_INIT_SA, cm. https://www.rfc-editor.org/errata_search.php?eid=4387. Mpum. nepes.
2Certification Authority - areHTCTBO no cepTuduKaLmm, yaoCTOBEPSIIOWMIA LEHTP.
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Monsa anemeHTa Authentication onncaHbl HUXe.
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PucyHok 14. ®opmam anemeHma Authentication.
Auth Method (1 okmem)
3agaét ucnonb3yembli MeTon ayTeHTudukauun. Hwke nepeyvncrieHbl TUMNbl Noanucen, onpefenéHHble Ha MOMEHT
nybnukaumm RFC 4306. HoBble 3HaueHuss mornu ObiTb AoGaBreHbl ¢ Tex nop M MoryT ObiTeb Ao6aBneHbl nmocrne
ny6nvkaumm aToro AokymeHTa. AKTyarnbHble 3HaveHus crnegyet cMoTpeTh B [IKEV2IANA].
RSA Digital Signature 1
PaccunTtbiBaeTcs B cooTBETCTBMM € naparpadom 2.15 ¢ ncnonb3oBaHMEM CEKPETHOrO Krtoda RSA co cxemon nognmcu
RSASSA-PKCS1-v1_5, onucanHoii B [PKCS1] (paspaboTuvkam cnepyeT npuvHMMaTb BO BHUMaHue, 4to IKEv1
ucnone3yeT apyron metoa anga nognucen RSA). ina obecneyeHnsa B3aumogencTemsa peannsaumnsam, noaaepxvsarLm
3TOT TN, crnepyeT nogdepxusaTb nognucu, ucnonb3yowme SHA-1 B kavectBe X3W-YHKUMKW, a Takke cnegyeT
npumeHaTb yHkumio SHA-1 no ymonyaHuio npu reHepauun nognvcen. Peanm3aumm MoryT UCnonb3oBaTth NOSyYEHHbIN
OT napTHépa cepTudmkaT, KaKk pekomMmeHgaumio no BbIGOPY NOHATHOW 06eum CTOPOHaM X3LW-(PYHKUMK ONA NOANUCK B
anemeHnTte AUTH. OagHako crnegyeT OTMETUTb, YTO MCMONb3yeMbli B nognucu anemedta AUTH anropytm xawmpoBaHus
He 06513aH coBnagatb C anropuTMamMm X3LWMpoBaHus B cepTudukaTax.
Shared Key Message Integrity Code 2
PaccuutbiBaeTcs B cooTBeTCTBUM C naparpacpom 2.15 ¢ wucnonb3oBaHnem oOLWIEro knwoya, CBSA3AHHOIO C
oToxgecTeneHnem B anemeHTe ID, u cornacosaHHon pyHkuun PRF.
DSS Digital Signature
PaccuntbiBaeTca B cooTBeTCcTBMM C naparpacgpom 2.15 ¢ mncnonb3oBaHnem cekpeTHoro krntoda DSS (cm. [DSS]) wn
xawmposaHusa SHA-1.
Authentication Data (nepemeHHbIl pa3mep)
Cwm. naparpad 2.15.
NpeHtudpmkaTtop Tvna ans anemexta Authentication nmeet 3HayeHne 39.

3.9. AnemeHT Nonce
OnemeHTbl Nonce, obo3HayaemMble B 3ToM AokyMeHTe Ni 1 Nr (ans mHMumatopa n OTBETYMKA, COOTBETCTBEHHO), coaepXaT
CJ'IyHaVIHbIe 3Ha4YeHuqa, cnyxawue ana obecrneyeHuss XXNM3HeCTOMKOCTU B npouecce obmeHa un 3alnTbl OT aTakK C NOBTOPHbLIM
NCnonb30BaHNEM MAKETOB.
1 2 3
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| Next Payload |C| RESERVED | Payload Length

e e B Rtk o e e e e e T e D e et et L Bt el e et

| |

~ Nonce Data ~

I I
s Tt o T Bt s T T s T Tt e S S a1

PucyHok 15. ®opmam anemeHma Nonce.
OnemeHT Nonce BkntoYaeT eAMHCTBEHHOE None

Nonce Data (nepemeHHbIU pa3mep)
Cny4aliHble faHHble, reHepupyemble nepeaaroLlen CTOPOHON.
NpeHtudpmkaTtop Trna ans anemeHta Nonce umeet 3HaveHue 40.

Pasmep nona Nonce Data pomxkeH ObiTb B AnanasoHe 16 - 256 okTeToB, BKnounTensHo. HeponycTtumo noBTOpHOE
ucnonb3oBaHue 3HaveHun Nonce.

3.10. AnemeHT Notify

1 2 3
01234567890123456789012345678901
et S St Tt S e e At Tt ST E SRS

| Next Payload |C| RESERVED | Payload Length
+-t—t—t—t—t-t—t—t-t—t—t -ttt -ttt -ttt -ttt -ttt —t-+—+-+
| Protocol ID | SPI Size | Notify Message Type

et e L e L e 3
I I

~ Security Parameter Index (SPI) ~
| |
e e e et et Tt e e e s SR L
| |

~ Notification Data ~

| I

s B e B B R T R R R R R Rt Tl Tl Ll el el e
PucyHok 16. ®opmam anemeHma Notify.

OnemeHT Notify (N) ucnonesyetca ana nepepaym cnyxebHon mHdopmauun (owmbkn, cMeHa cocTosHus) napTHépy IKE.
OnemeHT Notify MOXeT NoABNATLCA B OTKNMKaX Ha OTBEPrHyTble 3anpockl (0ObIMHO C ykaszaHWeM NpuYMHbI OTKasa), obmeHe
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INFORMATIONAL (anst coobueHuin 06 owmbkax, He oTHocswmxcs k 3anpocy IKE) n B gpyrux cooOweHnsx ansa nHamkaumm
BO3MOXXHOCTEW OTNpaBUTENS UMM U3MEHEHUS TPAKTOBKM 3arnpoca.

Monsa anemeHTa Notify onucaHbl H1xe.

Protocol ID (1 okmem)
Ecnn yBegomneHne oTHocUTCA K cywecTBytowen SA, 3HauyeHne SPI koTopoi ykasaHo B none SPI, 3To none nokasbiBaeT
TMN gaHHon SA. [ina yBegomneHun, otHocawmxcs k Child SA, aTo none AoMKHO cofepXaTtb 3HaYeHue 2 Ans UHAMKauum
npoTtokona AH vnu 3 ans nHgukaunm ESP. U3 yBegomneHuii, onpeaenéHHbIX B 3TOM JOKYMeHTe, none SPI BkniovaeTcst
Tonbko B INVALID_SELECTORS, REKEY _SA u CHILD_SA NOT _FOUND'. Ecnu none SPl nycto, B none
naoeHTMdUKaTopa NpoTokona npu nepegade AOMKHO MnomewaTbcss 3HadeHne 0, a Ha NPUEMHON CTOPOHe 3TO rnorne
[OJDKHO NIHOPUPOBATLCS.

SPI Size (1 okmem)
Pa3smep SPI (B okTeTax) B COOTBETCTBUM C MaeHTudmkaTopom npotokona IPsec nnu 0, ecnu ungekc SPl He npumMeHum.
Ona ysegomneHun, kacatowmxcsa IKE_SA, none SPI Size pomkHo nmeTb 3HauveHne 0, a none SPIl 4omkHO 6bITb NyCThIM.

Notify Message Type (2 okmema)
YkasblBaeT T1MN yBeOOMITEHUS.

SPI (nepemeHrHbIU pa3mep)
MHaekc napameTpoB 3alLnThbI.

Notification Data (nepemeHHbIU pa3mep)
HaHHble o cTtatyce wnu owwnbke, nepepaBaemble B pononHeHve k Notify Message Type. 3HayeHuss atoro nonsi
onpenensaTcs TUMOM YBEAOMIIEHUS (CM. HUXE).

MpoeHtudpmkatop tuna ans anemeHta Notify nmeet 3HauyeHve 41.

3.10.1. TunbiI coobwerut Notify

YBefomneHmsa mMoryT GbiTb coobLeHnaMu 06 olwmbkax, ykasbiBaloWUMKN NPUYNHBLI OTKa3oB nNpu opraHmnsaumm SA. OHu moryT
Takke copepxaTb AaHHble O COCTOSHUW, KOTOPbIMW Npouecc ynpasreHus 6ason AaHHbix SA xenaetT obmeHuBaTbCA C
npoLieccom napTHépa.

Hwxe npuBenéH cnucok coobuieHun Notification ¢ ux kogamu. Yucno pasHbix coobuieHnin 06 owmbKax CyLLeCTBEHHO CHMKEHO
no cpaeHeHnio c IKEv1 B uUensax ynpoweHus W COKpalleHWss O6bEMa KOHMUIypauWMOHHBLIX AaHHbIX, OOCTYMHbIX ANd
30HAMPOBaHNS.

OnanasoH TnnoB ot 0 o 16383 npegHasHadeH ans coobuleHun 06 owmnbkax. Peanusaums, nonyumBas anemeHT Notify ¢
KOAOM U3 3TOro Amnanas3oHa, KOTOPbI OHa He pPacno3HaET, NPW OTKIMKE AOJIKHA NPEeAnoNoXMTb MOMHbIA OTKa3 npu obpaboTke
COOTBETCTBYIOLLErO 3anpoca. HenoHsiTHble TuMbl OWKMOOK B 3anpocax U TUMbl COCTOSHUIA B 3anpocax M OTKNMKaxX [OSMKHbI
UrHOPMPOBAaTbLCH C 3aMUCbio Taknx OaKTOB B CUCTEMHbIE >XypHarbl.

OnemeHTbl Notify TMNOB, OTHOCALUMXCA K COCTOSIHUSIM, MOTYT Ao6aBnsaTbcA B Niobble coobuieHns. HenoHsTHbIe anemMeHThbl
Takux TWUMOB [OMXKHbI UrHOPMPOBATbCA. Takue COOOLIeHVs MpedHasHaveHbl ANns WMHAUKaUMM BO3MOXHOCTEW M, Kak 4acTb
cornacosaHusa SA, NPUMEHSAIOTCA ANs COrnacoBaHNs HEKPUNTOrpadnyecKknx napameTpos.

JononHutensHas nHdopmauusa no o6paboTke owmbok npueeaeHa B naparpade 2.21.

Hwxke npuBeneHbl TMNbl coobLLeHnn, onpeaenéHHble Ha MoMeHT nybnukaumm RFC 4306, a Takke ABa AOMOMHUTENbHbBIX TUNA,
onpegenéHHble B 3TOM OOKyMeHTe. HoBble 3HauyeHus mornu ObiTb A0OaBneHbl ¢ TeX nop M MoryT ObiTb gobaBneHbl nocrne
nybnvkaumm aToro AokymeHTa. AKTyarnbHble 3HaveHns cnegyet cMoTpeThb B [IKEV2IANA].

Twvinbl owmnbok ansa coobueHnin NOTIFY.

UNSUPPORTED_CRITICAL_PAYLOAD 1
Cwm. naparpad 2.5.

INVALID_IKE_SPI 4
Cwm. naparpad 2.21.

INVALID_MAJOR_VERSION 5
Cm. naparpad 2.5.

INVALID_SYNTAX 7

YkasbiBaeT coobleHnsa nony4deHHsle IKE, koTopble Henpuemnemsl No NpuynHe BbiXxoda 3a AOMyCTUMbIE Npeaensl Tuna,
pasmepa unu 3HadyeHus, a Takke 6blnn OTBEPrHyThl N0 COOOpaxeHuam nonuTuku. [ing npegoTBpaLleHns atak Ha crnyxobl
C MCnonb3oBaHNMeM OOMaHHbIX COOOLIEHUA 3TOT KO4 MOXHO BO3BpallaTb TOMbKO ANSA LWMMPOBAHHBLIX COOOLLEeHnA (B
LWNPOBaHHLIX COOBLLEHNAX), eCnn naeHTUdUKaTOp CoobLLEeHUs u kpunTorpadmnyeckas KOHTPONbHAsA CYMMa KOPPEKTHBbI.
Bo usbexaHne yTeykn uHGOpMaumMm K 30HAMPYIOLWEMY 3TO coobLleHVWe AOMKHO nepedaBaTbCA B OTBET Ha Nobyto
owwmnbKy, Ans KOTOPOWN He BblgeneHo Koaa. [ina otnagku cnepyeT BbIBOAUTL Bonee aetanbHyto nHgopmaumio o6 owmnbke
Ha KOHCOIb UMM B CUCTEMHBIN XypHan.

INVALID_MESSAGE_ID 9
Cwm. naparpad 2.3.

INVALID_SPI 11
Cwm. naparpad 1.5.

NO_PROPOSAL_CHOSEN 14

Hu oanH 13 npeanoxeHHbIX WMdPOHabopoB He MOXET ObiTb NPUHAT. Takoe coobLleHne MOXeT nepefasaTbes B nobon
cuTyauuu, Korga npennoxeHuss (Bknodas 3HadeHus anemeHToB SA, yBegomneHusas USE_TRANSPORT_MODE wu
IPCOMP_SUPPORTED wn gp.) He moryT ObiTb NpuHATBHI OTBETYMKOM. COOOLIEHME MOXET TakkKe ykasbiBaTb OLUMOKY
obuwero tvna gna Child SA, korga cBsasb Child SA He MoxeT ObiTb co3gaHa Mo TOM UNU MHOW MpudmHe. CM. Takke
naparpac 2.7.

INVALID_KE_PAYLOAD 17
Cwm. naparpadbl 1.2 1 1.3.
AUTHENTICATION_FAILED 24

Mepenaétca B otBeT Ha coobuweHne IKE_AUTH korga ayTeHTudumkauusi no TOW UMM MHOW MpUYMHE 3aBeplumnachb
oTkasom. Cm. Takke naparpad 2.21.2.

'B opuruHane aTo npeanoxeHue cogepxut owmbky. Cm. hitp://www.rfc-editor.org/errata_search.php?eid=3036. lpum. nepes.
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SINGLE_PAIR_REQUIRED 34
Cwm. naparpad 2.9.
NO_ADDITIONAL_SAS 35
Cwm. naparpad 1.3.
INTERNAL_ADDRESS_FAILURE 36
Cwm. naparpad 3.15.4.
FAILED_CP_REQUIRED 37
Cwm. naparpad 2.19.
TS_UNACCEPTABLE 38
Cwm. naparpad 2.9.
INVALID_SELECTORS 39

MoxeT nepegasatbca B obmeHe IKE INFORMATIONAL, korga ysen nonydaet nakeT ESP nnu AH c cenektopamu, He
COOTBETCTBYHOLWMMN SA, NCNONb30BaHHOM AN ero AocTaBku (310 TpebyeT oTOpackiBaHua naketa). MNMone Notification Data
yKkasblBaeT Hadano naketa-HapywwuTens (kak B coobweHuax ICMP), a none SPI B yBegomneHun ycrtaHaBnuBaeTcs B

cootBeTcTBMM ¢ SPI ans Child SA.

TEMPORARY_FAILURE 43
Cwm. naparpad 2.25.
CHILD_SA_NOT_FOUND 44

Cwm. naparpad 2.25.
Tunbl cocToaAHUn ansa coobweHnin NOTIFY.

INITIAL_CONTACT 16384
Cwm. naparpad 2.4.

SET_WINDOW_SIZE 16385
Cwm. naparpad 2.3.

ADDITIONAL_TS_POSSIBLE 16386
Cwm. naparpad 2.9.

IPCOMP_SUPPORTED 16387
Cwm. naparpad 2.22.

NAT_DETECTION_SOURCE_IP 16388

Cwm. naparpad 2.23.
NAT_DETECTION_DESTINATION_IP 16389
Cwm. naparpad 2.23.

COOKIE 16390
Cwm. naparpad 2.6.
USE_TRANSPORT_MODE 16391

Cwm. naparpad 1.3.1.
HTTP_CERT_LOOKUP_SUPPORTED 16392
Cwm. naparpad 3.6.
REKEY_SA 16393
Cwm. naparpad 1.3.3.
ESP_TFC_PADDING_NOT_SUPPORTED 16394
Cwm. naparpad 1.3.1.
NON_FIRST_FRAGMENTS_ALSO 16395
Cwm. naparpad 1.3.1.

3.11. AnemeHT Delete

OnemeHt Delete (mnanee, D) comepxuT onpegensembii MPOTOKONIOM WAEHTUUKATOP 3alLMLLEHHON CBA3W, KOTOPYH
oTnpaeutenb yganset u3 06asbl AaHHbIX (CriegoBaTenbHO, CBSA3b NepecTtaéTt ObiTb KoppekTHoM). PucyHok 17 [NokasbiBaeT
¢dopmat anemeHTa Delete. B aToM anemeHTe OaHHbIX MOXHO nepedaBaTb MHoXecTBo SPl, ogHako Bce SPI AomkHbI
OTHOCUTbCH K OAHOMY npoTokony. CmelwnBaHme naeHTnuKaTopoB NPOTOKONoB B anieMeHTe Delete HegonycTumo. OgHako B
ogHom obmeHe INFORMATIONAL ponyckaeTcsa ucnonb3oBaHWe MHoxecTBa yBegomneHui Delete ¢ SPlI gnsa pasHbix

NPOTOKONOB.
1 2

3

01234567890123456789012345678901
et T kSRS R L e R e

| Next Payload |C| RESERVED | Payload Length |
tt—t—t—t-t—t—t—t—d—t—t-t—t -ttt -ttt -ttt -ttt —F—F—+—+
| Protocol ID | SPI Size | Num of SPIs |

et S e S S e S S S it 3

~ Security Parameter Index(es)

PucyHok 17. ®opmam anemeHma Delete.

(SPI)

I
I
et B e et

Ypanenvne IKE_SA ykasbiBaeTcs 3HadeHneMm uaeHtudukatopa npotokona 1 (IKE), a He 3HayeHusmu SPIl. Ypanenue
CHILD_SA (Taknx, kak ESP nnn AH) byget BkntoyaTbe nageHtudpumkatop npotokona IPsec (2 gna AH, 3 ans ESP) u 3HaveHue

SPI, koTopoe nepeparLLas Touka oxmagaeT Bo BXxoasawmx naketax ESP nn AH.
Mons anemeHTa Delete onncaHbl HMXe.

Protocol ID (1 okmem)
1 ona IKE SA, 2 ana AH, 3 ona ESP.
SPI Size (1 okmem)

Pa3mep (B okteTax) nHgekca SPI, onpegensemoro naeHTMUKaTopom NpoTokona. ATo none AOMKHO MMeTb 3HaveHune 0

anst IKE (SPI 3aronoske coobuexust) unu 4 ans AH n ESP.
Num of SPIs (2 okmema, yesioe yucsio 6e3 3Haka)

Yucno nugekcos SPI B anemeHTe Delete. Pasmep otaensHbix SPI onpegensetcs nonem SPI Size.

43
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Security Parameter Index(es) (nepemeHHbIl pa3mep)
Yka3blBaeT KOHKPETHYIO yaansemyto cBasb unn cessu SA. Pasmep atoro nons onpegensercs 3HavyeHnsimu nonen SPI Size
1 Num of SPlIs.

MpoeHTudpukatop tuna gns anemeHta Delete umeeT 3HadeHne 42.

3.12. AnemeHT Vendor ID

OnemeHT AaHHbIX Vendor ID (ganee, V) copepxuT onpedenéHHble npousBoguTeneM KOHCTaHTbl, KOTOpble cryxaT Ans
naeHTUdUKaLUMM 1 pacno3HaBaHWs yAanéHHbIX 3K3eMMNMsSpoB peanu3auMin [AaHHOro npoussoauTensd. JTOT MeXaHW3M
no3BonseT Npou3BoANTENSM 3KCNEPUMEHTUPOBATL C HOBLIMW BO3MOXHOCTAMMW, obecneymBas COBMECTUMOCTb CO CTapbiMu
BEPCUAMM.

OnemeHT Vendor ID MoxeT aHOHCMpPOBaTb BO3MOXHOCTb OTrnpaBuTens paboTatb C HEKMMU paclUMpPeHnsSMU NpOTOKona v
NpOCTO MAEHTUMLMPOBaTb peanu3aunio B LEenax oTrnagkm. Ha ocHoBe 3HaYeHWst He[ONYCTUMO M3MEHATb MHTEpPNpeTaLmio
Kakon-nmbo unHdopmauun, onpedenéHHon B 3TOM LOKYMeHTe (T. €. OUT KPUTUYHOCTM AOoJKeH ObiTb cOpolleH). Bo3moxHa
nepegaya MHoxectBa anemeHtoB Vendor ID. Peanusauum He obfAsaHa nepepaBatb anemMeHTbl Vendor ID n moxeT He
MCMNOomnb30BaTh UX COBCEM.

OnemeHT Vendor ID moxeT nepepaBaTtbcs B Mbom coobueHunn. lMonyyeHue 3Hakomoro anemeHTa Vendor ID paér
peanu3auum BO3MOXHOCTb MCMONb30BaTh 3HAYEHWS, BbiAENEHHbIE B 3TOM JOKYMEHTE AN YACTHOrO NPUMEHEHUS - YacTHble
3NEeMEHTbI AaHHbIX, TUMNbl 06MeHa, yBeoMNeHns U T. N. HenoHATHble anemeHTbl Vendor ID gomkHbI UTHOPUMPOBATLCS.

Pa3spaboTunkn OOKYMEHTOB, >Xenatlowme pacluMpuTb OaHHbIA NPOTOKOM, AOFKHbI onpefdenuTb anemeHT Vendor ID gns
aHOHCUPOBaHUS BO3MOXHOCTM peanusoBaTb pacluMpeHue onucaHHoe B AokymeHTe. [lpepnonaraetcs, 4TO nony4vusLIve
npu3HaHve AOKYMeHTbl, OyayT CTaHAApTM30BaTbCs C BbiAEneHuem 3HadeHun m3 pesepBHbix 6nokoB IANA (Future Use) un
ucnone3oBaHue gaHHoro Vendor ID 6ygeT npekpaluaTbes.
1 2 3

01234567890123456789012345678901
S e s s mt S T T e
| Next Payload |C| RESERVED | Payload Length

T e S e e e
I
~ Vendor ID (VID)

I
I I
et T e e At S T

PucyHok 18. ®opmam snemeHma Vendor ID.
Mons anemeHTa Vendor ID onucaHbl HUxe.

Vendor ID (nepeMeHHbIl pa3mep)
HecmoTpsa Ha OTCYTCTBUE LIEHTPanNn3oBaHHOIO peecTpa naeHTugurkaTopos, Ha BeibpasLiero 3HaveHne Vendor ID noxurcs
OTBETCTBEHHOCTb 3@ YHUKaNbHOCTb 3TOr0 MAaeHTUdmKaTopa. Xopownm TOHOM SBMSIETCA BKIOYEHME B MAeHTudukaTop
Ha3BaHWs KOMMNaHWW, NMeHN paspaboTumka u T. N. MOXHO Takke MCrnonb3oBaTb reorpadMyeckylo WUpPOTy U AOMroTy B
KOMOWHaLuuM co BpeMeHeM BblOOpa 3Ha4yeHus unu npuaymMaTb VMHOW YHUKanbHbI naeHTudumkatop. Vcnonb3oBaHue
LUMPOBOW CUrHaTypbl B3aMeH OJIMHHbIX CTPOK ABNAETCHA NPeANOYTUTENBbHON NPaKTUKON.

MpoeHTudpumkatop tuna gns anementa Vendor ID nmeeT 3HayeHne 43.

3.13. dnemMeHT TS
1 2 3

01234567890123456789012345678901
e et S e e etk S I B A R e

| Next Payload |C| RESERVED | Payload Length
s mt o e s St e e R s at
| Number of TSs | RESERVED |

s mt o T Rt et Tt L B B e e
|
~ <Traffic Selectors>

|
| |
s e T S e o e T et ST T e L S e Tt s s

PucyHok 19. ®opmam anemeHma TS.
OnemeHT aaHHbix Traffic Selector (TS) no3BonseT napTHépam naeHTUULMPOBaTL NOTOKM NakeToB AnsA obpaboTkm cnyxbamu
IPsec. OnemeHT TS cocTtouT 13 6asosoro 3aronoska IKE, 3a koTopbIM cnefyoT oTAemNbHbIE CeneKkTopbl Tpaduka.

Number of TSs (1 okmem)
Yucno npeacraBnsemblx CENEeKTopoB Tpaduka.
RESERVED
[domxHo yctaHaBnmBaTbcsa B 0 npy nepegaye v UrHOpPMPOBaTLCHA NPY NOMYYEHUN.
Traffic Selectors (nepemeHHbIl pa3mep)
OAVWH Mnu MHOXECTBO MHAMBUAYaNbHBLIX CENEKTOPOB Tpaduka.
Pa3mep anemeHTa TS BKntoyaeT 3arofioBok TS m Bce cenekTopbl Tpaduka.

MoeHtudpmkatop Tuna anemeHta Traffic Selector nmeet 3HauyeHne 44 Onsi agpecoB Ha CTOPOHe MHuumaTopa SA u 45 Ha
CTOPOHE OTBETYMKA.

OnemeHTbl TSi M TSr He 06si3aHbl BKIOYaTb OAMHAKOBOE YMCIIO CENEKTOPOB Tpadmka. MakeT cuMTaeTcs COOTBETCTBYIOLMM
faHHoMy Tsi/TSr, ecnu OH COOTBETCTBYET XOTS Obl OAHOMY WHAMBMAyanbHOMY cenektopy B TSi M xota Gbl ogHOMy
WHAMBMAYarnbHOMY cenekTopy B TSr.

Hanpuwmep, cenektopam

TSi
TSr

((17, 100, 198.51.100.66-198.51.100.66), (17, 200, 198.51.100.66-198.51.100.66))
((17, 300, 0.0.0.0-255.255.255.255), (17, 400, 0.0.0.0-255.255.255.255))
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OyayT cooTBeTcTBOBaTh Naketbl UDP ¢ agpeca 198.51.100.66 B nobow agpec, ncnonbaytowme nobyto n3 kombuHaumii nopTos
(100,300), (100,400), (200,300), (200, 400).

Takum obpasom, OANS HEKOTOpbIX TUMOB NpaBwun MoxeT notpeboBaTtbcst Heckonbko nap Child SA. Hanpumep, npaswno,
COOTBETCTBYHLLEE TONMbKO MopTam oTtnpasutens/monyyatens (100,300) n (200,400) B npuBeQé€HHOM Bbille MNpuMepe, He
MOXeT ObITb cornacoBaHo npu ogHor nape Child SA.

3.13.1. Cennekmop mpachuka
1 2 3
01234567890123456789012345678901
B ks e T e e e e e e e e R e e e e el Tt L E T L e

| TS Type |IP Protocol ID*| Selector Length |
B s Et B e e s St e e L R At 4
| Start Port* | End Port*

B s mt e e St S e s st et ot
l Starting Address* l
i—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—i
l Ending Address* l

| |
et S e e et T I e I e  a at 3

PucyHok 20. Cennekmop mpacgbuka.
* (ece nonsi, kpome TS Type u Selector Length 3agucsim om TS Type; Ha pucyHke
npusedeHsbl rons dns munos 7 u 8, orpedenéHHbIX 8 Hacmosu,ee epemsi)
TS Type (1 okmem)
3apaét Tin cenekTopa Tpacduka.
IP protocol ID (1 okmem)
3HayeHune, yKkasbiBawollee ngeHTudunkaTop ceasaHHoro npotokona IP (Hanpumep, UDP, TCP, ICMP). HyneBoe 3HadeHue
yKasblBaeT, YTO C AaHHbIM TS He CBSi3aH Kakon-TO MPOTOKOMN — SA MOXeT NPUMEHATLCA ANs BCEX NPOTOKOIOB.
Selector Length
YkasbiBaeT pa3mep AaHHow cybeTpykTypbl Traffic Selector ¢ yyétom 3aronoeka.
Start Port (2 okmema, yenoe 4ucsio 6e3 3Haka)
HanmeHbLUMIN HOMep MopTa, pas3peLleHHbIV Ans 3Toro cenekropa. [ins nNpoToOKONoB, r4e HoMep nopTa He onpefenéx
(Bkntovas protocol 0) unu paspelueHsl Nobble HOMepa, 3TO None [AOMMKHO UMeTb 3HadeHve 0. 3HadeHus koda u Tuna
ICMP n ICMPV6, a Takke Tunbl 3aronoska (MH) Mobile IP Bepcun 6 (MIPv6) npencrtaBnsitoTcsa B 3TOM Mone B
cooTtBeTcTBUM ¢ naparpacom 4.4.1.1 [IPSECARCH]. 3Hauyenuss tuna u kopga ICMP Tpaktyiotcsi, kak 16-6uToBbIN
LLeNOYNCIIEHHBIN HOMEp MopTa, rae ctapwuve 8 GUTOB ykasbiBalT Tun, a mnagwme 8 - kod. 3HadeHnss MIPv6e MH Type
TPaKTYIOTCS, Kak 16-6UTOBBIN LENOYUCAEHHBLIN HOMEP nopTa, rae ctapwmne 8 6UToB ykasblBaloOT TUM, @ Mnagwmne 8 nvetot
3HayeHwue 0.
End Port (2 okmema, uenoe 4yucsio 6e3 3Haka)
Hanbonbwnin Homep nopTa, paspelleHHbIn ANa 3TOro cenekrtopa. [ns npoTOKOmnoB, rge HOMep nopTta He onpefenéx
(skntoyvas protocol 0) nnu paspelueHbl Nodble Homepa, 3TO Norne [OMKHO MMeTb 3HadeHne 65535. 3HayeHus koga n Tuna
ICMP n ICMPv6, a Takke Ttunbl 3aronoeka (MH) Mobile IP Bepcun 6 (MIPv6) npenctaBnsilotca B 3TOM MOMe B
cootBeTcTBUM C naparpadom 4.4.1.1 [IPSECARCH]. 3HaueHuss Tmna u kopa ICMP TpakTtytoTcs, kak 16-6utoBbin
LeNOYNCIEHHBI HOMEp MopTa, rae ctapwuve 8 6GuToB ykasbiBaloT Tun, a mnagwue 8 - kod. 3HadyeHns MIPv6e MH Type
TPaKTylTCS, Kak 16-6UTOBBIN LLENOYUCNEHHBI HOMEp nopTa, rae ctapwmne 8 GUTOB ykasbiBalOT TUM, a Mnagwmne 8 nvetot
3HaueHue 0.
Starting Address
HaunmeHbLInA agpec, BKMOYEHHbIV B 3TOT cenekTop Tpaduka (pa3mep onpenensetcs nonem TS Type).
Ending Address
Hanbonblunin agpec, BKNIOYEHHbIN B 3TOT cenekTop Tpaduka (pasmep onpegensetca nonem TS Type).
Cuctemsbl, cootsetcTBylowme [IPSECARCH] n xenatowwme nokasate Bce noptbl (ANY), AOMXHbI ycTaHaBnuBaTb ANA
HayanbHOro nopta 3HaveHue 0, a onsa KoHeyHoro - 65535 (oTmeTum, yTO, cornacHo [RFC4301], ANY Bknioyaer OPAQUE).
Cucrtembl, paboTtatowme ¢ [IPSECARCH] un xenatowme nokasate noptel OPAQUE, Ho He ANY, AOMKHbI YCTAaHOBUTbL Ansi
HayanbHOro NopTa 3HaveHne 65535, a ansa koHe4Horo - 0.

CenekTopbl Tpaduka TMNoB 7 1 8 MOryT Takke ykasbiBaTb nons Tuna u koga ICMP unu ICMPv6, paBHo kak Tun nonei MH
Type B 3aronoskax IPv6 mobility [MIPV6]. OgHako cnegyet otmMeTuTb, 4To naketbl ICMP 1 MIPv6 He vMMmeloT pasgenbHbix
nonen Ans oTnpaBuTens u nonydvatens. Meton 3agaHusi cenektopoB Tpadwmka ana ICMP n MIPv6 nokasaH B npumepe
naparpada 4.4.1.3 [IPSECARCH].

Hwke npuBegeHbl 3HaveHusa nong Traffic Selector Type ¢ onucaHuaMn agpecHbIX CenekTopos, onpederiéHHble Ha MOMEHT
ny6nukaumm RFC 4306. HoBble 3Ha4yeHus1 Mornu ObiTe obaBneHbl ¢ Tex Nop v MoryT ObiTe foGaBneHbl nocne nybnukaumm
3TOro AOKYMeHTa. AKTyanbHble 3Ha4eHus cnepyeT cmoTtpeTs B [IKEV2IANA].

TS_IPV4_ADDR_RANGE 7
OnanasoH agpecos |IPv4, npeacTtaBneHHbIn ABYMSA 4-OKTETHbIMU 3Ha4YeHuaAMU. [lepBoe 3HavyeHne ykasbiBaeT HayvarbHbIN,
BTOpPOE - KOHEYHbIN agpec IPv4 (o6a 3HavyeHus BKMOYalTCs B Anana3oH agpecos).

TS_IPV6_ADDR_RANGE 8
OnanasoH agpecos IPv6, npeactaBneHHbi ABYMsT 16-OKTETHLIMKU 3HaYeHMAMU. [epBoe 3Ha4YeHne yKasblBaeT HavarbHbIN,
B BTOPOE - KOHEYHbIN agpec IPv6 (06a 3HauyeHMs BKHOYAOTCA B AMana3oH agpecoB).

3.14. OnemeHT Encrypted

OnemeHT Encrypted, o6o3Havaembin B 3TOM AokymeHTe SK{...}, cogepxuT gpyrve anemeHTsl B 3awmdpoBaHHOM Buae. lMpu
Hannuun anemeHTa Encrypted aTOoT anemeHT pmormkeH ObiTb nocnegHumM B cooOLleHuMM. YacTto 3TOT aneMmeHT siBnsaeTcs
€[VHCTBEHHbIM 3MIEMEHTOM [aHHbIX B COOOLWeHMM. JTOT 3neMeHT HasbiBawT Takke Encrypted and Authenticated
(3awmdbpoBaHo n ayTeHTUMLNPOBAHO).
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AnropuTmbl LWMPOBaHMA M 3alUMThl LENOCTHOCTM cornacytotcs npu opranmsaumm IKE_SA, a knioun paccyvTbiBalOTCA B
cooTBeTCTBMM C naparpacdamu 2.14 1 2.18.

B atom gokymeHTe onvcaHa kpuntorpadudeckas obpaboTka anemeHToB Encrypted ¢ mcnonb3oBaHnem 6GroyHoro wmdpa B
pexume CBC n anroputma 3almTbl LENOCTHOCTU C KOHTPOMbHLIMW CYMMaMu (hMKCMPOBaAHHOTO pasmMepa, pacCunTbiBaeMbiMU
Anst cooOLLeHni NnepemMeHHoOro pasMmepa. YCTpPOWCTBO MPOTOKona paspabaTbiBanock nocrne anroputmoB ESP, onuncaHHbIX B
RFC 2104 [KBC96], 4303 [RFC4303] n 2451 [ESPCBC]. B paHHOM JOKyMeHTe MONHOCTbIO OnucaHa KpunTtorpaduyeckas
o6paboTka aaHHbIX IKE, a ynoMsiHyTble JOKYMEHThI CriegyeT paccmaTpuBaTth B KadecTBe 060CHOBaHMS yCTPONCTBa NPOTOKOMa.
B Gynywmx gokymeHTax MoxeT ObiTb 3agaHa obpaboTtka anemeHToB Encrypted ans gpyrux BugoB npeobpasoBaHuii Tuna
anroputMmoB WncpoBaHusa co cHéTumkom (counter mode encryption) n ayteHTudumumpoBaHHoro wndgposaHusa (authenticated
encryption). MapTHépam HeAONYCTUMO COrNacoBbIBaTb NPeobpa3oBaHuns, Anst KOTOPbIX HET cneundukauni.
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PucyHok 21. ®opmam anemeHma Encrypted.
Mpn ucnonb3oBaHuMM anropuTma ayTeHTUUMUMPOBaHHOIO wWudpoBanns ana 3awmuTbl IKE SA yCTpOWCTBO 3neMeHTOB
Encrypted otnnuyaetca ot onucaHHoro 3gecb. B gokymeHte [AEAD] npeacrtaBneHa vHopMaums O Takux anroputMax u umx
ucnonb3oBaHun B ESP.

MpeHTudmkatop Tuna ans anemenTa Encrypted nmeet 3HayeHune 46. AnemeHT Encrypted BknioyaeT 6a3oBbIv 3aronosok IKE n
nepeyvncrieHHble HKe Mons.

Next Payload
YKkasblBaeT TUM MEPBOrO BMOXEHHOrO 3fieMeHTa AaHHblX. OTMETMM, 4TO 3TO OTNM4YaeTCst OT CTaHZapTHoro dhopmara
3aronoBska, nockonbky anemeHT Encrypted asnsetca nocnegHum B coobuieHun n B aToMm criydae nomto Next Payload
cneposano 6bl MMeTb 3HayeHne 0. OgHako NO MPUYMHE TOrO, YTO COAEPXKMMbLIM 3TOr0 3MEMEHTa AaHHbIX ABMNATCH
apyrme (BrOXEHHble) 3nemMeHTbl U OTCYTCTBYET NOrMyHoe MecTO AN pasMelleHns uHdopmaumm O Tune nepBoro
anemeHTa, 3TOT TUN NOMELLEH cloaa.

Payload Length
Pa3mep anemeHTa AaHHbIX C Y4€TOM nonen Bektopa nHnuynanusaumm (IV), Encrypted IKE Payloads, Padding, Pad Length,
u Integrity Checksum Data.

Initialization Vector
Ons wndppoB B pexume CBC pasvep BekTopa uHuumanusaumm (IV) coBnagaeT c pasmepom Onoka anroputma
wudppoBaHua. OTnpaBuTeNnb [OMKEH BbiOMpaTb HOBBIM Henpeackasyembld Bektop [V gnsa kaxgoro coobuieHus,
nonyyatenu AOoJKHbI BOCNpUHMMaTh noboe 3HadeHune. Yutatensm pekomeHgyetcsi obpatutecsa k pabote [MODES] no
Bonpocam reHepauuun V. B 4acTHOCTM, MCMonb3oBaHWe MnocnegHero 3awmndpoBaHHoro 6roka w3 npeablgyLlero
coobLeHna He cuuTaeTcsa HenpeackadyembiM. [ns otnuyHeix ot CBC pexwumos cdopmat n obpaboTtka IV 3apaétca B
AOKYMEHTaXx, OnpeaensoLwwmx anropuTm WndpoBaHNs 1 pexum paboThbl.

IKE payloads
CoOTBETCTBYET NPMBEAEHHOMY BbILLE OMMCAHUI0. ATO Mone WKdpPyeTcs C UCMONb30BAHNEM COMMTACOBAHHOIO anroputMa.

Padding
MoxeT copepxaTb noboe 3HaveHune, BbiIOpaHHOE OTNpaBuTENEM U AOIMKHO UMETb pasMep, Aenawliyi CyMMapHbIn
pasmep LWMdpoBaHHbIX aneMeHToB, nonsa Padding n nona Pad Length kpaTHbiM pa3mepy 6noka wmdpoBaHns. ITo none
WwncpyeTcs ¢ MCNofb30BaHUMEM COrNacoBaHHOMO anroputMa.

Pad Length
Pasmep nonst Padding. OTnpaButento cnepyeTt ycraHaBnueaTtb B none Pad Length muHumanbHoe 3HauyeHue, KoTopoe
Aenaet pasMep nonen wudgpoBaHHbIX aneMmeHToB, Padding n Pad Length kpaTHbiM pa3mepy Gnoka wmndpoBaHusi, HO
nonyyartenb QOJKeH NpYHUMaTh Nobble 3HayYeHUsi, obecneydmBatoLme Tpebyemoe BbipaBHUBaHWE. JTO none wmdpyeTcs
C MUCNOrb30BaHNEM COrNacoBaHHOro anropnTtMma.

Integrity Checksum Data
KpunTorpaduueckas KOHTporbHas cymMmma Bcero coobLieHus, HaumHas ¢ dmkcupoBaHHoro 3aronoska IKE n 3akaHuynBas
nonem Pad Length. KoHTponbHas cymma porkHa paccuvTbiBaTbCs ANs 3awMdpPOBaHHOro coobuieHus. Pasmep nons
onpenenseTcsa CornacoBaHHbIM anropuTMOM 3aLUWThl LIENTOCTHOCTMY.

3.15. AnemeHT Configuration

OnemeHT AaHHbix Configuration (CP) ucnonbayetcss onsa obmeHa KOHMUrypauMoHHbIMW NapaMeTpamMu Mexay napTHEpamu
IKE. Takoi obmeH ncnonb3yeTtcsa Ans 3anpoca knueHtom CRC BHyTpeHHero agpeca IP y cepeepa IRAS, a Takke ans obmeHa
Apyroi nHcbopmaumeit B npouecce nonydeHns agpeca no npotokony DHCP', ecnu knueHtT CRC noakntoyYéH HenocpeacTBeHHO
k NBC.

Monsa anemeHTa Configuration onncaHbl HUxe.

MoeHtudmkatop Tuna ans anemeHta Configuration nmeeT 3HadeHune 47.

'Dynamic Host Configuration Protocol - npoTokon AMHaMM4Yeckoi HacTPOMKM KOHdpUrypaumm xocTa.
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PucyHok 22. ®opmam anemeHma Configuration.
CFG Type (1 okmem)
Tun obmeHa, npeactaBneHHoro nonem Configuration Attributes. B Tabnuue npuBegeHbl naeHTUUKATOPLI TUMOB,
onpegenéxHble Ha MomeHT nybnukaumn RFC 4306. HoBble 3HayeHns mornu BbiTb fobaBrneHbl ¢ Tex Nop U MoryT 6biTb
pobasneHbl nocne nyénukaumm aToro AokymeHTa. AKTyanbHble 3HaveHus cneagyet cmoTpeThb B [IKEV2IANA]L

Tun 3HayeHue
CFG_REQUEST |1
CFG_REPLY 2
CFG_SET 3
CFG_ACK 4

RESERVED (3 okmema)
HomxHo ycTtaHaBnueaTtbes B 0 Npy nepegaye u UrHopMpoBaTbCst NMPW NOMyYeHUN.

Configuration Attributes (nepemeHHbIi pa3mep)
Ctpyktypbl TLV' koHkpeTHoro anemeHTta Configuration, onucaHHble Hwxe. ONemMeHT MOXET BKIYaTb MHOXECTBO
aTpmbyTOB UMK HE UMETb UX COBCEM.

3.15.1. Ampubymsbi KoH¢hu2ypayuu
1 2 3
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PucyHok 23. ®opmam ampubyma Configuration.

Reserved (1 6um)

HomxkHo ycTtaHaeBnueaTbes B 0 Mpu nepegave 1 UIrHOPMPOBATLCA NPU MONYYEHUN.
Attribute Type (15 6umos)

YHuKanbHbIN naeHTUMKaTop TMNa KoHUrypaunoHHoro atpmbyTa.
Length (2 okmema, yenoe 4ucso 6e3 3Haka)

Pa3wvep 3HaueHus B OKTeTaXx.
Value (0 unu 6onee okmemos)

3HaveHue atpunbyTa (nepemeHHbIn pa3mep). CNMCOK BO3MOXHBIX TUNOB aTpnbyToB NPUBEAEH HUXKE.
B Tabnuvue npusenéH cnmcok atpubyToB KoHdUrypaumm, onpeaenéHHbix Ha MoMeHT nybnukauun RFC 4306 (3a ncknioveHvem
INTERNAL_ADDRESS_EXPIRY u INTERNAL_IP6_NBNS, koTopoe 0TMEHSATCA 3TUM AOKYMEHTOM). HoBble 3HayeHnst Mmornu
ObITb fo6aBneHbl ¢ Tex Nop 1 MoryT GbiTb go6aBneHbl nocne nybnvkaumm aToro JOKyMeHTa. AKTyanbHble 3HavYeHus cneagyet
cmoTtpeTs B [IKEV2IANA].

Tun ampubyma 3HayeHue | MHO203HaYHbIl Pa3mep
INTERNAL IP4 ADDRESS 1 \na? 0 nnn 4 okteta
INTERNAL _IP4 NETMASK 2 HeT 0 unu 4 okTeTa
INTERNAL_IP4 DNS 3 \oa 0 unn 4 okTeTa
INTERNAL P4 NBNS 4 \0a 0 nnn 4 okteta
INTERNAL IP4 DHCP 6 \na 0 unu 4 okTeTa
APPLICATION_VERSION 7 HeT 0 unu Gonee
INTERNAL |IP6 ADDRESS 8 \na’ 0 unu 17 okteToB
INTERNAL IP6 DNS 10 aa 0 nnn 16 okTeToB
INTERNAL_IP6_DHCP 12 aa 0 unn 16 okTeToB
INTERNAL IP4 SUBNET 13 \oa 0 unn 8 okTeToB
SUPPORTED_ATTRIBUTES [14 HeT KpaTHOo 2
INTERNAL IP6 _SUBNET 15 na 17 okTeToB

INTERNAL_IP4_ADDRESS, INTERNAL_IP6_ADDRESS

Afpec BHYTpEHHel ceTu, MHorga HasbiBaeMbli aapecom KpacHoro ysna (red node address) nnv npuBaTHbIM aapecom,
9TOT agpec MoxeT OblTb MNpuBaTHbBIM C TOYKM 3peHns ceTu Internet. B 3anpoce ykasaHHbIi agpec sBnseTcs
3anpalimBaemMbliM (UNN agpecoM HyneBOro pa3mepa, ecrnv KOHKPETHbIM afapec He 3anpawmsaeTtcsl). Ecnu 3anpolseH
KOHKpEeTHbI agpec, 3TO CKOpel BCero roBopuT O TOM, YTO paHee CYyLIEeCTBOBasio COeAVMHEHME C TakMM aJpecoMm WU
3anpawmBaoLlLmMi y3en Xo4eT CHOBa WCNONb30BaTb AaHHbIN agpec. B IPv6 3anpawwuvBaiowuin ysen MOXeT ykasaTb
mragwue GanTbl kenaemoro agpeca. MoOXHO 3anpocuTb MHOXECTBO BHYTPEHHMX aApecoB, 3anpalivBasi MHOXECTBO
atpubyToB Ans BHyTpeHHero agpeca. OTBETUMK MOXET BEpHYTb YMCMO afdpecoB, He MpeBbillaroliee 3anpoLlueHHoe
konmyectBo. INTERNAL_IP6_ADDRESS wmoxeT Bknw4yaTb [[O [ABYyX MOMen, nepeBoe W3 KOTOPbIX COAEPXKUT
LecTHaauaTMokTeTHeln agpec IPvB, a BTOpoe - OAQHOOKTETHbIV pasmep npedwukca, kak onpepeneHo B [ADDRIPV6].
3anpawvBaembli agpec OCTaéTcsl KOPPEKTHbIM B TedyeHne Bcero cpoka aencteus IKE SA (unm eé HacnegHvKoB nocne
CMeHbI Krtoyen). AToT Bonpoc 6onee nogpobHo paccmoTpeH B naparpade 3.15.3.

"Type-length-value - Tun, paamep, 3HauyeHue.
2971 aTpUBYTbl MOTYT GbITb MHOrO3HAYHLIMU NPY BO3BPATE TOMLKO B TEX CMyYasix, Koraa 3anpolleHa MHOro3HayYyHoCTb.
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INTERNAL_IP4_NETMASK
Macka BHyTpeHHel ceTu. B 3anpocax n OTKnukax AornyckaeTcs TOnbKO ogHa Macka (Hanpumep, 255.255.255.0) n oHa
[OJDKHa ucnonb3oBaTtbess Tonbko ¢ atpubytom INTERNAL_IP4_ADDRESS. Atpmnbyt INTERNAL_IP4_NETMASK B
CFG_REPLY o3HavaeT 10 Xe camoe, uto atpubyT INTERNAL_IP4_SUBNET, copepxawmi Ty Xe WHDOpMauuio
(nepepaBaTb Tpaduk AnNs 3TUX aApecoB Yepe3 MeHs), HO noapa3ymMeBaeT rpaHuuy ceTu. Hanpumep, KNUEHT MOXeT
ucnonb3oBaTb CBOW COOGCTBEHHbIV agpec M Macky Npu pacuyéte LUMpOKOBeLLaTenbHOro agpeca Ans kaHana. [Mycton
aTpubyT INTERNAL_IP4 NETMASK moxeT Bkntovatbcs B CFG_REQUEST pana 3anpoca uHdopMauum (XoTs w3
MOXeT nepefaTtb MHopmaumio gaxe 6e3 3anpoca). Henyctble 3HaveHns atoro atpubyta B CFG_REQUEST He umetor
CMbICIia U UX BKIIOYEHUE HEAOMYCTUMO.
INTERNAL_IP4_DNS, INTERNAL_IP6_DNS
YkasbiBaeT agpec cepsepa DNS B cetu. 3anpawmBaTe MOXHO MHOXecTBO cepBepoB DNS. OTBETUMK MOXKET BEPHYTb
agpeca MHOXEeCTBa CEPBEPOB UINMN HE BEPHYTb HU OOHOTO.
INTERNAL_IP4_NBNS
YkasbiBaeT agpec cepsepa cepepa uMEH NetBios (WINS) B cetn. 3anpawmBate MOXHO MHOXecTBO cepBepoB NBNS.
OTBETYMK MOXKET BEPHYTb apeca MHOXECTBa CEPBEPOB UMW He BEPHYTb HU OAHOTO.
INTERNAL_IP4_DHCP, INTERNAL_IP6_DHCP
PekomeHayeT xocTy nepepaBatb BHyTpeHHue 3anpockl DHCP no agpecy, ykasaHHoMy B aTom aTpubyTe. 3anpaluvBaTb
MOXHO MHOXecTBO cepBepoB DHCP. OTBeTunk MOXeT BEpHYTb agpeca MHOXECTBa CEPBEPOB UIMN HE BEPHYTb HN OOHOTO.
APPLICATION_VERSION
Bepcusi unu nHdopmaums npunoxeHus xocta IPsec, 3agaHHas B doopme CTpoku nedataemblix cumsorioB ASCIIl 6e3 null-
C/MMBOa 3aBepLUEHUSI.
INTERNAL_IP4_SUBNET
3awyaemMble AaHHbIM KpaeBbiM YCTPOMCTBOM noaceTn. ATpubyT MOXeT cofepXaTb A0 ABYX MNornen, nepeoe M3 KOTopbIX
3apaét agpec IP, a BTopoe - macky. MoxHO 3anpalwmBaTe MHOXeCTBO noaceten. OTBETUMK MOXET BEPHYTb MHOXECTBO
noaceTen N He BEPHYTb HY OOHON. [lononHMTEeNsLHOE pacCMOTpeHne 3Toro Bonpoca npusegeHo B naparpadpe 3.15.2.
SUPPORTED_ATTRIBUTES
Mpy ncnonb3oBaHWMK B 3anpoce 3TOT aTpubyT AOMKEH MMETbL HYNEeBOW pasmep ¥ ykasblBaeT OTBETUMKY 3anpoc Ha Bo3BpaT
cnucka Bcex noaaepxuBaemMbix TeM aTpubyToB. B oTknMKax aToT aTpmbyT coaepXnT Habop 2-0KTEeTHbIX MAEHTU(MKATOPOB
aTpubyToB. Pa3mep aTpubyTa, pasgenéHHoiin Ha 2, OyaeT yka3blBaTb YMCIO NOAAEPKMBAEMbIX aTpUOYTOB B OTKITUKE.
INTERNAL_IP6_SUBNET
3awmaemMble AaHHbIM KpaeBbiM YCTPONCTBOM noAaceTu. ATpubyT MOXeT cofepXaTb 40 ABYX Mornen, nepeoe M3 KOTOpbIX
3a0aéTt 16-okteTHbIM agpec IPv6, a BTopoe - macky. MoxHo 3anpawmBaTtb MHOXecCTBO noaceten. OTBETYMK MOXKeT
BEPHYTb MHOXECTBO MOACETEN UNN HE BEPHYTb HWU OfHOW. [lononHMTENbLHOE pacCMOTPEHME 3TOTO BONpPOCca NpUBEAEHO B
naparpacde 3.15.2.
OTmMeTMM, 4TO B 3TOM [AOKYMEHTe He [aéTca pekoMeHAauum no Bbibopy WHGOpmauumn, KoTopyt peanu3aunsa 6yget
BO3BpaLLaTb B OTKNMKax. B 4acTHOCTW, Mbl HEe AaéM Kakunx-nmbo KOHKPETHbIX PEKOMEHAAUMI B YacTu onpeaeneHns cepBepom
IRAS cepsepa DNS, agpec koToporo crneayet Bo3spallatb no 3anpocam CRC.

Mapa CFG_REQUEST n CFG_REPLY nossonseT koHe4Hon Touke IKE 3anpocuTb nHdopmaumio y cBoero naptHépa. Ecnu
pa3vep atpubyta B anemeHTe Configuration coobwenns CFG_REQUEST He paBeH 0, Takon arneMeHT BOCMPUHMMAETCS Kak
npeanoxeHne atpubyta. B anemeHTe Configuration coobweHns CFG_REPLY CFG_REPLY moxeT ObiTb BO3BpaLleHO 3TO
UM HOBOE 3HauyeHue aTpubyTa. B oTKNUK MOryT Takke 406aBNsTbCH aTpMbyThl, HE BKMIOYEHHbIE B 3anpoc. HemoHsTHbIe unu
HernopaepuBaemble aTpubyThl AOMKHbI UTHOPUMPOBATLCS B 3anpocax U OTKMUKaXx.

Mapa CFG_SET u CFG_ACK no3BonsieT KOHEYHON ToYKe nepenatb (BTOMKHYTb - push) KOHPUrypaLuoHHble AaHHbIE CBOEMY
napTHépy. B atom cnyyae anemeHT Configuration coobweHus CFG_SET yka3sbiBaeT aTpubyThbl, KOTOpPbIE UHMLMATOP XenaeT
M3MeHNTb y napTHépa. OTBETUMK AOJKeH Bo3Bpallatb anemeHT Configuration payload, ecnu oH BocnpuHsn kakue-nnbo u3
NpenoXeHHbIX KOH(PUIypaLMOHHbIX AaHHbLIX, U AOJKEH yKa3blBaTb BOCMPUHATLIE aTpUOyThbl C HyNEeBbIM Pa3MepPOM AaHHbIX.
He BocnpuHATble aTpnbyThl HEAONYCTUMO BKNtoYaTh B anemMeHT Configuration coobuwenna CFG_ACK. Ecnv He BOCNPUHAT HX
OOMH U3 NPeAnoXeHHbIX aTtpubyToB, OTBETYMK AOMKEH BepHyTb nycton anemeHT CFG_ACK wnu otknuk 6e3 anemeHTa
CFG_ACK. B HacTosLee Bpemsa ncnono3osaHne oomeHa CFG_SET/CFG_ACK He onpegeneHo, XoTs OH MOXeT NPUMEHATLCS
B KOMBMHaUMAX ¢ pacwmpeHnamn Ha 6a3e Vendor ID. Peann3auun moryT urHopupoBaTh anemeHTel CFG_SET.

3.15.2. Cmbic ampubymoe INTERNAL_IP4_SUBNET u INTERNAL_IP6_SUBNET

AtpunbyTbl INTERNAL_IP4/6_SUBNET moryT ykasbiBaTb A4ONOSIHUTENbHbLIE MOACETH, NS KOTOPbIX MOXET NoTpeboBaTbCcsa oaHa
NN MHOXECTBO OTAenbHbIX CBs3er SA, [OOCTYNHbIX Yepes3 LUM3, aHOHCUMPYeMbI 3TMMK  aTtpubytamu. ATpubyThbl
INTERNAL_IP4/6_SUBNET MoryT Takke BblpaxaTb MONWTUKY LUMO3a Ans Tpadwvka, KOTOpbIN cnefyeT nepefaBaTtb Yepes
Hero - KNMeHT MoXeT BblOpaTb nepegavy Aapyroro Tpadwuka (Bxogswero B TSr, Ho He B INTERNAL_IP4/6_SUBNET) yepes
L3 UNn HanpsMyto agpecaTy. Takum obpasom, Tpaduk No agpecam, ykaszaHHbIM aTpubytamm INTERNAL _IP4/6_SUBNET,
cnepyeT nepefaBaTb 4Yepe3 aHoHcuMpyemble 3Tumm atpubytamu wnio3sbl. Ecnn Het Child SA, ubu cenektopbl Tpaduka
BKIIIOHAIOT paccMmaTtpuBaeMblii agpec, TpebyeTcs co3gaHue HOBbIX CBA3en SA.

Hanpumep, ecnu nmetotcs ase nogacet 198.51.100.0/26 n 192.0.2.0/24, a 3anpoc knveHTa BKoyaeT

CP(CFG_REQUEST) = INTERNAL IP4 ADDRESS ()
TSi = (0, 0-65535, 0.0.0.0-255.255.255.255)
TSr = (0, 0-65535, 0.0.0.0-255.255.255.255)

npuemnembl oTkMkK moxeT umeTb Bug (TSr n INTERNAL_IP4_SUBNET cogepaTt oguHakoBy MHOPMaLMIO)

CP(CFG_REPLY) =
INTERNAL_IP4_ADDRESS (198.51.100.234)
INTERNAL_IP4_SUBNET (198.51.100.0/255.255.255.192)
INTERNAL_IP4_SUBNET (192.0.2.0/255.255.255.0)
TSi = (0, 0-65535, 198.51.100.234-198.51.100.234)
TSr = ((0, 0-65535, 198.51.100.0-198.51.100.63), (0, 0-65535, 192.0.2.0-192.0.2.255))

B Takux cny4yaax INTERNAL_IP4_SUBNET pearnbHO He cooepXuUT Kakon-nmbo nonesHon nHgopmaumm.

[pyron BO3MOXHbIN OTKINK UMEET BUA

CP(CFG_REPLY) =
INTERNAL_IP4_ADDRESS (198.51.100.234)
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INTERNAL IP4_ SUBNET (198.51.100.0/255.255.255.192)
INTERNAL IP4 SUBNET (192.0.2.0/255.255.255.0)
TSi = (0, 0-65535, 198.51.100.234-198.51.100.234)
TSr = (0, 0-65535, 0.0.0.0-255.255.255.255)
OTOoT oTKNMK OyAeT o3HayaTb, YTO KMMEHT MOXeT nepefaBaTb BeCb CBOM Tpaduk vepes LiM3, HO 3TOT W3 He bydeT
BO3paxaTb, €CMN KIMEHT CTaHeT nepefasaTtb Tpaduk, He BkMoYeHHbIn B INTERNAL_IP4_SUBNET Hanpsmyto agpecatam
(6e3 npoxoxaeHns Yyepes LNio3).

Opyrasi cutyaumsi BO3HMKaET, €Crv Ha LUMo3e umeeTcs npasuno, Tpebytowee nepegasatb Tpaduk Ans ABYX noaceTen yepes
pasHble SA. OTKNMK, NMOKa3aHHbIA HWXe, ByaeT roBopuTb KNMEHTY O HeobXoOUMOCTU CO3OaHWsi OTAEeNbHOW cBA3M SA ans
40CTyna BO BTOPYHO NOACETh.

CP(CFG_REPLY) =
INTERNAL_IP4_ADDRESS (198.51.100.234)
INTERNAL_IP4_SUBNET (198.51.100.0/255.255.255.192)
INTERNAL_IP4_SUBNET (192.0.2.0/255.255.255.0)
TSi = (0, 0-65535, 198.51.100.234-198.51.100.234)
TSr = (0, 0-65535, 198.51.100.0-198.51.100.63)
AtpnbyT INTERNAL_IP4_SUBNET MoXxeT ObITb Takke NONeseH B Criyyasx, Koraa KrnMeHTCKui cenektop TSr BkMYaeT nNuilb
YacTb apecHOro NpocTpaHcTBa. Hanpumep, ecnu KNUeEHT 3anpalunBaeT

CP (CFG_REQUEST) = INTERNAL IP4 ADDRESS ()

TSi = (0, 0-65535, 0.0.0.0-255.255.255.255)

TSr = (0, 0-65535, 192.0.2.155-192.0.2.155)
OTKIVK LUM03a MOXET UMETb BUL,

CP(CFG_REPLY) =
INTERNAL_IP4_ ADDRESS (198.51.100.234)
INTERNAL_IP4 SUBNET(198.51.100.0/255.255.255.192)
INTERNAL_IP4 SUBNET(192.0.2.0/255.255.255.0)
TSi = (0, 0-65535, 198.51.100.234-198.51.100.234)
TSr = (0, 0-65535, 192.0.2.155-192.0.2.155)
Mockonbky cmbicn aTpubyToB INTERNAL_IP4_SUBNET/INTERNAL_IP6_SUBNET B coobuweHnax CFG_REQUEST He fceH,
UX HEBO3MOXHO HagéxHo npumeHsaTs B CFG_REQUEST.

3.15.3. Anemenm Configuration ons IPv6

OnemeHTbl Configuration gnsa IPv6, ocHoBaHHble Ha COOTBETCTBYKOLIMX 3neMeHTax Ans IPv4, He BnomHe COOTBETCTBYIOT
«0bblyHOMY cTumnto» IPv6. B 4acTHOCTU, He ucnonb3yeTcs aBToHacTpolika IPv6 6e3 y4éTa cocTosHMIA, cOOBLLEHNsI C aHOHCaMM
MapLLpyTM3aToOpoB N 0OHapyxeHne coceaenr. OTMETUM Hanuyue OOMNONMHUTENBHOrO JOKYMEHTa, NOCBALLEHHOrO KOHUrypaumm
IPv6 B IKEV2 [IPV6CONFIG]. B HacTosilee BpeMsi 3TO aKCNepUMeHTanbHbI JOKYMEHT, HO eCTb Hagexaa no pesynbTatam
3KCMEePUMEHTOB caenaTb ero ctaHgapToM.

Knnenty moxHo Bblgenuts agpec |Pv6, wucnone3ysa atpubyt INTERNAL_IP6_ADDRESS anemeHta Configuration.
MuHuManbHbI 06MEH NpU 3TOM MOXET UMETL BUL,

CP (CFG_REQUEST) =

INTERNAL_IP6_ ADDRESS ()

INTERNAL_IP6_DNS ()
TSi = (0, 0-65535, :: - FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF)
TSr = (0, 0-65535, :: - FFFF:FFFF:FFFF:FFFF.FFFF:FFFF:FFFF.FFFF)

CP(CFG_REPLY) =
INTERNAL_IPG_ADDRESS(2001:DB8:0:1:2:3:4:5/64)
INTERNAL IP6_ DNS(2001:DB8:99:88:77:66:55:44)
TSi (0, 0-65535, 2001:DB8:0:1:2:3:4:5 - 2001:DB8:0:1:2:3:4:5)
TSr = (0, 0-65535, :: - FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF: FFFF)
Knnent moxeT nepenatb Henycton atpubyt INTERNAL_IP6_ADDRESS B CFG_REQUEST ans 3anpoca KOHKpeTHOro agpeca
unn wuaeHTudmkatopa wHTepdenca. LUnw3 cHayana npoBepsieT AOCTYNHOCTb YKAa3aHHOMO ajgpeca W, MNpu  Hanuyuu,
BO3BpallaeT 3TOT agpec. Ecnvm apgpec He [ocTyneH, LWM3 MNblTaeTcd WCMONb3oBaTb WAeHTUdMKATOP WHTepderca ¢
HeKoTopbIM ApyrMM npedrKcoMm, a Npu oTkase byaeT BoibnpaTb Apyron naeHTudmkaTop uHTEepdeiica.

Atpnbyt INTERNAL_IP6_ADDRESS cogepxut Takke none pasmepa npedwmkca. MNpu mucnons3oBaHun B CFG_REPLY 3ato
none cooteetcTByeT atpndyTy INTERNAL_IP4_NETMASK ansi cnyyas IPv4.

XoTa onucaHHas moAenb HacTponku agpecoB IPv6 goctatodHo npocTa, el MpucyLln HeKoTopble orpaHuyveHus. TyHHenu
IPsec, HacTpoeHHble ¢ ucnonb3oBaHneMm |IKEv2 He sBNSOTCS NOMHOMYHKUMOHaNbHLIMU «UHTEepdercaMmm» B NOHUMaHWUK
apxuTekTypbl agpecauun IPve [ADDRIPV6]. B yacTHOCTH, Y Hero MoxeT He ObITb NokanbHoro Ans kaHana agpeca (link-local) n
3TO MOXET OCMOXHSATb UCMONb30BaHWe NPOTOKOMNOB, NpeanonarawLwmx ero Hannyme (Hanpumep, [MLDV2]).

3.15.4. Omka3bI npu ebidesieHUU adpecos

Ecnn oTBeTuMk cTankvMBaeTcsi ¢ OWMOKOM Npu NonbITKE BbiAENUTb MHUUMATOPY agpec IP B npouecce o6paboTkmn anemeHTa
Configuration, oH otBeuaet yBegomnernvem INTERNAL_ADDRESS_FAILURE. Cea3b IKE SA Bce paBHO co3gaétcs, Aaxe
€Cnn YNoMsHYTbIA OTKa3 He MO3BONISieT OpraHn3oBaTtb HavanbHyt Child SA. Ecnu owwnbka Bo3HukaeT B obmeHe IKE_AUTH,
cBaA3mn Child SA He B6yayT opraHmnsoBaHbl. OgHaKo UMeNTCS 1 Gonee CroXHbIe CUTyaumu.

Ecnn oTBeTuMKk coBcem He nopaepxuaet anemeHTbl Configuration, oH MoxeT npocTo nrHopupoBaTb ux. Peanusaumm takoro
TMNa Hukorga He nepepatoT yeBepomneHust INTERNAL_ADDRESS FAILURE. Ecnu uHuumatopy TpebyeTcsa BbloeneHue
appeca IP, oH 6ynet TpakTtoBaTh oTknnk CFG_REPLY, kak owmnbky.

MHuumnatop MoxeT 3anpocuTb KOHKpeTHbIM Tun agpeca (IPv4 nnn IPvB), KoTopbii He NoaaepXXmMBaeTcsi OTBETHMKOM, Aaxe ecnu
OTBETYMK nopaepxuBaeT anemeHTbl fAaHHblx Configuration. B Takux cnyyasix OTBETYMK NPOCTO WUrHOpPUpPyeT He
nogaepXvBaembli TUN agpeca, BbiNoNHAS 06bI4HY0 06paboTKy ocTaBLLencsa YacTu 3anpoca.
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Ecnun MHMUMaTop 3anpawimBaeT MHOXECTBO adpecoB noanepXxmnBaemMoro oTtBeT4MkomM Tuna U HEeKoTopble (He Bce) 3anpochbl
npnBOOAT K OTKa3dy, OTBETYUK BO3BpaALLaeT TONbKO aapeca, He Bbi3BaBLUME OLLUNOOK 1 TONbKO B cny4dyae OTKas3a npu BbiaeneHnmn
BCex 3anpolueHHbix agpecos nepefaét INTERNAL_ADDRESS_FAILURE.

Ecnn uHnumaTtop He nonyyaet agpec(a), TpebyeMblii ero NonMTUKON, OH MoXeT coxpaHutb IKE SA n noBTOpuTb 3neMeHT
Configuration B otgensHoMm oomeHe INFORMATIONAL nocne HEKOTOpOro OXxuaaHus UM MoxeT pasopBaTtb CBs3b IKE SA,
nepenas anemeHT Delete B otaensHom obmeHe INFORMATIONAL, a nosgHee noBTOpWUTb MOMbITKY opraHu3aummn IKE SA.
Bpemsa oxuaaHus B ONMCaHHbIX Crlyvyasix He criegyeT BblovpaTb CNMWKOM MarnbiM (0ocobeHHo npu opraHu3aummn IKE SA
3aHOBO), MOCKOMbKY NpMBEALIME K OownbKe cuUTyaumm MOryT COXPaHsiTbCs [OBONbHO Aonro. PasymHbIM npencTaBnsieTcs
WHTEpBarn B HECKONbKO MWHYT. Hanpumep, npobnemMa HexBaTKM afpecoB y OTBETYMKA MOXET COXPaHSATbCs, Moka He OyayT
BO3BpalleHbl ajpeca, WCMofib3yemble ApPYrMMU KnMeHTamu, unu He OyaeT u3MeHeHa KOHdUrypaumst OTBETYMKA C
pacLuMpeHnemM gocTynHoro 6noka agpecos.

3.16. AnemeHT EAP

OnemeHT Extensible Authentication Protocol' (EAP) nossonsieT BbINonHATL ayTeHTUdukaumio IKE_SA ¢ ncnonb3oBaHWem
npoTokona, onpegenénHoro B RFC 3748 [EAP] n ero nocneaywowmx pacwmpenui. Mpu ucnonb3oBaHnm EAP Tpebyetcsa
BblOpaTh noaxoaswmn Metod. OnpegeneHo MHOXECTBO TakKMX METOAOB, OMUCHLIBAKOLWMX WCMONb3oBaHWE MpOTOKona C
pasHbIMW MexaHuamamu ayTeHTudukaumun. Tunbl metogoB EAP nepeuncneHsl B [EAP-IANA]. 3pechb Bko4eHO KpaTkoe
onucaHue opmarta EAP gns acHoctw.
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PucyHok 24. ®opmam EAP.
MpoeHTudpumkaTtop TMna Ans anemeHTta gaHHbIXx EAP nmeet 3HaueHne 48.
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PucyHok 25. ®opmam coobuweHusi EAP.

Code (1 okmem)
MokasbiBaeT, aBnseTca 310 coobuweHne 3anpocom (Request - 1), oTknukom (Response - 2), ycrnelHbIM 3aBepLueHem
(Success - 3) unu otkasom (Failure - 4).

Identifier (1 okmem)
Mcnonbayetcst B PPP, 4Tobbl OTNNYMTL MOBTOPHOE UCMONb30BaHWE COOOLLEHWIA OT NMOBTOPHOM nepepayn. Mockonbky B
IKE npotokon EAP paboTaeT Ha 6ase nmpoTokona C rapaHTMpOBaHHOW [OCTaBKOW, MCMONb3oBaHWe uaeHTudumkaTopa
CMbICria He umeeT. B oOTknukax STOT OKTET AOFKEeH YCTaHaBnMBaTbCA PaBHbIM 3HAYEHUIO uaeHTudwukatTopa B
COOTBETCTBYIOLLEM 3anpoce.

Length (2 okmema, yenoe 4ucso 6e3 3Haka)
YkasbiBaeT pasvmep coobuwenns EAP 1 [OMKHO MMeTb 3HavyeHne Ha 4 MeHblle 3HadveHuss Payload Length B
WHKancynmpyoLLeM 3fieMeHTe.

Type (1 okmem)
MpucyTcTBYyeT TONbKO ANA anemeHToB ¢ kogoM Request (1) nnm Response (2). Ans gpyrmx kogoB pa3mep coobLueHus
EAP ponxeH cocTaBnaTb yeTblpe okTeTa, a npucyTtcteue nonen Type u Type_Data HeponycTtumo. B 3anpocax none
Type ykasbiBaeT 3anpalmBaemMble fdaHHble. B oTknmkax B none Type AomkHO ObiTb 3HayveHne Nak wnu gaHHble
3anpolweHHoro Ttuna. [Mockonbky npoTtokon IKE nepedaér wvHAMKauMO OTOXAECTBNEHWS WHUUMATopa B MEepBOM
coobueHnm obmeHa IKE_AUTH, oTBeTunky He cneayeT nepeaasatb 3anpocoB EAP Identity (tun 1). OgHako nHuumaTop
MOXeT OTBEeYaTb Ha Takue 3anpochl Npu UX NONyYEHNUN.

Type_Data (nepemeHHbIl pa3mep)
3aBucuT OT TMNa 3anpoca 1 CBA3aHHOro ¢ HMM oTknuka. OnucaHne metogos EAP npueeaeHo B gokymeHTe [EAP].

4. TpeboeaHusi No coomeemcmauro

Ona obecneveHnss B3aummogencTBusi Bcex peanusaunn |IKEv2 BBogsaTcs cneumanbHble TpeboBaHUS «Heo6xogumMo
nogaepxueatb» (MUST support) B fononHeHne k apyrum tpeboBaHusim. IKEv2 aBnseTcs NpoToKoioM 3aLnThbl U O4HOW U3 ero
OCHOBHbIX QYHKLWIA SABMSIeTCA NpeoCcTaBreHne BO3MOXHOCTU opraHu3auum SA TONMbKO YNOMHOMOYEHHbIM CTOpoHaMm. [oaTtomy
KOHKpeTHasi peanusauusi MOXeT ObiTb HacTpoeHa C MObIMUM OrpaHUYEHMSIMW MO YacTu anropuTMOB M YAOCTOBEPSIHOLLMX
LEeHTPOB, YTO BCTynaeT B NpOTUBOpEYME C BceobLuen COBMECTUMOCTBIO.

MpoTtokon IKEv2 paspaboTaH Tak, 4To6bl MUHUMarbHbLIE peanusauun MornyM B3aMMOAENCTBOBaTb C NOMHOMYHKLMOHANBHBIMM
peanu3dauuamm npoTtokona. CylecTBYT rpynnbl Heobs3aTenbHbiX YHKUWUA, KOTOpble peanu3aums MOXeT WrHoOpupoBaTb,
€crnn oHa ux He nogaepxusaet. K Takum yHKUUSM OTHOCATCS:

- BO3MOXHOCTb cornacoBaHusi SA yepes NAT n TyHHenunpoBaHusa nonyveHHo ESP SA ¢ ucnons3osaHvem UDP;
- BO3MOXHOCTb 3anpalumsaTth (1 OTAaBaTh MO 3anpocy) BPpEMEeHHbIN agpec IP Ha yaanéHHoW CTOpoHe TyHHens;
- BO3MOXHOCTb nogaepxueaTte EAP-ayTeHTUduKaumio;

- BO3MOXHOCTb nNogaep>XXmBatb OKHa pasmMepom bonee 1;

"PaclunpsieMblit NPOTOKON ayTeHTUdUKaLMK.
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- BO3MOXHOCTb opraHusauuny MHoxecTtBa SA (ESP w/unu AH) B ogHoi IKE SA,;

- BO3MOXHOCTb 3aMeHbl Knoven SA.

[na obecneyeHns B3anmoaencTems Bce peann3aunmn OOJKHbI ObITb CNOCOGHbI pa36V|paTb BCE TUMbl 3JTEMEHTOB AaHHbIX (VIJ'IVI
X0Ts1 Obl nponyckaTtb VIX) N UrHopMpoBaTb HEMNOHATHbIE 3NIEMEHTbI, €Clin B UX 3arojioBkax He yCTaHOBIEH dnar KpUTUYHOCTW.
Mpy Hanuunn cnara KPUTUYHOCTU B 3arofioBKe HEMOHATHOrO 3fiEMEHTa BCe peanusaunm [OJSKHbI OTBEpraTb coobLueHns ¢
TakKUMu anemMeHTamu.

Kaxxgas peanusaumsi pormkHa OblTb crnocobHa BbiNONHATL o6meH 4 coobweHusamu |IKE _SA INIT un IKE_AUTH,
obecneuymBatowmn opraHm3aumio asyx SA (ogHa ans IKE, ogHa ans ESP vnu AH). Peanu3auun moryt paboTtatb B pexvme
«TOMbKO MHULMATOP» WM «TOMbKO OTBETYMK», €CMM 3TO MoaxoauT Ans ucrnonb3yemol nnatgopMbl. Kaxpgas peanusauums
porkHa 6biTb cnocobHa otBeyatb Ha obmeH INFORMATIONAL, HO MMHUManbHbIE peanu3auum MOryT oTBedaTb Ha noboe
coobuieHne INFORMATIONAL nycteim oTknukom INFORMATIONAL (otmeTum, 4to B KOHTekcTe IKE SA nyctoe coobuieHne
coctouTt u3 3aronoeka IKE, 3a kotopbim criegyet anemeHT Encrypted 6e3 BnoXeHHbIX B Hero anemeHToB). MuHumManbHas
peanu3auua moxeT nogaepxusatb oomeH CREATE_CHILD_SA nuwb Ansa cnyyaes, KOrga 3anpoc pacrnosHaH, U oTBepraTb
ero ¢ yeegomneHnem Tuna NO_ADDITIONAL_ SAS. OT MUHUMArbHbIX peanu3aumn He TpebyeTcs BO3MOXHOCTb
nHnummpoBaHusa obmeHoB CREATE_CHILD_SA wnnn INFORMATIONAL. Korga cpok xu3Hu SA wnctekaeT (no nokanbHOMY
3HAYEHUIO BPEMEHW XXM3HW UMW YUCNY NepefaHHblX OKTETOB), peanu3aunsa MOXeT NomnbiTaTbCAd OOHOBUTbL CBA3b C MOMOLLbIO
obmeHa CREATE_CHILD_SA wnu ypanutb (3akpblTb) SA © co3gaTb HoByw. Ecnu oTBeTuMk oTBepraeT 3anpoc
CREATE_CHILD_SA c nepegadven ysegomnennss NO_ADDITIONAL_SAS, peanusaums gomkHa ObiTb crocobHa 3akpbiTbh
cTapyto SA v co3gaTtb HOBYHO.

Peann3auum He 06513aHbl NogaepxmBaTb BO3MOXHOCTb 3anpoca BpeMeHHbIX aapecoB IP 1 oTknuku Ha Takme 3anpockl. Ecrun
peanusauusi NOAAEPXMBaET Co3haHne TakvMx 3anpocoB W MoNuTKKa TpebyeT ucnonb3oBaTb BpeMeHHbI agpec IP, B nepsoe
coobuieHne obmeHa IKE_AUTH porkeH Bknioyatbca anemeHT AaHHbix CP, cogepxawuii no kpanmHen mepe none Tuna
INTERNAL_IP4_ADDRESS wunun INTERNAL_IP6_ADDRESS. Bce ocrtanbHble nomns SBNSA0TCA HeobsasaTenbHbiMu. Ecnin
peanu3auusa nogaepXxuBaeT OTKIIMKW Ha Takue 3anpockl, oHa AorkHa pa3obpaTtb anemeHT CP tuna CFG_REPLY B nepsom
coobuweHnn obmeHa IKE_AUTH, a Ttawke nome INTERNAL_IP4_ADDRESS wunu INTERNAL_IP6_ADDRESS. Ecnmn
peanu3auusa nogaepXuBaeT BblAavy BPEMEHHbIX aApecoB 3anpoLUEeHHOro TUMa, OHa AOJKHa BO3BpaTuTb anemeHT CP Tuna
CFG_REPLY, cogepxawuin agpec 3anpolueHHoro tuna. OTBEeTYMK MOXET BKItoYaTb Nobble Opyrne OTHOCALMECs K Ageny
aTpubyThI.

Ons Toro, 4toGbl peanu3auusi cyuTanacb COOTBETCTBYIOLWEN [aHHOW creuudukaumMm, oHa [orbkHa obecneyvBaTb
BO3MOXHOCTb HACTPOMKN Ha BOCNpuUsATHE:

- MHQpPacTpYKTypbl OTKpbITbIX Kntoden (PKIY), ncnonbaytowenn ceptudumkatel X.509 (PKIX), cogepxalime knoun RSA
pasmepom 1024 nnn 2048 n nognucaHHbIe C UCMONb30BaHNEM TaKMX KIOYeW, Koraa nepegaBaembln naeHTudukaTop
asnsetcs ID_KEY_ID, ID_FQDN, ID_RFC822_ADDR wvnu ID_DER_ASN1_DN;

- ayTeHTMdmKaumm ¢ obwmm Krovom, koraa nepepasaembln ngeHtndukatop asnsetca ID_KEY_ID, ID_FQDN wvnu
ID_RFC822_ADDR;

- ayTeHTMCbMKaLI,VIVI oTBeTYMKa C ucnonb3oBaHveMm ceptudpumkatos PKIX, a nHuumaTtopa - ¢ MCNOMb30BaHNEM obuiero
Krno4a.

5. Bonpocbi 6e3zonacHocmu

XoTs npoTtokon pa3paboTaH Tak, YToObl MUHUMU3MPOBATb PacKpbITUE KOH(UIYpauMOHHON MHOpMaLMM HEYNONTHOMOYEHHBIM
napTHEpaMm, HEKOTOpOe packpbiTMe BCE-Takm HeudbexHo. OguvH 13 napTHEpPOB B NOOOM cryyae [OMKeH cHavana
naeHTnduumpoBaTtb cebst 1 NOATBEPANTL 3Ty MaeHTUdMKauuo. [na npegoTepalleHnst 30HAMPOBaHUS K nHuumMaTopam obmeHa
npenobsenseTcs TpeboBaHve waeHTMdMUMpoBaTb ceba nepBbiM U 0ObIMHO TpebyeTcss MepBbIM MOATBEPAUTH CBOKO
noanuMHHocTb. OQHaKo MHMUMATOP MOXET y3HaTb, YTO OTBETYMK noaaepxuBaeT IKE v onpegenvTts nogdepxuBaemble UM
Kpuntorpadgmyeckne npoTokonbl. OTBETYMK (UNN KTO-HMOYAb, NPUKUAOLIBAIOLMIACA TaKOBbIM) MOXET HEe TOMbKO NPOBEPUTH
noeHTudunKaumi mnHMumMatopa, Ho un ¢ nomowbio anemeHtoB CERTREQ onpegenutb, kakme ceptudmkaTtbl xenaet
MCNonb30BaTb MHULMATOP.

Wcnonb3oBaHue ayteHTudukaumm EAP HECKONbKO MeHsieT BO3MOXHOCTW 3o0HAMpoBaHus. [Npu ncnonssosaHun EAP oTBeTYmK
noaTeepxaaeT CBOKW WAEHTUMUKALMIO paHblle WHWUMaTopa, no3aTomMy nobon MHMUMATOP, KOTOPOMY MW3BECTHO WMS
KOPPEKTHOTO MHMLMAaTopa, MOXeT 30HANPOBaTb OTBETYMKA AF1S BbISCHEHUS €70 UMEHN N CEPTUEUKATOB.

MoBTOopsoWwasacs 3ameHa kntoyen ¢ ucnomnb3oBaHnem CREATE_CHILD_SA 6e3 pgononHutenbHbix obmeHoB Diffie-Hellman
aenaet Bce SA ya3BMMbIMUK ANS KpUNTOAHaNM3a ogHoro kntoya. PaspaboTtymkam crieqyeT OTMETUTb 3TOT (akT U YCTaHOBUTb
npeaen ans uncrna oomeHos CREATE_CHILD_SA mexay cTopoHamu. B 3ToMm JOKYMEHTe AaHHbIN Npefen He 3adaéTcs.

CrovikocTb Kntoven, co3gaHHbix B pesynbtate obmeHa Diffie-Hellman ¢ vcnonb3oBaHuem nobow M3 onpenenéHHbIX 34echb
rpynn, 3aBUCUT OT CTOMKOCTW CaMOW Fpynnbl, pasaMmepa MCMoNb3yeMoro nokasaTtens M SHTPOMUU NpU FreHepauum CryvanmHbIX
3HayeHui. Mo nNpuymMHe GONbLUIOrO YMcna BAMSIOWMNX HA CTOMKOCTb KItoYel hakTopoB CIOXHO ONpeaenuTb CTOMKOCTb KItoya
anst nobort 3 onpepenéxHeix rpynn. Mpynna Diffie-Hellman Homep 2 npu Mcnonb3oBaHUM C KayeCTBEHHbIM reHepaTopoM
cnyvaiiHbIX Yncen u nokasatenem He MmeHee 200 6uToB siBnsieTca obwenpuHaTon ans 3DES. Mpynna 5 o6ecneynBaeT nyuiuyto
3alMTy NO cpaBHEHUIo ¢ rpynnown 2. pynna 1 coxpaHeHa B Ka4yecTBe AOCTOSIHUA UCTOpUM N He obecneynBaeT AOCTAaTOYHON
3alWMTbl 3a MCKMOYEHMEM criyyaeB npuMeHeHust ¢ anroputMom DES, koTopbii ToXe cTan yxe [OCTOSHUEM WCTOpUM.
PaspaboTunkam cnegyet NnpMHMMaTh BO BHUMAHUE 3TU OLIEHKN Mpu BbIOOpe MONUTMKM U COrfacoBaHnM NnapameTpoB 3alUuTh.

OTmMeTMM, 4YTO OTMEYEHHble Bbile OrpaHnyeHus oTHocsaTca Kk camum rpynnam Diffie-Hellman. B IKE HeT 3anpeTtoB Ha
ucrnomnb3oBaHne bonee CUNbHbIX FPYMNM U HUYTO HE CHWKaeT YPOBEHb CTOWKOCTW, obecrneyvBaembii Haubonee CunbHbIMU
rpynnamu (ypoBeHb CTOMKOCTU OrpaHWYMBaETCs TOMbKO BbIGPaHHLIMU NPU COrMacoBaHUW anroputmamu, BKNoYas yHKLMIO
PRF). ®aktnyeckn, pacmpsemas cxema IKE noowpseT onpegeneHne HOBbIX rPynn - NPUMEHeHWe rpynn 3nnmMnTUYecknx
KPUBbIX MOXET CYLLLECTBEHHO MOBbLICUTb YPOBEHbL CTOMKOCTW NMPWU UCMONb30BaHNN 3HAYNTENbHO MEHBLUUX YNCEn.

Mpepnonaraetcsi, 4to Bce noka3atenu Diffie-Hellman yaanstotcst us namsitm nocne Mcnonb3oBaHuS.

'Public Key Infrastructure.
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O6meHbl IKE_SA_INIT n IKE_AUTH npoucxogat Ao Toro, kak ayTeHTuduumpyeTcs uHmumatop. B pesynbtate atoro oT
peanusauuin JAHHOrO MNpOTOKona TpebyeTcsa nonHas YCTOMYMBOCTb K pas3BEpPTbiBaHMIO B JOOOM He3alMLLEHHON CeTwu.
YassMMocTn peanusauuin, ocobeHHo ana DoS-atak, MoryT ObiTb MCMOMb30BaHbl HEYNOMHOMOYEHHBIMU MapTHEpPamMu. 3JTta
npo6nema Bbi3biBaeT 0c060e HECNOKONCTBO C YY4ETOM HEOrPaHWYEHHOTO Yncna coobLeHnn npu ayteHtTudukaunm EAP.

CTOMKOCTb BCEX KIHOYEW OrpaHnyYMBaeTCs pasmepoM pesynbraTa cornacoBaHHow yHkuum PRF. Mo aTon npuymHe dyHKUnn
PRF, BbIXxofHOE 3Ha4YeHWe KOTOpbIX MMeeT pasmep meHee 128 6uToB (Hanpumep, 3DES-CBC) HegonycTMMO 1CNonb30BaTh C
npoTokonom IKE.

BesonacHoCcTb AaHHOro NpoTOKONa KPUTMYECKU 3aBUCUT OT YPOBHHA XaOTUYHOCTM CryYalHO BblbMpaembix MapameTpoB.
CnyyalHble 3HaYyeHUs [OJKHbI CO34aBaTbCH  KayeCTBEHHbIM reHepaTtopoM  CrydalHbIX YMCen UM UCTOYHUKOM
nceBgocny4YanHbIx Ynucen ¢ nogxoasein «3atpaskon» (cM. [RANDOMNESS]). Paspa6oTunkam cnenyet obecnevnTs rapaHTum
TOrO, YTO MCMNOMb30BaHNE CryYarHbIX YMCen AN CO3AaHWs KMYen U 3HAYeHWN NONCe He MOXET MPUBOAUTL K CHUDKEHUIO
YPOBHS 3aLLUMThI KIMOYEN.

Ons nHdopmaumm o npuunHax Bbibopa MHOMMX KpunTorpaduyecknx napameTpoB MpPOTOKONa pekoMeHAyeTcs obpatutbes K
pabotam [SIGMA] n [SKEME]. XoTsa 3awwuTta cornacoBaHHbix Child SA He 3aBUCUT OT CTOMKOCTU anropuTMoB LUMGPOBAHKS U
3alWMTbl LUEenocTHOCTH, BblbpaHHbix ansa IKE_SA, peanvsauusim HegonycTUMO cornacoBbiBaTb ucnonb3oBaHve NONE B
KayecTBe anropmutMma 3awwmtbl uenoctHoctn IKE nnn ENCR_NULL B kayecTBe anropytMa wmdgpoBanus IKE.

Mpy Wcrnonb3oBaHUM 3apaHee PacnpOCTPaHEHHbIX O6LWMX (pre-shared) knioyeid KPUTUYECKU BaXkHbIM CTaHOBWUTCS BOMPOC
YPOBHSI XaOTUYHOCTU 3TUX CEKpeToB. XKEcTkas npakTuka TpebyeT oGecneyeHus Ans 3TUX KoYeih YPOBHS XaoTUYHOCTU He
MeHbLUe, YeM y CaMoro CTOMKOro M3 cornacyemMblx knodein. CosgaHve obLWMX Kntoyeid M3 naponeit, UMEH Wnu Apyrux
WCTOYHMKOB C Masiol 3HTponuen He obecneunBaeT HyXHOW 3awmTbl. TakMe UCTOYHMKM He obecrneynBatloT YCTOMUYMBOCTU K
aTakaMm Mo CroBapto 1 UCNONb30BaHUIO METOAOB COoLMaribHOM NCUXOMONMK, a Takxke K APYrM aTakam.

Yeepnomnernna NAT_DETECTION_*_IP copepxaT Xx3wWw agpecoB W MOPTOB Afs COKPbITUS BHYTPEHHEN CTPYKTypbl cetun IP,
pacnonoxeHHon 3a yctpornctBom NAT. lMockonbky npocTpaHcTBO agpecoB |IPv4 BkrnitovaeT nuwb 32 6uta U OBbIYHO OYeHb
paspexeHo, aTakylLNA MOXET HaWTU BHYTpeHHWE aapeca, ckpbitble NAT npocTteiM nepebopom Bcex BO3MOXHbIX agpecos P
N CpaBHEHMEM X3LLU-3Ha4yeHun. Homepa noptoB OObIMHO cogepXkaTt dmkcmpoBaHHoe 3HayeHue 500, a 3HavyeHua SPl MOXHO
BblAENUTbL W3 NakeToB. ATO CHWXAET YUCMO MOMbITOK pacyéta. Xaw-3HadeHurn no 2%, Korga MoOXHO 060CHOBaHHO
NpPeanosioXnTb UCMONb30BaHNe afpecoB U3 NPUBATHLIX GIOKOB', 0GLEM PACYETOB AOMOMHMTENIBHO COKpallaeTcs BO MHOMO
pas. PaspaboTtuvkam, B pesynbtaTe, He crieyeT nonaratbCs Ha TO, YTO ucnonb3oBaHue IKE rapaHTupyeT oTCyTCTBUE YTEYKU
BHYTPEHHeN agpecHon nHdopmaumm.

Mpu ncnonb3oBaHMn MeTodoB ayTeHTUdUKauun EAP 6e3 reHepaummn obLumx Knoyen onsa 3awmutbl Nocneaywmux 3emMeHToB
AaHHbIX AUTH cTaHoBATCA BO3MOXHBLIMU HekoTopble MITM?-ataku u ataku ¢ noAcTtaBHbiMU cepsepamu [EAPMITM]. Takue
YSI3BMMOCTW BO3HUKAOT Npu uUcnonb3oBaHuM EAP ¢ npoTokonamu, KOTopble He 3alumiieHbl 6e30nacHbIM TyHHeneM. MockonbKy
EAP sBnsietcs npoTokonom ayTeHTUudukauuym obLLero HasHaudeHWsi, KOTOPbIN 4acTo MCMONb3yeTcsl B CUCTEMAX C €4UHbIM
BXOAoOM®, pa3BépHyToe pelleHue IPsec, koTopoe onupaeTcs Ha ayTeHTudukaumio EAP 6e3 reHepauum obLiero knoda (3ToT
MeToA Takke HasbiBaloT EAP 6e3 reHepauuu knioven), MoxeT ObiTb CKOMNPOMETUPOBaHO B pesyrnbTaTe pas3BépTbiBaHWA
COBEPLUEHHO HEe CBSI3aHHbIX C HUM MPUIMOXEHWA, MCnonb3ywmux ToT xe meTtonq EAP 6e3 reHepauum knoven, HO He
obecneumBaroLLmnX OOMMKHON 3awnTbl. OTMETMM, YTO 3Ta YS3BMMOCTb He CBsi3aHa Tonbko ¢ EAP 1 MOXeT BO3HMKaTb Takke B
APYrMX cueHapusax C MOBTOPHbLIM WUCMOMb30BaHWEM WHpPacTpykTypbl ayTeHTudukaumi. Hanpumep, ecnu mexaHnsm EAP,
ucnonb3yembii IKEv2, ocHoBaH Ha MapkepHbIX wAaeHTUdMKaTopax, opraHusatop MITM-atakm MOXeT wcrnonb3oBaTb
noactaBHow web-cepBep, nepexBaTuTb ayTEHTUMUKALNOHHBIN 0OMEH C MCMONb30BaHMEM MapKepa U NpUMEHWUTb pesynbTar
Anst opraHu3auun coegunHenus IKEv2. Mo aTon npuunHe cnegyeT nsberatb, N0 BO3MOXHOCTU, UCMONb30BaHNA MeToaos EAP
6e3 reHepauun knwoden. Npyn UCNONb30BaHWM TakMx METOLOB KpalHe cnegyeT npuMeHsTe EAP Tonmbko B 3alMLLEHHBLIX
TYHHENAX, Koraa wHuumMaTop npoBepsieT cepTudukaT oTBeTYMKa [0 Hadvana obmeHa EAP. Paspabotunkam cnepyeT
onucbiBaTb YA3BUMOCTb UCMOMb3oBaHWs MeTogoB EAP 6e3 reHepauum knouven B CBOUX peanu3auusix Tak, 4Tobbl
afMVHUCTPaTOpPbI NpU pa3BépTbiBaHUN peLleHuin IPsec oco3HaBanu BO3MOXHbIE PUCKN.

Peanusauuu, npumeHsiowme EAP, AOMKHbI Takke MCNoNb30BaTh ayTEHTUUKALMIO cepBepa KIMUEHTY HAa OCHOBE OTKPbITbIX
Knoyen Ao Havana obmeHa EAP paxe B Tex cnydvasx, korga metog EAP npegnaraet B3ammHyto ayTeHTMMKaLMIO CTOPOH.
370 no3eonseT n3baBuUTLCA OT OOMNOMNHUTENBHLIX Bapuauun npoTtokona IKEv2 un 3awmiaeT aaHHble EAP OT akTUBHbIX aTak.

Ecnn coobuwenuns IKEv2 cnuwkom Benvkn u Tpebyetca dparmeHTaumsi Ha ypoBHe IP, aTakywowme moryT 3abnokvpoBatb
3aBeplleHne obmeHa MyTEM OMyCTOLIEHMS pecypcoB (3anonHeHus BydepoB) ons cbopku parmeHToB. BepoaTHOCTL Takoro
ucxoda MOXHO MUHMMU3MPOBATL 3a CYET MCNonb3oBaHus koanpoBaHus «Hash and URL» BMecTo nepepaun cepTudmkaTos
(cm. naparpac 3.6). [lononHuTenbHbIE MEPLI MO CHMKEHUIO pUCKoB 06cyxaatoTcs B pabote [DOSUDPPROT].

KoHTponb [fgocTyna uMeeT BaxHOe 3HadyeHWe [Ans 6e3onacHocTM npoTokona. Hanpumep, [oBepeHHble NPUBS3KW,
ncnonb3yemble Ans naeHTUdukauum naptHépos IKE, cnedyeT, No BO3MOXHOCTU, OTAENSTb OT NPUBSA30K, UCNOMNb3yeMbIX Afs
noeHTMuKkaumm oblienocTynHbIX web-cepepoB. MpoTokon IKE o6ecneuvBaeT 3HauuTernbHylo cBoGogy npu BblGope
NOSIUTMKM GEe30MacHOCTU B YacTU UAEHTMMMKALUMM OOBEpPeHHbIX NapTHEPOB M UX cBMOETenbCTB (credentials), a Takke cBAsei
MeXZy HUMWU U Hanuyve NonUTUKM Ge3onacHOCTU C SIBHbIMK onpedeneHnsMU B 3TOW YacTy BeCbMa BakHO AN peanusaumu
CUCTEMbI 3aLLUTbI.

5.1. MonHoMo4unA anAa cenekropoB Tpadumka

IKEv2 ocHoBbIBaeTcs Ha gaHHbIx PAD* npu onpeaenexun Tunos Child SA, koTopble pa3spelleHo co3fdaBaTb NapTHEPY. AToT
npouecc onucaH B naparpacde 4.4.3 [IPSECARCH]. Korga napTHép 3anpawmBaeT co3ganve Child SA ¢ HekMMu cenektopamu
Tpacduka, PAD pomkHa copepxatb 3anucb Child SA Authorization Data (gaHHble o nonHomoumnsax Child SA) cBsisbiBatoLLyto
oToXAecTBMNeHue napTHépa, ayTeHTuduumpoBaHHoe IKEvV2, u agpeca, paspeluéHHble s cenekTopos Tpaduka.

Hanpumep, PAD moxeT coaepxaTb 3anucb, paspeluatollyto napTHEPY C oToxaecTerneHveM sgw23.example.com co3gaBaTb
cesasm Child SA gns agpecoB 192.0.2.0/24, koTopasi O3Ha4aeT, YTO AaHHbIN 3aLMTHLIA LINHO3 SBMSETCS NpUEMIEMbIM

'Cm. REC 1918. lMpum. nepes.

2Man-in-the-middle - ataka Ha ocHOBe nepexBaTa NakeToB B NyTU C y4acTUeM YerioBeka ansa aHanusa u uameHeHus ux. Mlpum. nepee.
3Single-signon facility.

“‘Peer Authorization Database - 6a3a gaHHbIX 0 NOSIHOMOYUSIX NAPTHEPOB.
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«npeacTtaButenem» Ans aTux agpecos. [na npsamMoro B3aMMogencTBusa mexay xoctamu IPsec TpebyeT Hannumsa aHanormyHom

3anuncu. Hanpumep, fooserverd.example.com ¢ 198.51.100.66/32 GygeT roBoputb O TOM, YTO YKa3aHHOE OTOXAECTBMEHUe

ABNAETCA NPUEMIIEMbIM «BnagenbLeM» Unu «NpeacTaButTeneM» Ansi 4aHHOro agpeca.

Kak otmeveHo B [IPSECARCH], «TpebyeTca BHOCWUTb HEKOTOpPble OrpaHMYEHUs Ha co3gaHWe AoYepHMX SA, 4TOObI
obesonacnTb UAEHTUMULMPOBAHHOTO NapTHEpa OT obMaHHbIX |ID, CBA3AHHbLIX C APYrMMMU NErMTUMHbIMU napTHEpamu.'» B
NpvBELEHHOM BhbilLie NpUMepe KoppekTHasi koHdurypaums PAD npensatctByeT sgw23 B co3gaHum ceasert Child SA ¢ agpecom
198.51.100.66, a fooserver4 - B cosgaHum Child SA ¢ agpecamu 192.0.2.0/24.

BaxHo oTmeTuTb, CTO npoctas nepepada naketoB IKEV2, ucnonb3yowmx HEKUN KOHKPETHbIM agpec, He noapasymeBaeT
paspelleHus Ha co3sgaHue cesasen Child SA ¢ aTum agpecom B cenekTopax Tpaduka. Hanpumep, gaxe ecnu sgw23 cMoxeT
nogmeHuTb cBon agpec IP Ha 198.51.100.66, oH He cmoxeT co3gaTb cBsaAsen Child SA, cooTBeTCTBYHOLWIMNX cenekTopam
Tpacduka fooserver4.

Cneumndmkauusa IKEv2 He 3agaéTt TOYHOro B3aMMOAENCTBUS NpoLecca BbiaeneHus agpecos |P ¢ ucnons3oBaHMeM anemMeHToB
Configuration n 6a3bl gaHHbIx PAD. Hawa nHTepnpeTaums COCTOUT B TOM, YTO NPU BblAENEHUN 3aLLMTHBIM LLM30M agpeca C
MCNoNb30BaHMEM 3NEMEHTOB AaHHbiX Configuration 3TOT W03 co34aéT Takke BpeMeHHyt 3anuck B PAD, cBA3biBaloLyO
OTOXAECTBMNEHNE NapTHEPA U BHOBb BbIAEIEHHBIN BHYTPEHHWI agpec.

OTMeYeHO, YTO B HEKOTOPLIX Cpefax KOPPEKTHas HacTporika koHurypaumm PAD MoXeT okasaTbeCsi CNoXkHon. Hanpumep, ecnu
IPsec ncnonb3yeTca mMexay napow XOCToB ¢ AvHamuyeckumn agpecamm DHCP, oueHb cnoxHo obecneuntb ykaszaHne B PAD
KOpPPEKTHOrO «Bragenbua» Ana Takux agpecoB IP. OTo noTpebyeT 3allMIWIEHHOTO MexaHu3ma nepefadv CBeAeHui o
BblaeneHun appecoB ot cepBepa DHCP u cBA3biBaHWS 3TUX XOCTOB C OTOXAECTBIIEHUSIMM, ayTEHTU(ULUPOBAHHBIMU C
nomotlbto IKEV2.

B cuny Takmx orpaHumyeHu# HeKoTopble NPOM3BOAUTENM HAcTpauBalT KoHgpwurypauuto cBoux PAD Tak, 4Tto
ayTeHTUULMpPOBaHHLIM NapTHépam paspeluaeTcs cos3fasaTb cBs3n Child SA ¢ cenekTopamu Tpaduka, coaepxalimumm ToT Xe
agpec, koTopbln ucnonedyetca Ana naketos IKEv2. B cpepax, roe Bo3MOXHO mcnonb3oBaHMe obmaHHbIX agpecos IP (T. e,
noyTM NOBCEMECTHO) Takon noaxop nossonset nobomy naptHépy cosgasaTh Child SA ¢ niobeimMn cenektopamu Tpadwmka. Bo
MHOIMX Cny4asx Takas KoHdurypaumsa He ByaeT HM noaxoasiien, Hu 6esonacHon. NogpobHoe o6CyxaeHWe 3Toro Bonpoca u
06LMX OrpaHMYeHnii Ansa KommyHukaumin IPsec mexxay napamm xoctoB npveeaeHo B pabote [H2HIPSEC].

6. Bzaumodeticmeue c IANA

[IKEV2] onpepensieT MHOXeCTBO TUMOB M 3HadeHun nonen. AreHTcTBo |IANA yxe BHECNnO 3TU TuMbl U 3HAaYEHUS B peecTpsbl
[IKEV2IANA], noaToMy OHU He yKa3biBaloTCH 34€eCh.

[Ba anemeHTa Obinn ypaneHsl u3 Tabnuubl IKEv2 Configuration Payload Attribute Types - INTERNAL_IP6_NBNS wu
INTERNAL_ADDRESS_EXPIRY.

Hob6aeneHbl aBa anemeHta B peectp IKEv2 NOTIFY MESSAGES - ERROR TYPES, onpenenéHHble B 3TOM LOKYMEHTe U1
oTcyTcTBoBaBLwue B [IKEV2]:

43  TEMPORARY_ FAILURE
44 CHILD_SA NOT_FOUND
ArentcTtBo IANA namenunno B Tabnuuy IKEv2 Payload Types ctpoky

46 Encrypted E [IKEV2]
Ha

46 Encrypted and Authenticated SK [This document]
AreHTtctBO IANA 3ameHuno Bce ccbinku Ha RFC 4306 ccbinkaMm Ha 3TOT OKYMEHT.

7. bBnazodapHocmu

MHoruve uneHbl paboyer rpynnbl IPsecME BHecnv 3HaunTenbHbI BKNag B co3gaHue Maemn n TeKCTa HacTosILLEro JOKYMEHTa, a
Takke B pacCMOTPEHME pa3bsACHEHWNI, NPEaSIOKEHHbIX APYTMMU NIOABMU.

Hwxe npuBeneHa konus pasaena 6narogapHocTter U3 nepeon cneundpmkaumnm IKEv2.

OTOT AOKYMEHT SIBNSIETCA pe3ynbTaToM COBMECTHbIX ycunuii pabodert rpynnel IPsec. Ecnv 66l He BbINo orpaHnYeHuin Ha
konunyectBo aBTopoB RFC, cnegoBano 6kl ykaszaTb BCcex NepeuncrneHHblx Hke B andaBuTHOM nopsigke mogen - Bill Aiello,
Stephane Beaulieu, Steve Bellovin, Sara Bitan, Matt Blaze, Ran Canetti, Darren Dukes, Dan Harkins, Paul Hoffman, John
loannidis, Charlie Kaufman, Steve Kent, Angelos Keromytis, Tero Kivinen, Hugo Krawczyk, Andrew Krywaniuk, Radia
Perliman, Omer Reingold n Michael Richardson. MHOxecTBO Apyrvx niogen Takke BHECNO CBOMW Bknafg. JTo paboTbl no
passutuio IKEv1, ISAKMP 1 IPsec DOI, kaxgas n3 koTopbix MMeeT CBOW aBTopckuin konnektus. Hugh Daniel npeanoxun
BKIMOYNTb HaxoXaeHue nHuumatopa (B coobuieHnmn 3), 3agan umsa ans otBetynka u gan ums dyHkuumn «You Tarzan, Me
Jane». David Faucher u Valery Smyzlov nomornu ycoBepLUeHCTBOBaTb NPOLIECC COrNacoBaHWs CENeKTOPoB Tpaduka.

8. Jlumepamypa

8.1. HopmaTuBHbIEe AOKYMEHTbI

[ADDGROUP] Kivinen, T. and M. Kojo, "More Modular Exponential (MODP) Diffie-Hellman groups for Internet Key
Exchange (IKE)", REC 3526, May 2003.

[ADDRIPV6] Hinden, R. and S. Deering, "IP Version 6 Addressing Architecture", RFEC 4291, February 2006.

[AEAD] Black, D. and D. McGrew, "Using Authenticated Encryption Algorithms with the Encrypted Payload of the

Internet Key Exchange version 2 (IKEv2) Protocol”, REC 5282, August 2008.

'LinTaTa npuBegeHa no ony6nmMkoBaHHOMY Ha caiTe nepesoay. [Tpum. nepes.
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lNMpunoxeHnue A. 0630p omnuyuti om IKEv1

Llenn nepecmoTpa IKE nepeuncneHbl Hmxe

1. Onpegenenne npotokona IKE B eguHom gokymeHTe, 3ameHa RFC 2407, 2408, 2409 n BknioveHne nocriegyowmnx
u3MeHeHun B 4actm pobasneHnsa pabotbl yvepe3 NAT, pacwwupsemon ayteHTudpukaummn (EAP) u nonyyenus
yAanéHHbIX aapecos.
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2. YnpoueHue IKE 3a c4éT 3ameHbl 8 pa3HbIX HavanbHbIX 06MeHOB ogHUM O0OMeHOM 13 4 coobLeHuii (C M3MeHeHeMm

MEXaHU3MOB ayTeHTU(UKaLMKN, BO3OENCTBYIOLWMX TONbKO Ha oauH aneMmeHT AUTH BMecTo pecTpykTypusaumm BCero
obmeHa), cm. [EXCHANGEANALYSIS].

3. Ypanenwue nonen obnactn nHtepnpetaumm (DOI), cutyauun (SIT) n Labeled Domain Identifier, a Takke 6utoB Commit
n Authentication.

4. CHwuxkeHune 3agepxku IKE B obLiem criydae 3a CY4ET cBeAeHMs M3HaYanbHoro obmeHa k 2 nepvogam kpyroeoro obxoaa
(4 cooblieHuns) n paspeluenus opraHnsauum CHILD_SA B 3Tom obmeHe.

5. 3ameHa kpuntorpadu4eckoro CMHTaKcuca ans 3awuTbl cammux coobuweHuin IKE cuHtakcucom, 6nmskum k ESP, ans
YMpPOLLEHMS peanunsaunm u aHanmsa 3awmTbl.

6. CHuxeHMe uncna BO3MOXHbIX OLIMOOYHBIX COCTOSIHUIA 3a CHET obecneyeHns B MPOTOKOMEe rapaHTuMi OOCTaBku (Bce
coobLeHa noaTBepxaalTCca) U yNnopsAovMBaHus, no3sBonueBlUnX cokpaTuTb obmeHsl CREATE_CHILD_SA c 3
cooOLLeHnn oo 2.

7. TloBblleHNE OTKA30yCTOMUYMBOCTU 3a CYET NPefoCTaBMEHUSA OTBETYMKY BO3MOXHOCTW HE BbIMOMHATL CYLLECTBEHHON
06paboTku 0O NOATBEPKAEHUSA NHMLMATOPOM BO3MOXHOCTU NpMEMa COOBLLIEHMIN NO 3asBNEHHOMY UM agpecy |P.

8. YcTpaHeHue kpuntorpadmyeckmx HeJoCTaTKOB TMna NpobremM ¢ CUMMETPUEN B X3LU-3HAYEHUSX, UCMONb3yeMbIX OIS
ayTeHTudukaumm (otmedeHa Tero Kivinen).

9. 3apaHve cenekTopoB Tpaduka B creumanbHbIX afieMeHTaxX AaHHbIX BMECTO Neperpysku MHopMaumen anemeHTos |D
1 Gonee rmbkoe ykasaHue CenekTopoB Tpaduka.

10. OnucaHue nosegeHust npu BOSHNKHOBEHUN HEKOTOPbLIX owmnbok nnm nony4YeHnn HeNnOHATHbIX AaHHbIX 054 yNpoLeHna
COBMECTUMOCTU C 6y,D,yLL|,VIMVI BepcnamMmun be3 yxXyaLweHua cCoBMeCTUMOCTHK C npealecTByOWNMN.

11. YnpolieHne 1 NposicCHeEHNEe NOSAEPXKKM 0BLWNX COCTOSAHUI npu BO3HUKHOBEHUA owmnbok B ceTn unu DoS-artakax.

12. MNoppepxka CyLLeCTBYIOLLEro CUMHTaKCMCa U «Marmieckux» 3HavyeHuin Ans ynpoLlueHWsl NOAAEPXKM B peanusaumsx
IKEv1 pacwwmpenusa ans pabotsl ¢ IKEV2 npy MMHMManbHbIX 3aTpaTtax.

lMpunoxeHue B. 'pynnei Diffie-Hellman

MwmeeTcsa gge rpynnei Diffie-Hellman, onpegenérHeix 3gecb anst ucnonb3oBaHus B npoTokone IKE. 31u rpynnel co3gan Richard
Schroeppel n3 YHueepcuteta wrata ApusoHa. CBoNCTBa 3TUX NPOCTLIX Yncen onucaHbl B pabote [OAKLEY].

ObecneynBaemoim prI'II'IOVI 1 CTOMKOCTM MOXET oKas3aTbCs HeLOoCTAaTOYHO Ans 06si3aTenbHbIX K peann3aunm anropmTtmoB
wncpoBaHusa n ata rpynna npueeneHa 3gecb B CUy MCTOPUYECKNX NPUYNH.

HononHutenbHble rpynnel Diffie-Hellman onpepenensl B pabote [ADDGROUP].

B.1. N'pynna 1 - 768-6utosas MODP

3Ton rpynne NnpucBoeH naeHtudmkaTop 1.

MMpocToe YMCno UMeeT 3HadYeHne: 2768 - 2704 - 1 + 284 * [ [26%8 pj] + 149686 }, a ero LiecTHaguaTepuyHas goopma UMeeT BUf

FFFFFFFF FFFFFFFF C90FDAA2 2168C234 C4C6628B 80DC1CD1l
29024E08 8A67CC74 020BBEA6 3B139B22 514A0879 8E3404DD
EF9519B3 CD3A431B 302BOA6D F25F1437 4FE1356D 6D51C245
E485B576 625E7EC6 F44C42E9 A63A3620 FFFFFFFF FFFFFFFF

[eHepaTop MMeeT 3HaveHue 2.

B.2. 'pynna 2 - 1024-6utoBas MODP

OToMn rpynne NpuMcBOeH naeHTudmkaTop 2.

MpocToe YMCcno MMeeT 3HaueHne 21924 - 290 . 1 + 264 * [ [28% pi] + 129093 }, a ero wecTHaguaTepuyHas oopma UmeeT Bua

FFFFFFFF FFFFFFFF CO90FDAA2 2168C234 C4C6628B 80DC1CD1
29024E08 8A67CC74 020BBEA6 3B139B22 514A0879 8E3404DD
EF9519B3 CD3A431B 302BOA6D F25F1437 4FE1356D 6D51C245
E485B576 625E7EC6 F44C42E9 A637ED6B OBFF5CB6 F406B7ED
EE386BFB 5A899FA5 AE9F2411 7C4BlFE6 49286651 ECE65381
FFFFFFFF FFFFFFFF

[eHepaTop MMeeT 3HaveHue 2.

lNMpunoxeHue C. O6MeHbI U OaHHbIe

B atom npeanoXeHnn KpaTtko nponnitocTpnpoBaHbl obmeHbl IKEV2 ¢ anemeHTamu AaHHbIX KaXXgoro COO6LIJ,eHVIF|. anIJ'IO)KEHMe
ABNdaeTcd Nullb MH(bOpMaTVIBHbIM M npun Hann4nm B HeM pasHornacmﬁ C TEeKCTOM OCHOBHOIo AOKYMeHTa, BEePHbIM CHMUTaeTCA
OCHOBHOW TEKCT.

OnemeHTbl AaHHbIX Vendor ID (V) moryT BknoyaTbCa MOYTM BO BCe coobuieHus. Hwke oHu npeacrtasneHbl B Havbonee
NOTMNYHBIX MECTax.

C.1. O6meH IKE_SA_INIT

Banpoc --> [N(COOKIE)],
SA, KE, Ni,
[N(NAT DETECTION SOURCE_IP)+,
N(NAT_DETECTION DESTINATION IP)],
[V+] [N+]
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OBBIYHBIA OTKIIMK <-- SA, KE, Nr,
(6es cookie) [N(NAT_DETECTION_SOURCE_IP),
N(NAT_DETECTION_DESTINATION_IP)],
[ [N(HTTP_CERT_ LOOKUP_SUPPORTED)], CERTREQ+],
[V+] [N+]

OTKJIMK C cookie <-- N(COOKIE), [V+][N+]

HyxHa gpyras rpynna <-- N(INVALID_KE_ PAYLOAD),
rpynna Diffie-Hellman [V+] [N+]

C.2. O6meH IKE_AUTH 6e3 EAP

Banpoc --> IDi, [CERT+],
[N (INITIAL_CONTACT)],
[ [N(HTTP_CERT LOOKUP_SUPPORTED) ], CERTREQ+],
[IDr],
AUTH,
[CP (CFG_REQUEST) ],
[N (IPCOMP_SUPPORTED) +] ,
[N(USE_TRANSPORT_MODE)],
[N (ESP_TFC_PADDING NOT SUPPORTED) ],
[N(NON_FIRST_FRAGMENTS_ALSO)],
SA, TSi, TSr,

[V+] [N+]
OTKIIMK <-- IDr, [CERT+],
AUTH,

[CP(CFG_REPLY)],

[N (IPCOMP_SUPPORTED) ] ,

[N (USE_TRANSPORT MODE)],

[N (ESP_TFC_PADDING NOT SUPPORTED)],
[N (NON_FIRST FRAGMENTS ALSO)],

SA, TSi, TSr,

[N (ADDITIONAL TS POSSIBLE)],

[V+] [N+]
omm6ka mnpu <-- IDr, [CERT+],
cosmaHmmu Child SA AUTH, N(error), [V+][N+]
C.3. OomeH IKE_AUTH c EAP
IlepBIBt Banpoc --> IDi,

[N (INITIAL CONTACT)],

[ [N(HTTP_CERT LOOKUP_SUPPORTED)], CERTREQ+],
[IDr],

[CP(CFG_REQUEST) ],

[N (IPCOMP_SUPPORTED) +] ,

[N (USE_TRANSPORT MODE) ],

[N (ESP_TFC_PADDING NOT SUPPORTED)],

[N (NON_FIRST FRAGMENTS_ALSO) ],

SA, TSi, TSr,

[V+] [N+]
NEepBHI OTKIMK <-- IDr, [CERT+], AUTH, EAP, [V+][N+]
/ --> EAP
noeTop 1..N pas |
\ <-- EAP
nocnexn. 3amnpoc --> AUTH
nocrnen. OTKIMUK <-- AUTH,

[CP(CFG_REPLY)],

[N (IPCOMP_SUPPORTED) ],

[N (USE_TRANSPORT MODE)],

[N (ESP_TFC_PADDING NOT SUPPORTED)],
[N (NON_FIRST FRAGMENTS ALSO)],

SA, TSi, TSr,

[N (ADDITIONAL TS_POSSIBLE)],

[V+] [N+]
C.4. OomeH CREATE_CHILD_SA gns co3paHusa unu cMmeHbl kntoden Child SA
Banpoc --> [N(REKEY SA)],

[CP (CFG_REQUEST) ],

[N (IPCOMP_SUPPORTED) +] ,

[N (USE_TRANSPORT MODE)],

[N (ESP_TFC_PADDING_NOT SUPPORTED) ],
[N (NON_FIRST FRAGMENTS_ALSO)],

SA, Ni, [KEi], TSi, TSr

[V+] [N+]
OBBIYHBIA <-- [CP(CFG_REPLY)],
OTKIMK [N (IPCOMP_SUPPORTED) ] ,

[N (USE_TRANSPORT MODE)],
[N (ESP_TFC_PADDING NOT SUPPORTED)],
[N (NON_FIRST FRAGMENTS ALSO)],
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SA, Nr,

[KEr], TSi, TSr,

[N (ADDITIONAL TS POSSIBLE) ]

[V+] [N+]

oumbka <-- N(error)

HyxHa ppyras rpynna <-- N(INVALID_KE PAYLOAD),

Diffie-Hellman

C.5. OomeH CREATE_CHILD_SA ans cmeHbl kntoven IKE SA

Banpoc --> SA, Ni,

[V+] [N+]

Kei [V+] [N+]

OTKIIMK <-- SA, Nr, Ker [V+][N+]

C.6. O6meH INFORMATIONAL

Banpoc -=>

OTKJIIMK <--

Appeca aBTopoB

Charlie Kaufman
Microsoft

1 Microsoft Way
Redmond, WA 98052
us

Phone: 1-425-707-3335

[N+], [D+],

[N+], [D+],

EMail: charliek@microsoft.com

Paul Hoffman

VPN Consortium

127 Segre Place

Santa Cruz, CA 95060
us

Phone: 1-831-426-9827

EMail: paul.hoffman@vpnc.org

Yoav Nir

Check Point Software Technologies Ltd.

5 Hasolelim St.
Tel Aviv 67897
Israel

EMail: ynir@checkpoint.com

Pasi Eronen

Independent
EMail: pe@iki.fi

MepeBoA Ha pycCKUM A3bIK
Hukonan Manbix

nmalykh@protokols.ru

[CP (CFG_REQUEST) ]

[CP (CFG_REPLY) ]
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