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1. BeedeHue

OTOT gOoKyMeHT onpegensaeT mogenb AaHHbiXx YANG, koTopasi MOXeT CNyXwTb ANA HAaCTPOWKM U ynpaBrneHnss obHapyxXeHnem
AByxcTopoHHen nepecbinku (BFD) [RFC5880]. MNpotokon BFD npumeHsieTcss Ans 0OHapY>XeHUs1 XXMBYYECTUM MPOU3BOJIbHBIX
nyTen mexay cuctemamu. Hekotopble npyMepbl NyTer, Ha KOTOPbIX MpUMeHuM npotokon BFD ykasaHbl Huxe.

1. [Be cuctembl, coeaMHEHHbIE HanpsiMyto no IP. 3To HasbiBaeTcst BFD yepes oanH nHtepsan (single-hop) IP, a Takke
BFD pns IPv4 n IPv6 [RFC5881].

2. [lBe cucteMbl, cCOeAUHEHHbIE Yepe3 HEeCKONbKO WHTepBarnoB Mepechifikv, kak onucaHo B Bidirectional Forwarding
Detection (BFD) for Multihop Paths [RFC5883].

3. [Be cuctemsbl, coeanHEHHbIE MO NyTU ¢ KoMMmyTaumen no metkam MPLS (MPLS Label Switched Path unu LSP), kak
onucaHo B Bidirectional Forwarding Detection (BFD) for MPLS Label Switched Paths (LSPs) [RFC5884].

4. [Be cuctembl, COeAMHEHHBbIE Yepes nHTepdenc rpynnel arpernposaHns kaHanos (Link Aggregation Group nnu LAG),
kak onucaHo B Bidirectional Forwarding Detection (BFD) on Link Aggregation Group (LAG) Interfaces [RFC7130].

5. [Be cucTtembl, coeavHéHHble 4Yepe3 ncesponposoga (PW). OTo HasbiBalOT NMPOBEPKON CBA3HOCTW BUPTYarbHbIX
yctponcts (Virtual Circuit Connectivity Verification unu VCCV), kak onucaHo B Bidirectional Forwarding Detection
(BFD) for the Pseudowire Virtual Circuit Connectivity Verification (VCCV) [RFC5885]. [laHHbIN BapyaHT B JOKYMEHTe
He paccmaTtpusaeTcs.

BFD 06bl4HO He paboTaeT cam no cebe. PasanuyHble npoTokonsl ynpaeneHus (knuentbl BFD) ncnone3ytot ycnyrn BFD ana
cBoel pabothl, kak onucaHo B Generic Application of Bidirectional Forwarding Detection (BFD) [RFC5882]. OueBnaHbIMu
KaHongatamm Ha wcnonb3oBaHve BFD saBnsioTca npoTokonbl, He umetowme cBoux coobuleHunii hello gns obHapyxeHus
OTKa30B, Hanpumep, cTaTuyeckas MapLupyTu3auusi, NPOTOKONbl MapLupyTM3aumu, rae coobuwieHns hello He nopaepxuBatoT
o6HapyxeHue 0TKa30B 3a Jonu cekyHabl, Takue kak OSPF n 1S-IS.

Mogynn YANG B aTOM AOKYMeHTe cooTBeTCTBYIOT apxutektype xpanunuw, NMDA [RFC8342]. 3To 3HauuT, 4To Moaenu
AaHHbIX HE WMEIT KOHTEMHEepOB BEpPXHero YpoBHs unu 6partckux (sibling) koHTelHepoB ANA AaHHbIX KOHMUrypauuu wu
pabouero cocTosiHus.

1.1. fJuaepammbi Oepeebes

B 3TOM fOKYMeHTe npuMeHsieTcst rpadmyeckoe NpeacTaBneHne AaHHblx, onpeaenédHoe B [RFC8340].

2. MoOenb 0aHHbIX

Mockonbky BFD npumeHseTcs Ana onpegeneHvs XMBYYECTW pasnuyHbIX MyTel Mepecbinkv, eauMHOro Krwva Ans
noeHTMdukaumm ceccun BFD HeT. B pesynbTate mogens AaHHbix BFD pasgeneHa Ha Heckonbko mogynen YANG, kaxabin 13
KOTOpbIX COOTBETCTBYET onpegenéHHomy tuny nytei. Hanpumep, BFD gnsa IP ¢ ogHoOM nepechbinkon nmeeTr OAuH MOAyIb
YANG, a BFD gnga MPLS - pgpyron. OCHOBHbIM pasnuMyvMemM Mexay 3TMMU MOAYNSAMU SBRsieTcs cnoco® OoaHO3Ha4yHOMN
noeHTMdukaummn ceccun BFD gna gaHHoro nytu nepecbinku. Ytobbl n3bexats gybnupoBaHua onpegeneHun BFD, 6a3oBbie
TUMbI Y TPYNMNUPOBKU coBpaHbl B OTAENBHOM MOAYIE.

MpeneneH HoBbIM NpoTokon ynpaerneHus bfdv1 un cosgaH koHTelHep bfd B control-plane-protocol, 3agaHHoM B gokymeHTe A
YANG Data Model for Routing Management (NMDA Version) [RFC8349]. O1oT HOBbIN koHTenHep bfd pononHsieTcs
ykasaHHbIMU HUxKe Moaynsamn YANG ¢ KOHKpeTHOW nHpopmaLmeil.

1. Mogynb ietf-bfd-ip-sh (naparpacdp 2.14) pononHset /routing/control-plane-protocols/control-plane-protocol/bfd/
KoHTenHepowm ip-sh ansa ceccuit BFD ¢ ogHon nepecoinkon IP (single-hop).

2. Mogynb ietf-bfd-ip-mh" (naparpad 2.15) pononHseT /routing/control-plane-protocols/control-plane-protocol/bfd/
KOHTenHepowm ip-mh ansa ceccun BFD ¢ Heckonbknumu nepecoinkamu IP (multihop).

3. Mopgynb ietf-bfd-lag" (maparpacd 2.16) pgononHsieT /routing/control-plane-protocols/control-plane-protocol/bfd/
KoHTenHepowm lag ansa ceccuni BFD yepes LAG.

4. Mopynb ietf-bfd-mpls" (naparpacd 2.17) pononHseT /routing/control-plane-protocols/control-plane-protocol/bfd/
KoHTenHepom mpls ansi ceccun BFD yepes MPLS LSP.

BFD MoxeT paboTaTb B pa3HOM KOHTEKCTE, KaK yKasaHO HUXe.
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1. Ha ypoBHe ceTeBOro yctponcraa.

2. B nornyeckunn anemeHTtax cetu (logical network element nnu LNE), kak onucano B YANG Model for Logical Network
Elements [RFC8530].

3. B sk3emnngapax ceten, kak onmcaHo B YANG Data Model for Network Instances [RFC8529].

Mpn ucnonb3oBaHUM Ha YPOBHE CETEBOro ycTponcTBa mMogernb AaHHbiX YANG BFD npumeHsieTcs «kak ecTb» (as is). Mpu
ucnonb3oBaHnm Mogenn YANG BFD B LNE wnu ask3emnnsape ceTn 3ta Mogenb [OOMOMHSAET WMEIOLLYCS MoAenb
MapupyTtusauum ans LNE nnn aksemnnsapa cetu.

2.1. Mopenb KoHduUrypaumm
Mogenb KoHcurypaumm Bkm4aeT B OCHOBHOM napameTpbl, 3agaHHble B BFD [RFC5880], Hanpumep, xenaembin
MUHMMAanbHLIN MHTEpPBan nepegayn, TpebyemMbii MUHUMarnbHbIM UHTEPBaN NONyYeHUs, MHOXUTENb OBHapYyXeHus.

Knnentamn BFD gBnsiTca npunoxeHus, npumeHsiowme BFD pna 6bictporo obHapyxeHus oOTka3oB. B HekoTopbix
peanusaumax nmeeTtcs HacTporka ceccun BFD ans knuentoB BFD, Hanpumep, ANs NpUNOXeEHNn MapLlupyTusauumn, Takmx Kak
OSPF, IS-IS, BGP. B gpyrux peanusauusix ceccum BFD HacTpauBatoTca Ha ypoBHe BFD Lenukom, T. e. He No KnMeHTaMm.

OcHoBHble napameTpbl BFD, nHTepecytolime KNMeHToB, OTHOCATCA K MHOXUTENSIM U MHTepBanaM, NOCKOMbKY 3TV NapameTpbl
BMNMSAIOT Ha Bpemsl cxoxaeHus y knneHtos BFD npu BO3HMKHOBEHWM OTKasa. [lpyrue napameTpsbl, HanpuMmep, ayTeHTudukaums
BFD, He 3aBucAT oT TpeboBaHui knueHtoB BFD. KoHdurypaumu BFD gns Bcex KnueHToB crieayeT ObiTe LieHTpanu3oBaHHOWN.
OpHako 3aTo co3gaét npobnemy ans knueHtoB BFD, aBTOMaTnyeckn Haxoasawmx ceomx naptHEpoB. Hanpumep, B IGP agpec
napTHépa He HacTpauBaeTcsi, npoTokon IGP npocto BkMYaeTcs Ha WHTepdence W NapTHEPbI OBHapyXMBaKTCS
aBTOoMaTu4yeckn. Takum obpasom, npu HacTporike BFD ans naptHépa IGP onepaTopy cHavana HyXHo y3HaTb afpec napTHEpa.
Mpn obHapyxeHnn HoBoro napTHepa byaeTt nobasnaTbesa koHdburypauus BFD. [ina npegoTepalleHns Taknx npobnem 3agaHa
rpynnuposka client-cfg-parms (naparpad 2.12) gnsa Hactpoiku BFD knveHTamu - 370 NO3BONSET knNneHTamu, Takmm kak IGP,
UMETb KOH(Urypaumio (MHOXUTENb U MHTEepBanbl) Ans HyxHou ceccun BFD. Hanpumep, npy obHapyXeHn1 HOBOro napTHépa
IGP onsi Hero 6ypet co3pgaatbcsa ceccuss BFD, a npu ytepe napTtHépa IGP ero ceccusa Gymet ypganatbcs. MexaHu3mbl
co3faHua u yaaneHus ceccuin BFD BbIXOAST 3@ paMKu 3TOrO0 JOKYMEHTa, HO OObIYHO 3TO BbIMOSHAETCS C MCMONb30BaHMEM
API, peanunsosaHHoro B mogyrne BFD Ha cucteme. B cnyyae knuentoB BFD, cospatowun ceccum BFD Ha ocHoBe cBoen
KOHpurypaumm, napameTpbl ayTeHTUdUKauum (Mpu HeobxoammocTu) no-npexHemMy 3agatorcs B BFD.

2.1.1. ba3osble napamempsbi KOHpu2ypayuu BFD
Hwxe nepeumncrnieHbl 6a3oBbie napameTpbl KoHgurypaummn BFD.

local-multiplier

MHoxuTENb BpeMeHn obHapyxeHus, kak ykazaHo B BFD [RFC5880].
desired-min-tx-interval

>Kenaembin MuHMManbHbIn nHTepsan nepeaayu (Desired Min TX), kak ykazaHo B BFD [RFC5880].
required-min-rx-interval

Tpebyembin MMHMManbHbIN nHTepan nonyyexHus (Required Min RX), kak ykazaHo B BFD [RFC5880].
Xota BFD [RFC5880] paspawaeTt pasHble uHTEepBanbl Ans Mpuéma u nepefadv, HeEKOTopble peanu3auvn Mno3BOnsAT
nonb3oBaTenio 3agaTh NUWbL OAMH MHTepBan (ans npuéma u nepegayun). Mogene aanHbix YANG BFD noppepxuaeT oba
BapuaHTa 1 MOXHO BblOpaTb min-interval, ncnonb3yembiin 4nst npuéma n nepegaym, a tarke desired-min-tx-interval un required-
min-rx-interval. 3710 nopaepxuBaeTca 4Yepes3 rpynnupoBky base-cfg-parms (2.12. Mogynb YANG gna Ttunos BFD),
npumeHsiemyto mogynsmm YANG ansi pasHbix nyTen nepechisiku.

Ona ayteHTndpumkaumm BFD umeetca asa napameTtpa.

key-chain
Ccbinka Ha key-chain, kak 3agaHo B YANG Data Model for Key Chains [RFC8177]. Kntoun, kpuntoanroputMbl, CPOKU
OEeNCTBUSA KoYer 1 T. N. onpeaeneHsl B Mogenu key-chain.

meticulous
BkntovaeT ckpynynésHeiin (meticulous) pexum, 3aganHbeii B BFD [RFC5880].

2.1.2. IP ¢ oOHOU nepecbinkol

[ns ogHon nepecbinku (single-hop) IP 3agaHo gononHeHwne B y3ne AaHHbIX bfd, kak ykasaHo B maparpade 2. Ysen ip-sh
copepxuT cnucok ceccunt IP single-hop, kaxgas ns KoTopbiXx 0OHO3Ha4YHO yKa3blBaeTCca MHTepdencom n agpecom nonyvaTens.
MpumeHsTCA napameTpbl KOHUrypauum, ykasaHHele B naparpade 2.1.1. Y3en ip-sh cogepXvT Takke CnMcoK MHTepdencoB
M CNyXWUT Ona 3agaHns napameTpoB ayTeHTudwukaumm ceccun BFD, cosgaBaembix knueHtamu BFD (2.1, Mogenb
KOHcpurypauun).

[RFC5880] n [RFC5881] He 3apatoT paboTy dyHkumm Echo HenpepbiBHO unu no 3anpocy. Moatomy MexaHu3m ansi 3anycka u
OCTaHOBKW (PyHKLUM Echo 3aBMCUT OT peanusaumm u JOMKeH 3a4aBaTbCsl Yepes3 JOMONTHEHUE, KaK YKa3aHOo HUXKe.

1. KoHdurypaumsa. MNMogxoout ans HenpepbiBHOW yHKumMn Echo (cm. MpunoxeHue A. Mpumep HaAcTpOMKM OyHKLUK
Echo).

2. RPC. 370 nogxoaut ans dyHkuumn Echo, paboTatoLleii no 3anpocam.

2.1.3. IP ¢ MHO)XXecmeoM rnepecbisIOK
Onsa IP ¢ Heckonbkumu nepecbinkamm (multihop) 3agaHo gononHeHve B y3ne AaHHbix bfd, kak ykaszaHo B naparpade 2.

Mo NpuymMHe HanuMumst pasHbIX MNyTEN MOXET BO3HWMKAaTb HeCkomnbko ceccui multihop IP mexay otnpaBuTenem un nonydarenem.
Habop ceccun Ha3biBaeTcs session-group. Knosa Ans session-group COCTOUT U3 ABYX 3NIEMEHTOB.

Source address - adpec omnpasumernsi
AOpec, OTHOCALWMIACS K nokanbHol cucteme B cooTBeTcTBuMM C Bidirectional Forwarding Detection (BFD) for Multihop
Paths [RFC5883].
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Destination address - adpec nosy4amens

AOpec, OTHOCALWMICS K yaaneHHon cucteme B cootseTcTBum ¢ [RFC5883].
MpumeHstoTCa NnapameTpbl KOHUIypauun, ykasaHHble B naparpadge 2.1.1.

STOTAOKymeHTTawKeonpenenﬂeTcnenyKnuMenapameTpu:

tx-ttl
TTL B ncxopsawmx naketax ynpasnernus BFD;
rx-ttl
MUHUManbHoe 3HavyeHue TTL Bo Bxoaswmx naketax ynpasnenus BFD.

2.1.4. lMymu c kommymauyueu no memkam MPLS

3pecb paccmatpuBatotcs nytm MPLS LSP, ¢ KoTopbix KnaccoMm akBmMBaneHTHocTu nepecoinku (Forwarding Equivalence Class
unn FEC) [RFC3031] cnyxut agpec IP. Y3en bfd (naparpad 2) gononHeH ysnom mpls co cnvckom ceccuii, OHO3Ha4HO
ykasblBaemblx npedukcomlIP. Mo npuunHe mMcnonb3oBaHUs pasHbix nNyTen MoxeT ObiTb Heckonbko ceccui MPLS ana MPLS
FEC. Habop aTnx ceccui ykasblBaeTcs B session-group.

MockonbKy a1 LSP aBnsAlTCA 0AHOCTOPOHHNMM, Ha BbIXOAHOM Y3ne HeT KoHdurypaumm LSP.

MapameTpbl BFD gns BeixogHoro y3na go6aensoTcs B nepapxuto mpls.

2.1.5. 'pynnbl azpea2uposaHusi KaHas08

B cootBetctBMM ¢ Bidirectional Forwarding Detection (BFD) on Link Aggregation Group (LAG) Interfaces [RFC7130]
koHdurypaumna BFD gna LAG BknovaeT mukpoceccum BFD ang kaxpgoro kaHana B coctaBe LAG. MNockonbky napameTpbl BFD
agnsatTca atpubytammu LAG, um cnegyet HaxoouTbcs B mepapxum LAG. OpHako mopenu aanHbix YANG ans LAG He
cylwiecTByeT, noaToMy y3en lag no6asneH k y3ny bfd (naparpad 2). KoHdurypauusi 3apaétcst Ha ypoBHe LAG, nmeeTcs cnucok
rpynn LAG. IP-agpec nonyyatens B mukpoceccumn BFD 3apaétcs gns LAG un cemencTa agpecos (IPv4 nnm IPv6).

2.2. Mogenb pabo4ero coctosiHus

Mogenb paboyero cocTosHMsA BKMoYaeT obLLyto cTaTUCTUKy ceccuii BFD Ha yCcTporcTBe 1 CTaTUCTUKY Kaxaon ceccun. ObLas
cTaTucTuka ykasbiBaeT obiee ymcno ceccuii BFD, yncno aktuBHbIX ceccui u T. M. 3T CBeAeHWs AO0CTYNHbI rmobanbHo (ans
Bcex ceccun BFD) B mepapxun y3na bfd (naparpadg 2), a Takke no tunam nyten nepecbinku. Ona kaxgow ceccum BFD
BKITHOYEHbI TP OCHOBHBIX KaTeropum pabovero COCTOSIHUS, yKa3aHHbIe HUXKe.

1. ®yHpameHTanbHble cBegeHust o ceccun BFD, Takvme Kak nokanbHbI U yAanEHHbIA AUCKPUMMHATOPbLI, CMOCOBHOCTL
nogaepxmeatb pexum Demand (no 3anpocy).

2. CsepeHns o pabote ceccum BFD (session-running), Hanpumep, yaanéHHein ctatyc BFD u nonyyeHHbIn Kop,
AnarHocTuku. Tpyrum npuMepoM CryxuT akTU4eCKUn nHTepBan nepeaayn yrnpasnsiowmnx nakeToB, KOTOPbIA MOXET
OTNMYaTbCA OT 3aJaHHOro Xernaemoro MWHMMAarnbHOro MWHTepBana. [pyrse npumepbl BkoYaloT dakTudeckue
WHTepBarbl Mexay nony4yaembiMn naketTamv ynpasneHus n nepegasaemMbimu naketamm Echo.

3. lMopgpobHble cBegeHns O ceccun, Hanpumep, BPeMs BKIIOYEHMHA-OTKMoYeHus (up/down), NPOAOIMKUTENbHOCTb
COCTOSIHUS.

[ns HekoTOpbIX TUMOB MyTew MoxeT ObITb 6onee ogHONM ceccun Ha BMPTYanbHbIM NyTb K agpecaty. Hanpuwmep, B IP multihop 1
MPLS LSP moxeT ObITb Heckomnbko ceccun BFD OT MCTOYHMKA K OOHOMY MonydaTtento Ansi TECTUPOBAHUS pasHbIX NyTewn
(ECMP). 310 npeacTaBnsieTcs MHOXXECTBOM SESSIONS B MepapXun Kaxkaon rpynnbl session-group.

2.3. YBegomneHus

Ota Mogenb gaHHbiXx YANG 3agaét yBegoMneHuns Ans HOPMUPOBAHUS KOHEYHbIX MONb30BaTene 0 BaXkHbIX COBbITUAX B
npouecce paboTbl NnpoTokona. JlokanbHbIN AUCKPUMUHATOP YKa3blBaeT COOTBETCTBYOLLYO ceccuto BFD B nokansHom cucteme,
a yaanéHHbIi AMCKPUMMHATOP - B YAANEHHOW. YBeAOMIEHNsI TaKKe coaepxaT BaxHble aetanu ceccun BFD, Hanpumep, HoBoe
COCTOsiHME, Bpems B MpeabiayLlleM COCTOSIHWMM, NMPUYMHA CMEeHbl COCTOsiHUA ceccum BFD. YBegomneHus onpeneneHsl Ans
KaXkgoro Tvna nyTew NepechInku, ro NCNonb3yoT rpynnmnpoBKy ¢ obLwer nHdopmaLumen.

2.4. Onepauun RPC

Her.

2.5. Uepapxus BepxHero ypoBHsi BFD
B yane bfd (nepapxusa control-plane-protocol) HeT AaHHbIX KOHUIypauum - TONbKO AaHHbIe paboyvero COCTOSHUS, BKIOYaOLWme
o6uwyto ctatuctuky ceccumn BFD, 1. e. BFD ans Bex TMMOB NyTel NepechbIskn.

module: ietf-bfd
augment /rt:routing/rt:control-plane-protocols
/rt:control-plane-protocol:

+--rw bfd
+--ro summary
+--ro number-of-sessions? yang:gauge32
+--ro number-of-sessions-up? yang:gauge32
+--ro number-of-sessions-down? yang:gauge32

+--ro number-of-sessions-admin-down? yang:gauge32

2.6. Mepapxusa BFD IP Single-Hop

Y3en ip-sh gpobaensetca B BeTBb bfd nepapxmm control-plane-protocol. 3ToT y3en coaepXuT yanbl AaHHbIX KOHMUrypaumm u
pabouero cocTtosiHua ans kaxgow ceccum BFD IP single-hop.

module: ietf-bfd-ip-sh
augment /rt:routing/rt:control-plane-protocols
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/rt:control-plane-protocol/bfd:bfd:
+--rw ip-sh
+--ro summary
| +--ro number-of-sessions?
+--ro number-of-sessions-up?
+--ro number-of-sessions-down?
+--ro number-of-sessions-admin-down?
-rw sessions
+--rw session* [interface dest-addr]
+--rw interface
+--rw dest-addr
+--rw source-addr?

yang:gauge32
yang:gauge32
yang:gauge32
yang:gauge32

if:interface-ref
inet:ip-address
inet:ip-address

+--rw local-multiplier? multiplier
+--rw (interval-config-type) ?

| +--:(tx-rx-intervals)

| | +--rw desired-min-tx-interval? uint32

| | +--rw required-min-rx-interval? uint32

| +--:(single-interval) {single-minimum-interval}?
| +--rw min-interval? uint32
+--rw demand-enabled? boolean

| {demand-mode}?

+--rw admin-down? boolean

+--rw authentication!
| +--rw key-chain?

| +--rw meticulous?
+--ro path-type?
+--ro ip-encapsulation?
+--ro local-discriminator?
+--ro remote-discriminator?
+--ro remote-multiplier?
+--ro demand-capability?

| {demand-mode}?

boolean

+--ro dest-port?

+--ro session-running

| +--ro session-index?
+--ro local-state?
+--ro remote-state?
+--ro local-diagnostic?

{authentication}?
key-chain:key-chain-ref

identityref
boolean
discriminator
discriminator
multiplier
boolean

inet:port-number
inet:port-number

uint32
state
state

| iana-bfd-types:diagnostic

+--ro remote-diagnostic?

| iana-bfd-types:diagnostic

I
I
I
I
I
I
| +--ro remote-authenticated?
| +--ro remote-authentication-type?
[ iana-bfd-types:auth-type
| +--ro detection-mode?
| +--ro negotiated-tx-interval?
| +--ro negotiated-rx-interval?
| +--ro detection-time?
| +--ro echo-tx-interval-in-use?
| {echo-mode}?
+--ro session-statistics
+--ro create-time?
| yang:date-and-time
+--ro last-down-time?
| yang:date-and-time
+--ro last-up-time?
| yang:date-and-time
+--ro down-count?
+--ro admin-down-count?
+--ro receive-packet-count?
+--ro send-packet-count?

+--ro receive-invalid-packet-count?

|
|
|
+_
I
I
I
I
|
|
|
|
|
|
|
|
I
I
I
I
|
|
|
|
|
|
|
|
| +--ro source-port?
I
I
I
|
|
|
|
|
|
|
|
I
I
I
I
|
|
|
|
|
|
|
|
I
I
I
I
|
|
|
|

+--ro send-failed-packet-count?
+--rw interfaces* [interface]
+--rw interface if:interface-re
+--rw authentication! {authentication}?
+--rw key-chain?

boolean

{authentication}?
enumeration
uint32
uint32
uint32
uint32

yang:counter32
yang:counter32
yang:counter64
yang:counter64
yang:counter64
yang:counter64

£

key-chain:key-chain-ref

+--rw meticulous? boolean
notifications:
+---n singlehop-notification
+--ro local-discr? discriminator
+--ro remote-discr? discriminator
+--ro new-state? state

+--ro state-change-reason?

+--ro time-of-last-state-change?
+--ro dest-addr?

+--ro source-addr?

+--ro session-index?

+--ro path-type?

+--ro interface?

+--ro echo-enabled?

iana-bfd-types:diagnostic
yang:date-and-time
inet:ip-address
inet:ip-address

uint32

identityref
if:interface-ref

boolean
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2.7. Uepapxusa BFD IP Multihop

Y3en ip-mh po6aBneH B BeTBb bfd nepapxmm control-plane-protocol n cogepXuT yanbl AaHHbIX KOHWUrypaumm n pabodero

cocTosiHna ansa kaxgon ceccum BFD IP multihop. B mogenu

paboyero cocTositHus nogaepKuBaeTcsl MHOXeCTBO ceccuii BFD

multihop Ha yoanénnein agpec (ECMP), knto4om NS HUX CRYXUT NOKanbHbIA AUCKPUMUHATOP.

module: ietf-bfd-ip-mh
augment /rt:routing/rt:control-plane-protocols
/rt:control-plane-protocol/bfd:bfd:
+--rw ip-mh

+--ro summary

| +--ro number-of-sessions?

| +--ro number-of-sessions-up?

| +--ro number-of-sessions-down?

| +--ro number-of-sessions-admin-down?

+--rw session-groups

+--rw session-group* [source-addr dest-

+--rw source-addr
+--rw dest-addr

yang:gauge32
yang:gauge32
yang:gauge32
yang:gauge32

addr]
inet:ip-address
inet:ip-address

+--rw local-multiplier? multiplier
+--rw (interval-config-type)?

| +--:(tx-rx-intervals)

| | +--rw desired-min-tx-interval? uint32

| | +--rw required-min-rx-interval? uint32

| +--:(single-interval) {single-minimum-interval}?
| +--rw min-interval? uint32
+--rw demand-enabled? boolean

| {demand-mode}?

+--rw admin-down? boolean

+--rw authentication!
| +--rw key-chain?

| +--rw meticulous?
+--rw tx-ttl?

+--rw rx-ttl

+--ro sessions* []

boolean

{authentication}?
key-chain:key-chain-ref

bfd-types:hops
bfd-types:hops

+--ro path-type? identityref

+--ro ip-encapsulation? boolean

+--ro local-discriminator? discriminator

+--ro remote-discriminator? discriminator

+--ro remote-multiplier? multiplier

+--ro demand-capability? boolean {demand-mode}?
+--ro source-port? inet:port-number
+--ro dest-port? inet:port-number

+--ro session-running

| +--ro session-index? uint32
| +--ro local-state? state
| +--ro remote-state? state
| +--ro local-diagnostic?
| | jana-bfd-types:diagnostic
| +--ro remote-diagnostic?
| | iana-bfd-types:diagnostic
| +--ro remote-authenticated? boolean
| +--ro remote-authentication-type?
| | iana-bfd-types:auth-type {authentication}?
| +--ro detection-mode? enumeration
| +--ro negotiated-tx-interval? uint32
| +--ro negotiated-rx-interval? uint32
| +--ro detection-time? uint32
| +--ro echo-tx-interval-in-use? uint32
| {echo-mode}?
+--ro session-statistics
+--ro create-time?
| yang:date-and-time
+--ro last-down-time?
| yang:date-and-time
+--ro last-up-time?
| yang:date-and-time
+--ro down-count?
| yang:counter32
+--ro admin-down-count?
| yang:counter32
+--ro receive-packet-count?
| yang:counter64
+--ro send-packet-count?
| yang:counter64
+--ro receive-invalid-packet-count?
| yang:counter64
+--ro send-failed-packet-count?
yang:counter64
notifications:
+---n multihop-notification
+--ro local-discr? discriminator
+--ro remote-discr? discriminator
+--ro new-state? state

+--ro state-change-reason?

jana-bfd-types:diagnostic
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+--ro
+--ro
+--ro
+--ro

time-of-last-state-change?
dest-addr?

source-addr?
session-index?

+--ro path-type?

yang:date-and-time
inet:ip-address
inet:ip-address
uint32

identityref

2.8. Uepapxusa ansa BFD yepe3 LAG
Y3en lag no6aeneH B BeTBb bfd nepapxum control-plane-protocol n cogepxuT yanbl gaHHbIX KOHurypauum u paboyero
cocTossHUA Kaxkaon ceccumn BFD LAG.

module:

jetf-

bfd-lag

augment /rt:routing/rt:control-plane-protocols

/rt:control-plane-protocol/bfd:bfd:

+--rw lag
+--rw micro-bfd-ipv4-session-statistics

+--ro summary

I

| +--ro number-of-sessions? yang:gauge32
| +--ro number-of-sessions-up? yang:gauge32
| +--ro number-of-sessions-down? yang:gauge32
| +--ro number-of-sessions-admin-down? yang:gauge32
+--rw micro-bfd-ipvé6-session-statistics

| +--ro summary

| +--ro number-of-sessions? yang:gauge32
| +--ro number-of-sessions-up? yang:gauge32
| +--ro number-of-sessions-down? yang:gauge32
| +--ro number-of-sessions-admin-down? yang:gauge32
+--rw sessions

+--rw session* [lag-name]

+--rw lag-name

+--rw ipv4-dest-addr?

inet:ipv4-address

+--rw ipv6-dest-addr?

inet:ipvé6-address

+--rw local-multiplier? multiplier
+--rw (interval-config-type)?
| +--:(tx-rx-intervals)
| +--rw desired-min-tx-interval? uint32
+--rw required-min-rx-interval? uint32
+--: (single-interval) {single-minimum-interval}?
+--rw min-interval? uint32
+--rw demand-enabled? boolean
{demand-mode}?
+--rw admin-down? boolean

+--rw authentication!
| +--rw key-chain?

| +--rw meticulous?
+--rw use-ipv4?
+--rw use-ipvé6?

{authentication}?
key-chain:key-chain-ref
boolean

boolean
boolean

+--ro member-links* [member-link]

+--ro member-link

if:interface-ref

+--ro micro-bfd-ipv4

+--ro path-type? identityref
+--ro ip-encapsulation? boolean

+--ro local-discriminator? discriminator
+--ro remote-discriminator? discriminator
+--ro remote-multiplier? multiplier
+--ro demand-capability? boolean

{demand-mode}?

if:interface-ref

+--ro source-port? inet:port-number
+--ro dest-port? inet:port-number
+--ro session-running

| +--ro session-index? uint32
| +--ro local-state? state

| +--ro remote-state? state

| +--ro local-diagnostic?

| | iana-bfd-types:diagnostic

| +--ro remote-diagnostic?

[ iana-bfd-types:diagnostic

| +--ro remote-authenticated? boolean
| +--ro remote-authentication-type?

| | jana-bfd-types:auth-type

| | {authentication}?

| +--ro detection-mode? enumeration
| +--ro negotiated-tx-interval? uint32
| +--ro negotiated-rx-interval? uint32
| +--ro detection-time? uint32
| +--ro echo-tx-interval-in-use? uint32
|

{echo-mode}?

+--ro session-statistics

+--ro create-time?

| yang:date-and-time
+--ro last-down-time?

| yang:date-and-time
+--ro last-up-time?

| yang:date-and-time
+--ro down-count?
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yang:counter32

| +--ro admin-down-count?

| | yang:counter32

| +--ro receive-packet-count?

| | yang:counter64

| +--ro send-packet-count?

| | yang:counter64

| +--ro receive-invalid-packet-count?

| | yang:counter64

| +--ro send-failed-packet-count?

| yang:counter64

+--ro micro-bfd-ipvé
+--ro path-type? identityref
+--ro ip-encapsulation? boolean
+--ro local-discriminator? discriminator
+--ro remote-discriminator? discriminator
+--ro remote-multiplier? multiplier
+--ro demand-capability? boolean

{demand-mode}?
+--ro source-port?
+--ro dest-port?

inet:port-number
inet:port-number

+--ro session-running

| +--ro
| +--ro
| +--ro
| +--ro
[

| +--ro
[

| +--ro
| +--ro
I

I

| +--ro
| +--ro
| +--ro
| +--ro
| +--ro
I

session-index? uint32
local-state? state
remote-state? state

local-diagnostic?
iana-bfd-types:diagnostic

remote-diagnostic?
iana-bfd-types:diagnostic

remote-authenticated? boolean

remote-authentication-type?
iana-bfd-types:auth-type
{authentication}?

detection-mode? enumeration
negotiated-tx-interval? uint32
negotiated-rx-interval? uint32
detection-time? uint32
echo-tx-interval-in-use? uint32

{echo-mode}?

+--ro session-statistics

+--ro
I
+--ro
I
+--ro
I
+--ro
I
+--ro
I
+--ro
I
+--ro
I
+--ro
I
+--ro

notifications:
+---n lag-notification
+--ro local-discr?
+--ro remote-discr?
+--ro new-state?

+--ro state-change-reason?

create-time?
yang:date-and-time
last-down-time?
yang:date-and-time
last-up-time?
yang:date-and-time
down-count?
yang:counter32
admin-down-count?
yang:counter32
receive-packet-count?
yang:counter64
send-packet-count?
yang:counter64
receive-invalid-packet-count?
yang:counter64
send-failed-packet-count?
yang:counter64

discriminator
discriminator

state
iana-bfd-types:diagnostic

+--ro time-of-last-state-change? yang:date-and-time

+--ro dest-addr?
+--ro source-addr?
+--ro session-index?
+--ro path-type?
+--ro lag-name?
+--ro member-link?

inet:ip-address
inet:ip-address
uint32
identityref
if:interface-ref
if:interface-ref

2.9. Uepapxusa ana BFD 4yepe3s MPLS LSP

Y3en mpls gobaeneH B BeTBb bfd nepapxun control-plane-protocol n cogepxut koHdurypauum ans MPLS FEC. B mogenu
paboyero cocTosHMA noaaepxmnaeTcs MHoxecTBo ceccuit BFD Ha MPLS FEC (ECMP), knto4oM AN HUX CRYXAT NoKanbHbIA
AVCKPUMUHATOP. Y3en mpls MOXHO NPUMEHATbL B CETEBOM YCTPONCTBE (BEPXHUI YPOBEHbB), @ Takke ycTaHaBnmeaTh B LNE vnu

3K3eMmnrsdpe ceTu.
module: ietf-bfd-mpls

augment /rt:routing/rt:control-plane-protocols
/rt:control-plane-protocol/bfd:bfd:

+--rw mpls
+--ro summary

| +--ro number-of-sessions?

yang:gauge32
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| +--ro number-of-sessions-up? yang:gauge32
| +--ro number-of-sessions-down? yang:gauge32
| +--ro number-of-sessions-admin-down? yang:gauge32
+--rw egress

| +--rw enabled? boolean

| +--rw local-multiplier? multiplier
| +--rw (interval-config-type)?

| | +--:(tx-rx-intervals)

| | | +--rw desired-min-tx-interval? uint32

| | | +--rw required-min-rx-interval? uint32

| | +--:(single-interval) {single-minimum-interval}?
| | +--rw min-interval? uint32

| +--rw authentication! {authentication}?

| +--rw key-chain? key-chain:key-chain-ref

|

+--rw meticulous? boolean
+--rw session-groups
+--rw session-group* [mpls-fec]

+--rw mpls-fec inet:ip-prefix
+--rw local-multiplier? multiplier
+--rw (interval-config-type)?

| +--:(tx-rx-intervals)

| | +--rw desired-min-tx-interval? uint32

| | +--rw required-min-rx-interval? uint32

| +--:(single-interval) {single-minimum-interval}?
| +--rw min-interval? uint32
+--rw demand-enabled? boolean

| {demand-mode}?

+--rw admin-down? boolean
+--rw authentication! {authentication}?

| +--rw key-chain? key-chain:key-chain-ref

| +--rw meticulous? boolean
+--ro sessions* []

+--ro path-type? identityref

+--ro ip-encapsulation? boolean

+--ro local-discriminator? discriminator

+--ro remote-discriminator? discriminator

+--ro remote-multiplier? multiplier

+--ro demand-capability? boolean {demand-mode}?

+--ro source-port? inet:port-number

+--ro dest-port? inet:port-number

+--ro session-running

| +--ro session-index? uint32
+--ro local-state? state
+--ro remote-state? state

+--ro local-diagnostic?

| jana-bfd-types:diagnostic

+--ro remote-diagnostic?

| jana-bfd-types:diagnostic

+--ro remote-authenticated? boolean

+--ro remote-authentication-type?

| iana-bfd-types:auth-type {authentication}?

+--ro detection-mode? enumeration
+--ro negotiated-tx-interval? uint32
+--ro negotiated-rx-interval? uint32
+--ro detection-time? uint32
+--ro echo-tx-interval-in-use? uint32

|

|

I

I

I

I

|

|

|

|

|

|

|

|

| {echo-mode}?

+--ro session-statistics

| +--ro create-time?

[ yang:date-and-time
| +--ro last-down-time?

[ yang:date-and-time
| +--ro last-up-time?

[ yang:date-and-time
| +--ro down-count?

[ yang:counter32

| +--ro admin-down-count?
[ yang:counter32

| +--ro receive-packet-count?
| | yang:counter64

| +--ro send-packet-count?

| | yang:counter64

| +--ro receive-invalid-packet-count?
[ yang:counter64

| +--ro send-failed-packet-count?
| yang:counter64

+--ro mpls-dest-address? inet:ip-address
notifications:
+---n mpls-notification
+--ro local-discr? discriminator
+--ro remote-discr? discriminator
+--ro new-state? state
+--ro state-change-reason? jana-bfd-types:diagnostic
+--ro time-of-last-state-change? yang:date-and-time
+--ro dest-addr? inet:ip-address
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+--ro source-addr? inet:ip-address
+--ro session-index? uint32

+--ro path-type? identityref
+--ro mpls-dest-address? inet:ip-address

2.10. Bsaumopeincteue c apyrumm moaynsamm YANG

B nokymeHTe Generic YANG Data Model for the Management of Operations, Administration, and Maintenance (OAM) Protocols
That Use Connectionless Communications [RFC8532] onvcaHo, Kak MOXHO pacLUMpuTb HE3ABMCUMOW OT YPOBHS MOOOEPXKKN
OAM (Layer-Independent OAM Management in the Multi-Layer Environment nnu LIME) 6e3 opraHnsauumn siBHbIX COeaUHEHUN
ana nogaepxku BFED.

PaboTta mogenu aaHHbix BFD 3aBucuT Takke oT napaMeTpoB KOHUrypaumu, onpefaenéxHbix B Apyrmx mogynsax YANG.

2.10.1. Moodyns ietf-interfaces

MokasaHHasi Hxe norudeckas koHdurypauusi 3agaHa B gokymeHte A YANG Data Model for Interface Management [RFC8343].

/if:interfaces/if:interface/if:enabled
Ecnu ans aToi KoHdurypaumm 3agaHo 3HadeHve false, uHtepdeiic He 6yaeT nepenasatb U NpMHUMaTE nakeTsbl BFD.

2.10.2. Mooynsb ietf-ip

[MokasaHHas Hyxe normdeckas koHdurypauns dagaHa B gokymeHte A YANG Data Model for IP Management [RFC8344].

/if:interfaces/if:interface/ip:ipv4/ip:enabled

Ecnu ans aton KoHdurypaumm 3agaHo 3HadveHve false, uHtepderic He 6yaeT nepegasatb U NpuHMMaTh nakeTtol BFD IPv4.
fif:interfaces/if:interface/ip:ipv4/ip:forwarding

Ecnu ans aTow KoHdurypaumm 3agaHo 3HadveHve false, uHtepderic He ByaeT nepegasatb U NpuHMMaTh nakeTol BFD IPv4.
/if:interfaces/if:interface/ip:ipv6/ip:enabled

Ecnu ans aTow KoHdurypaumm 3agaHo 3HadeHve false, uHtepderic He OyaeT nepegasatb U NpuHMMaTh nakeTol BFD IPv6.
fif:interfaces/if:interface/ip:ipv6/ip:forwarding

Ecnu ans aToi KoHdurypaumm 3agaHo 3HaveHve false, uHtepdeiic He OyaeT nepefaBatb U NpuHMMaTh nakeTol BFD IPv6.

2.10.3. Modyns ietf-mpls

[MokazaHHasa Huxe nornyeckas koHopurypaums sagaHa B gokymeHte A YANG Data Model for MPLS Base [RFC8960].

/rt:routing/mpls:mpls/mpls:interfaces/mpls:interface/mpls:mpls-enabled
Ecnu ans aton KoHdurypaumm 3agaHo 3HadveHve false, uHtepdeic He 6yaeT nepegasatb M NpuHUMaTh nakeTsl BFD.

2.11. Moaynb YANG IANA BFD
3101 Mmoaynb YANG nmnopTtupyet onpeaenexus ns [RFC5880], a Takke ccbinaetcs Ha [RFC5880] n [RFC6428].

<CODE BEGINS> file "iana-bfd-types@2021-10-21.yang"
module iana-bfd-types {
yang-version 1.1;
namespace "urn:ietf:params:xml:ns:yang:iana-bfd-types";
prefix iana-bfd-types;

organization
"IANA" ;
contact
"Internet Assigned Numbers Authority

Postal: ICANN
12025 Waterfront Drive, Suite 300
Los Angeles, CA 90094-2536
United States of America

Tel: +1 310 301 5800
<mailto:iana@iana.org>";
description

"SToT MOIYJNE oOmnpemnesisieT THUIE NaHHEX YANG mnsi BapermMcTpMPOBaHHEIX
IANA napameTpoe BFD.

3roT Momynk YANG nommepxmBaercsi IANA m oTpaxaeT peecTpsl
BFD Diagnostic Codes m BFD Authentication Types.

ABTopckme mpaBa (Copyright (c) 2021) npmuapnexar IETF Trust m
nuuaM, yKasaHHEM KaK aBTOPH. Bce mpaBa BampueHs.

PacnpocTpaHeHMe M IIPUMMEHEeHMEe MOAYJIS B MCXOOHOM MM LBOUYHOM
bopMe c mBMeHeHusIMM MM 6e3 TAKOBHX paspelleHO B COOTBETCTBUM C
nunensuer Simplified BSD License, msnoxeHHON B naparpade 4.c
IETF Trust's Legal Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info) .

3ra Bepcust Momynst YANG siBastercst wacTeio RFC 9127, rme npaBoBmle
acnexkTs NpmMBemeHs 6ojiee mojyHo.";

reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";

revision 2021-10-21 {
description
"MICXOOHEIL BHOYCK.";
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
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Detection (BFD)";
}

/*
* OnpefneneHUs: TUIIOB

*/

typedef diagnostic {
type enumeration {
enum none {
value 0;
description
"HeT mmMarHoCTMKM.";
}
enum control-expiry {
value 1;
description
"MicTekylO BpeMss OoBHapyxeHusi.'";
}
enum echo-failed {
value 2;
description
"Orkas ¢ymkumm Echo.";
}
enum neighbor-down {
value 3;
description
"Cocen ykasan oTkiwouYeHMe ceccum (Down) .";
}
enum forwarding-reset ({
value 4;
description
"C6poC ILIOCKOCTM Nepecsuku.";
}
enum path-down {
value 5;
description
"Orkioduenune nyru (Down) .";
}
enum concatenated-path-down {
value 6;
description
"OTKIIIOYEeHMe COCTaBHOTIrO nyTm.";
}
enum admin-down {
value 7;
description
"AODMMHMCTPaTMBHOE OTKIIOYeHMe.";
}
enum reverse-concatenated-path-down {
value 8;
description
"OTKIIOYeHNMe OBpaTHOI'O COCTaBHOTO nyTm.";
}
enum mis-connectivity-defect {
value 9;
description
"OBHapyxeHa ouMBodYHasl CBABHOCTB.";
reference
"RFC 5880: Bidirectional Forwarding Detection (BFD)
RFC 6428: Proactive Connectivity Verification, Continuity
Check, and Remote Defect Indication for the MPLS Transport
Profile";
}
}
description
"Koxmsl mmarHocTukyu BFD B cooTBercTBuMM ¢ RFC 5880. 3BHaueHmnsT KOIOB
(0 - 31) nommepxmuBanTcst B peecTpe IANA BFD Diagnostic Codes.";
reference
"RFC 5880: Bidirectional Forwarding Detection (BFD)";

}

typedef auth-type ({
type enumeration {
enum reserved {
value O;
description
"PesepB.";
}
enum simple-password {
value 1;
description
"llpocToi napoias.";
}
enum keyed-md5 {
value 2;
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}

description
"MD5 c kuouoM. " ;
}
enum meticulous-keyed-md5 {
value 3;
description
"Cxpynynésusni MD5 c kimouoM.";
}
enum keyed-shal ({
value 4;
description
"SHAl c xnwouoMm.";
}
enum meticulous-keyed-shal {
value 5;
description
"Cxpynynésusni SHAl c xiouoMm. " ;

}

description

"Tunsl ayrTeHTuOmraumm BFD ms RFC 5880. Buauenuss (0
noamepxmuBanTCcsa B peecTpe IANA BFD Authentication Types.";

reference

}
}

"RFC 5880: Bidirectional Forwarding Detection (BFD)";

<CODE ENDS>

2.12. Mogynb YANG gnsa tunos BFD

3101 mogynb YANG mmnopTupyeT onpegenenust tuno n3 [RFC6991] n [RFC8177], onpenenenns ns [RFC5880], [RFC5881],
[RFC5883], [RFC5884] n [RFC7130], a Takke otoxaecTteneHue control-plane-protocol ns [RFC8349, n ccoinkm [RFC9127].

<CODE BEGINS> file "ietf-bfd-types@2021-10-21.yang"

module ietf-bfd-types {
yang-version 1.1;

namespace "urn:ietf:params:xml:ns:yang:ietf-bfd-types";

prefix bfd-types;

import iana-bfd-types {
prefix iana-bfd-types;
reference

}

"RFC 9127: YANG Data Model for Bidirectional Forwarding

Detection (BFD)";

import ietf-inet-types {
prefix inet;
reference

}

"RFC 6991: Common YANG Data Types";

import ietf-yang-types {
prefix yang;
reference

}

"RFC 6991: Common YANG Data Types";

import ietf-routing {
prefix rt;
reference

}

"RFC 8349: A YANG Data Model for Routing Management

(NMDA Version)";

import ietf-key-chain {
prefix key-chain;
reference

}

"RFC 8177: YANG Data Model for Key Chains";

organization
"IETF BFD Working Group";
contact

"WG Web:

<https://datatracker.ietf.org/wg/bfd/>

WG List: <mailto:rtg-bfd@ietf.org>

Editor: Reshad Rahman

<mailto:reshad@yahoo.com>

Editor: Lianshu Zheng

<mailto:veronique cheng@hotmail.com>

Editor: Mahesh Jethanandani

<mailto:mjethanandani@gmail.com>";

description

"3TOT MOAYJNE COLEPXMT ONpenesyIeHMs CBASaHHHX C BFD THNOB maHHHIX
YANG B coorBercTBuM c RFC 5880,
COBMECTHO C IpyrumMm Mompyinsim YANG BFD.

a TakKXe I'PYyNNIMPOBKM, IIPMMEHsIeMble
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AeTopckme mpaea (Copyright (c) 2021) npmuagnexar IETF Trust m

JiuaM, yKaBaHHBIM KakKk aBTOPHI. Bce npaea 3alMeHsl.

Pacnpocmpanex—me n NpMMeHeHMue MOAYJsi B MCXO,EHOﬁ nnmn ,E[BOM‘IHOﬁ

(bopue C MBMEeHEeHUsIMM UM 6e3 TaKOBHX paspemweHo B COOTBETCTBMUM C

nuuensuert Simplified BSD License, msnoxeHHod B naparpade 4.c
IETF Trust's Legal Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info) .

3Ta Bepcus MoAynst YANG siBasiercss 4WacTeio RFC 9127, rme mpaBOBEHe
acnexTH npmeBeneHs 6Gojiee mnojyHO.";

reference
"RFC 5880: Bidirectional Forwarding Detection (BFD)

RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";

revision 2021-10-21 {
description

"MCXOnHEI BHIOYCK.";

reference

}
/*

*

*/

"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";

Onpegnenennss cBoMCTB (QyHKImMIT)

feature single-minimum-interval {
description

}

"VKaBSHBaeT, UYTO CepBep NOLAEePXKMBaeT HACTPOMKY 1 MMHMMAIBHOT'O
SHaYeHMe MJIsI MHTEPBAaJIOB npmémMa M nepemaum.";

feature authentication {
description

"YkasnBaeT, 4YTO CepBep NoanepxmuBaeT ayTeHTumpmxammmo BFD.";

reference

}

"RFC 5880: Bidirectional Forwarding Detection (BFD),
Section 6.7";

feature demand-mode {
description

"YkaBshHBaeT, uUTO cepBep noamepxmeaer pexum BFD Demand.";

reference

}

"RFC 5880: Bidirectional Forwarding Detection (BFD),
Section 6.6";

feature echo-mode {
description

" YkasmBaeT, 4UTO cepBep nommepxmBaer pexmm BFD Echo.";

reference

}
/*

"RFC 5880: Bidirectional Forwarding Detection (BFD),
Section 6.4";

* OnpefnesieHUsT OTOXNECTBJIEHUN (MAEHTMOMKATOPORB)

*/

identity bfdvl {
base rt:control-plane-protocol;
description

"Ilporokon BFD Bepcum 1.";

reference

}

"RFC 5880: Bidirectional Forwarding Detection (BFD)";

identity path-type {
description

}

"BaBoBOe OTOXAECTBJIeEHMe IOJNa Tuna nyrtm BFD, ykaSmBamomero Tumn
nyTu, no koropomy paboraer BFD.";

identity path-ip-sh {
base path-type;
description

"BFD uepes 1 umHTepBan nepecenkm IP.";

reference

}

"RFC 5881: Bidirectional Forwarding Detection (BFD)
for IPv4 and IPv6 (Single Hop)";

identity path-ip-mh {
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base path-type;
description

"BFD uepe3 MHOXECTBO MHTEpPBAaJIOB nepecmmkmum IP.";

reference

"RFC 5883: Bidirectional Forwarding Detection

Multihop Paths";

}

identity path-mpls-te {

base path-type;
description

"BFD uepes MPLS
reference

"RFC 5884: Bidirectional Forwarding Detection
for MPLS Label Switched Paths (LSPs)";

}

TE.";

identity path-mpls-1lsp {

base path-type;
description

"BFD uepes MPLS LSP.";

reference

"RFC 5884: Bidirectional Forwarding Detection
for MPLS Label Switched Paths (LSPs)";

}

identity path-lag {
base path-type;
description

"Micro-BFD Ha kaHane mu3 rpynns LAG.";

reference

"RFC 7130: Bidirectional Forwarding Detection
Link Aggregation Group (LAG) Interfaces";

}

identity encap-type {

description

"BasoBoe OTOXAECTBJIEHME THIa MHKancynsumm BFD.";

}

identity encap-ip {
base encap-type;
description

"BFD ¢ uHKancyasuuen IP.";

}
/*

* OnpepeneHusi TUIIOB

*/

typedef discriminator {

type uint32;
description

"OnckpuMnHaTop BFD,

reference

"RFC 5880: Bidirectional Forwarding Detection (BFD)";

}

typedef state {
type enumeration
enum adminDown
value 0;
description
"CocrTostune
}
enum down {
value 1;
description
"CocrosiHmue
}
enum init {
value 2;
description
"Cocrosinne
}
enum up {
value 3;
description
"CocTosiHue
}
}

description
"Cocrositnusi BFD

}

typedef multiplier

adminDown.";

Down.";

Init.";

Up.";

B cooTBercTBMM C RFC 5880.";

ommcauuHst B RFC 5880.";

(BFD) for

(BFD)

(BFD)

(BFD) on
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type uint8 {
range "1..255";
}
description
"MHOXMTenes BFD, onpepenénuHsni B RFC 5880.";

}

typedef hops {
type uint8 {
range "1..255";
}
description
"Coorsercreyer TTL B IPv4 m Hop Limit B IPv6.";

}

/*
* I'pynnmpoBKM
*/

grouping auth-parms {
description
"llapameTpsl ayTeHTHMOmxaumm BFD (naparpadp 6.7 B RFC 5880) .";
container authentication {
jif-feature "authentication";
presence '"BxiouaeT ayTeHTuMOmxaumo (naparpa¢ 6.7 B RFC 5880) .";
description
"llapamMeTps ayTeHTubuxauum BFD.";
reference
"RFC 5880: Bidirectional Forwarding Detection (BFD),
Section 6.7";
leaf key-chain {
type key-chain:key-chain-ref;
description
"M key-chain B coorBercTBMM c RFC 8177.";
}
leaf meticulous {
type boolean;
description
"BKJIOYaeT CKPyNyJNésHmi pexmM (maparpad 6.7 B RFC 5880).";

}

grouping base-cfg-parms {
description
"T'pynnupoBka BFD nnst 6aB30BHX NapaMeTpoB KoOHburypaumm.";
leaf local-multiplier {
type multiplier;
default "3";
description
"Multiplier transmitted by the local system.";
}
choice interval-config-type {
default "tx-rx-intervals";
description
"IBa MM OJHO BHaAYEHME IJisTI MHTEPBaJIOB mpméMa mu mnepegmaum.";
case tx-rx-intervals {
leaf desired-min-tx-interval ({
type uint32;
units "microseconds";
default "1000000";
description
"KenaeMelt MMHMMAaNBHENI MHTEpBall NepefauM IaKeTOB
ynpaeneHusi. " ;
}
leaf required-min-rx-interval ({
type uint32;
units "microseconds";
default "1000000";
description
"TpebyeMslli MMHMMANLHEN MHTEPBAaJl IIONYYEHMSI IaKeTOB
ynpaenenust. " ;
}
}
case single-interval ({
if-feature "single-minimum-interval";
leaf min-interval {
type uint32;
units "microseconds";
default "1000000";
description
"XenaeMst MMHMMAJIBHEI MHTEepBall NepefauM M TpebyeMsnt
MMHMMAJBHB MHTEPBall [OJIydYeHMsI NaKeTOB ynpaBJieHus.";
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}

grouping client-cfg-parms {
description
"I'pynnupoeka BFD mgnsi napaMeTpoB KOHQMIypaumm, NIpPMMEHSIEMEIX
xknamnenramu BFD, nanpmmep, IGP mnm MPLS.";
leaf enabled {
type boolean;
default "false";
description
"YkasmnBaeT, paspewéH au nporoxkon BFD.";
}
uses base-cfg-parms;

}

grouping common-cfg-parms {
description
"I'pynmupoBka BFD gnnss ofumx napaMeTpoB KOHburypaumm.';
uses base-cfg-parms;
leaf demand-enabled {
if-feature "demand-mode";
type boolean;
default "false";
description
"IInsa BKIOYEHMsT pexmuma Demand.";
}
leaf admin-down {
type boolean;
default "false";
description
"VkasmnBaeT, 6mula am ceccust BFD OTKIKoYeHa agMMHMCTPaATMBHO.";
}
uses auth-parms;

}

grouping all-session {
description
"CBegjenuss o pabore ceccum BFD.";
leaf path-type {
type identityref ({
base path-type;
}
config false;
description
"Tun nyTM, IO KOTOpoMy paBoraer BFD.";
}
leaf ip-encapsulation {
type boolean;
config false;
description
"YxasmBaeT, mucnonbsyercss nm ansa BFD mHxancynsums IP.";
}
leaf local-discriminator {
type discriminator;
config false;
description
"JIoKaNnbHEN OUCKPMMMHATOP.";
}
leaf remote-discriminator {
type discriminator;
config false;
description
"Y@anéHH OUCKPMMMHATOP.";
}
leaf remote-multiplier {
type multiplier;
config false;
description
"YoanéHHEM MHOXUTENL.";
}
leaf demand-capability {
if-feature "demand-mode";
type boolean;
config false;
description
"JlokaneHas nogmepxka pexmMa Demand.";
}
leaf source-port {
when "../ip-encapsulation = 'true'" ({
description
"[IOPT-MCTOYHMK NPUI'ONEH JMIbL IIPM MHKancynsumm IP.";
}
type inet:port-number;
config false;
description
"llopr-ncrounnx UDP.";
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}
leaf dest-port {
when "../ip-encapsulation = 'true'" {
description

"[lopT-nosydaTenk NpPpUI'OAeH Mk NpM MHKancynsumm IP.";

}
type inet:port-number;
config false;
description
"llopr-nonyudarene UDP.";
}
container session-running {
config false;
description
"UnpopmMaumss o pabore ceccum BFD.";
leaf session-index {
type uint32;
description
"MHOeKC INis1 ONHOBHAUYHOI'O yKasaHmst ceccuir BFD.";
}
leaf local-state {
type state;
description
"JlokaneHOEe CcocCTOosiHMe.";
}
leaf remote-state {
type state;
description
"YoanénHoe cocTosiHue.'";
}
leaf local-diagnostic {
type iana-bfd-types:diagnostic;
description
"JlokanebHass OuMar"HocTuka.';
}
leaf remote-diagnostic {
type iana-bfd-types:diagnostic;
description
"YnaneHHass auarHocTuka.";
}
leaf remote-authenticated {
type boolean;
description
"YkasnBaeT, ayTeHTuOMUMPOBAHH JIM BXOXSIME NaKeTH
ynpaenennss BFD." ;
}
leaf remote-authentication-type {
when "../remote-authenticated = 'true'" {
description

"[I[PUIOJHO JNMIIE IPY AaYTeHTUOMUMPOBAHHEX BXONSUMX Iakerax.";

}

if-feature "authentication";
type iana-bfd-types:auth-type;
description

"Tun ayTeHTHMOMKaAUMM BXONAWMX IIaKeTOB ymnpaByieHuss BFD.";

}
leaf detection-mode {
type enumeration {
enum async-with-echo {
value 1;
description
"AcuHxpoHHO c Echo.";
}
enum async-without-echo {
value 2;
description
"AcCMHXpPOHHO 6e3 Echo.";
}
enum demand-with-echo {
value 3;
description
"Demand ¢ Echo.";
}
enum demand-without-echo {
value 4;
description
"Demand 6e3 Echo.";
}
}
description
"PexmMM HOeTeKTMpOBaHMsi.";
}
leaf negotiated-tx-interval {
type uint32;
units "microseconds";
description
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"CorylacoBaHHN MHTepBajyl nepejaum.";
}
leaf negotiated-rx-interval {
type uint32;
units "microseconds";
description
"CorJylacoBaHHHI MHTepBay npméma.";
}
leaf detection-time {
type uint32;
units "microseconds";
description
"BpeMst1 oB6HapyxeHus.'";
}
leaf echo-tx-interval-in-use {
when "../../path-type = 'bfd-types:path-ip-sh'" {
description
"Echo nompepxmBaercss jmmue gnss IP single-hop.";
}
if-feature "echo-mode";
type uint32;
units "microseconds";
description
"[IpuMeHsIeMEllf MHTepBan nepegaum Echo.";
}
}
container session-statistics {
config false;
description
"CraTucTnka niass ceccum BFD.";
leaf create-time {
type yang:date-and-time;
description
"faTa M BpeMsi cosBJaHuss ceccum.';
}
leaf last-down-time {
type yang:date-and-time;
description
"llaTa M BpeMsl IOCIEeIHEro BaKphTusi ceccum (down).";
}
leaf last-up-time {
type yang:date-and-time;
description
" JaTa M BpeMsI IOCJIefHer'o OTKPHTMs ceccum (up).";
}
leaf down-count {
type yang:counter32;
description
"Uucyo nepexoioB ceccum B cocTosthme down.";
}
leaf admin-down-count {
type yang:counter32;
description
" Upcno mepexomoB ceccum B cocTosiHme admin-down.";
}
leaf receive-packet-count {
type yang:counteré64;
description
"UMcIiO MNONYYEHHBX B CEeCCMM MNaKeTOB (BKIOYas HENpMUTORHHE) .";
}
leaf send-packet-count {
type yang:counteré64;
description
"Uyciio nepenaHHHX B CeCCHUM NakKeToB.'";
}
leaf receive-invalid-packet-count {
type yang:counteré64;
description
"UMCIO MNOJNIYyYEeHHHIX B CEeCCHMM HeAelHCTBUTEJNLHEX IIaKeToB.'";
}
leaf send-failed-packet-count {
type yang:counteré64;
description
"Uucyo oTKaBOB NpM Iepenaude naxkeToB B ceccum.';

}

grouping session-statistics-summary {
description
"T'pynmmMpoBKa IJisi CBOJHOM CTaATUMCTMKM ceccuit.";
container summary {
config false;
description
"CeBomHasi cTaTMCTMKa ceccum BFD.";
leaf number-of-sessions {
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type yang:gauge32;
description
"Uucno ceccuir BFD.";

}
leaf number-of-sessions-up {
type yang:gauge32;
description
"Upucno ceccut BFD B cocrosimmm Up (B cooTBeTCTBMM C
RFC 5880).";
}
leaf number-of-sessions-down {
type yang:gauge32;
description
"Ypucno ceccumnt BFD B cocTosthmm Down mnm Init, HO He
adminDown (B cooTeBercTBuM c RFC 5880) .";
}
leaf number-of-sessions-admin-down {
type yang:gauge32;
description
"Yucno ceccumt BFD B cocTostHMm adminDown (B COOTBETCTBUM C
RFC 5880).";
}
}
}

grouping notification-parms {
description
"T'pynmna OmMMCHBaeT obuye napaMeTpsl, KOTOpHe 6yAyT nepefaBaThCH
B yBegmomueHusix BFD.";
leaf local-discr {
type discriminator;
description
"JlokanbHEM OUCKpMMMHaTop BFD.";
}
leaf remote-discr ({
type discriminator;
description
"Y@anéHHeM OuCKpMMmMHaTop BFD.";
}
leaf new-state {
type state;
description
"Tekymee cocTosiame BFD.";
}
leaf state-change-reason {
type iana-bfd-types:diagnostic;
description
"[lpuumHa cMeHsl cocTosiumsi BFD.";
}
leaf time-of-last-state-change {
type yang:date-and-time;
description
"KajeHpgapHOe BpeMsI MOCJIefHeN CMEeHb COCTOSIHusS.'";
}
leaf dest-addr {
type inet:ip-address;
description
"Appec napTHépa BFD.";
}
leaf source-addr {
type inet:ip-address;
description
"JlokaneHEM agpec BFD.";
}
leaf session-index {
type uint32;
description
"UHOeKC IOJIsT OOHOBHAYHOI'O yKasaHusi ceccum BFD.";
}
leaf path-type {
type identityref {
base path-type;
}
description
"Tun nyTm BFD.";

}

}
<CODE ENDS>

2.13. Moaynb BepxHero ypoBHA ana BFD
3101 Mmogyne YANG umnopTtupyeT 1 gononHseT moayne /routing/control-plane-protocols/control-plane-protocol ns [RFC8349].
Mopgynb Takxke cceinaetcs Ha [RFC5880].

<CODE BEGINS> file "ietf-bfd@2021-10-21.yang"
module ietf-bfd ({
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yang-version 1.1;
namespace "urn:ietf:params:xml:ns:yang:ietf-bfd";
prefix bfd;

import ietf-bfd-types {
prefix bfd-types;
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}
import ietf-routing {
prefix rt;
reference
"RFC 8349: A YANG Data Model for Routing Management
(NMDA Version)";
}

organization
"IETF BFD Working Group";

contact
"WG Web: <https://datatracker.ietf.org/wg/bfd/>
WG List: <mailto:rtg-bfd@ietf.org>

Editor: Reshad Rahman
<mailto:reshad@yahoo.com>

Editor: Lianshu Zheng
<mailto:veronique cheng@hotmail.com>

Editor: Mahesh Jethanandani
<mailto:mjethanandani@gmail.com>";

description
"SToT MOmYNE comepxmT ompegmenenmsi YANG pminst napameTpoB BFD
B coorBeTcTBMM C RFC 5880.

ABTopckme mpaea (Copyright (c) 2021) npmuapnexar IETF Trust m
nMuaM, yKaBSaHHEIM KakKk aBTOPH. Bce mpaBa Baupmuexs:.

PacmpocTpaHeHMEe M NPMMEHEHMEe MOXYJsI B MCXORHOM MM IBOMYHOM
bopMe c uBMeHeHMsIMM MM 6e3 TAKOBHX paspelleHO B COOTBETCTBUM C
nmnuensuert Simplified BSD License, msnoxeHHo B naparpade 4.c
IETF Trust's Legal Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info) .

3ra Bepcusi Momynst YANG siBastercst wacTeio RFC 9127, rme npasBosmle
acrnekKkTs NOpMBEeJeHH 6ojiee mojHO.";

reference
"RFC 5880: Bidirectional Forwarding Detection (BFD)
RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";

revision 2021-10-21 {
description
"MCXOOHEIA BHIYCK.'";
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}

augment "/rt:routing/rt:control-plane-protocols/"
+ "rt:control-plane-protocol"” {
when "derived-from-or-self (rt:type, 'bfd-types:bfdvl')" {
description
"IOMoJMHEeHMNEe NEMCTBUTENBLHO NMIUEL IS 3K3eMmusspa BFD
B IUIOCKOCTM ymnpaBieHmust (Tmn bfdvl) .";
}
description
"NononHeHmue BFD.";
container bfd {
description
"KoHTeliHep BepxHero ypoBHs BFD.";
uses bfd-types:session-statistics-summary;
}
}

}
<CODE ENDS>

2.14. Mogynb BFD IP Single-Hop

31oT mogynb YANG umnoptupyer interface-ref us [RFC8343] n onpegenenus Tunos us [RFC6991], a Takke umnopTvpyeT u
ponornHseT /routing/control-plane-protocols/control-plane-protocol ns [RFC8349] u cceinaetcsa Ha [RFC5881].

<CODE BEGINS> file "ietf-bfd-ip-sh@2021-10-21.yang"
module ietf-bfd-ip-sh {
yang-version 1.1;
namespace "urn:ietf:params:xml:ns:yang:ietf-bfd-ip-sh";
prefix bfd-ip-sh;
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import ietf-bfd-types {
prefix bfd-types;
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}
import ietf-bfd {
prefix bfd;
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}
import ietf-interfaces ({
prefix if;
reference
"RFC 8343: A YANG Data Model for Interface Management";
}
import ietf-inet-types {
prefix inet;
reference
"RFC 6991: Common YANG Data Types";
}
import ietf-routing {
prefix rt;
reference
"RFC 8349: A YANG Data Model for Routing Management
(NMDA Version)";
}

organization
"IETF BFD Working Group";

contact
"WG Web: <https://datatracker.ietf.org/wg/bfd/>
WG List: <mailto:rtg-bfd@ietf.org>

Editor: Reshad Rahman
<mailto:reshad@yahoo.com>

Editor: Lianshu Zheng
<mailto:veronique cheng@hotmail.com>

Editor: Mahesh Jethanandani
<mailto:mjethanandani@gmail.com>";

description
"STOT MOZAYJE COAEPXMUT ompexmesnieHnst YANG panst napameTpoB BFD c omHOM
nepecsmkon IP (single-hop) B coorBercrBMM c RFC 5881.

AeTopckme mpaea (Copyright (c) 2021) npmuagnexar IETF Trust m
nMUaM, yKasBaHHHM Kak aBTOps. Bce mpaBa Baupmuexs.

PacmpocTpaHeHME M NPMUMEHEHMEe MOXLYJsI B MCXORHOM MM IBOMYHONM
bopmMe c usBMeHeHMsMM MM 6e3 TAKOBHX paspelleHO B COOTBETCTBUM C
nuuensuert Simplified BSD License, msnoxeHHod B naparpade 4.c
IETF Trust's Legal Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info) .

3Ta Bepcus MoAynst YANG siBastercss 4WacTeio RFC 9127, rme mpaBOBEHe
acnexTH npmeBeneHs 6Gojsiee nojsHO.";

reference
"RFC 5881: Bidirectional Forwarding Detection (BFD)
for IPv4 and IPv6 (Single Hop)
RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";

revision 2021-10-21 {
description
"MCXOnHEIM BHIOYCK.";
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}

/*
* JIONOJIHEeHUST

*/

augment "/rt:routing/rt:control-plane-protocols/"
+ "rt:control-plane-protocol/bfd:bfd" {
description
"Nononnenme BFD pnst IP single-hop.";
container ip-sh {
description
"KoHTeliHep BepxHero ypoBHss BFD IP single-hop.";
uses bfd-types:session-statistics-summary;
container sessions {
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description
"Ceccum BFD IP single-hop.";
list session {
key "interface dest-addr";
description
"Cnmcok ceccwuit IP single-hop.";
leaf interface {
type if:interface-ref;
description
"Uurepberic, Ha koTopoM paboraeT ceccust BFD.";

}
leaf dest-addr {
type inet:ip-address;
description
"IP-ampec naprHepa.";
}
leaf source-addr {
type inet:ip-address;
description
"JlokaneHENt agpec IP.";
}
uses bfd-types:common-cfg-parms;
uses bfd-types:all-session;
}
}
list interfaces {
key "interface";
description
"Cnmcok mHTepdenconB. " ;
leaf interface {
type if:interface-ref;
description
"CeBepenust BFD pnsi maHHOTO mMHTepdesica.";
}
uses bfd-types:auth-parms;

}
/*

* YBemoMiieHUst

*/

notification singlehop-notification {
description
"YBemoMseHMe O CMeHe cocTosiHMsi ceccum BFD single-hop.
Peanuszaumusi MoOxXeT OIrPaHMYMBATE YAaCTOTY yse,qoymennﬁ, HanpmMep
npM HENpPEepHBHOM CMEHe COCTOsIHMsT ceccum.";
uses bfd-types:notification-parms;
leaf interface {
type if:interface-ref;
description
"MHTepberic, K KOTOPOMYy OTHOCHUTCS 3Ta ceccust BFD.";
}
leaf echo-enabled {
type boolean;
description
"YkasmBaeT, paspeleHs au coobmenus Echo pms BFD.";
}
}
}
<CODE ENDS>

2.15. Moaynb BFD IP Multihop

3101 moaynb YANG umnoptupyeT onpeaeneHus tmnos u3 [RFC6991], a Takke mmnoptupyeT u gononHsieT /routing/control-
plane-protocols/control-plane-protocol n3 [RFC8349] n ccbinaetcs Ha [RFC5883].

<CODE BEGINS> file "ietf-bfd-ip-mh@2021-10-21.yang"
module ietf-bfd-ip-mh {
yang-version 1.1;
namespace "urn:ietf:params:xml:ns:yang:ietf-bfd-ip-mh";
prefix bfd-ip-mh;

import ietf-bfd-types {
prefix bfd-types;
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}
import ietf-bfd {
prefix bfd;
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}
import ietf-inet-types {
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prefix inet;
reference
"RFC 6991: Common YANG Data Types";

}
import ietf-routing {
prefix rt;
reference
"RFC 8349: A YANG Data Model for Routing Management
(NMDA Version)";

}
organization
"IETF BFD Working Group";
contact
"WG Web: <https://datatracker.ietf.org/wg/bfd/>
WG List: <mailto:rtg-bfd@Rietf.org>
Editor: Reshad Rahman
<mailto:reshad@yahoo.com>
Editor: Lianshu Zheng
<mailto:veronique cheng@hotmail.com>
Editor: Mahesh Jethanandani
<mailto:mjethanandani@gmail.com>";
description

"SroT MOAYNE comepxuT onpeneneHust YANG gmss BFD IP multihop
B coorBercTBMM Cc RFC 5883.

ABTopckme mpaBa (Copyright (c) 2021) npmurapmexar IETF Trust mu
nuuaM, yKasaHHEM KaK aBTOPH. Bce mpaBa BampiueHs!.

PacnpocTpaHeHMe M NPMMEHEHME MOZYJIsT B MCXORHOM MM IOBOMYHOM
bopMe c msMeHeHMsIMM MM 6€3 TAKOBEHX paspelieHO B COOTBETCTBMM C
nuuensuenn Simplified BSD License, msnoxeHHOM B naparpade 4.c
IETF Trust's Legal Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info).

3ra Bepcust Momynst YANG siBastercst wacTeio RFC 9127, rme npasBoBme
acCHeKTH IpMUBeMeHH 6ojlee monHO.";

reference
"RFC 5883: Bidirectional Forwarding Detection (BFD) for
Multihop Paths
RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";

revision 2021-10-21 {
description
"MICXOOHENL BHOYCK.";
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}

/*
* JONOJIHEHUST

*/

augment "/rt:routing/rt:control-plane-protocols/"
+ "rt:control-plane-protocol/bfd:bfd" {
description
"lononrHenne BFD pms IP multihop.";
container ip-mh {
description
"KoHTelHep BepxHero ypoBHs BFD IP multihop.";
uses bfd-types:session-statistics-summary;
container session-groups {
description
"Tpynnel ceccmit BFD IP multihop.";
list session-group {
key "source-addr dest-addr";
description
"I'pynna ceccuit BFD IP multihop (mnss ECMP) MexAy OZRHOM
napor MCTOYHMK - IOjJydaTens. Kaxmas ceccust mMeeT CBOE
none B sBarojsioBke UDP/IP pgmss ECMP.";
leaf source-addr {
type inet:ip-address;
description
"JlokaneHEMt agpec IP.";
}
leaf dest-addr ({
type inet:ip-address;
description
"IP-ampec napTHepa.";
}

uses bfd-types:common-cfg-parms;
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leaf tx-ttl {
type bfd-types:hops;
default "255";
description
"Cu€TuMK NEepPecCHUVIOK B BHXOIHEIX NakeTax ynpaejyenmss BFD.";

}
leaf rx-ttl {
type bfd-types:hops;
mandatory true;
description
"MuHMMaNBEHOE PaBpeWéHHOe BHAauYeHMe CUETUMKA MHTEepPBalioB
BO BXOIANMX IaKeTax ymnpaBineHust BFD. [lakeTsl C MeHBUMM
BHayYeHMeM oTb6pacmBawTCs.";
}
list sessions {
config false;
description
"MuoxecTBO ceccuit BFD MeXOy MCTOYHMKOM M Nojaydarenem.";
uses bfd-types:all-session;

/*
* YBegoMieHUs:

*/

notification multihop-notification {
description
"YBemoMIIeHMe O CMeHe cocTosiHmst ceccum BFD multihop.
PeanmBsauusi MOXeT OT'PAaHMUYMBATE YacCTOTY YBEIOMJIEHMII, HaIpuMep
IpM HENPEepHBHOM CMeHe COCTOsIHMsI ceccum.";
uses bfd-types:notification-parms;
}
}
<CODE ENDS>

2.16. Moaynb ana BFD yepes LAG
3101 Mogynb YANG mmnopTupyeT interface-ref ns [RFC8343] n onpeaenexus tunoB n3 [RFC6991], a Takke uMNopTupyeT u
pononHseT /routing/control-plane-protocols/control-plane-protocol ns [RFC8349] n cceinaetcsa Ha [RFC7130].

<CODE BEGINS> file "ietf-bfd-1lag@2021-10-21.yang"
module ietf-bfd-lag {
yang-version 1.1;
namespace "urn:ietf:params:xml:ns:yang:ietf-bfd-lag";
prefix bfd-lag;

import ietf-bfd-types {
prefix bfd-types;
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}
import ietf-bfd {
prefix bfd;
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}
import ietf-interfaces {
prefix if;
reference
"RFC 8343: A YANG Data Model for Interface Management";
}
import ietf-inet-types {
prefix inet;
reference
"RFC 6991: Common YANG Data Types";
}
import ietf-routing {
prefix rt;
reference
"RFC 8349: A YANG Data Model for Routing Management
(NMDA Version)";
}

organization
"IETF BFD Working Group";

contact
"WG Web: <https://datatracker.ietf.org/wg/bfd/>
WG List: <mailto:rtg-bfd@ietf.org>

Editor: Reshad Rahman
<mailto:reshad@yahoo.com>

24 www.protokols.ru


mailto:reshad@yahoo.com
mailto:rtg-bfd@ietf.org
https://datatracker.ietf.org/wg/bfd/
https://www.protokols.ru/

MepeBon RFC 9217 SHUMKNoneana ceTeBbIX MPOTOKONOB

Editor: Lianshu Zheng
<mailto:veronique cheng@hotmail.com>

Editor: Mahesh Jethanandani
<mailto:mjethanandani@gmail..com>";

description
"STOT MOAYNE COmepxuT onpeneneHmst YANG pnst mHTepdericoB BFD uepes
LAG B coorBercTBuM c RFC 7130.

ABTopckme mpaeBa (Copyright (c) 2021) npmuagnexar IETF Trust m
nMuIaM, yKasaHHHM Kak aBTOps. Bce mpaBa Baupnuexs.

PacnpocTpaHeHMe M IIPMMEHEeHMe MOAYJIS B MCXOLHOM MIM IBOMUYHOM
bopMe c mBMeHeHMsIMM MM 6e3 TaAKOBEHX paspelleHO B COOTBETCTBUM C
nuuensuert Simplified BSD License, msnoxeHHON B naparpade 4.c
IETF Trust's Legal Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info) .

3ra Bepcust mMomynst YANG siBastercst wacTeio RFC 9127, rme npasBosBmie
acnexkTH npmMBeneHs 6Gojiee mnojsHo.";

reference
"RFC 7130: Bidirectional Forwarding Detection (BFD) on
Link Aggregation Group (LAG) Interfaces
RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";

revision 2021-10-21 {
description
"MCXOnHEI BHIOYCK.";
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}

/*
* JIONOJIHEeHUsT

*/

augment "/rt:routing/rt:control-plane-protocols/"
+ "rt:control-plane-protocol/bfd:bfd" {
description
"NDononHenme BFD gnst LAG.";
container lag {
description
"KoHTeliHEp BepXHero ypoBHs1 Ajnst BFD uepes LAG.";
container micro-bfd-ipv4-session-statistics {
description
"Cuérumkmu ceccuit Micro-BFD IPv4.";
uses bfd-types:session-statistics-summary;
}
container micro-bfd-ipv6-session-statistics {
description
"Cuérumkmu ceccuit Micro-BFD IPv6.";
uses bfd-types:session-statistics-summary;
}
container sessions {
description
"Ceccum BFD uepes LAG.";
list session {
key "lag-name";
description
"Cnucok ceccuit BFD uepes LAG.";
leaf lag-name {
type if:interface-ref;
description
"Ums1 LAG.";
}
leaf ipv4-dest-addr {
type inet:ipv4-address;
description
"Anpec IPv4 pns napTHépa B ceccum IPv4 micro-BFD.";
}
leaf ipv6-dest-addr ({
type inet:ipv6-address;
description
"Appec IPv6 nanst napTHépa B ceccum IPv6 micro-BFD.";
}
uses bfd-types:common-cfg-parms;
leaf use-ipv4d {
type boolean;
description
"UcnonesoBauume IPv4 micro-BFD.";
}
leaf use-ipvé6 {
type boolean;

25 www.protokols.ru


https://www.protokols.ru/
https://trustee.ietf.org/license-info
mailto:mjethanandani@gmail.com
mailto:veronique_cheng@hotmail.com

dHUuMKnonegusa ceTeBbiX NPOTOKONOB MepeBon RFC 9217
description
"Wcnonb3oBaHue IPv6 micro-BFD.";

}
list member-links {
key "member-link";
config false;
description
"Micro-BFD uepes LAG — OOMH ujleH rpymnns.";
leaf member-link {
type if:interface-ref;
description
"Kanan, Ha kxoTopoM paboraer micro-BFD.";
}
container micro-bfd-ipv4 {
when "../../use-ipv4 = 'true'" {
description
"TpebyeTcss NMIb NpM MCHOONBLBOBaHMM IPv4.";
}
description
"Cocrosinme ceccmm Micro-BFD IPv4 Ha kanaue.";
uses bfd-types:all-session;
}
container micro-bfd-ipvé {
when "../../use-ipv6 = 'true'" {
description
"TpeByeTcst nMuk NpM MCNOJNB3OBaHMu IPv6.";
}
description
"Cocrostume ceccum Micro-BFD IPv6 Ha kaHame.";
uses bfd-types:all-session;

}
}
}
/*
* YBegoMieHUs:
*/

notification lag-notification {
description
"VYBemoMnenme o cMeHe cocTosiHMsi ceccum BFD uepes LAG.
PeanmBsauusi MOXeT OT'PAaHMUYMBATE YacCTOTY YBEIOMJIEHMII, HaIpuMep
IpM HENPEepHBHOM CMeHe COCTOsIHMsI ceccum.";
uses bfd-types:notification-parms;
leaf lag-name {
type if:interface-ref;
description
"Umsti mHTepderica LAG.";
}
leaf member-link {
type if:interface-ref;
description
"KaHan u3 rpynmsl, Ha KoTopoM pa6Goraer BFD.";
}
}

}
<CODE ENDS>

2.17. Moaynb ana BFD yepe3 MPLS

OT1oT mogynb YANG mmnoptupyet onpenenexus tunos u3 [RFC6991], a takke nmnoptupyeTt un gononHseT /routing/control-
plane-protocols/control-plane-protocol ns [RFC8349] n cchinaetcs Ha [RFC5586] n [RFC5884].

<CODE BEGINS> file "ietf-bfd-mpls@2021-10-21.yang"
module ietf-bfd-mpls {
yang-version 1.1;
namespace "urn:ietf:params:xml:ns:yang:ietf-bfd-mpls";
prefix bfd-mpls;

import ietf-bfd-types {
prefix bfd-types;
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}
import ietf-bfd {
prefix bfd;
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}
import ietf-inet-types {
prefix inet;
reference

26 www.protokols.ru


https://www.protokols.ru/

MepeBon RFC 9217 SHUMKNoneana ceTeBbIX MPOTOKONOB
"RFC 6991: Common YANG Data Types";

}
import ietf-routing {
prefix rt;
reference
"RFC 8349: A YANG Data Model for Routing Management
(NMDA Version)";
}

organization
"IETF BFD Working Group";

contact
"WG Web: <https://datatracker.ietf.org/wg/bfd/>
WG List: <mailto:rtg-bfdRietf.org>

Editor: Reshad Rahman
<mailto:reshad@yahoo.com>

Editor: Lianshu Zheng
<mailto:veronique cheng@hotmail.com>

Editor: Mahesh Jethanandani
<mailto:mjethanandani@gmail.com>";

description
"9ToT MORYNE comepxuT ompexnenenmst YANG ginst napameTpoeE BFD npm
pa6ore uepes MPLS LSP B cooTBercTBuM Cc RFC 5884.

ABTopckme mpaBa (Copyright (c) 2021) npmuagnexar IETF Trust u
nuuaM, yKasaHHEM KaK aBTOPH. Bce mpaBa BamyueHs.

PacmnpocTpaHEeHMEe M NPUMEHEHME MOXLYJS B MCXONHOM MM NBOMYHOM
bopMe c uBMeHeHMsMM MM 6eB TAKOBHX paspelleHO B COOTBETCTBUM C
nmnuensuert Simplified BSD License, msnoxeHHOM B naparpade 4.c
IETF Trust's Legal Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info) .

3Ta Bepcuss MoAynst YANG siBastercss wacTeio RFC 9127, rme mpaBOBEHe
acnexkTs npmeBeneHs Gojsiee nosmHO.";

reference
"RFC 5884: Bidirectional Forwarding Detection (BFD)
for MPLS Label Switched Paths (LSPs)
RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";

revision 2021-10-21 {
description
"MCXOnHEIM BHIOYCK.";
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}

/*
* OToXOecTBIeHUs (UMOeHTMUOMKATOPSH)

*/

identity encap-gach {
base bfd-types:encap-type;
description
"BFD c umHkancynsumuen G-ACh B coorBercTBuMM c RFC 5586.";
reference
"RFC 5586: MPLS Generic Associated Channel";
}

identity encap-ip-gach {
base bfd-types:encap-type;
description
"BFD c¢ uukancyasuuent IP m G-ACh B coorBercTemm ¢ RFC 5586.";

}
/*

* Groupings

*/

grouping encap-cfg {
description
"Konpurypaumss nns mHKancynsiumm BFD.";
leaf encap {
type identityref {
base bfd-types:encap-type;
}
default "bfd-types:encap-ip";
description
"Uuxkancynsuusa BEFD.";
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grouping mpls-dest-address {
description
"Appec mojnydaTenst B cooTBeTcTBMM c RFC 5884.";
reference
"RFC 5884: Bidirectional Forwarding Detection (BFD)
for MPLS Label Switched Paths (LSPs)";
leaf mpls-dest-address {
type inet:ip-address;
config false;
description
"Appec mnonyuarenss B coorBeTcTBMum c RFC 5884
TpebyeTcss npu MHKancynsuum IP.";

}
/*

* JIONOJIHeHUST

*/

augment "/rt:routing/rt:control-plane-protocols/"
+ "rt:control-plane-protocol/bfd:bfd" {
description
"Nononuneumue BFD gnss MPLS.";
container mpls {
description
"KoHTelHep BepxHero ypoBHs BFD MPLS.";
uses bfd-types:session-statistics-summary;
container egress {
description
"BrxogmHast KoHburypaums.";
uses bfd-types:client-cfg-parms;
uses bfd-types:auth-parms;
}
container session-groups {
description
"I'pynmsl ceccmit BFD uepes MPLS.";
list session-group {
key "mpls-fec";
description
"I'pynna ceccwuit BFD MPLS (mnss ECMP) . T'pynma ceccuit Ois
omHOTro KkJjacca FEC. Kaxmass ceccusi MMeeT CBOE€ IIojie B
saronoexke UDP/IP gnss ECMP.";
leaf mpls-fec {
type inet:ip-prefix;
description
"MPLS FEC.";
}
uses bfd-types:common-cfg-parms;
list sessions {
config false;
description
"Ceccum BFD pgnst MPLS FEC. JIOKaJBHEM OUCKPMMMHATOP
YHMKAJIEH IJsT KaxAoW ceccum B rpynne.";
uses bfd-types:all-session;
uses bfd-mpls:mpls-dest-address;

}
}
}

}
}
/*
* YBegoMieHUs
*/

notification mpls-notification {
description
"VYBenoMnenme o cMeHe cocTosiHmsi ceccum BFD uepes MPLS FEC.
PeanmBsauusi MOXeT OT'PAaHMUYMBATE YacCTOTY YBEINOMJIEHMII, HaIpuMep
Ip¥ HENPEepHBHOM CMEHe COCTOsIHMs ceccum.";
uses bfd-types:notification-parms;
leaf mpls-dest-address {
type inet:ip-address;
description
"Apgpec monydaTenst B coorTBeTcTBuMM c RFC 5884.
TpebyeTcst npmM MHKancynasimum IP.";

}
}
<CODE ENDS>

3. lMpumepbi modesneli OaHHbIX

B atom pasgene npeacTtaBneHbl HEKOTOPbIE NPOCTbIE, UMMIOCTPATUBHBLIE NPpUMepbl HacTpolkn BFD. B npumepax npumeHsieTcst
npeactasnenve XML [W3C.REC-xmI-20081126].
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3.1. IP Single-Hop

Hwxe npuBenéH npumep HacTtpomnku ceccum BFD IP single-hop. [ns xenaemoro uHTepBana nepegadv u Tpebyemoro
WHTEepBana nosny4YeHusl yctaHoBneHo 3HaveHve 10 mcek.

<?xml version="1.0" encoding="UTF-8"7?>
<config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface>
<name>eth0</name>
<type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-type">
ianaift:ethernetCsmacd
</type>
</interface>
</interfaces>
<routing xmlns="urn:ietf:params:xml:ns:yang:ietf-routing">
<control-plane-protocols>
<control-plane-protocol>
<type xmlns:bfd-types=
"urn:ietf:params:xml:ns:yang:ietf-bfd-types">
bfd-types:bfdvl
</type>
<name>name : BFD</name>
<bfd xmlns="urn:ietf:params:xml:ns:yang:ietf-bfd">
<ip-sh xmlns="urn:ietf:params:xml:ns:yang:ietf-bfd-ip-sh">
<sessions>
<session>
<interface>eth0</interface>
<dest-addr>2001:db8:0:113::101</dest-addr>
<desired-min-tx-interval>
10000
</desired-min-tx-interval>
<required-min-rx-interval>
10000
</required-min-rx-interval>
</session>
</sessions>
</ip-sh>
</bfd>
</control-plane-protocol>
</control-plane-protocols>
</routing>
</config>

3.2. IP Multihop

Hwxe npusenén npumep HacTpoiku ceccun BFD IP multihop. [nsa xenaemoro nHTepsana nepegayn u Tpebyemoro uHtepsana
nony4eHus yCcTaHoBNeHo 3HayeHne 150 mcek.

<?xml version="1.0" encoding="UTF-8"?>
<config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<routing xmlns="urn:ietf:params:xml:ns:yang:ietf-routing">
<control-plane-protocols>
<control-plane-protocol>
<type xmlns:bfd-types=
"urn:ietf:params:xml:ns:yang:ietf-bfd-types">
bfd-types:bfdvl
</type>
<name>name : BFD</name>
<bfd xmlns="urn:ietf:params:xml:ns:yang:ietf-bfd">
<ip-mh xmlns="urn:ietf:params:xml:ns:yang:ietf-bfd-ip-mh">
<session-groups>
<session-group>
<source-addr>2001:db8:0:113::103</source-addr>
<dest-addr>2001:db8:0:114::100</dest-addr>
<desired-min-tx-interval>
150000
</desired-min-tx-interval>
<required-min-rx-interval>
150000
</required-min-rx-interval>
<rx-ttl>240</rx-ttl>
</session-group>
</session-groups>
</ip-mh>
</bfd>
</control-plane-protocol>
</control-plane-protocols>
</routing>
</config>

3.3. LAG

Hwxe npusenéH npumep koHdurypauun ceccun BFD 4yepes LAG. 3peck uHTepdpenc Bundle-Ether1 tuna ieee8023adlag
UMeeT Xenaembln nHTepean nepegayn n Tpebyemolt nHTepsan nonyyverHus 10 mcex.

<?xml version="1.0" encoding="UTF-8"7?>
<config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
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<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface>
<name>Bundle-Etherl</name>
<type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-type">
ianaift:ieee8023adLag
</type>
</interface>
</interfaces>
<routing xmlns="urn:ietf:params:xml:ns:yang:ietf-routing">
<control-plane-protocols>
<control-plane-protocol>
<type xmlns:bfd-types=
"urn:ietf:params:xml:ns:yang:ietf-bfd-types">
bfd-types:bfdvl
</type>
<name>name : BFD</name>
<bfd xmlns="urn:ietf:params:xml:ns:yang:ietf-bfd">
<lag xmlns="urn:ietf:params:xml:ns:yang:ietf-bfd-lag">
<sessions>
<session>
<lag-name>Bundle-Etherl</lag-name>
<ipvé6-dest-addr>2001:db8:112: :16</ipv6-dest-addr>
<desired-min-tx-interval>
100000
</desired-min-tx-interval>
<required-min-rx-interval>
100000
</required-min-rx-interval>
<use-ipvé6>true</use-ipvé>
</session>
</sessions>
</lag>
</bfd>
</control-plane-protocol>
</control-plane-protocols>
</routing>
</config>

3.4. MPLS

Hwxe npuBenéH npumep HacTponku ceccun BFD yepe3 MPLS LSP. [Ins xenaemoro nHTepBana nepegayv u tpebyemoro
WHTEpBana nony4YeHnsl yCTtaHoBNeHO 3HayeHue 250 mMcek.

<?xml version="1.0" encoding="UTF-8"7?>
<config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<routing xmlns="urn:ietf:params:xml:ns:yang:ietf-routing">
<control-plane-protocols>
<control-plane-protocol>
<type xmlns:bfd-types=
"urn:ietf:params:xml:ns:yang:ietf-bfd-types">
bfd-types:bfdvl
</type>
<name>name : BFD</name>
<bfd xmlns="urn:ietf:params:xml:ns:yang:ietf-bfd">
<mpls xmlns="urn:ietf:params:xml:ns:yang:ietf-bfd-mpls">
<session-groups>
<session-group>
<mpls-fec>2001:db8:114::/116</mpls-fec>
<desired-min-tx-interval>
250000
</desired-min-tx-interval>
<required-min-rx-interval>
250000
</required-min-rx-interval>
</session-group>
</session-groups>
</mpls>
</bfd>
</control-plane-protocol>
</control-plane-protocols>
</routing>
</config>

4. Bonpocbl 6e3onacHocmu

Mogynu YANG B aTOM JOKyMeEHTE 3aJaloT CXeMy AN AaHHbIX, MPeAHa3HavYeHHyo Anst 4ocTyna no NpoTokonam ynpaBreHus
ceTblo, Takum kak NETCONF [RFC6241] n RESTCONF [RFC8040]. HmxHum ypoBHem NETCONF sBnsieTcs 3aluLLiEHHbIN
TpaHcnopT B ob6sizaTenbHon peanu3auunenn Secure Shell (SSH) [RFC6242]. Ona RESTCONF HwkHMM ypOBHEM siBNsieTcsl
HTTPS c oba3aTenbHon peann3auven sawumwéHHoro TpaHcnopta TLS [RFC8446].

Mopgenb goctyna k koHdwurypaumm cetn (Network Configuration Access Control Model unu NACM) [RFC8341] obecneunsaet
cnocoObl NpegocTaBneHus A0CTyna Nuib KoHKpeTHbIM nonb3oBaTensam NETCONF n RESTCONF gnsa npegonpeaenéHHbIxX
NOAMHOXECTB NPOTOKONbHbIX onepaunin n cogepxvmoro NETCONF n RESTCONF.

B 3apaHHbix 3gecb moaynax YANG mmeeTcss MHOXECTBO Y3IOB AaHHbIX C BO3MOXHOCTbIO 3anucu, CO3OaHust U yaaneHus
(config true, kak 3agaHo MO yMON4YaHUK0). TN y3rbl MOTYT ObITb KOH(PMAEHUMANBHBIMU UMW YSA3BMMbIMU B HEKOTOPbLIX CETEBbIX

30 www.protokols.ru


https://www.protokols.ru/

MepeBon RFC 9217 SHUMKNoneana ceTeBbIX MPOTOKONOB

cpepax. Onepaumn 3anucu B Takue y3nbl (Hanpumep, edit-config) 6e3 nogobarowen 3awmTbl MOryT OKa3biBaTb HEraTMBHOE
BNUsiHWE Ha paboTy ceTn. Hnke nokasaHbl BETBU W y3rbl AaHHbIX, YYBCTBUTENbBHbBIE UITM YA3BMMbI B NITaHE onepauui 3anmcu.

/routing/control-plane-protocols/control-plane-protocol/bfd/ip-sh/sessions
3710T cnucok 3apjaét ceccum BFD IP single-hop. Y3anbl gaHHbix local-multiplier, desired-min-tx-interval, required-min-rx-
interval, min-interval BnustoT Ha ceccun BFD IP single-hop. Y3nel source-addr n dest-addr moryT cnyxuTb Ans nepegadv
naketoB BFD Hu4yero He nopospeBatowmm agpecatam. B [RFC5880] onucaHo cmsirdeHue Takux yrpo3 ans BFD. Yanbl
AaHHbIX ayTeHTUdrkaunn key-chain n meticulous snustoT Ha 3awuTy ceccunt BFD IP single-hop.
/routing/control-plane-protocols/control-plane-protocol/bfd/ip-mh/session-group
370T cnncok 3agaét rpynnel ceccun BFD IP multihop. Y3nel gaHHbix local-multiplier, desired-min-tx-interval, required-min-
rx-interval, min-interval BnustoTt Ha ceccun BFD IP multihop. Y3nbl source-addr u dest-addr moryT cnyxutb aAns nepegayv
naketoB BFD Huuyero He nopospeBawwmm agpecatam. B [RFC5880] onucaHo cmsirdeHue Takux yrpo3 ang BFD. Yanel
AaHHbIX ayTeHTudurKaummn key-chain n meticulous BnusioT Ha 3awumTy ceccut BFD IP multihop.
/routing/control-plane-protocols/control-plane-protocol/bfd/lag/sessions
3T0T cnuncok 3agaéTt rpynnbl ceccuii BFD yepes LAG. Y3nbl gaHHbIx local-multiplier, desired-min-tx-interval, required-min-
rx-interval, min-interval BnusawoT Ha ceccun BFD uvepe3 LAG. Yanbl ipv4-dest-addr u ipv6-dest-addr moryt cnyxutb ans
nepeaaun naketoB BFD Huyero He nogospesatownm agpecatam. B [RFC5880] onucaHo cmsiryeHne Takmx yrpo3s anst BFD.
Yanbl gaHHbix ayteHTndukaumm key-chain n meticulous BnusitoT Ha 3awmTy ceccuin BFD yepes LAG.
/routing/control-plane-protocols/control-plane-protocol/bfd/mpls/session-group
OT10T cnucok 3agaét rpynnbl ceccuin BFD yepe3 MPLS. Yanbl aaHHbix local-multiplier, desired-min-tx-interval, required-
min-rx-interval, min-interval BnusatoT Ha ceccum BFD uyepe3s MPLS LSP. Y3nbl gaHHbIX ayTeHTudwukaumm key-chain u
meticulous BnusAT Ha 3awmTy ceccumn BFD vepe3 MPLS LSP.
/routing/control-plane-protocols/control-plane-protocol/bfd/mpls/egress
Yanbl AanHbix local-multiplier, desired-min-tx-interval, required-min-rx-interval, min-interval BnustoT Ha ceccun BFD yepes
MPLS LSP, ansa KoTopbIXx 3TO YCTPOWCTBO CAYXMT BbIXOAHbIM y3riom MPLS LSP. Yanbl gaHHbix ayTeHTudukaumm key-
chain n meticulous BnustoT Ha 3awmnTy ceccui BFD yepe3 MPLS LSP gnsa takvx ysnos.
B moaynax YANG umetoTcs yanbl faHHbIX C BO3MOXHOCTBIO 3amnmncu, KOTOpble MOXHO MCMONb30BaTb AMsl CO34aHusl CECCUN
BFD n n3meHeHns ux napameTtpoB. CucTeme cnegyeT «KOHTPONMpoBaTb» co3faHune ceccuit BFD, 4ToBbl HOBblE CeaHCbl He
npensTcTBoBanu pabote mmetrowmxcs. B npotokone BFD npeaycmMoTpeHbl MexaHuW3mbl, MO3BOMSAOLNE MEHATb NapameTpsbl
ceccum B npouecce e€ paboTbl.

Mpn ncnonb3oBaHun knueHtoB BFD gna uameHeHus koHndwurypaumm BFD (2.1. Mogenb koHdwurypauum) aTux KrvMeHToB
cnenyeT yyuTbiBaTh NpY aHanu3e 3allMLEHHOCTU cUCTeMBI, npumeHstower BFD (Hanpumep, npy npoBepke MOANIMHHOCTM U
npegocTaBneHUN MOSIHOMOYMIA Ha ynpaensiiolme Bo3aencTeus). Bo MHorux cnyyasix BFD He siBnsieTca Haubonee ysi3BuMONn
YacTbl0 COCTABHOW CUCTEMBbI, NOCKONbKY npotokon BFD orpaHuyeH co3gaHnem YETKO 3agaHHOro Tpadumka ¢ oMKCMpOBaHHOM
CKOpOCTbIO AN AaHHoro nytu. B cnyyae npumenenus IGP kak knumeHnta BFD ataka Ha IGP mMoxeT npuBecTn k Gonee
CEePbE3HBLIM HapYLLEHNAM, HEeXenun nsMeHeHne KoHdurypauumn ceccum BFD.

HekoTopble U3 JOCTYNHbIX AN YTEHUA y3noB AaHHbIX B Mogensax YANG moryT ObiTb kOHUAEeHUMANbHBIMU NN YS3BMMbIMU B
HEKOTOpPbIX CETEBbIX cpeAax. BaxHO KOHTpoNMpoBaTb AOCTYN K CYMTLIBAHMIO TAKUX Y3IOB AaHHbIX (HAanpuMep, Yepes onepauum
get, get-config, notification). Hmxe ykasaHbl BETBU 1 y3nbl JaHHbIX KOHOUAEHUMAMNBHBIE UKW YA3BUMbIE B NIAHE UX YTEHUS.

/routing/control-plane-protocols/control-plane-protocol/bfd/ip-sh/summary

OTn cBegeHnsa packpbiBatoT Yncno ceccuin BFD IP single-hop B cocTosiHuax up, down, admin-down. CUYéTumkn BKIHOYAKOT

ceccumn BFD, koTopble nonb3oBaTtenb He UMEET MpaBa YnTaTb.
/routing/control-plane-protocols/control-plane-protocol/bfd/ip-sh/sessions/session/

Hoctyn k yanam local-discriminator n remote-discriminator (BMecTe ¢ yanamu 13 KOHTENHepa ayTeHTUMKaL 1) No3sonseT

cosgaBaTb (pukTMBHbIe NnakeTol BFD IP single-hop.
/routing/control-plane-protocols/control-plane-protocol/bfd/ip-mh/summary

31K ceBefeHns packpbiBatoT yucno ceccuin BFD IP multihop B cocTtosiHusix up, down, admin-down. CYéTunkun BKNOYaloT

ceccumn BFD, koTopble nonb3oBaTtenb He UMeET npasa untaTb.
/routing/control-plane-protocols/control-plane-protocol/bfd/ip-mh/session-groups/session-group/sessions

Hoctyn k yanam local-discriminator n remote-discriminator (BmecTte C yanamu 13 KOHTENHepa ayTeHTudmKaLmn) nossonseT

cosgaBatb hukTMBHbIE NakeTbl BFD IP multihop.
/routing/control-plane-protocols/control-plane-protocol/bfd/lag/micro-bfd-ipv4-session-statistics/summary

OTn cBegeHus packpbiBaloT umcno ceccuin micro-BFD IPv4 LAG B coctosHmsix up, down, admin-down. Cu4éTtuymku

BKItoYaroT ceccun BFD, koTopble nonb3oBaTenb HE MMEET NpaBa YvTaThb.
/routing/control-plane-protocols/control-plane-protocol/bfd/lag/sessions/session/member-links/member-link/micro-
bfd-ipv4

Hoctyn k yanam local-discriminator n remote-discriminator (BMmecTe ¢ yanamu 13 KOHTENHepa ayTeHTUMKaL 1) No3sonseT

co3gaBaTtb uKTMBHbIE NakeTbl BFD IPv4 LAG.
/routing/control-plane-protocols/control-plane-protocol/bfd/lag/micro-bfd-ipv6-session-statistics/summary

3OTn cBegeHus packpbiBaloT udmcno ceccunm micro-BFD IPv6 LAG B coctosHusix up, down, admin-down. Cu4éTtunku

BKNtoyarT ceccun BFD, koTopble nonb3oBaTtenb He MMEET Npasa YvTathb.
/routing/control-plane-protocols/control-plane-protocol/bfd/lag/sessions/session/member-links/member-link/micro-
bfd-ipv6

HocTtyn k y3nam local-discriminator n remote-discriminator (BmecTe ¢ y3anamu us koHTelHepa ayTeHTudmrkaumm) no3sonsaeT

cosgaBatb hukTMBHbIE NakeTbl BFD IPv6 LAG.
/routing/control-plane-protocols/control-plane-protocol/bfd/mpls/summary

OTn cBepeHnsi packpbiBaloT yucno ceccun BFD uyepes MPLS LSP B cocTosiHusix up, down, admin-down. CuYéTtymku

BKItoYaroT ceccun BFD, koTopble nonb3oBaTtenb HE UMEET NpaBa YvTaThb.
/routing/control-plane-protocols/control-plane-protocol/bfd/mpls/session-groups/session-group/sessions

HocTtyn k y3anam local-discriminator u remote-discriminator (Bmecte ¢ y3anamu us kKoHTenHepa ayTeHTudmkaumm) no3sonset

cosgasaTtb ukTUBHbIE NakeTsl BFD yepes MPLS LSP.
3T0T 4OKYMEHT He onpeaensieT onepaunn RPC.

5. Bzaumodeticmeaue c IANA

OTOT AOKYMEHT pernctpupyeT ykasaHHble Hwke URI npocTpaHcTBo nMéEH B peectpe IETF XML Registry [RFC3688].
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URI: wurn:ietf:params:xml:ns:yang:iana-bfd-types
Registrant Contact: The IESG.
XML: N/A; sanpomeHHmI maeHTupmxarop URI sIBIsIeTCsI NPOCTPAaHCTBOM MMEH XML.

URI: urn:ietf:params:xml:ns:yang:ietf-bfd-types
Registrant Contact: The IESG.
XML: N/A; sanpowenHsiz mpeHTupmraTop URI sIBISIETCSI NPOCTPAHCTBOM MMEH XML.

URI: urn:ietf:params:xml:ns:yang:ietf-bfd
Registrant Contact: The IESG.
XML: N/A; sanpomeHHmt maeHTudmxaTop URI sIBAsIETCS NPOCTPAaHCTBOM MMEH XML.

URI: wurn:ietf:params:xml:ns:yang:ietf-bfd-ip-sh
Registrant Contact: The IESG.
XML: N/A; sBanpomeHHmI maeHTupmxarop URI sIBIsIeTCsI NPOCTPAaHCTBOM MMEH XML.

URI: urn:ietf:params:xml:ns:yang:ietf-bfd-ip-mh
Registrant Contact: The IESG.
XML: N/A; sanpowennsit mpeHTupmrarop URI sIBASIETCSI NPOCTPAHCTBOM MMEH XML.

URI: urn:ietf:params:xml:ns:yang:ietf-bfd-lag
Registrant Contact: The IESG.
XML: N/A; sanpomeHHmt maeHTudmxaTop URI sIBAsIETCS NPOCTPAaHCTBOM MMEH XML.

URI: wurn:ietf:params:xml:ns:yang:ietf-bfd-mpls
Registrant Contact: The IESG.
XML: N/A; sanpomeHHmf maeHTupmxarop URI sIBIsIeTCsI NPOCTPAaHCTBOM MMEH XML.

OTOT AOKYMEHT pernctpupyeTt ykasaHHble Hwke moaynu YANG B peectpe YANG Module Names [RFC6020].

Name: iana-bfd-types

Namespace: wurn:ietf:params:xml:ns:yang:iana-bfd-types
Prefix: iana-bfd-types

Reference: RFC 9127

Name: ietf-bfd-types

Namespace: wurn:ietf:params:xml:ns:yang:ietf-bfd-types
Prefix: bfd-types

Reference: RFC 9127

Name: ietf-bfd

Namespace: wurn:ietf:params:xml:ns:yang:ietf-bfd
Prefix: bfd

Reference: RFC 9127

Name: ietf-bfd-ip-sh

Namespace: wurn:ietf:params:xml:ns:yang:ietf-bfd-ip-sh
Prefix: bfd-ip-sh

Reference: RFC 9127

Name: ietf-bfd-ip-mh

Namespace: wurn:ietf:params:xml:ns:yang:ietf-bfd-ip-mh
Prefix: bfd-ip-mh

Reference: RFC 9127

Name: ietf-bfd-lag

Namespace: wurn:ietf:params:xml:ns:yang:ietf-bfd-lag
Prefix: bfd-lag

Reference: RFC 9127

Name: ietf-bfd-mpls

Namespace: wurn:ietf:params:xml:ns:yang:ietf-bfd-mpls
Prefix: bfd-mpls

Reference: RFC 9127

5.1. NopaaepxuBaembin IANA Moaynb iana-bfd-types

This document defines the initial version of the IANA-maintained "iana-bfd-types" YANG module.

The "iana-bfd-types" YANG module mirrors the "BFD Diagnostic Codes" and "BFD Authentication Types" registries at
<https://www.iana.org/assignments/bfd-parameters/>. Whenever these registries change, IANA must update the "iana-bfd-
types" YANG module.
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dHUuMKnonegusa ceTeBbiX NPOTOKONOB MepeBon RFC 9217
lMpunoxeHue A. lNpumep Hacmpouku pyHkyuu Echo

Kak oTmeueHo B naparpade 2.1.2, MexaHn3m 3anycka n octaHoBku pyHkummn Echo (onpepenén B [RFC5880] n o6cyxaaeTtcs B
[RFC5881]) 3aBucuT OT peanusauun. B aTom npunoxeHun aaH npumep peanusauumn gyHkuumn Echo yepes HacTponky.

module: example-bfd-echo
augment /rt:routing/rt:control-plane-protocols
/rt:control-plane-protocol/bfd:bfd/bfd-ip-sh:ip-sh
/bfd-ip-sh:sessions:
+--rw echo {bfd-types:echo-mode}?
+--rw desired-min-echo-tx-interval? uint32
+--rw required-min-echo-rx-interval? uint32

A.1. Mpumep moayna YANG ansa HacTtpounku ¢pyHkuum BFD Echo
B atom npunoxeHun npusenéH npumep moayns YANG ansa Hactpovikn dyHkumm BFD Echo. Mogynb umnoptupyet u
pononHsieT /routing/control-plane-protocols/control-plane-protocol nz [RFC8349] n cceinaetcsa Ha [RFC5880].

module example-bfd-echo {
namespace "tag:example.com,2021:example-bfd-echo";
prefix example-bfd-echo;

import ietf-bfd-types {
prefix bfd-types;

}

import ietf-bfd {
prefix bfd;

}

import ietf-bfd-ip-sh {
prefix bfd-ip-sh;

}

import ietf-routing {
prefix rt;

}

organization
"IETF BFD Working Group";

contact
"WG Web: <https://datatracker.ietf.org/wg/bfd/>
WG List: <mailto:rtg-bfd@ietf.org>

Editor: Reshad Rahman
<mailto:reshad@yahoo.com>

Editor: Lianshu Zheng
<mailto:veronique cheng@hotmail.com>

Editor: Mahesh Jethanandani
<mailto:mjethanandani@gmail.com>";
description
"3TOT MOAYJNE COIEPXUT NpMMep AononHeHust YANG [Aiss HaCTPOMKM
bynkumm BFD Echo.

ABTopckme mpaea (Copyright (c) 2021) npmurapnmexar IETF Trust m
nuuaM, yKasaHHEM KaK aBTOPH. Bce mpaBa BamyneHs.

PacnpocTpaHeHMe M NPMMEHEHME MOZYJST B MCXORHOM MM IOBOMYHOM
bopMe c msMeHeHMsIMM MM 6€3 TAKOBEHX paspelleHO B COOTBETCTBMM C
nuuensuern Simplified BSD License, msnoxeHHOM B naparpade 4.c
IETF Trust's Legal Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info).

3ra Bepcust Momynst YANG siBastercst dacTeio RFC 9127, rme npaBoBme
acnexkTs npmeBeneHs Gojsiee mnojnuHOo.";

revision 2021-09-03 {
description
"MCXOOHEIM BHIOYCK.'";
reference
"RFC 9127: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}

/*
* T'pynnmuMpoBKM
*/

grouping echo-cfg-parms {
description
"I'pynnupoeka BFD mnsi napamerpoe koHmumrypaumm Echo.";
leaf desired-min-echo-tx-interval ({
type uint32;
units "microseconds";
default "0";
description
"MMHMMAaNBHE MHTEpPBaj, KOTOPHNI JIOKaJllbHAsI CUCTeMa 6BymeT
NpMMeHSTL NP oTnpaBke nakeToB BFD Echo. 3Bxauenme 0
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orknovaeT ¢yHxumio Echo, kak ykasano B BFD (RFC 5880).";

}
leaf required-min-echo-rx-interval {
type uint32;
units "microseconds";
default "0";
description
"Required Min Echo RX Interval, sBapaumsyt B BFD (RFC 5880).";
}
}

augment "/rt:routing/rt:control-plane-protocols/"
+ "rt:control-plane-protocol/bfd:bfd/bfd-ip-sh:ip-sh/"
+ "bfd-ip-sh:sessions" {
description
"NononHenmne anss ¢yHxumm BFD Echo.";
container echo {
if-feature "bfd-types:echo-mode";
description
"KoHTeltHep ¢yHkumm BFD Echo.";
uses echo-cfg-parms;
}
}

BnazodapHocmu

ABTopbl npusHaTenbHbl Nobo Akiya n Jeff Haas 3a nogmepxky aton pabotbl. Cnacnbo Tom Petch 3a koMmeHTapum K
pokymeHTy. Cnacnbo Acee Lindem 3a ero pykoBoacTtBo. Cnacubo Jirgen Schonwalder 3a BakHyt porfb B yryuyleHUn
moaynen YANG.

Adpeca aemopos

Reshad Rahman (editor)
Canada
Email: reshad@yahoo.com

Lianshu Zheng (editor)
Huawei Technologies
China

Email: veronigue_cheng@hotmail.com

Mahesh Jethanandani (editor)
Xoriant Corporation

1248 Reamwood Ave

Sunnyvale, California 94089
United States of America

Email: mjethanandani@gmail.com

Santosh Pallagatti

VMware

India

Email: santosh.pallagatti@gmail.com
Greg Mirsky

Ericsson

Email: gregimirsky@gamail.com

MepeBopa Ha pyccKum s3bIk
Hukonanm Manbix

nmalykh@protokols.ru

35 www.protokols.ru


https://www.protokols.ru/
mailto:nmalykh@protokols.ru
mailto:gregimirsky@gmail.com
mailto:santosh.pallagatti@gmail.com
mailto:mjethanandani@gmail.com
mailto:veronique_cheng@hotmail.com
mailto:reshad@yahoo.com

	1. Введение
	1.1. Диаграммы деревьев
	2. Модель данных
	2.1. Модель конфигурации
	2.1.1. Базовые параметры конфигурации BFD
	2.1.2. IP с одной пересылкой
	2.1.3. IP с множеством пересылок
	2.1.4. Пути с коммутацией по меткам MPLS
	2.1.5. Группы агрегирования каналов

	2.2. Модель рабочего состояния
	2.3. Уведомления
	2.4. Операции RPC
	2.5. Иерархия верхнего уровня BFD
	2.6. Иерархия BFD IP Single-Hop
	2.7. Иерархия BFD IP Multihop
	2.8. Иерархия для BFD через LAG
	2.9. Иерархия для BFD через MPLS LSP
	2.10. Взаимодействие с другими модулями YANG
	2.10.1. Модуль ietf-interfaces
	2.10.2. Модуль ietf-ip
	2.10.3. Модуль ietf-mpls

	2.11. Модуль YANG IANA BFD
	2.12. Модуль YANG для типов BFD
	2.13. Модуль верхнего уровня для BFD
	2.14. Модуль BFD IP Single-Hop
	2.15. Модуль BFD IP Multihop
	2.16. Модуль для BFD через LAG
	2.17. Модуль для BFD через MPLS

	3. Примеры моделей данных
	3.1. IP Single-Hop
	3.2. IP Multihop
	3.3. LAG
	3.4. MPLS

	4. Вопросы безопасности
	5. Взаимодействие с IANA
	5.1. Поддерживаемый IANA модуль iana-bfd-types

	6. Литература
	6.1. Нормативные документы
	6.2. Дополнительная литература

	Приложение A. Пример настройки функции Echo
	A.1. Пример модуля YANG для настройки функции BFD Echo

	Благодарности
	Адреса авторов

