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HPOTOKOJ'I HAEHTHCbMKaI.I,HH
Identification Protocol

Cmamyc dokymeHma
OTOT OOKYMEHT copepXuT crneundukauuio ctaHgapTa, NpennoxeHHoro coobuwiectBy Internet, n sBnsetcs 3anpocom K
00CyKOEHMIO B LieNsiX AarbHENLWero passmMTus npoTokona.

CocTosiHMe cTaHaapTM3auuM [OOKYMeHTa MOxHO BbisicHutb B "IAB Official Protocol Standards"'. [okyMeHT MoXeT
pacnpocTpaHsATbCs CBOOOAHO.

1. BeedeHue

MpoTtokon wuaeHtTudmkauum (ldentification Protocol, ident, Ident Protocol) o6ecneunBaer cnocob waeHTUMKaUn
nonb3oBaTens Ans KOHKpeTHoro coeanHeHusa TCP. Micnonb3ys Ha BXxode HOMepa napbl COEAMHEHHbIX Mexay cobon nopToB
TCP, npoTokon BO3BpaLlaeT CTPOKY CMMBOJIOB, MOSHTUHOULMPYIOLLYIO BfagenbLa 4aHHOro COeAMHEHMS Ha CTOPOHe cepBepa.

MepBoHayvanbHO NpoTokon uaeHTudmkaumm Hasbieanu Authentication Server Protocol (npoTokon ayteHTudmKaummu cepsepa).
HoBoe umsa ny4le oTpaxaeT CyTb NpoToKona. [JaHHbIN JOKYMEHT aBnseTca pesynbTatoM paboTsl rpynnel TCP Client Identity
Protocol B coctase IETF.

2. O630p

MpoTokon npeacTtaenseT cobon cepeuc Ha ocHose coeanHeHun TCP. Cepsep cnywaet coegunHenua TCP ans nopta 113
(necaTnyHbIi HOMep). Nocne opraHM3auun cCoeavHEHUs cepBep YMTaeT CTPOKY AaHHbIX, COAepXallylo CBeAeHVs O Lenu
coeaunHeHus. MNpu cywectBoBaHNM naeHTMdMKaTopa Nonb3oBaTensa Ana CoeAnHEHWsA cepBep nepefaeT 3ToT uaeHTudunkaTop
B kayecTBe OTKnmKa. [ocne aToro cepBep MOXET 3aKpbITb COeAUHEHNE UNW NPOAOIKUTL ANANor «3anpoc-OTKIMKY.

CepBepy crieqyeT 3akpbiBaTb COEAMHEHNE MO UCTEYEHUN 3aJaHHOIO KOHUIYpaUMOHHBIMM NapaMeTpamu Tanm-ayTta (60-180)
npu OTCYTCTBUM Kakmx-nubo 3anpocoB. KnneHT MoxeT 3akpbiTb coeanHeHue B foboli MOMEHT, OAHAKO ANA KOMMeHcaumu
BO3MOXHbIX 3a[€pXeK B CeTW KNWEHTy crnegyeT BbbKAaTb Mo KpawHewn mepe 30 cekyHA mocrne 3anpoca npexae, 3aKkpbiTb
coeauHeHNe.

3. OepaHu4eHusi

Mepepnava 3anpocoB AonycTuma TOMbKO ANS MOMHOCTBIO OPraHM30BaHHbIX COeAWHEHMN. 3anpoc COAEPXWUT Homepa napbl
NopTOB (NOKanbHbIV - yAaneHHbIN), UCNoMb3yeMbIX AN MAEHTUMUKaLUM COeAUHEHNS U NOSyYaeMbIX C yKadaHWeM NoKanbHOro
W ypaneHHoro agpecoB. JTO O3Ha4aeT, YTO nomb3oBaTenb C agpecoM A MOXeT 3anpawuvsaTb y cepsepa B Tonbko
WHpopMaLmio 0 coeanHeHnn mexay A u B.

4. dopmam 3anpocoe U OMKITUKO8

CepBep BOCMpPUHMMAET NPOCTbIe TEKCTOBbLIE 3anpockl B hopmare:

<port-on-server>, <port-on-client>
roe <port-on-server> ykasbiBaeT nopt TCP (gecatTuyHoe 3HaveHwe) ons agpecarta (xocTa, roe pabotaet cepsep ident), a
<port-on-client> ykasbiBaeT nopT TCP (gecaTuyHoe 3HayeHne) Ha KIMEHTCKON cucTemMe.

BaxHo OTMeTUTb, YTO ecnm KNMEeHT Ha xocTe A Xo4yeT chenaTtb 3anpoc cepBepy Ha xocte B o coeguHeHwu, 3agaHHOM
nokanbHo (Ha xocTte A) napon noptoB 23, 6191 (Bxoaswee coeguHeHne TELNET), knueHT gomkeH caenatb 3anpoc Ans napbl
6191, 23 (ngeHTMdMKaLMA coeaUHEHNs C TOYKKN 3peHus xocTa B).

Hanpumep:

6191, 23
OTknuK MmeeT dopmar:

<port-on-server>, <port-on-client> : <resp-type> : <add-info>
roe <port-on-server> u <port-on-client> coBnagalwT ¢ HOMepamu MOPTOB B 3anpoce, <resp-type> wuaeHTudumumpyeT Tun
OTKNMKA, a <add-info> cogepxuT 3aBuUcALLME OT KOHTEKCTA AaHHbIE.

BosBpaliaemas nHgpopmaums cBasaHa ¢ coegmHenneM TCP, 3agaHHbIM napameTpamu <server-address>, <client-address>,
<port-on-server>, <port-on-client> (<server-address> n <client-address> - |P-agpeca o6enx CTOpOH coeauHeHus, a <port-on-
server> n <port-on-client> - napameTpbl 3anpoca)

Hanpumep:

6193, 23 : USERID : UNIX : stjohns
6195, 23 : ERROR : NO-USER

5. Tunbl omknukos

OTKNMKM MOTyT BbITb ABYX TUMOB.
USERID

' B HacTosiwee Bpems - Internet Official Protocol Standards. MMpum. nepes.
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B atom cnyyae cTtpoka <add-info> cogepXuT HasBaHue OnepaLyoHHOMW CUCTEMbI (BO3MOXHO, C YyKasaHuem
nogaepXveaemoro Habopa CMMBOIIOB), 3a KOTOPbLIM CreayeT pasgenutens ":" n CTpoka ngeHTudmkauun.

Ecnn oTknuk copgepXut Habop CMMBOSOB, MOCNEOHUA OTAENAeTCss OT MMEHU OMepauuoHHON cucTembl 3ansiton (,). Ons
0603HayeHs Habopa CMMBOSIOB MCMONb3YOTCS CTaHAapTHble uaeHTudumkaTopbl. Ecnu Habop cCMMBOMOB He yKasaH,
npegnonaraetca US-ASCII (cM. Huxe).

NoeHTUgMKaTopbl OnepaumoHHOM CUCTEMbI AOMKHbI YKasbliBaTbCsl B COOTBETCTBUM C AokyMeHToB RFC 1340, Assigned
Numbers unu ero «HacnegHukamm».

B pononHeHne k wupeHTudmkatopam OC, ykasaHHbiM B Assigned Numbers MOXHO uncnonb3oBaTb CreuuanbHbIi
nageHtncpukatop "OTHER" (npoune OC).

Ecnn B kadecTBe onepaumoHHOW cucTeMbl He Bo3BpalwaeTcs 3HadyeHve "OTHER", npegnonaraetcs, 4Tto cepBep
BO3BpallaeT «HOpPMarnbHYlO» WAEHTUMMKALMIO Monb3oBaTens, KOTOpbI BrageeT [aHHbIM COeAMHEHMEeM (CTpoka
CMMBOMOB, MO3BOMAOWAA OAHO3HAYHO ONPEeAEenuTbL MONb3oBaTens — HanpuMmep, MM MNonb3oBaTens B CUCTEME MNn
nonb3oBaTenbckas YacTb MOYTOBOro agpeca). Ecnu ykasaHa onepaunoHHas cuctema (T.e., CTPOKa OTKMMKA He COAepXuT
"OTHER"), npegnonaraetcs, 4TO MMs NONb30OBATENS TaKkKe MMEET CMbICN (Hanpumep, ANs MCMNoNb30BaHMSA B Ka4yecTBe
aprymeHTa KomaHgbl finger nnu kak yactv no4ToBOro agpeca).

3HadeHne "OTHER" roBopuT 0 TOM, YTO JanbHeWwune AaHHble SABMASTCA HedOpMaTMPOBaAHHOW CTPOKOM MnevyaTHbIX
CMMBOMOB ucnonb3yemoro B cucteme Habopa. Otknuk "OTHER" cnepyeT Bo3Bpawartb, ecnv WaeHTMdMKaTop
nonb3oBaTensi He COOTBETCTBYET OMUCaHHbLIM Bbille TpeboBaHuAM. Hanpumep, Takow OTKNUK cnefyeT nepeaaBaTh, €Cnu
BMECTO MMEHW NONb30BaTeNs BO3BpaLlaeTCca pearbHOe NMs unm TenedoHHbIn HOMep 13 nonb3oBaTenbckon 3anmcn UNIX.

MpegnonaraeTcs, YTO MAEHTUMKATOP MONb30OBaTENs COAEPXKUT TOSbKO NevaTHble CMMBOJSIbI UCMOSIb3YeMOro B cUCTEME
Habopa.

MpeHTudmkatop npeacrtaBnsieT cobor CTPOKY OKTETOB, HE BKIHOYaIOLLyH CMMBOSOB (BOCbMepuyHoe npeactaenexue) 000
(NUL), 012 (LF) n 015 (CR). BaxxHO nog4epkHyTb, 4TO cumBornbl npobena (040), cneaytowme 3a ABOETOUMEM, ABRAIOTCA
YacTblo CTPOKM MAeHTUdMKaATopa W He [OOMKHbl  wurHopuposatbcd. OObIMHO CTpOka OTKMMKa 3aBepluaeTcs
nocnepgosaTtenbHocTblo CR/LF. lMogyepkHem, 4TO CTpoka MOXET codepxaTb MneyaTHble CUMBOMbI, HO He obs3aHa
copepXaTb TOMbKO WX.

ERROR

Ecnun no kakum-To npuymMHam Brnagernel coeanHeHus He MOXeT ObITb onpeaerneH, cTpoka <add-info> coobLlaeT o npuynHe.
Bo3mMoxHbI cneaytowme 3HaveHns <add-info>:

INVALID-PORT

OavH 13 MOpTOB yKasaH HEKOPPEKTHO. TakoW OTKMMK BO3BPaLLaeTCs, eCn HOMep Kakoro-Hmbyab (unm obowux) n3
NopTOB BbLIXOAWUT 3a AonycTumble npefens! (noptel TCP moryT HymepoBaTbcs oT 1 go 65535) unu He sBnsieTcs
LenbIM YUCIIOM.

NO-USER

Yka3zaHHOe napoii MOpTOB COEAMHEHVWE B HacTosiLee BpPeMsi HE WUCMOSb3yeTCsl UMM MPUHaANEXWUT HEeU3BECTHOMY
obbekTy.

HIDDEN-USER
CepBep MOXeT onpeaeniTb Norb3oBaTens, Ho He coobLLaeT 0 HeM no TpeGoBaHMI0 ITOro MoJbL30BAaTENS.
UNKNOWN-ERROR

MpuunHy oOWKGKM He ypaeTca onpedenuTb (mobasi nMpuyMHa, He ykasaHHasi Bbilwe). TakoW OTKIMK MOXeT
BO3BpaLLaTbCA M B TeX Cryyasix, Korga cepBep MOXeT OonpeaenuTb NpuyMHy owMOKWM, HO He XenaeT ee coobLuaTh.
Ecnu Ha cepBepe peanu3oBaHa Takasi BOBMOXHOCTb, OHa [OSKHa GbiTb HAacTpanmBaeMmoit M No YMONYaHuio cepsep
JOJKeH BO3BpalLaTh KoppekTHoe cooblueHne 06 oLnGke.

B panbHeriwem MoryT 6biTb gobaBneHbl Apyrve Koabl OTKNMKW. [py MCnonb3oBaHUM HeCTaHO4APTHBIX OTKMMKOB OHM
[OJTKHbl Ha4YMHaTbLesA ¢ cumona "X".

B pononHeHve k BO3BpaTy OTKIMKOB CEPBEP MOXET paspblBaTb COEAMHEHMWS, He BO3Bpallas HUKAKOro OTKIMKA.
MpexaeBpemeHHOe 3aBeplUeHne COeAMHEHUsT (KNUEHT He nonyymn cumsona EOL) gomkHO TpakToBaTbCs KIMEHTOM Kak
otknuk "ERROR : UNKNOWN-ERROR".

PopManbHbIW CUHTAKCUC

<request> ::= <port-pair> <EOL>

<port-pair> ::= <integer> "," <integer>

<reply> ::= <reply-text> <EOL>

<EOL> ::= "015 012" ; CR-LF - ugeHTHO(MKaATOP SBaBepUWEeHUST CTPOKM

<reply-text> ::= <error-reply> | <ident-reply>

<error-reply> ::= <port-pair> ":" "ERROR" ":" <error-type>

<ident-reply> ::= <port-pair> ":" "USERID" ":" <opsys-field> ":" <user-id>
<error-type> ::= "INVALID-PORT" | "NO-USER" | "UNKNOWN-ERROR" | "HIDDEN-USER" | <error-token>
<opsys-field> ::= <opsys> [ "," <charset>]

<opsys> ::= "OTHER" | "UNIX" | <token> ... m 7. m.; (cM. "Assigned Numbers'")
<charset> ::= "US-ASCII" | ... m T. mI.; (cM. "Assigned Numbers")

<user-id> ::= <octet-string>

<token> ::= l*64<token-characters> ; 1-64 cumMBONa

<error-token> ::= "X"1l*63<token-characters> ; 2-64 CMMBOJIOB, HauMHamumxcs c X
<integer> ::= 1*5<digit> ; 1-5 umobp.

' B HacTosiwee Bpemsi RFC 1700. Mpum. nepes.
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<digit> ::= "0" | "1" ... "8" | "9" ; 0-9
<token-characters> ::= <a-z, A-Z, -, .!@#$%7&*()_=+.,<>/?"'~"{}[]1; >

; CTPOYHBIE M MNPONMCHEIE GYKBH JIATMHMIB M APyT'Me IedYaTHHEe CHMMBOJE, KpoMe ":'".

<octet-string> ::= 1*512<octet-characters>
<octet-characters> ::= <nw6sie okreTs or 00 mo 377 (BoceMm.), kpome NUL(000), CR(015), LF (012)>
MpmevaHus:

1. [nsa oGecneyeHuns nHTeponepabenbHOCTU pasnuyHbIX peanusaumini B YacT TpakTOBKM CMMBOIOB npoGena criegyet
npuaepxmeaTbes obuero npuHUMna: «byab KOHcepBaTMBHBLIM NpY Nepegaye 1 nubeparnbHbIM Ha npuemey. KnveHtam
N cepBepam He criefyeT reHepupoBaTtb M3ObITOYHbLIX NPOGENOB, HO OHU AOMXHbI BOCMPUHUMATL CTPOKU C FIULLHUMU
npobenamn ot gpyrux. N36biTouHble Nnpobenbl MOryT BCTpeyaTbcs Be3ae, kpome cobectBeHHO mapkepos (token). B
YaCTHOCTM, AOMONHUTESNbHbIE NPOGENbl MOryT BCTpeYaTbCs B Havane U B KOHLIe CTPOK 3anpocoB M OTKNMKoB. OgHako
AonornHuTenbHble Npo6enbl HeAoMyCTUMbI B OTKIINKE C MOEHTUDUKATOPOM MNonb3oBaTersi Nocrne ABOeTouus Beren 3a
MMEHEM OMepPaLMOHHON CUCTEMbI, MOCKONbKY B 3TOM Crydae OHW OyayT TpakToBaTbCsl Kak 4acTb MMEHU
nonb3oBaTens (MMeHeM Morb30BaTeNsi CYUTAETCS BCSI MOCNELOBaTENIbHOCTL CMMBOJSIOB OT ABOETOUUSI 4O CUMBOSIOB
3aBepweHus ctpoku CR/LF). Cumsonbl CR/LF He pomkHbl paccmatpuBaTbCA Kak 4acTb uaeHTudukaTopa
nonb3oBaTensi.

2. Bonpekn ckasaHHOMY Bbille, cepBepam cregyeT orpaHM4MBaTh YMCo NpPobenoB Mexay aneMeHTamu (Mapkepamm)
40 MUHMMarbHO BO3MOXHOro (nonesHoro). KnueHT moxeT pasopBaTb coeanHeHue, nony4yms 6onee 1000 cumBonos
6e3 curHana 3aBepLueHns cTpoku <EOL>.

3. Pasmep ugeHtTudukatopa nons3osatensd cnepyeT orpaHnumsBatb 512 cuMBonamu, a pasmep Mapkepa - 64
CMMBOMaMm, MOCKOnNbKy: a) HoBble Mapkepsl (T. €., OPSYS nnn ERROR-TYPE) 6yayT umeTtb pasmep He Gonee 64
CUMBONOB 1 b) cepBepy He crneayeT nepenasaTtb 6onee 512 oKTeTOB uAeHTUdMUKATOPa NONb3oBaTeNs, a KINEHT
[OJDKEH NpuHMMaTh nepBbie 512 okTeToB naeHTMdMKaTopa nonb3oBaTens. BcrneacTBue aTux orpaHuyeHns cepsep
[OJDKEeH BO3BpallaTe Hambonee BaXKHy0 YacTb uaeHTUdmKaTopa nonb3oBartens B NepBbix 512 okreTax.

4. CnepyeT ncrnonb3oBaTb TONMbKO Te HAabopbl CMMBOMOB U MAEHTU(MKATOPbLI 3TNX HabopoB, koTopble yka3aHbl B RFC
1340, "Assigned Numbers" n Gonee HOBbIX BapuaHTax 3TOro AoKymeHTa'. MaeHTudukaTopbl Habopa CUMBOJIOB
NPUMEHMMbI TOMNBKO K NOMNsIM uAeHTUMUKaLMM Nonb3oBaTens, a BCe ocTanbHble NOoMs AOMKHbI UCMONb3oBaTe Habop
cumBonos US-ASCII.

5. Xota none <user-id> 6b1n10 onpeaeneHo Boille Kak <octet-string> (CTpoka OKTETOB), OHO AOMKHO COOTBETCTBOBAThL MO
opmaTy 1 Habopy CMMBOIOB 3Ha4YeHuto nons <opsys-field>; onMcaHHoOro BhILLE.

6. WpeHtudpmkatop Habopa cumBonoB obecneynBaeT AMS KNMMEHTa KOHTEKCT, MO3BOMSIOWMIA NeYaTaTtb UM COXpPaHsiTh
CTPOKY naeHTudMKaumMm nons3osaTtens. ECnn KNUMeHT He MOXeT pacno3HaTb MW MUCNoMb30BaTh YKasaHHbI Habop
CUMBOINOB, €My crieQyeT TpakToBaTb CTPOKY maeHTudukaumm kak ctpoky oktetoB (OCTET), coxpaHsis BMecTe C Hen
naeHTnduUkaTop umcnonb3oBaHHoro Habopa cumsonoB. CTPOKY OKTETOB B TakuMX Crnyyasx crnegyeTt mnedvaTarts,
coxpaHaTb n obpabaTbiBaTh C 16-pnyHom npeactaeneHnn (0-9a-f) B gononHeHue K MCnonb3yemMoMmy KIMEHTCKOW
peanu3auuen npegcrtaeBneHnio (3o obecneynBaeT BO3MOXHOCTb CTaHAAPTHOrO MPEACTaBMNEHUS B PasfNYHbIX
peanunsaumsx).

6. Bonpocbkl 6e3onacHocmu

YpoBeHb 4OCTOBEPHOCTM MHGOPMaLMK, BO3BpaLLaeMol AaHHbIM MPOTOKOMOM, 3aBUCUT OT HAacTPOeK 3anpaluMBaeMoro xocra u
nonuUTUKN NoAAepXMBaloLLen XocT opraHusdauun. Hanpumep, [MK, wvcnonb3dyembln B OTKpbITOM nabopaTtopuun, MOXeT
Bo3Bpallatb 0 cebe nobble cBeAeHUsi, KOTOPbIE MOXenaeT ykasaTb nomnb3oBaTtenb. bonee Toro, XocT MoxeT BO3BpallaTb
crneumarnbHO NCKaXeHHYIo (NOXHY0) MHdopMaLumio.

MpoTtokon Identification He npegHa3HaveH Ans aBTopM3aummM (NPOBEPKM MOMHOMOYUIA) UMW YMpaBreHns AOCTynoM. B nyywem
cnyyae 3TOT NPOTOKON obecneyrBaeT HEKOTOPbIE AOMNONHUTENbHbIE CBEAEHUS O coeanHeHusx TCP, B xyalwem - Bo3BpallaeT
OLUMBOYHYHO, HEKOPPEKTHYHO UMM YMBILLMEHHO UCKaXXEHHYH0 MHpopMaLMIo.

Mcnonb3oBaHue BO3BpallaeMblX MNPOTOKONOM CBEAEHU ANS Kakux-nubo uenen, KpoMe ayauta, HacToATeNlbHO He
pekomeHayeTcs. B yacTHocTu, ucnonb3oBaHue npoTtokona ldentification ans npuHATHUA peleHnit o NnpegocTaBneHuy AocTyna B
KayecTBe OCHOBHOTO (T. €., NpU OTCYTCTBUM APYIMX NPOBEPOK) UMM AOMOMHUTENIBHOMO CPpeacTBa MOXET CYLEeCTBEHHO CHU3UTb
ypoBeHb 6e30MacHOCTH XocTa.

CepBep naeHTUdMKaLMM MOXeT cobupaTb CBeAeHUs O Mnonb3oBaTensx, obbekTax u npoueccax, KOTopble 3a4acTyio MOryT
cogepxaTb npuBaTtHble AaHHble. CepBep ugeHtTudMkaumm obecneumsaet ycnyrm no tmny cnyx6 CallerlD, nogaepxvnBaembix
HEeKoTOpPbIMU TeNeMOHHBIMWU KOMNAaHUSAMM, 1 TpeboBaHusA K coobLuaemMbiM CepBepPOM CBeAEHUSM (POPMUPYIOTCH Tak Xe, Kak K
AaHHbim CallerlD. Ecnu BbI He xenaeTte nogaepxusaTtb crnyx0y finger n3 coobpakeHuin orpaHn4eHns 4ocTyna K CBe4eHUAM O
nonb3oBaTensx, BaM HeLenecoobpasHo MCNonb30BaTh U NPOTOKON MaeHTUUKaLmK.

7. BnazodapHocmu

Bnarogapum [aHa BepHwreliHa (Dan Bernstein), KOTOpbI 0XMBWN UHTEPEC K AaHHOMY MPOTOKOMY M ykasan Ha JocafHble
owmnbkn B RFC 931.

Jlumepamypa
[1] St. Johns, M., "Authentication Server", RFC 931, TPSC, January 1985.

[2] Reynolds, J., and J. Postel, "Assigned Numbers", STD 2, RFC 1340, USC/Information Sciences Institute, July 1992.

' MocnepHsa Bepcua aToro aokymeHTa cogepxutcs B REC 1700, Ho B cooTBeTcTBUMM ¢ REC 3232 nokymeHT STD 2 yTpatun cuiy. 3HadeHus
Assigned Numbers goctynHbl Ha canTe www.iana.org/numbers.html. [Tpum. nepes.
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