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1. BeedeHue

B aTtom gokymeHTe paccmaTtpuBaeTcs ucnonb3oBaHue npoTtokona BGP (Border Gateway Protocol) [1] B cpeae Internet. BGP
npencraenseT cobov NpoTOKON MapLUpyTU3aunM Mexay aBTOHOMHbIMU cuctemamn (AS). MiHdopmaums o 4OCTYNHOCTH ceTen,
nepefaBsaemas ¢ nomowbto BGP, obecneunBaeT [OCTaTOYHO AaHHbLIX NS OOHapyXeHus neTenb U MPUHATUAS PEeLUeHui o
MapLUpyTM3aLMN Ha OCHOBE NPEANOYTEHUA U MONUTMKM, cornacoBaHHbIX B cootBeTcTBUM ¢ RFC 1104 [2]. B yacTtHocTn, BGP
obecneymBaeT 0OMeH MapLUPyTHbIMU AaHHLIMW, COAEPXaLLMMM NorHble NyTu AS 1 o6ecneyrBaoLMMK peanu3anuio NoNuTUKK
MapLUpyTM3aL MmN Ha OCHOBE KOH(PUIypaLMOHHbLIX NapameTpoB.

Mo mepe pocta ceTu Internet ctanu o4eBnaHLIMK Cepbe3Hble NPpobnembl MacliTabnpoBaHus, BKIOYaoLme:

HexBsaTKy agpecHoro npoctpaHcTBa Ans ceTen knacca B. OgHon u3 pyHaameHTanbHbIX NPUYMH TakoW HEXBaTKM SABMSETCS
©epHocTb BbIGOpa knacca cety no Ymicny nogaepxunBaembix agpeco. CeTn knacca C no3eonsatT agpecoBaTtb 254 xocta u
CNULLKOM Marnbl Ofis MHOXEeCTBa OpraHvM3auun, Torga kak cetu knacca B, nossonsiowme agpecoBaTb 65534 xocTta,
CIMULLKOM BEJTUKW.

PocT pasmepoB Tabnuu MapwpyTusauMm B ceTu Internet npeBbillaeT BO3MOXHOCTM MporpamMm (M nogei) no
3 HEKTUBHOMY YNPaBIEHNIO 3TUMU Tabrnmuamu.

Bo3amoxHOCTb HexBaTkM NpocTpaHcTBa 32-6uToBbIX agpecos IP.

OueBugHO, 4TO nepBble ABE NpOGMEMbl OOCTUTHYT KPUTUYECKOTO YpOBHA B Gnwkaiwuve Tpu roga'. Becknaccosas
mexaomeHHas maplpytusaumst CIDR (Classless inter-domain routing) sBnseTcs nonbITKOW pelleHus 3Tux npobnem 3a cyet
3ameaneHnss pocta Tabnuuy maplupytTusaummM u BblgeneHust HoBblx HomepoB Ans cetent IP. CIDR He Bkno4vaeT MoMbITOK
pelleHns TpeTben Mpobnembl, kKoTopasi Mo CBOEW MpUpoAde SBMNSETCA He TaKoW KPUTUYHOW BO BPEMEHWU, HO B pesynbTaTte
BO3HMKAET PSA OCMOXHEHWUW, CBA3aHHbLIX C obecneyeHnem adpdekTnBHON paboTbl cetn Internet go pewenns rmobanbHon
npobnembl HEXBATKM agpecHOro NpoCcTpaHcTaa.

'T.e. B 1996-98 rr. Mpum. nepes.

www.protokols.ru


mailto:bgp@ans.net
mailto:bgp@ans.net
mailto:bgp@ans.net
mailto:bgp@ans.net
https://www.protokols.ru/
https://www.protokols.ru/
https://www.protokols.ru/

SHUMKoneausl ceTeBbIX NPOTOKONOB MepeBon RFC 1772
Mpotokon BGP-4 sensetca pacwwupeHvem BGP-3, obecneunBarowum nogaepxKy arperupoBaHus MapLipyTHOW uHdopmMaumnm
U CHWwkKeHMsa obbema nepedaBaeMblX [AaHHbIX 3@ CYET WCMONb30BaHUA apXUTEKTypbl OecKknaccoBov MeXOOMEHHON
mapwpyTtm3auun CIDR [3]. JaHHbIi OKYMEHT onuckiBaeT ucnonb3oBaHue BGP-4 B cpepe Internet.

OGcyxaeHve B 3TOM JOKYMEHTE OCHOBaHO Ha paccMoTpeHuun ceTu Internet kak HaGopa NPoM3BosIbHBEIM 06Pa30M CoeaUHEHHbIX
aBTOHOMHbIX cuctem (AS). Takum obpasom, mogensto Internet 6yaeT cnyxuTb obwuii rpad, yanamm kotoporo siBnstotcs AS, a
pebpa coeanHstoT napbl AS.

Mo knaccuyeckomy onpeaeneHVio aBTOHOMHAas cucTema npeactaBnseT cobon MHOXECTBO MapLupyTU3aTopoB C e€AUHbIM
TEXHUYECKUM agMWHUCTPUPOBAHNEM, UCNOMb3YIOWMX OOMH MPOTOKON BHyTpeHHel mapLupytusaummn (IGP) n eguHyto MeTpuUKy
ANs MapLupyTU3aumMmn naketos BHyTpu AS, a Ansa nepefayy nakeToB B Apyrne aBTOHOMHbIE CUCTEMbI MPUMEHSIOLLMX MPOTOKOS
BHeLLHel mapLupyTu3auum (exterior gateway protocol unn EGP). Co BpemeHeM knaccuueckoe onpegeneHune 6bino pacumpeHo
1 B COBPEMEHHOM MOHUMaHUN AS MOXET MCMONb30BaTb HECKOMNBbKO MPOTOKOMOB BHYTPEHHEN MapLUpyTM3aLun, a B HEKOTOPbIX
cnyyasix Jaxe HecKkornbko Habopos MeTpuK B pamkax ogHon AS. Vcnonb3oBaHue TepMuHa AS B Takumx criyyasix obycrnosneHo
TeM, YTO Aaxe Mpu MCNOMb30BaHUN MHOXEeCTBa MeTpuK u npoTokonoB IGP agMmuHucTpupoBaHue Takom AS C TOYKM 3peHus
APYrMX aBTOHOMHbIX CUCTEM BbIMMAANT KaK eauHbIVA NNaH BHYTPEHHEN MapLUpyTM3aummn 1 NoKa3biBaeT COrnacoBaHHY KapTuHy
OOCTYMHOCTM agpecaToB C MCMONb30BaHMEM AaHHOM AS.

2. Tonono2u4yeckass modesib BGP

Koraa mMbl roBOpMM 0 coeauHeHnn Mexay AByMs AS, criegyeT pasnuyath [Ba acnekra:

dusuyeckoe coeduHeHue — obwas nogcetb kaHaneHoro (Data Link) ypoBHS mexay AByms AS, B kOTOpoW kaxgas ns AS
UMeeT, Mo KpavHenh mMepe, OAWH rPaHWUYHbIA MapLIpyTM3aTop, OTHOCAWMIACS K AaHHOW AS. Takum o6pa3om, rpaHuyHbIn
MapLupyTmM3aTop kaxaon AS MOXeT nepecbinatb NakeTbl rPaHWYHOMY MapLupyTusatopy gpyron AS 6e3 ucnonb3oBaHus
BHYTPVAOMEHHOW UM MEXAOMEHHOW MapLUpyTU3aLmK.

CoeduHeHue BGP — ceaHc BGP wmexpy aBymsi yanamum BGP B kaxpgoit AS, Mcnonb3yemblii A aHOHCUMpPOBaHWUsI
MapLUpPyTOB, KOTOpblE MOTyT GbITb UCMOMB30BaHbI ANS TEX UIN MHbIX aapecaTos.

B atom gokymeHTe Kk yanam BGP, dopmupytowum BGP-coegnHeHne, npeabaBnseTca psag AONONHUTENbHbLIX TpeboBanuii. 3Tn
y3nbl JOMMKHbI HAXOAUTBLCS B TOM >Xe noaceTy kaHanbHoro ypoBHs (Data Link subnetwork), kK KOTOpOWM OTHOCSTCSA UX rpaHUYHbIE
MapLupyTm3aTtopbl. Takum obpasom, ceccus BGP mexgy cmexHbiMm AS He TpebyeT noaaepXku BHYTPUAOMEHHOW wnuv
MEXOOMEHHON MapLupyTusaumm. Cutyauum, korga ato TpeboBaHME He BBIMOMHSAETCH, BbIXOAWUT 3a Mpefenbl pacCMOTPEHUS
AaHHOro JOKyMEHTa.

Takum obpasom, B noboM coegmHeHun kaxaast AS umeeT, no kpanHen mepe, oavH ysen BGP wu, no kpaiHel mepe, oavH
rPaHWYHbIA MapLipyTu3atop — 3TM yanbl BGP 1 rpaHudHble MaplupyTusaTopbl OOMKHbI HaxoAuTbCA B OOHOW noAaceTu
KaHanbHoro ypoBHs. OTmeTum, 4TO y3nbl BGP He 06sa3aHbl ObITb rpaHM4HbIMKM MapLupyTu3atopamum u HaobopoT. [lyTw,
aHoHcupyewmble y3nom BGP ogHon AS B gaHHOM coeanHeHumn, NpUrogHbl Ans BCEX rPaHUYHbIX MapLlipytusatopos gpyron AS
TOW e NOACETW KaHaNbHOro YpOBHS, T. €., BO3MOXeH OBMeH Mpu OTCYTCTBUM NPSMOro COCeACTBa.

Bonbwasa 4vactb Tpadwmka, nepegaBaemoro BHyTpu AS, reHepupyetcst unu 3aBepliaetca B atom AS (1. e., IP-agpec
oTnpaBuTens unu nony4vatens naketoB IP vgeHTudumumpyeT xocT, Bxogawwmin B gaHHyto AS). Tpaduk, COOTBETCTBYHOLLMNA
3TOMY onucaHuio, 6yaeM HasbiBaTb flOKamnbHbIM, @ BECb OCTanbHOW TpaduKk — TpaH3nTHbIM. OCHOBHOW 3agayen npoTokona
BGP sBnsetcs ynpasneHne NoTokaMmm TpaH3MTHOro Tpadmka.

B 3aBMCMMOCTU OT TOro, Kak KOHKpeTHas AS noctynaeT C TPaH3UTHbIM TpadMKoM, aBTOHOMHbIE CUCTEMbI MOXXHO pasaenuTb Ha
Tpn KaTeropuun:

Tynukoeas (stub) AS — aBTOHOMHas cucteMa, UMeroLLas coeguHeHne Tonbko ¢ ogHon AS. O4eBuMaHo, 4TO TynukoBas AS
MOXET NoAAepKMBaTh TONbKO NOKanbHbIN TpaduK.

MHozodomHasi (multihomed) AS — aBTOHOMHas cucTema, COedMHeHHasi C HecKonbkMMu AS, HO He npuHUMaroLwas
TPaH3UTHbLIN TpaduK.

TpaH3umHasi AS — aBTOHOMHasa cucTema, coeaMHeHHas ¢ MHOXeCTBOM Apyrux AS v npeaHasHaveHHast (C HeKOTOpbIMU
OrpaHNYEeHUsMN Ha YPOBHE NONUTUKM) ANS NOSOEPXKKM KaK NOKanbHOro, Tak U TpaH3UTHOro Tpaduka.

MockonbKky nomHbIM NyTe AS obecneunBaeT MpoCcTON U 3MMEKTUBHBIN CMOCOD NpeaoTBpaLlleHVMs MapLUpyTHbIX NeTenb U
usbasnset oT npobnembl "count-to-infinity" (nogcyeT GeckOHEYHOCTW), CBA3AHHOW C HEKOTOpbIMW anroputMamu Ha base
BEKTOpa paccTosiHusA, npoTokon BGP He BHOCUT orpaHnyeHnin B TOMOMOINI0 coeanHeHni mexay AS.

3. BGP e cemu Internet

3.1 Tononorusa

Tononoruio ceTtn Internet B Lenom MOXHO paccMaTpvBaTb Kak MPOW3BOSIbHOE COeAWHEHWE TPaH3UTHbLIX, MHOFOAOMHbLIX U
TynukoBbIX AS. [INs MUHUMU3aLUN BIUSIHUSE HA TEKYLLYIO MHpacTpykTypy Internet co CTOPOHbI TYMMKOBBLIX U MHOTOAOMHbIX AS
He TpebyeTca ucnonb3oBaHuss BGP. Takue AS moryT ucnonb3oBaTb Apyrve npotokonbl (Hanpumep, EGP) ans obwmeHa
AaHHBIMU O OOCTYMHOCTM C TpaH3uTHbiMM AS. TpaHauTHble AS, ucnonbayowme BGP, byoyT oTmevyaTb Takve OaHHble, Kak
nonyyeHHble cnocobom, oTnMyHbIM OT BGP. ®akT Heobsa3aTensHOCTM ucnonb3oBaHnss BGP B MHOrogoMHbIX 1 TynMKOBbIX AS
He oKasbiBaeT OTpMLATENBHOrO BIWSHMSA Ha KayeCTBO MEXOOMEHHOW MapLupyTusauum ans tpaduka, KOTopbIi afpecoBaH B
Takyto AS nnm ncxogut U3 Hee.

PekomeHayeTcs, ogHako, ucnonb3oBatb npoTokoni BGP u ansg TynukoBbIX/MHOrogoMHbIX AS. B Takux cuTyauusx npoTokon
BGP o6ecneunBaeT 6ornee BbICOKYIO MNPOU3BOAUTENBHOCTL WU MEHbLLUMA PacXOd MOMOChbl, NO CPaBHEHWIO C APYrUMun
npoTtokonamu (tuna EGP). Kpome TOro, atot npotokon u3baenseTr oT Heob6XoAMMOCTU 3afaHus MPUHATLIX MO YMOMYaHWo
MapLUpyTM3aTOpPOB.
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3.2 'mo6anbHas npupoana BGP
C mobanbHon ToukuM 3peHuss npoTtokon BGP ucnonb3yetca Ans pacnpocTpaHeHust MapLupyTHOW MHAOpMaLun Mexay
MHOXX€CTBOM aBTOHOMHbIX cucTeM. MoTok VIH(bOpMaLI,VIVI MOXHO npeacTtaBuUTh crneayownm 06pa30M:

+--————- + +--————- +
BGP | BGP | BGP | BGP | BGP
--------- + tom—m -+ o
| IGP | | IGP |
S + S +
<-AS A--> <--AS B->

M3 npmBegeHHoOW anarpammbl BUGHO, 4To BGP cnyxuT ans nepegayn uHdopmMauum mexay AS, a BHYTPpW Kaxaon aBTOHOMHOM
cucTeMbl MOXeT mcnonb3oBaTbest kak BGP, tak n IGP. ObecnevyeHne COBMECTUMOCTU MapLUPYTHOM MHOpMauuMn Mexay
npoTtokonamu BGP n IGP BHyTpy AS MMeeT BaxxHOe 3Ha4yeHne 1 paccmartpuBaeTcs B Mpunoxernun A.

3.3 CoceanctBo B BGP

Mbl paccmaTtpuBaem Internet kak MHOXeCTBO NpPOWM3BONBHO COEAMHEHHbIX Mexdy cobow AS. MaplpyTusaTopsl,
HENoCpeACTBEHHO B3aMMOAENCTBYOLWME OauH ¢ ApyrMm npo npotokony BGP, HasbiBatoT y3namu BGP (BGP speaker). Y3nbl
BGP moryT pacnonaratbcs B ogHou nnm pasHbix AS. Yanel BGP B kaxgon AS obmeHuBaloTcs mexay cobon nHdopmaumen o
AOCTYNHOCTU ceTen Ha ocHoBe HabopoB npasun, 3agaHHbIX B kaxaon AS. Mo oTHowweHuto k aaHHomy y3ny BGP gpyrue yansbl,
C KOTOPbIMY [aHHbIA y3en B3aMMOAENCTBYET, HAa3blBAOTCA BHELWHMMY NapTHepamu (external peer), ecnun oHW pasmMeLlatTcs B
apyron AS, nnv BHyTpeHHMU napTHepamu (internal peer), ecnun oHM HaxoasTcH B Ton xe AS.

B aBTOHOMHONM cucTeMe MOXET MPUCYTCTBOBaTb MHOXecCTBO y3noB BGP (ckonbko Tpebyetca ans gaHHou AS). O6blyHO
aBTOHOMHbIE CMCTEMbI, MMEKLLIE MHOXECTBO COEAUHEHW ¢ Apyrumn AS, OOMKHbLI Ucronb3oBaTb Gonee oaHoro yana BGP.
Bce y3nbl BGP, npeacrtaBnstowme ogHy AS, AOMmKHbI NPEAOCTaBMATbL COrnacoBaHHble MapLlUpyTHble AaHHble. 3To Tpebyet
cornacoBaHusi MapLllpyTHOM WHdopmauun wmexgy y3namm BGP B aBTOHOMHOW cucteme. MaplupytmnsaTtopbl MoryT
obmeHmBaTbCa MHdopMaLuel no npotokony BGP nnu nHelm cnocobom. MNpaBuna, npuMmeHsieMble ko BceM y3nam BGP ogHoi
AS, pomxHbl 6bITb cornacoBaHbl. [Ins o6HapyXeHUsi paccornacoBaHWin MOryT UCMNoNb3oBaThCs MeToAdbl Tuna tagged IGP (cm.
cTp. 7).

B cnyyae BHeLWHUX NapTHEPOB Yy3Mbl HAXOAATCS B pasHbiX AS, HO AOMKHbI BXOAUTL B OOLLYIO NOACETb KaHanbHOro YpPOBHS
(Data Link subnetwork). 3Ta obwasa noAceTb AOMKHA MCNOMNbL30BaTbCA ANA nepepayn nHdopmaumm BGP mexay ysnamu.
Wcnonb3oBaHne BGP uepes AS, mewaiwue obmeHy, aenaet mHdopmaumio o nytax AS HekoppekTHow. [OAnsa ykasaHus
aBTOHOMHOW CUCTEMBI, K KOTOpOW oTHocuTes y3en BGP, cnegyet ncnonb3oBate HoMep AS.

4. TpebogaHusi K azpea2upoeaHUr0 Mapuwpymos

CooTtBeTcTBYlOLME TpeboBaHnaM BGP-4 peanu3auum fomxHbl obecneunBaTb BO3MOXHOCTb MHDOPMUPOBAHUS O TeX Cryvasix,
Korga arpervpoBaHHbIA MapLIpyT MOXeT OblTb CreHepuMpoBaH TONbKO AN YacTu MapLupyTHOW uHdopmauui. Hanpumep, ysen
BGP Ha rpaHuue aBTOHOMHOWM cuctembl (Mnun rpynnbl AS) gomkeH BbiTb cnocobeH reHepyMpoBaTh arpernpoBaHHbIvi MapLUpyT
ans uenoro Habopa IP-agpecos nonyyatenew (B TepmuHax BGP-4 Takon Habop HasbiBaeTca Network Layer Reachability
Information nnu NLRI), N0 OTHOLIEHMNIO K KOTOPbIM OH UMEET aAMUHUCTPATUBHBIA KOHTPOMb (BKIHOYas AeNerMpoBaHHbIE Y3OM
agpeca), Aaxke eCcrnv HeKOTopble U3 9TUX aapPecoB B AaHHBIN MOMEHT HEAOCTYMHbI.

CootBeTcTBYHOWME crneundmkaumm BGP-4 peanu3aumm npotokona mMoryt obecneynBatb BO3MOXHOCTb yKa3aTb, korga MoXeT
reHepupoBaTbcs arpermposaHHbiin NLRI.

CootBeTcTBytowme cneumndukaumm BGP-4 peanvsaumm npoTokona A0mkHbI 06ecneqmBaTb BO3MOXHOCTb ykasaTb, Kak MOXHO
nearpernposatb NLRI.

CooTBeTcTBYIOLWME crieundrkaumm BGP-4 peanusaumm npoTokona AoSHkHbI MOAAEPKMBATL NEPEUUCTIEHHbIE HUKE OMNUMK Npu
paboTe Cc nepeKpbiBaOLWUMUCS MapLLIPYTaMu;

- yCTaHOBKa Kak 6onee cneunduyHbIX, TaK U MeHee creumdUuyHbIX MapLLIpyTOB
- ycTaHOBKa TOMbko Gonee cneuuduyYHOro MapLupyTa

- yCTaHOBKa TOMbKO MeHee cneunduyHoro MapLipyTa

- OTKas OT YCTaHOBKM MapLupyTa

HekoTopble acnekTbl NONUTUKN MapLupyTusaumm moryT 3asucetb oT NLRI (Hanpumep, "research” B cpaBHeHum ¢ "commercial”).
CnepoBaTenbHo, y3en BGP, BbinonHswowmi arpernpoBaHne MapLupyToB, OOMmKeH ObiTb (MO BO3MOXHOCTW) OCBEOOMIIEH O
noTeHUnanbHOM NpMYacTHOCTM NpaBun MapLupyTmsaumm npu arpermposaHmm NLRI.

5. Co3daHue nonumuku BGP

BGP obecneunBaeT BO3MOXHOCTb peanusauym MapLupyTHOW MOMWUTUKM HAa OCHOBE PasfUYHbIX MPEANOYTEHUA U YCHOBHbIX
cornaweHuin. lMonutuka He 3anoxeHa B NPOTOKON HEMOCPEeACTBEHHO, OHa nepedaeTca npoTtokonny BGP B dopwme
KOH(UrypaLMOHHbIX NapameTpoB.

BGP peanusyeTt nonutuky nytem BbiGopa BapuaHTa MyTU MPU HanmM4yMum MHOXEeCTBa BO3MOXHOCTEN W MyTemM KOHTpons 3a
pacnpocTpaHeHneM MapLpyTHOM uHcdopmauun. MNMonuTtnka onpegenseTca agMmmHucTpaTopamu AS.

Monutka MapLUpyTU3aLMmM CBsA3aHa ¢ Bompocamy 6e30nacHOCTU, 3KOHOMUYECKUMMU U MONMTUYECKMMI acriekTamu. Hanpumep,
ecnn AS He xenaeT nepefaeaTb TpaduK B Kakyl-nnubo apyryto AS, oHa MOXeT peanu3oBaTb MONUTUKY, GrOKMPYIOLLYIO
nepefavy Takoro Tpaduka. Huxke nNpuBegeHO HECKONbKO MPUMMEPOB MOSIMTMKM MapLupyTU3aumu, KoTopasi MOXeT ObiTb
peanusoBaHa npw ucnons3oaHnn BGP:

- MHorogomHasa AS MOXeT 0TKka3aTbCs BbINOMNHATL PYHKUUM TPaH3UTHOM Ans Apyrmx AS (3TO OCyLlecTBnAeTCcH nyTem
aHOHCUPOBAHUS MapLUPYTOB TOMBKO K BHYTPEHHUM afpecatam gaHHou AS).
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- MHorogomHass AS moxeT obecneuvBaTtb TPaH3UT ANsi OrpaHUYeHHoro Habopa cmexHblx AS (TONbKO HeKoTopble U3

CMexXHbIX AS MoryT ucnonb3oBaTb AaHHyl0 AS B KayecTBe TpaH3WTHOM). Takasd MonuMTUKa peanuayeTcs nytem
aHOHCUPOBaHUSI MapLLPYTHOW MHOPMaLUM TONBbKO B OrpaHnyYeHHoe Ymcrno AS.

- AS moxeTt npeanoYvyecTb NCNOoJ1Ib30OBaHME HEKOTOPbLIX APYrnx AS B kauyecTBe TPAH3UTHbIX NN HaO60p0T, OTKa3aTbCd OT
TpaH3nTa Yepes Te Ui NHble aBTOHOMHbI€ CUCTEMDbI.

- C nomouwpto npotokona BGP MOXHO KOHTpoONupoBaTb MHOXECTBO acNeKTOB MPOU3BOAUTENBHOCTH:
- AS MOXEeT MUHMMM3MPOBATb YNCIO TPaH3UTHLIX AS (KOPOTKUIA NYTb NpeanoYTUTENbHEN ANUHHOIO).

- KauecTtBo TpaH3uTHbIX AS. Ecnu gaHHaa AS 3HaeT 6onee ogHOro nyTu, Mo KOTOPOMY MOXHO O0CTUYL agpecaTta, AS
MOXET WCMONb30BaTh pasnuyHble KpUTepun Boibopa MyTW U3 Yncra BO3MOXHbLIX. TpaH3uTHble AS MOryT OLeHMBaTLCS
no AuameTpy, CKOPOCTM KaHaria, eMKOCTW, TEHAEHLMM K HacblleHWto, kadecTBy paboTbl. NHdopmauus o6 aTux
napameTpax MOXeT ONpeaensATbCs He TONbKO ¢ noMolbio BGP, Ho 1 apyriumm cpeactesamu.

- BHyTpeHHWe mapLupyTbl 6o5ee NpeanoYTUTENbHbI, YEM BHELLIHME.

Ona obecneyeHns cornacoBaHHOCTU BHYTPU AS nyTM C paBHOM CTOMMOCTbIO, onpefensemMble B pesynbTaTe NpUMeHeHUs
NONUTUKN U/ OBbIYHBIX npouenyp Bbl60pa, MapLipyTa AO0JDKHbl CpaBHUBaATbLCA corfiacoBaHHbIM crnocobom.

OcHoBon BGP sBnsietca npaBuno, cornacHo kotopoMmy AS aHoHcupyeT B cocefHue AS TONbKO Te MapLupyTbl, KOTOpble
ucnonb3yeT cama. OTO NpaBwUio oTpaxaeT napagurMy noatanHow (hop-by-hop) maplupyTusauum, LWMPOKO UCMONb3yEMY B
coBpeMeHHomn ceTn Internet.

6. Bbi6op nymu onsi BGP

OpHou 13 ocHOBHBbIX 3agay y3na BGP aBnseTcs oueHka pasnuyHbIX NyTen OT 9TOro y3na K MHOXeCTBY afpecaTtoB, yKa3aHHOMY
npeduKcom agpeca, BbIOOp Myylero nyTu, NPUMEHeEHMEe MOOXOASLIEN NONMUTUKA U aHOHCUPOBAHWE MapLUpyTa BCEM CBOUM
BGP-cocegam. KnoveBbiM BOMPOCOM SBNSIETCA OLeHKa U CpaBHeHWe nyTen. B TpaguumMOoHHbIX MPOTOKONax Ha OCHOBE BEKTOPa
pacctosHusa (Hanpumep, RIP) ¢ nyTem cBsisbiBaeTCA eOMHCTBEHHAs MeTpuka (Hanpumep, CYeTYMK MHTepBamnoB). B Takmx
cryyasix BblIOOp MapLupyTa onpegensetcss MnpocTbiM cpaBHeHMeM AByx uucen. CnoxHOCTb MaplipyTu3aumm mexgy AS
obycrnioBneHa OTCYTCTBMEM YHMBEPCAlbHOW COrnacoBaHHOW Mexay AS MeTpuKM ONs OUeHKM BHELHMX MapLupyTos. Yalie
BCero kaxgas AS ncrnonb3yeT CBOW Cnocob OLEHKN BHELLHWX MyTen.

Y3en BGP co3gaeT 6asbl AaHHbIX O MaplipyTax, coaepXaliue Bce BO3MOXHble MyTW M CNUCOK aapecaToB (ykasblBaloTcs
agpecHbIMK npedmkcamu), OOCTYMHbIX C WCMONb30BaHWEM KaXaoro u3 nytel. [ns Gonee TOYHOrO onucaHusi MonesHo
paccmaTtpuBaTb Habop BO3MOXHbIX NyTen Ana Habopa agpecaToB, CBA3AHHOMO C AaHHbIM Npedunkcom agpeca. B 6onblunHcTBe
Crny4yaeB MOXHO npefnonaratb CyLIECTBOBaHME €OUHCTBEHHO BO3MOXHOro nytn. OgHako B TeX Cnydasix, korga BO3MOXHO
HECKOMbKO MyTen, OOSMKHbI NnoagepXkmBaTbCs BCE 3TU MyTM M ObICTPbIN Nepexod OT OOHOro NyTU K ApyroMy no3Bonser
npeaoTBpaTUTb NOTEPKD OCHOBHOMO NMYTU. AHOHCMPOBATLCA B KaXKAbI MOMEHT BPEMEHM OyAeT TONIbKO OCHOBHOW NMyTb.

Mpouecc BbiGopa NyTM MOXeT ObiTb hopManu3oBaH NyTem onpeaeneHus nopsigka Ans Bcero Habopa BO3MOXHbLIX MyTen K
Habopy agpecaTtoB, ykasaHHbIX AaHHbIM npedumkcoM agpeca. OaHMM K3 cnocoboB onpeneneHusl Takoro nopsiaka sBnsieTcs
hYHKLMS OTOBPaXKeHUs Kaxaoro nonHoro Nyt AS B HEOTpUUATENBHOE LIENOE YACHO, ONpeaensioLiee YpoBEHb NPeanoYTeHNs
Ans atoro nyTu. Mocne atoro npouecc Bbibopa Nyt CBOAUTCS K MPUMEHEHNIO (DYHKLIMM KO BCEM BO3MOXHBLIM NYTAM U BbIGOPY
MyTU C MaKCMMarnbHbIM YPOBHEM MPEANOYTEHMS.

B peanusauusx BGP kpuTepum onpeeneHnst ypoBHA NpeanoyTeHnst AN Kaxaoro M3 nyTei 3aaarTcst KOHPUrypauMoHHbIMK
napameTpamu.

Mpouecc onpegeneHns ypoBHs NpegnoyvTeHWs AN KaXaoro M3 nyTeil MOXEeT OCHOBbIBATbCSl HA HECKOMNbKMX WMCTOYHUKaX
UHopMaLuu:

- cBedleHud, ABHO yKa3aHHbl€ B MOJIHOM NyTHU AS.

- KOMOWHauus cBeOEeHWN, KOTOopble MOTyT ObITb MOMyYeHbl U3 MONHOro Nyt AS, 1 AaHHbIX, MOMYYEHHBbIX U3 ApYrux (He
BGP) ncro4HukoB (Hanpumep, yCnoBrs NONUTMKA MapLUpyTM3aumu, 3agaHHble KOHUIypaumoHHbIMIU napaMmeTpamu).

Mpwu BbIBOPE YPOBHSA NpeanovTeHNs Ans NyTW BO3MOXHO UCMONb30BaHWe CeayroLWnxX KpUTepres:
Cuyemvyuk AS. lNyTb ¢ MeHbLWMM YncrioM AS 00bIYHO siBNnisieTcsa 6onee NpeanoyTUTENbHbIM.

Yyem nonumuku. BGP nopgaepxvBaeT MapLipyTM3auMio Ha OCHOBe Mpasusl, Gasvpylollylocs Ha KOHTPONMPYeMOM
pacnpocTpaHeHUn MapLipyTHOM MHopmauumn. Ysen BGP mMoxeT npuHMMaTh BO BHUMaHWE HEKOTOPble acneKTbl MOSMTUKU
(xak BHyTpM cBoeit AS, Tak U 3a ee npegenamu) npu BoiGope nyTu. MNyTb, He COOTBETCTBYIOWMIA TPeBOBaAHUAM MOMUTUKM
NPOCTO UCKITHOYAETCHA U3 PACCMOTPEHUSI.

lpucymcmeue unu omcymcmeue 3adaHHbix AS 6 nymu. Vcnonb3ysi MHOpPMaUMIO, MOMNYYEHHY OT ApYrux
npoTtokonos (He BGP), AS moxeT 3HaTb HeKkoTOpble napameTpbl Npou3BoAMTENbHOCTM (Hanpumep, nonocy, MTU,
BHYTPeHHUIN anameTp AS) HekoTopbix AS 1 MCNonb30BaTh 3TO 3HaHUE npu Beibope nyTu.

HUcmoyHuk nymu. TyTb, nony4eHHbI Tonbko oT BGP (T. €., KOHeYHas Toyka nyTu ABMASETCS BHYTPEHHEN NO OTHOLUEHUIO K
nocnegHen AS Ha nyTu), B o6LEM criyyae nyyile nyTen, nHdopmaumsi 0 KOTopbix nonyyeHa ot EGP unv nHeim cnoco6om.

ModmHoxecmeo nymu AS. MNyTb AS, sBNSOWMINCS NOAMHOXECTBOM Gonee AnuHHoro nytu AS K ToMy e agpecary,
aBnsetca Oonee npegnodtTutenbHbIM. Jllobble nNpobnembl, KOTOPble MOTYT BO3HUKHYTb Ha KOpPOTKOM nyTw, OyayT
NpUCYTCTBOBaTb U Ha ANMHHOM.

HAuHnamuka kaHanos. CtabunbHble nyTum Gonee npeanoYvYTUTEerbHbIl, HEXenu HecTabunbHble. OTMETUM, YTO ITOT Kputepum
HY>KHO MUCNONb30BaTb C OCTOPOXHOCTbK BO nsbexaHue HEHYXXHbIX (bJ'IyKTyaLI,VIVI MapLipyTOB. B o6uem cny4vae nobble
Kputepumn, 3aBucsLLMe OT AMHAaMNYECKON MHopMaunn, cnegyet ncnonb3oBaTb C OCTOPOXKHOCTbIO.
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7. Tpebyembil Habop noddepxusaeMbiX NMpasusl Mapwpymu3sayuu

Monutnka BGP 3apaeTcs B hopMe KOHPUrypauMOHHbIX NapaMeTpoB. OTa MHopmaumsa He COAEPXKUTCA HEMOCPEACTBEHHO B
npoTokone, cnegosatenbHo, BGP MoxeT nogaepXvBaTb OYEHb CIOXHbIE CXEMbl MOMUTUKM MaplpyTu3auun. OpgHako
noaaepkka Takon nonuTukn He TpebyeTcs oT nobon peanusaunm BGP.

Mbl He nblTaemcs cTaH4apTUM3MpoBaTh NONUTUKY MapLlpyTU3aunn, KoTopaa OO0fKHa noanepXmBatbCA Kaxgon peanusauunen
BGP, HoO HacTosiTenbHO pekoMmeHayem BCceM pa3pa60Tqvn<aM nogaepxmeaTtb nepevyncneHHble HMXXe BO3SMOXHOCTU!

Peanunsauna BGP gomkHoO no3sonsaTe AS KOHTPOMb 3a aHOHCUMpOBaHWEM nony4eHHbIx BGP mapLupyTtoB B cMexHble AS.
Peann3dauna gomkHa Tawkke noggepXxuBatb TAKOW KOHTPOMNb C rpaHynspHOCTbIO MO KpalHem Mepe OAHOro agpecHoro
npedmkca. Ona Takoro KOHTPONSA OOMMKHa noadepXuBaTbCA Takke rPaHynspHOCTb Ha YPOBHE aBTOHOMHBIX CUCTEM
(ncxogHbix AS ana nytm unu AS, aHOHCHPYIOLWUMX MapLupyT B JoOKanbHyl cuctemy — cmexHyilo AS). Crnegyet ¢
OCTOPOXHOCTBIO NOAXOAUTL K Bblibopy y3noMm BGP HOBbIX MapLupyTOB, KOTOpble HE MOryT ObiITb aHOHCUPOBaHbI TEM UM
WHBbIM BHELUHUM Yy3nam, ecrn paHee 3TV MapLupyTbl aHOHCMPOBANMUCb TeM e y3nam. B yacTHOCTM, nokanbHas cucrtema
AOIMKHA IBHO MoKasblBaTb NapTHEpPY, YTO @HOHCUPOBAHHbIV paHee MapLUpyT cerlyac HedOoCTyMNeH.

Peanusaunsm BGP cnegyet gaBatb AS BO3MOXHOCTb NpPeAnoOYvTEHUS KOHKPETHOro myTu K agpecaty (Korga [OoCTYMHO
Heckonbko nyTen). Peanusauuss pormkHa, NO KpanWHeW Mepe, MoaAdepxuBaTb Takylo (yHKUMOHanNbHOCTE ANs
agMVHUCTPaTMBHOIO BblbOpa YpOBHS NpeAnovTeHns MapLipyToB Ha ocHoBe |P-agpeca cocefda, OT KOTOPOro monyyeH
mapLpyT. JonycTUMbI AnanasoH 3HaYeHuin ypoBHS npeanoyteHus coctasnset 0 - (2% — 1).

Peanusaumn BGP cnegyeT npepoctaBnsate AS BO3MOXHOCTb MIHOPMPOBaTb MapLlpyTbl C HekoTopbiMM AS B atpubyTte
AS_PATH. Takasa cyHKkuma MoxeT ObiTb peannsoBaHa C UCNOMNb30BaHNMEM MeToAa, onuMcaHHoro B pabote [2], unu nytem
npuceamBaHuns Takum AS «b6eckoHeuyHoro» Beca. lNpouecc Bbibopa mMapLupyTa AOMKeH UrHopmpoBaTtb NyTh ¢ 6eCKOHEeYHbIM
BECOM.

8. Bzaumodelicmeue ¢ Opya2umu rnpomokKosiaMmu eHewHelU Mapwpymu3ayuu

MpuBeaeHHbIe 3aeck PeKoMeHaaLmMKn cornacoBaHbl C pekoMeHaaumsamm paboTsl [3].

AS cnegyeTt aHOHCMpoOBaATb MUHUManbHbIA 610K CBOMX BHYTPEHHUX aapecaToB B COOTBETCTBUU C pealibHbIM NCMNOJIb30OBAHNEM
aApecHOro NpocTpaHcTea. ATa MHPOPMALNA MOXET UCMOSNb30BaTbCs aBTOHOMHbLIMKU CUCTEMaMK, He npumeHsowmnmn BGP 4
ana onpeneneHna Konm4yectea MapLUpyToB, KOTOPble MOTYT ObITb BblAeNeHbl U3 Takoro 6roka.

MapuwpyT, cogepxawmuin atpubyt nytn ATOMIC_AGGREGATE, He cnegyeT akcrnoptupoBatbh B cuctemsl BGP-3 nnn EGP2,
€CIn Takomn 3KCMopT He MOXeT ObITb opraHnsosaH 6e3 ncnons3osanus NLRI ana mapupyTa.

8.1 O6meH uHcopmaumen c npotokonom EGP2
MpeonaraeTtcsa ocywecTBnATb 0OOMeEH MapLupyTHOW MHdopmauuen mexay BGP-4 u EGP2 B cooTBeTCTBMUM C NpuBEAEHHBIMU
30€eCb pekoMeHaaunsaMu.

[nsi obecneyeHuns aneraHTHoro nepexona y3en BGP moxeT npuHumarth yvactue B pabote EGP2, ucnonb3ysi o4gHOBPEMEHHO
BGP-4. Takum obpasom, y3en BGP moxeT nonyyaTtb gaHHble 0 goctynHoctu IP-agpecoB kak ot EGP2, tak u ot BGP-4.
NHdopmauus, nonydeHHas ot EGP2, moxeT 6biTb nomelyeHa B BGP-4 ¢ yctaHoskon ans atpubyta nyt ORIGIN 3HaveHus 1.
Mopo6Ho atomy, ceegeHnsa ot BGP-4 moryT 6biTh nepegaHsl EGP2. B nocnegHem cnydvae cnegyeT npyMHYMaTh BO BHUMaHue
CMOXHOCTKN, KOTOPbIE MOFYT BO3HMKHYTb B Tex cny4asx, korga npedukc IP, nonydeHHbin ot BGP-4, o6osHayaeT Habop
nocneposatenbHbIX ceten knacca A/B/C. BectaBka nonyyeHHbix oT BGP-4 3HaueHunii NLRI, cooTtBeTcTBYlOWMX noaceTtam IP,
TpebyeT ot y3na BGP BcTtaBkm cootBeTcTBylowen cetn B EGP2. JlokanbHaa cuctema gormkHa obecrnevvBatb MexaHu3m
KOHTpONs 3a obmeHOM mHdopmaumern o goctynHoctu mexagy EGP2 n BGP-4. B yacTtHoCTW, COOTBETCTBYHOLIME CTaHOApTy
peanusauun OOMMKHbI NMOAAEPXKMBATbL MPW BCTaBKe MoslydeHHbIX oT BGP-4 ceBegeHwidt o goctynHoctn B EGP2 cnegytowme
onuuu:

- no ymonyanuio ncnoneayetcs Tonbko (0.0.0.0) 6e3 skcnopta kakux nmo6o NLRI

- obecneunBaeTca KOHTPONUPyeMoe [earpernpoBaHve, HO TOMbKO AN YKasdaHHbIX MapLupyToB; obecneuymBaeTcs
aKcnopT HearpermpoBaHHbix NLRI

- obecneymBaeTcs IKCNOPT TONbKO HearpernpoBaHHbix NLRI

O6meH mapLupyTHOWM MHpopmaumen Ha ocHoBe EGP2 mexpgy ysnamm BGP, yyactByowwmmu B pabote BGP-4, 1 yuctbiMu
yanamm EGP2 MoxeT NponcxoauTb TOMbKO Ha rpaHuLax JOMEHOB (aBTOHOMHbLIX CUCTEM).

8.2 O6meH uHdopmaumen ¢ npotokonom BGP-3
Mpennaraemas cxema obmeHa MapLupyTHOM nHdopmaumen mexay BGP-4 n BGP-3, onucaHa Huxe.

[na oGecnevenns aneraHTHoro nepexoda y3en BGP moxeT npuHumath yyactue B pabote BGP-3, ncnonb3sysi B T0 e Bpems
BGP-4. Takum o6pasom, yzen BGP moxeT noyvaTb AaHHble 0 AOCTynHOCTM agpecoB IP kak ot BGP-3, Tak n ot BGP-4.

Y3en BGP moxeT noMmewlatb nony4veHHble o1 BGP-4 ceeaeHns B BGP-3 onvcaHHbIM 34eck cnocobom.

Ecnu atpnbyt AS_PATH mapwpyTta BGP-4 coaepxut cermenTbl nytn AS_SET, atpmubyt AS_PATH mapwpyTta BGP-3 cnegyet
cTpouTb, TpakTys cermeHTbl AS_SET, kak cermeHTsl AS_SEQUENCE, 4Tobbl pedynbTupytowlee 3HavyeHme AS_PATH aBnsnock
ogHum AS_SEQUENCE. XoTsa Takas npouenypa npuBoguT K notepe nHgopmaummn set/sequence, oHa He BNUSieT Ha npoLecc
NnofaBneHnst MapLUpyTHbIX NeTeNb, HO MOXET BNUSATL HA NONUTUKY, €CMNY NOCMEAHsI OCHOBaHa Ha COAEPXXUMOM UMW Nopsake
aTpubyta AS_PATH.

Mpun BcTaBke nony4deHHbix oT BGP-4 3HaueHnii NLRI B BGP-3 cnegyeT npuHMMaTb BO BHUMaHWE CFOXHOCTU, KOTOpble MOryT
BO3HUKHYTb B Tex cryyasx, korga npedwukc IP, nonyyeHHbin oT BGP-4, o6o3HavaeT Habop nocnefoBaTenbHbIX CeTel knacca
A/B/C. BctaBka nony4deHHbix oT BGP-4 3HauyeHun NLRI, kotopble o6o3HadvatoT nogcetu IP, Tpebyet ot y3ana BGP BcTaBku
cooTBeTcTByloWwen cetm B BGP-3. JlokanbHaa cuctema pomkHa obecneuvBatb MeXaHU3M KOHTponsa 3a oOmeHoOM
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uHdopMaumen o goctynHoctn mexgy BGP-3 n BGP-4. B yacTHOCTM, cOOTBETCTBYyWOLWME CTaHAapTy peanv3aumn OOMmKHbI
nogaepXkveaTtb Npy BCTaBke NonyyeHHbIx oT BGP-4 ceegennii o goctynHocTn B BGP-3 cneaytrowme onummn:

- no ymon4anuto ncnonsyetcsi Tonbko (0.0.0.0) 6e3 akcnopta kaknx nm6o NLRI

- obecneunBaeTca KOHTPOMMpyeMoOe [earperMpoBaHue, HO TONbKO AN YyKasaHHbIX MapLupyToB; obecneyvBaeTcs
aKcnopT HearpernpoBaHHbliX NLRI

- obecneunBaeTcs 9KCMOPT TOMNbKO HearpernpoBaHHbIX NLRI

OOMeH MapLlpyTHOM MHopMaumen ¢ mncnonb3oBanHnem BGP-3 mexpgy y3namu BGP, yuyactBywowmmu B pabote BGP-4, n
YncTbiMK y3namm BGP-3 MOXeT NpOUCXOANTb TOMBbKO Ha rpaHMuax aBTOHOMHBIX cuctem. B ogHowm aBTOHOMHOM cnucteme BGP-
obmeH mexay yanamm BGP ocyuwiectensieTcsa Bcerga Ha 6ase BGP-3 unu BGP-4, HO He B CMeLLaHHOM BapuaHTe.

9. Paboma e cucmemax ¢ SVC

Mpu ncnonbsosaHnm BGP B noacetax ¢ SVC (koMMyTUpyeMble BUPTyarnbHbIE YCTPONCTBA) MOXET OKasaTbCs KenaTernbHON
MUHMMM3aumnsa Tpadwuka, reHepupyemoro BGP. B 4acTHOCTM, MOXET okasaTbCHa xenatenbHbiM m3baBneHue oT Tpacduka,
cBsA3aHHOro ¢ nepuoguydeckumm coobweHmamm KEEPALIVE. MpoTtokon BGP BkntoyaeT cneumarnbHbIn MexaHnam ansa paboTsl ¢
SVC, nossonsowmn m3bexarb NOCTOAHHOrO MCNOMb30BaHUS KOMMYTUPYEMbIX KaHanoB M He nepefaBaTb NepUOONYECKMX
coobuleHnn KEEPALIVE.

B stom pasgene onucaHa opraHusaums paboTel 6e3 nepuognyeckux coobwenHun KEEPALIVE gns mMuHumunsaumm
ucnonb3oBaHuss SVC npu paboTe ¢ MHTeNnekTyanbHbiIMM MeHemkepamu ycTponctB SVC. lNpeanoxeHHas cxemMa MOXEeT
MCMNOMnb30BaTbCA U AN NOCTOSIHHLIX COEAMHEHWI, KOTOpble MOOAEPXKUBAIOT (DYHKLUUN TMNA MOHUTOPUHra Ka4yecTBa UIn 3Xo-
3anpocoB 4151 KOHTPOJIs 38 COCTOSIHUEM COeMHEHWN.

OnucaHHbIN 30ecb MeEXaHN3M MOXET UCTONb30BaTbCSA TOMbKO MPU HENOCpeACTBEHHOM COeAMHEHUN Mexay y3namu BGP yepes
0o6LLMI BUPTYarnbHbIA KaHar.

9.1 OpraHunsauusa coegnHeHns BGP
[nsa akTMBu3aumm 3TOro pexvmMa Hy>XHO 3afaTb HyneBoe 3HavyeHune napameTtpa Hold Time B coobweHun OPEN.

9.2 CBoncTBa MeHeaXepa YCTPOUCTB
Bo3MoXHOCTU MeHeXepa YCTPONCTB A0MKHbI obecnevnBaTb KOMMNEHcaumo NnoTepu nepuogmyecknx coobuweHnin KEEPALIVE:

- MeHexkep yCTPOWCTB  AOSKEH obecrneumMBatb BO3MOXHOCTb onpegeneHna HeOOCTYNHOCTUM KaHalna 3a
npenckasyemMoe KOHe4YHoe BpemMsd nocne cbos1 Ha kaHane.

- Mocne onpegeneHna HegoCTYNHOCTU KaHana MmeHe)XXep OOJDKeH:

- 3anycTuTb HacTpamBaembln dead-Tanmep (3HavyeHne TaMepa CPaBHUMO C TUMWYHBIM 3HAYEeHUEM
Hold timer).

- NOMbITaTbCS BOCCTAHOBUTbL COEAMHEHNE Ha KaHanbHOM YPOBHE.
- Mo 3aBepLueHnn oTcyeTa dead-Tanmepa MeHemKep AOIDKEH:

- nepefatb MHMOPMaLUIO O paspbiBe COeAUHEHUS BHYTPEHHWMM cpedcTBamun (MHaukaumsa DEAD)
npotokony TCP.

- Mocne TOroO, KaKk coeanHeHve ByaeT BOCCTAHOBIIEHO, MEHEAXKEP AOMKEH:
- cbpocutb dead-Tanmep.

- nepenatb MHOPMaLMIO O BOCCTAHOBNEHUM (BHYTpeHHuiA curHan UP) npoTtokony TCP.

9.3 CBouctBa TCP

[nsa o6paboTkm cMrHamnoB oT MeHexepa yCTPoncTB TpebyeTca BHECTU HebonbLUMe U3MeHeHMs B paboTy npotokona TCP:
DEAD - cbpoc ouyepeaew nepegaym n paspbiB coeamHenuns TCP.

UP — nepepaya Bcex AaHHbIX U3 04epeam U BO3MOXHOCTb 06paboTkm BxoasLwmx BeizosoB TCP.

9.4 KoopauHauusa paboTbl
HekoTopble peanusauuy He MOryT rapaHTMpoBaTb, 4YTo npouecc BGP u meHemxep yctpoiictB 6yayT pabotaTb kak enuHoe
uenoe — 1. €., O4AMH Npouecc MOXeT cyuleCcTBoBaTb caM no cebe B pes3ynbTaTte OCTaHOBKU UMK Kpaxa Apyroro npolecca.

B Takux cnydvasax gormkeH ObiTb peann3oBaH ABYXCTOPOHHMI ONpoc mexay npoueccom BGP 1 meHemxepom yctponcTts. Ecnn
npouecc BGP o6HapyxuBaeT, 4ToO MeHeXep YyCTPOWCTB He paboTaeT, OH AOMKeH 3aKpbiTh BCE CBA3aHHbIE C HAM COEeAUHEHUS
TCP. Ecnn meHepxep yCTPONCTB onpeaensieT HepaboTocnocobHocTk npouecca BGP, oH AomkeH 3akpbiTb BCe CBA3AHHbIE C
3TUM NpoLeccoM coegnHeHna n oTeBepraTtb BCe BXoaslline Bbl30BbI.

10. 3aknroyeHue

Mpotokon BGP obecneumBaeT BbLICOKMA YPOBEHb KOHTPOMSA WM FMOKOCTM ANS MEXOOMEHHOW MapLupyTu3aumu, Mo3BOMss
yCcTaHaBnuBaTh NMOMUTUKY U ycrnoBus paboTkl, a Takke NpeaoTBpaLlas BO3HNKHOBEHME MapLUPYTHbIX NeTenb. [NpeactaBneHHoe
B 3TOM JOKYMEHTE PYKOBOACTBO MOXET CMYXWTb OTNPaBHOM TOYKOMW Mpu ncnonb3oBaHun BGP gna opraHvusauuy MoLHOM m
yrnpaBnsemMon cucTeMbl MapLUpyTusauum B pacTyLien cetu Internet.
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MepeBon RFC 1772 SHUMKNoneana ceTeBbIX MPOTOKONOB
lpunoxeHue A. Bzaumodetucmeue BGP u IGP

B aTom pasgene cxematudeckyM paccMOTpeHbl MeToAbl 0OMeHa MapLIpyTHOM MHdopMaLuen mexay npotokonamu BGP u IGP.
OnucaHHas cxema He npepnaraeTcsl Kak YacTb cTaHgapTa Ha ucnonb3oBaHne BGP v npuBegeHa Tonbko Ans nHgopmaumu.
PaspaboTunku MOryT ncnonb3oBaTb ONUCaHHbIE 34eCb METOAbI MPU MMNOpTE AaHHbIX IGP.

MpuBeaéHHasn 3aecb MHopmaLms MMeeT OOLLMIA CMbICT U MOXET NPUMEHSTLCS K Nobomy npotokony IGP.

B3anmopgeiictene mexagy BGP u kakum-nnbo koHKpeTHbIM npoTokonom IGP He paccmaTpuBaeTcsi B JaHHOM AOKYMEHTE U
MOXeT ObITb BKNIOYEHO B ByayLume cTaHAapThI.

O630p

Mo onpepenexuto Bce TpaHanTHble AS formkHbI obecnevmBaTb nepegavy Tpaduka, OTnpaBUTENU U/nnu nonydaTeny KOToporo
HaxogATcs 3a npegenamu aaHHon AS. 3T1o TpebyeT HEeKOTOPOro B3aumoaencTBus U KoopanHaumm mexay BGP n npotokonamum
BHyTpeHHen mapuwpyTtusauum (IGP), ucnonbsyembimm B kaxgon AS. B obuwem cnyyae Tpaduk, CreHepuMpoBaHHbIN 3a
npegenamy gaHHonm AS nepefaeTcs C MCMNOMb30BaHUMEM Kak BHYTPEHHMX (nopaepxueatoT Tonbko IGP), Tak v rpaHuMYHbIX
(noppepxka IGP n BGP) maplpyTusaTopoB. Bce BHyTpeHHWE MapLUpyTU3aTopbl NOAy4atoT CBeAeHNst O BHELUHWUX MapLupyTax
OT O[HOTO UMW HECKOMNbKMX rPaHUYHbIX MapLupyTmudaTtopoB AS no npotokonam IGP.

B 3aBucMMOCTM OT MexaHu3Ma, ucnonb3yemMoro Ans nepegadm uHdopmauun BGP B ganHonm AS, moryT notpeboBaTbest
crneumanbHble cpeacTea cornacoBaHus mexay npotokonamu BGP n IGP, nockonbKky cBefeHus 06 M3MEHEeHMU COCTOSIHWUMA
pacnpocTpaHstoTcs B AS ¢ pasnuyHbiMu ckopocTaMu. B kayecTBe Takoro cpeactsa MOXET MCNOMNb30BaTbCA BPEMEHHOE OKHO
Mexgy MOMEHTOM, Korga TOT WM WHOW rpaHuWyHbIi maplipyTtusaTop (A) nonyyaeT HOBble MapLupyTHble AaHHble BGP,
npoucxogdawmne oT Apyroro rpaHnyHoro mapupytusaTtopa (B) B To xe AS, n momeHTtoMm, korga IGP B gaHHom AS cmoxeT
nepegasatb TPaH3WUTHbLIM TpaduK rpaHnyHoMy MaplipyTudaTtopy (B). lNMoka gnutca 3TO «BPEMEHHOe OKHO», BO3MOXHa
HeKOppeKTHast MapLUPyTM3auns U BO3HUKHOBEHNE «YePHbIX AbIP».

Onst MUMHMMM3aLMKM BNUSHUSE Takux Npobnem rpaHuYHOMy MapLupyTtusatopy (A) He cnefyeT aHOHCMpoBaTb KOMY-NMB0 N3 CBOMX
BHELLHMX NapTHEPOB MapLUpPyT K HEKOMY Habopy BHELLUHUX agpecaToB, CBA3aHHbLIX C AaHHbIM NpeduKkcoM X Yyepes rpaHuyHbIN
mMaplipyTmsatop (B) 4o Tex nop, noka BHYTPEHHME MaplupyTu3atopbl B AS He OyayT rotoBbl nepegaBaTb Tpaduk 3TUM
afpecatam 4yepe3 KOPPEKTHbIN BbIXOOHOW rpaHuWyHbIN W3 (B). WHbIMM cnoBamu, BHYTpPEHHAS MapLupyTusaums OorkHa
COMTUCb Ha NOAXOASLLEM BbIXOAHOM rPaHNMYHOM MapLUpyTM3aTope 4O aHOHCUPOBAHMS MapLUPYTOB Yepes 3TOT LUM3 BHELUHUM
napTHepam.

A.2 MeToabl cTabnnusauumn
Hwxe cxemaTtmnyeckn pacCMOTpEeHbl HEKOTOPblE MeTOoAdbl CTa6VIJ'IVISaLI,VIVI B3aVIM0,CI,el7ICTBI/IF| Mexay npoToKoJ1aMu BGP un IGP
BHYTpU aBTOHOMHOW CUCTEMBI.

A.2.1 PacnpocmpaHeHue uHgpopmayuu BGP no npomokosny IGP

Xots npoTtokon BGP moxeT obecneunBatb nepeHoc nHgopmauum BGP BHyTpy AS 3a cyeT cOGCTBEHHbIX CPeAcTB, MOXHO
TaKke ncnonb3oBaTb NpoTtokon IGP ans TpaHCNOpTUPOBKM Takon MHopMaumu, ecnu IGP nogaepxuBaeT NaBMHHYIO PacCbInKy
(flooding) MapLupyTHbIX AaHHbIX (0becneuynBaeT MexaHuW3M pacnpocTpaHeHuss uHdopmauun BGP) n obecneunsaet
AoctaTodHylo cxoammocTb. Ecnn npotokon IGP ucnonb3yetca ana nepepjayv nHgopmaumm BGP, Torga onucaHHbin Bbilwe
nepuoa paccuHxpoHusaumm He OyaeT BO3HMKaTb COBCEM, MOCKOMbKYy uHdopmaumsa BGP pacnpoctpaHsetcs BHyTpu AS
CUHXPOHHO ¢ IGP n cxoxagenune IGP npoucxoguT 6onee unn meHee CUHXPOHHO C NPUOLITUEM HOBbLIX MapLUPYTHbLIX OaHHbIX.
OtmeTnm, yto IGP TOnbLKO NepeHocut nHdopmauuo BGP 1 He gomkeH MHTepnpeTMpoBaTth unu obpabaTbiBaTh 9TU AaHHbIE.

A.2.2 Tagged IGP

HekoTopble npoTtokonbl IGP MoryT nomedaTb C uaeHTUdUKAUMEN TOYEK BbIXOAA MapLUpyThl, SBMASHOWMECH BHELUHMMU MO
OoTHoweHuio K AS, npu ux pacnpoctpaHeHun BHYTpu AS. Kaxgbii rpaHnyHbIA MapLupyTU3aTop [AOIMKEH MCrnonb3oBaTb
WOEHTUYHbIE METKM (Tervn) AN aHOHCMPOBAHMWSA BHELUHEW MapLUpyTHON uHdopMauum (nonydeHHon ot BGP) kak ana IGP, Tak u
npy pacnpocTpaHeHWn 3TON MHGOPMauMM ApPYrMM BHYTPEHHUM napTHepam (y3nbl Ton xe AS). MeTku, reHepupyembie
rPaHNYHBIM MapLUPYTM3aTOPOM, AOSMKHbI YHUKANbHO WAEHTUMULMPOBATL KOHKPETHbIM FPpaHUYHbIA MapLupyTusaTop (4pyrou
MapLUpyTM3aTOp AOJMKEH MCMONb30BaTh OTNINYAIOLLMECH METKN).

Bce rpaHnyHble MapLupyTusaTopbl ogHo AS A0MKHbI NPUAEPXUBATLCA CrieayoWwmx npasu;

NHdopmauusi, nonyyeHHas oT BHYTPEHHEro napTHepa rpaHnyHbIM MapLupyTusaTopomM A v feknapupytowas HeJoCTYNHOCTb
Habopa apgpecaToB, CBSA3aHHbIX C AaHHbIM NPedUKCOM, AOMKHA He3aMeanuTenbHO pacchbinaTbCA BCEM BHELUHUM
napTHepam A.

NHbopmaums, nonyvyeHHas OT BHYTPEHHEro nmapTHepa rpaHWyHbIM MapLipyTu3atopoM A u cBA3aHHas C OOCTYMHOCTbLIO
agpecaTtoB, KOTOpble yKasaHbl MpedukcoM X, He MOXeT pacnpoCTpaHATbCA BHELWHUM napTtHepam A, noka A He umeet
BHyTpeHHero mapupyTa IGP k Habopy agpecaToB, cBA3aHHOMY C npedmkcom X, a Takke MapLupyTHon nHgpopmaumm IGP un
BGP, nmetoLlen naeHTn4YHbIe Teru.

CobniogeHne aTUX NpaBun AaeT rapaHTUIo TOTo, YTO MapLUpyTHas HdopMauus He ByaeT pacnpocTpaHaTbes 3a npeaesnbl AS,
noka IGP He obecrneynT KOPPEKTHY MOAAEPXkKKY ONA 9TMX MapllpyToB. OTW NpaBuia Mo3BONAIT Takke NpedoTBpaTUThb
BO3HUKHOBEHWE «YePHbIX AbIP».

OpHum n3 metonoB ob6o3HaveHus mapLpyToB BGP n IGP BHyTpn AS siBnsieTcs ucnonb3oBaHuWe B kavecTBe MeTku IP-agpeca
BbIXOJHOMO rPaHWYHOrO MapLupyTM3aTopa, aHOHCMPOBABLUEro BHEWHWA MapwpyT B AS. B atom cnyvae none gateway
coobueHns BGP UPDATE cnyxuT B KayecTBe MeTKW.

Jpyron meTton yctaHOBkM MeTok Ans MapwpyTtoB BGP u IGP 3akniodvaetcs B mcnonb3oBaHuu npotokonamu BGP un IGP
cornacoBaHHbIX naeHTudmkatopos ans Mmappytmsatopos (Router ID). B atom cnyyae 3HadeHune Router ID goctynHo Bcem
y3nam BGP (HauvHas ¢ Bepcun 3). [ockonbKy 3TOT MAEHTUMKATOP ABMSETCA YHUKaNbHbLIM, €r0 MOXHO NPUMEHSITb B Ka4eCTBe
Tera IGP.
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A.2.3 UHkancynsayus

MHkancynauma obecneuvBaeT npocTtenwni (C Toukn 3peHuns B3anvogencteus IGP n BGP) mexaHu3m nepegayn TpaH3vTHOrO
Tpacduka 4vepes AS. B aTom cnyvae TpaH3UTHbIN Tpadhmk NPOCTO MHKancynupyetcs B Aewntarpammbl |P, agpecoBaHHble
BbIXOAHOMY MapLupyTusatopy. OT npotokona IGP B atom crnyyae TpebyeTcs nuvb NOAAEPXKKa MapLipyTusauum Mexgy
rPaHNYHBIMK MapLUpyTM3aTopamm ogHomn AS.

Afpec BbIXOOHOTO MaplupyTu3aTtopa A ANs HEKOro BHellHero agpecata X ykasbiBaeTca B norne ugeHtudukatopa BGP
coobuieHns BGP OPEN, npuHsitoro oT wmapwpytusatopa A (no npotokony BGP) BceMu npouvMu  rpaHuU4HbIMU
mMaplipyTmu3atopamm aTon AS. [Ons mapwpytu3auum Tpaduka agpecaTy X Kaxabld rpaHWYHbI MaplupyTu3atop B AS
WHKancynupyet 3ToT Tpadwvk B [AedTarpammbl, agpecoBaHHble Mapwpytudatopy A. [MonyuuB Takue pentarpammbl,
MapLupyTM3aTop A U3BMNEKaeT U3 HUX NakeTbl U NepeckinaeT noaxoasLleMy MapLupytusatopy apyron AS.

MockonbKy MHKancynsauusa He TpebyeT oT IGP nepeHoca BHELHWUX MapLUPYTHBIX AaHHBIX, HE HY)XHa U CUHXPOHM3AaLMsA Mexay
npoTtokonamu BGP n IGP.

Mpu ncnonb3oBaHun Takoro metoda AOMKeH ObiTb onpegeneH cnocob maeHTUUKauum UHKanCynMpoBaHHbIX naketos |P
(Hanpumep, Tvn npotokona IP).

OTmMeTMM, YTO NPV MHKaNCyNnaAuMM MakeToB, pa3mep KOTopbix 6mnm3ok k 3HaveHuto MTU, nakeT GygeT cparmeHTMpoBaTbCA
BbIMOMHAOLLMM MHKANCYNSALMIO MapLLPYTU3aTOPOM.

A.2.4 [NoecemecmHoe pacripocmpaHeHue BGP

Ecnu Bce mapwpyTtnsatopbl B AS asnstoTtca yanamm BGP, He BO3HMKaeT HeobGXoAMMOCTU opraHv3aumu B3avMOLENCTBUS
mexay BGP n IGP. B Takux cnyyasx Bce MapLupyTu3atopbl AS yxe UMeoT nonHy nHgopmaumio o mapwpytax BGP n IGP
ucnornb3yeTcs TONbKo AN MaplpyTusaumm BHyTpr AS. MapwpyTtsl BGP He umnopTupytotes B IGP.

MapLupyTrsaTopbl, paboTatolime B Takol MaHepe, AOIKHbI oGecneumBaTb BO3MOXHOCTb PEKYPCUBHOMO MpocMoTpa Tabnuuy,
mapLupyTmsaumn. MNepBbit NpocMoTp ByaeT ncnonb3oBaTh MapLwpyT BGP ans onpeaeneHust BbLIXOAHOTO MapLupyTtusartopa, a
npv BTOPOM NpocmoTpe GyaeTt onpedensaTbes nyTb IGP k aTomMy MapLupyTusaTopy.

Mockonbky B 3ToM BapuaHTe IGP He nepeHOCMT BHELHUX MapLlIpyTHbIX AaHHbIX, BCe MapLlupytusaTtopsl AS O6yayT
obecneymBaTb CxOXAeHWe, Kak Tonbko Bce yanel BGP nonyyaTt mHopmaumio o HoBoM mapuwpyTte. 3agepxku ans IGP He
TpebyeTcsa 1 MapLUPyTbl MOXHO aHOHCMPOBATL Cpa3sy Xe.

A.2.5 [lpyaue cny4au

BosmoxHo cyuwiectBoBaHne AS, B koTopbix npotokon IGP He MoxeT Hu nepeHocuTb MHopmaumio BGP, Hu nomevatb
BHELWIHMEe MapupyThbl (Hanpumep, RIP). Kpome Toro, nHkancynsauus MOXeT Okas3aTbCs HeXenaTerbHOM MM HEBO3MOXHOW. B
TaKMx Cryyasix Hy>KHO criejoBaTb NPUBEAEHHBIM HIDKE MpaBunam:

I'IonyquHaﬂ OT BHYTPEHHero napTtHepa rpaHn4HbiIM MapLlipyTn3aTopoMm A uWHpopmauusa o HeOOoCTYyNnHOCTN ajpecaTtoB
[OMKHa He3aMeaNuTEeNbHO pacchlfiaTbCs BCEM BHELUHUM napTHepam A.

MonyyeHHas OT BHYTPEHHEro napTHepa rpaHU4YHbIM MapLupyTusaTopom A MHdOpMauus 0 OCTynHOCTM aapecata X, He
MOXeT nepegaBaTbCsl KOMY-NMOO M3 BHELLHMX NapTHEPOB A, noka maplipyTtusaTtop A He umeeT mappyTa IGP k agpecaty
X 1 He NponaeT Bpemsi, LOCTaTOYHOe ANa cxoxaeHusa mappyToB IGP.

BbinonHeHve npuBeAeHHbIX BbIE NpaBun SBNSETCS HeOBXoAUMbIM (HO He AOCTATOMHbIM) YCIOBMEM AN pacrnpoCTpaHeHus
mMapLupyTHou nHdopmaumm BGP B gpyrne AS. B otnnune ot tagged IGP, 3t npaBuna He obecneuynBatoT rapaHTum TOro, 4To
BHYTPEHHME MapLUpyTbl K NOAXOASALUMM BbIXOAHbLIM LUMO3aM OyayT BKMOYEHbl B Tabnuuy A0 TOro, Kak HayHeTCs pacchbinka
MapLUpyTHOW uHdopMauun B apyrue AS.

Ecnn Bpemsa cxoxaennsi IGP MeHblUue HEKOro Masnoro 3HadeHust X, BPEMEHHOE OKHO, B TE€YeHMEe KOTOPOro OTCYyTCTBYeT
cuHxpoHuzauus mexgy IGP n BGP, takke byget meHbwe X n npobrnemy MOXHO WIHOPUPOBATb 33 UCKMOYEHWEM KpaTKUx
(meHblue X) nepvogoB MapLUpyTHOW HecTtabunbHocTu. OnpepeneHue 3HaveHuin X ABMSETCA NpPeaMeToM AN AanbHewnLero
N3y4YeHus, HO (MO BO3MOXXHOCTM) 3TO 3HAYEHME JOMKHO ObITb MEHbLUE CEKYHAbI.

Ecnu Bpems cxoxaeHuss IGP Henb3s urHopupoBsaTb, TpebyeTca WCMonb3oBaTb Apyre MexaHusmbl. B HacTosulee Bpemst
BedeTcs paboTa No U3yYeHMIo TakMX MEXaHU3MOB.
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