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CTaTyc AOKyMeHTa

OTOT OOKYMEHT coAepXuUT MHdopMaumio ana coobulectsa Internet. [JokyMeHT He 3afdaéT kakux-nubo ctaHgapToB Internet u
MOXET pacnpocTpaHATbLCA cBo6oaHO.
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OTOT AOKYMEHT He sABnsdeTca pesynbraTtom paboden rpynnbl IETF. B Hactoswee Bpems |IETF He npunaraet ycunuim no
CcTaHgapTM3auumn KOHKpeTHbIX moaenen VPN.

AHHOTauunA

B 3TOM [OKyMeHTe onucaHa MoAenb BUPTYyanbHbIX YacTHbix ceTelt (VPN'), paboTatowumx Yepes maructpanu IP. PaccmoTpeHbl
pasHble Tunbl VPN, TpeboBaHMa K HAM U NPeanoXeHbl KOHKPETHble MeXaHW3Mbl, KOTOpble MOryT ObiTb MCMONb30BaHbl Ans
peanu3auun kaxgoro Tuna VPN Ha ocHOBe CyLlecTBylOLWUX UNn npeanaraembix cneundukaumii. 3agaden aToro JOKyMeHTa
ABMNAETCA co3haHne moaenu Anst pa3paboTKkM NPOTOKOMOB C LieNblo COo34aHMsa nonHoro Habopa cneundukaumin, Tpebyemoro
0151 MTOBCEMECTHOro pa3BépTbiBaHMs MHTeponepabenbHbix VPN-peLleHunii.

OrnaBsneHue

IO == 12T TS T 2
2.0 MpunoxeHnsi VPN 1 TPEOOBAHNS K PEATMMUBALMSIM. .......ccccuveieeeeiireeeeeeeitteeeeesaetteeeesaaatseseasaaisseeeesaassssaesaasssseaesaasssseaesasssseneeees 3
2.1 O6LUME TPEBOBAHMS K VPIN. ... .oeiiiiiiiiie ettt e et e ettt e e e et e e e e e seabeeeeeeeasbeeeeeeaastaseaeaassseeasaasseeeaeaanssseeaeaasnnnnn 3
2.1.1 T1epeOaya NMAKETOB KBTEMHYEON ... ..eeiaeiuuteeeaeaatteetaaaaateeeaaaaaneeeeaaaaasseeeaaaaasaeeeaaaansseeaaeaansseeaaaaanssseaaaaanseseaasaaaaaeaaaaaaans 4

2.1.2 BALLMTA [AHHDBIX. ..ceeeiieeeeeeeeeeeeeeeeeetarereeeeeeeeeaaeeaeaesaaaaaasasstssaseeeeeeaaaaaaesessasaaasasssssesassseeaaaaaaeeessesasansssssssenssannsseesesnnnnss 4

2.1.3 TAPAHTUM QUOS.......eoi ettt ettt ettt e h e e h e e ek bt e e b et e ek et e e e et e e n et e e b et e e R et e e ne et e b e e e e bn e nnr e e e nnnee e s 4

2.1.4 MEXAHN3M TYHHEIIMPOBAHYIS....c..uveeeauttteruteeesteeeateeesasteesabeeeaateeesasee e s be e e aabe e e sase e e aase e e et et e ease e e sabe e e eabbeeeneee e s e annnnneeeeas 4

2.2 VPN Ha 036 CETEM M CPE..... .ottt e et e e e e ettt e e e e e tb et e e e sstaeeee e e s baeeaeeesbeeeaesasseeeeesanssessnsssnssnnnnnnn 4
P A o NI A (= 1= SR PPPPPPPPPRPRIRt 5
3.0 TYHHEITUPOBAHME VPN ittt e ettt e ettt e e e ettt e e e e s s taeeeeeesbeeeeesansaeeeeeaaasseeeeeasss et aee e sbeeeaesassnsssnassnnnn i an 5
3.1 TpeboBaHus kK NPOTOKONaM TYHHENMUPOBAHMS OITA VPN .. ..ot e s e e e e e e e e e e nnnes 5
3.1.1 T10M1€ MYTIBTUMIEKCUPOBEAHMS . ...c.etteeeeeiuiteieeeeaeteeeeeeaaete e e e e e aaeb e e e e e e aab bt e e e e e n b et e e e e aanbe e e e e e aan b e e e e e e aas b e e e e e aaaaa e e e e e e e e eeaeeeaeans 6

3.1.2 TIPOTOKOI CUTHAITUBALLMM . c..eeeeeeeeeeeeiaieteeeeeeeeeeeaaeaaeaesaaaassnsnsssaseseaeaeaaaaaeaassasassssssssesaneeeeeaaeaaeesssesasassnnssssssnnneneanaaeens 6

B.1.3 BALLINTA [LAHHDBIX. ....cceeeeeeeeee e e e e e e e et e e e e e e e e e e e e et e et eeeeeeeeeeeeeeeeeeaae e eeseeeeeeesee e s e s eae e sseseeaaseeresneseaneenennes 6

3.1.4 MyNbTUNPOTOKOTBHBIN TP@HCTIOPT . uttteeaeauteeeaeaaauueeeaesaassseaaeaaausseeaeaansseeaeaannsseassaannseeasaaansseeaeaaasseeaasaaaaaaaaaaaaaaes 7

3.1.5 CoxpaHeHVe NOCNEeA0BATENMBHOCTU KAZIPOB. ... .ueeirrteetrterureeeatetesseeesaseeaasteeasaseeessseeaasseeeasneeeasneeeasreeee e e s nnnnnnneeeeas 7

3.71.6 TTOAAEPKAHME TYHHEITS . ....eeiutiteiuteee ittt e ettt ettt e st e ettt e eate e e aa b et e ea b et e eas et e ea b e e e eab et e ea b et e oa b e e e ea b et e aabe e e s ne e e eabe e e nabeeennnneeeeas 7

R Tt B A =Yoo 11 =N Y 8

3.1.8 MUHUMUBAUNSA TYHHEMBHBIX NBOEPMKEK. 1. .uveeiuttteeutteeiusteeateeeaaseeesaseeeaateeeaaseeesabeeeaabe e e saseeeaa bt e e aabe e e easeeesabeeeanbeeesnneeeeeas 8

3.1.9 YnpaBneHne NOTOKOM U KOHTPOIID MEPETPYBKM.....ceeeeiuurerreeeirrereesaassereessansseeeessasssssesssassassessaasseseessassssseessassssseeesens 8

3.1.10 YnpaBneHne TPAMUKOM U QOS........coiuuiiiieiiiiiiiee e ettt e e e ettt e e e e sttt eeeessaeeeaeeasssbeeeeeaansseeeeeassseeeesassaeaeaaseeeaaeaaaaaaens 8

R =Y oYY 1Y =Y = TN 1 L RO 8
4.0 Tvinbl VPN - BUPTYANbHBIE BIAEIEHHBIE JIMHUM . ........uieieeieiiteeeeeaitteeeesaaeteeae s aatbe e e e e aaseae e e e e aanbee e e e e sasbeeee e e aasbeeeeeaansnesesanennennns 9
5.0 Tunbl VPN - BupTyanbHble MaplipyTnanpyemMble CETU (VPRIN)......oo e e e e e 9
LT = T T= 11 =Y o om0 VA o N S 9

L 20t 0t I o T T < S RSSPPPRP 11

LT B2 VT oYY o= T TSP 11

T NG B I 1= oo N3 = PSSO PSSP PRPPUPPPP 11

5.1.4 MHOXECTBO VPRN UEPE3 OJHO COBMMHEHMIE. .......eeiieiiiiieeeeeeiteieaeeeitteeeeaaaateeaeaanseeaaeaaansseeaeaansseeaaeannsnnnsnnnnnnnnnnn 1"

5.2 PaB0TbI, CBABAHHDBIE C VPRI . .....uuiiiiiiiiiiieeeeeeeee ettt e et ettt e e e e e e e e e e e ee e ee e e st e aeseeeeeeeeeeessasaeasaeeeeaeeeeeerrarannns 11
5.3 Ba30Bble TPEOOBAHUA VPRN. ... ..ottt ettt e e ra e e aa bt e e eab e e e san e e e anbe e e e e e e annnne 12

"Virtual Private Network.

www.protokols.ru


https://www.protokols.ru/

dHUuMKnonegusa ceTeBbiX NPOTOKONOB MepeBon RFC 2764

5.3.1 VIAEHTUMUKATOP VPN ...ttt h et e bt e s bt e et et e s be e e e b et e e abe e e sabe e e aabe e e eate e e naneas 12

5.3.2 Hactpowika n pacnpoctpaHeHne KOHPUIypaLMOHHBLIX OAHHBIX VPN. ... ...t 12
5.3.2.1 TIPOCMOTP KATATIOTOB. ....eeeiutttieeeeaitteeeesaassaeeeesaasseeeaesassseeaeaasssseaaesasssseaesaasssseessanssseeaesasssseeaesassssseessansseeesssnnnn 13

5.3.2.2 FABHASA KOHUIYPALIMS.......eeeieieieeeieeeeeeeeeeeeeseaaeanesesaeeeeeeeaaaaaaeasssssaasnsssessaseeeeeeaaaaassessasanansssssssasnananaaeaeeeeeesnss 13

5.3.2.3 CoBMeLLEHNE C MPOTOKOMNAMM MAPLUPYTUBALINM . ... .eeeeneieeeeeeeaeeeeaateeeeneeeaaneeeaasseeaanseeanneeeaannsssnneeeeeeeeaaannnes 13

5.3.3 HpopmMaLumsa 0 AOCTYMHOCTU OKOHEYHDBIX KAHAIOB. ... uuteeeeetiuuteeeesaautteeeessautseeeeesaabseeeeesansseeeeeaanneneeesaannnsnnnnnnas 14
5.3.3.1 CueHapum NOAKITIOUEHUS OKOHEUHBIX KAHATTOB. ......cccceiurieeeeeiireeeeeeesreeeeeaiasreseeeaassreeseesinsaeeeeasaaaseaasaeaaaaaeens 14

5.3.3.1.1 O6wwee coeanHeHne AN VPRN N INEINEL..... ..o e 14

5.3.3.1.2 OtaenbHoe coeAMHEHME AN VPRI .. ..o et et e e e e e e e et et e et e e e e enaeeas 14

5.3.3.1.3 MHOTOOOMbBIE MOLKITIOMEHUISI.....eeeeieieeeeeeeeeieeeiiatteeeeeeeeeeaeeeeeesaaaaaaaasrssaaeeeeeeeaaaaeeessaaaaaasnsssnnseeeensnsnnaaaes 14

5.3.3.1.4 OOXOLHBIE KAHATIB....ceeiiieeeeeeeeeeieieeitattteeeeeeeeeeaaaeeeeesaaaaaiasasssssasaeeeaaaaaaasaeaesaaaassssssssssesssnnsaeassessnnnaaaaees 14

5.3.3.2 OK3eMNMAP MPOTOKONA MAPLUPYTUBALMM . c....eeeeneeieireieateeesiteesse e e et e e sseeesane e e e be e e sseeesaneeeabbbe e et e eeeeeaannnnnee 14

5.3.3.3 HACTPOMKA KOHMIMIYPALIMM. ..ottt ettt ettt ettt ettt ettt e st e st e ekt e e st e e s ee e e ebb e e enbe et e e e e e e nnneeee s 15

5.3.3.4 AOMUHUCTPUPYEMDBIE ISP QIPECA. ... .ueiiiiiiiiiiie et e ettt e e e ettt e e e ettt e e e s et e e e e e s ssaeeaeeansaeeeeessnsaeaeeaannseeaens 15

5.3.3.5 MNpoTokon pacnpoCTPAHEHUS METOK IMPLS ....... ..o e et e e e e s e e e e e e e aeas 15

5.3.4 NHpopmaLmsa 0 OCTYNMHOCTU BHYTPU VPN ...ttt e e e e e e e e e e e s e e e e e aeaeeeeeeeaanaeaaes 15
LR T B B I [oTo Y7 Y T oI Te= i =2 (o) = PR 15

5.3.4.2 F1BHAA HACTPOMKA KOHOIMIYPALIMM . ...t eiitteee e ettt e e et e e e st e e e e eas e e e e e mb e e e e e enba e e e e e sanbbe st s 15

5.3.4.3 JlokanbHble ak3emnnsapbl MappyTnaaumm BHYTPU VPRN ... 16

SRS 30 S [oTo) rol'(o) p Wa T a1 ToTon 1 I e= T =T = F P 16

5.3.4.5 CoBMmelLeHMe B MPOTOKOMax MapLupyTU3aLmm ONOPHbIX CETEM IP ... 16

5.3.5 MEXAHNBMbBI TYHHEITUPOBAHMS.....cceuteeiutitetieeeatreeeitteasteeeestseesse e e s ne e e e be e e aaseeesane e e e be e e sneeesane e e et b e e e et e e e e e e esnnnnnnnes 16

5.4 MHOrOAOMHBIE OKOHEYHBIE MAPLUPYTUBATOPD . ..c.ueteeeuereeeiuteeeaureeaauteeesuseeaasbeeeauteeeasseeeasbeeeaateeeasseeeasbeeaasbeeesaneeesaneeeeeeaanns 17
5.5 NoaaepIKKa FPYMMOBOM GAPECALIMM. ......ceiteteetreerteeeateteatetesaseeease e e abe e e sase e e o be e e et et e ease e e ase e e eabe e e saneeeaneeeaabneeeeeeeenaaannn 17
5.5.1 TPAHUUHAA PEMITMKALINS . .....eeeiateeeeateteretee ettt e ettt sat e e e aab et e eate e e sa bt e e aa b et e st e e e oh st e e s bt e e s e et e oh et e e s bt e e st e e e bbeeenbeesannneneeeeas 17

5.5.2 EcTecTBEeHHasn NoaaepKKa rPYMMOBOM ALPECALMM. .....cceeeiereeeeeeaneteeeeassreeeesassteeeesaaassereesaaasseeeessanssnseessassnsnnnnnnn 17

LSRG IL =Y oLV T = = 11 1 18
6.0 TUNbI VPN - KOMMYTUPYEMBIE COELMHEHMS. ....eeeeerereeeeaeeesseeaaaaueutateseeeeeeetaeaaesesssaaaansssssesaneaeeeeaaaaesessssaaaaasasseeseesssnnseeesesssnnn 18
6.1 XapakTepUCTUKN NMPOTOKOMA L2TP ... ittt ettt e e e e e e e e e e e e e s e s e sttt aeeeeeeaaaaaeeeeaaeaeeessnnnaeeeeennnnn 19
6.1.1 MYTIBTUMTIEKCUMPOBEAHME ... eueettieeeeautteeee et eee e e et e e e e e aaabeeee e e aasbe et e e e aas b et e e e o ab e et e e e anbee e e e e enbeeeee e e sneeeeesanneeeeeeannnnnes 19

B.71.2 CUTHATIMBALME. ... e e e e e e e e e e e e e e et e e e e e e eeeeeeaeeeeeeaeaae e eeseeseeaeeeesesesaa e seeseeaeseeeessensaneeeeeeeennns 19

(SR IR TR T VTN = E= a1 19

6.1.4 MYNbTUNPOTOKOIBHBIN TPAHCIOPT .. uuuttteeeeauuteeeaaaauteeaaaaasueeaaaaasseeaeeaasseeeeeaaasseeaaeaanssseaesaannsseassaannseeeeeeensensnsnnnns 19

5.1.5 YTOPSAMOUMBEAHYIE. ...ttt ettt st e e e et e ettt e o b et e et e e et et e oo Rt e e e b et e e s e e e e b e e e e be e e nbn e e e e e e e e e ennnnnne s 19

6.71.6 TTOLAEPKKA TYHHEITEM. ... .eee it etiee ettt e ettt ettt ettt e et e ettt e ettt e et e e e et et e 1a bt e e s bt e e eae e e e 1h bt e e s bt e e st e e e eb bt e e sne e e annnnnneeeeeas 19

B.1.7 BOTMBLUME MT UL .. .ottt ettt e e e e e e e e e e e e ettt et e e eeeeeeeaaaaeeeesaeaaaaasatsbaseseeeeaaaeaeeeesaaaaeeeeesessnnnaeeesesssnns 19

6.1.8 TYHHEIBHBIE MBMEPIKKM....c.uveeeuteteruteeeautee e ettt e suteeeaa bt e e aate e e shse e e s bt e e sttt e oh et e o s bt e ease e e e be e e e abb e e ease e e e beeeebe e e s e ennnneeeeeeeas 19

6.1.9 YnpaBneHne NOTOKaMM N KOHTPOTD MEPETPYBOK. ....ceuueeeureeauteeaueeeaatteeaasressaseeeaasseesassessaseeessssessaseeesaseeessseeesannnees 19

6.1.10 QOS M YNPABIEHNE TPAMIMKOM........evreeeeeiueireeeeaanireaeeaaasteseesaasseseassaassaseassassaseassanssseeessassseeessassssessansssseessansnsnns 19

L T T = T o T PR 20

6.2 BbIHYXAEHHOE TYHHEIMPOBAHMIE. .......eeeieiuiiteeeeaaittetee e ettt e eeaasaeeeeesasseeeeeaaasebe e e e e aaat e e e e e e aasbe e e e e e aanteeeeeeansbeeeeeetbneebbnnsnnnnaan 20
LSRRI Ao Ta] o o)=To) o1y o o TR = [ USSP 20
6.3.1 Bonpocbl ucnonb3oBaHus L2TP AN JOOPOBOMBHBIX TYHHETEM ... ..ceeueeeieeeeeeeeeaaueeesueeeanseeesaseeessannnsnnnneeeeeeeeaans 20

6.3.2 Bonpocbl ucnonb3oBaHus IPSec AN AOOPOBOMBHBIX TYHHETEM. .....ccuueeiieeeeereeeeeaneeeaaseeesaeeeesaseeessaannssnneeneaaaeeaans 21

6.4 XOCTDBI B FNTOKAITBHBIX CETSIX . -.ttteeeiutttreasaautueeaaeaansseeaeaaasseeeaesaanseeeaesaasseeeaesansseeeasaaanseeaeeaannsseessaannsseessaannsesssssnssnnnsnnnsnnnnnnn 22
6.4.1 PacwupeHne PPP Ha X0OCTbl € MCMONB30BAHMEM L2TP .. ..o it 22

6.4.2 HenocpeaCTBEHHOE PACLUMPEHNE PPP HA XOCTBI.....ccuviiiiiiiiiiiii ettt ettt seee e e s nne e 22

6.4.3 VACMIONB30BAHME IPSEC......ceiieiie ettt oottt e e e ettt e e e e e et e e e e e sbeeeaeeansaeeaaeaannneeaeeaannnneaeeeaeeaes 22

8.5 PEKOMEHIALINMN. .....vveeeeeeeeeeeeeeeeee ettt et eeeeeeeeeeeeeseeetabessaeeeeeeaaaaeeeeaesaaasasssssssasasseeaaeaeeeeseaaaaasssssssasesnsssansaeesesssannaanens 22
TO TUNBI VPN = VPLS ...ttt e e ettt e e e e ettt e e e e e esaeeeeeeeassteeeeeassbeeee e e ssseeeeesstaeeeeeanntaeeaeessbaneeeeaaeseeaeaeeeaaaaens 22
A I N o T=TaTo]= =T e ARV S T PSP RRRPP 22
7.1.1 TIPOTOKOSIBI TYHHEITUPOBAHMIS ... . vveeeeeeueeteeeeeaataeeeeeaatseeeessssaseeessassaseaesasseseaesassssaeeaasssseesaassasaaaaaessessessssnsssennnns 22

7.1.2 MNopaep>kka rpynnoBoi N LUIMPOKOBELLATENMBHOM AAPECALIMM. .....ccceeiuurieeeeaiiteeaeeaaitteeaesaubeeeeesaneneeeeeeeeeeennneennnnnns 23

7.1.3 KoHdumrypaums npuHagnexXHOCTU K VPLS 1 TOMOMOTUS........eiiiiieeeiieeeeieeeiieeeeeeesieeeesnieeeseeeeseeeeesneeeeeeeeeeeenannnes 23

7.1.4 TUNbl OKOHEYHBIX YBITOB CPE ... ittt s e e et e e et e e st eeen e e e saseeesseeeeaneeeeanseeeaneeeeansee e nnnnnenees 23

7.1.5 NHKancynaums NaKETOB OKOHEYHOTO KAHAITA . ..cee uuueeeaeaureeeaeaaaueeeaesaanneeeaeaaanneeeaeaaannseeaeaaansseeeesaannseeeeeaansnnnnnnnnnnn 23
A0 I T B o Y o o PSPPSR 23

7.1.5.2 CPE -MaADLUDYTUBATOP .. tteiuireeitete ettt st e e ettt e et st e e s b et e et e e sabe e e sabe e e et et e sa s e e e sa b et e eabe e e sabeeesabeeeente e e s e e e e e s 23

7.1.6 Agpecaunsi CPE M TPAHCIIALMS @OPECOB. ......c.uuuteaeeaueeeeaeaaaueeeaaaaaaeeeeaaaaanseeeaaaaanseeeaaaaasneeeaaaaasseseaeaansssssssssnnsnnnnnnn 24
A I Tt O Y T o SRR 24

P I O o = =T o 1T o)V < T= (] o PSPPSR PT PRSPPI 24

7.1.7 MexaHn3mbl NepPechIfku 1 AOCTYMHOCTU AN KPAeBbIX Y3MOB VPLS ... ... 24

% T B @1 o = T o PP 24

FA I AV o =Y T= 10111 o)A 17 = o) o SRR 24

A =T 0] Y =T a = L TN 24
8.0 VITOTOBBIE PEKOMEHIALMY . ..c.eeeeeieeeeeeeeseaeaaeaiateteeeeeeataaaaasaasasaaassssntsseseeeeeaaaaaesessssaasssssssssenneeeaeeeaaeseesssaaaasssaneeaeesssnnnseeeeenes 24
9.0 BOMPOCHI BEB0MACHOCT . .....ccuuvieieeeiiteiee e e ettt e e e eetbeeeeesaataeeeeeaastsseeaesassssaeeaasssseeaeaasssseseeassssasaeeesasbaseessanssasseesasbnneaasaasseeneens 25
OO0 =Y 3 E= T YT o 2T Yon 1 USRS 25
O 1 1 =T o= Y/ o X- T TP UUURRRRE 25
12.0 CBEOEHMA OB @BTODPAX. ..c.uveeuteeteeruteasteasueesuteateeaueeaaseabeaaaeeaaseeabeeaaeeaaseesbeeaaeeaabeeaeeeeaseaabeeab s e eabeeabeesh e e embeenbeesbneenbeebeesaneeannee 26
13.0 [1OMHOE 3ASABNEHNE ABTOPCKNX TIPBB. ... . eeeurreeureeerureeaautetaauseeessseeaaateeaauseeesaseeeaabe e e aase e e sas e e e aabe e e aate e e amseeeaabeeeaabeeenanneesaneeeeean 27

1.0 BeedeHue

B aoTOoM pokymeHTe onvcaHa MoJenb BupTyanbHbiXx 4acTHbix ceten (VPN), pabotawwmx uvepe3 wmaructpanu |P.
PaccmatpuBatotcs pasnuuHbie Tunbl VPN, TpeboBaHMA K HUM U KOHKPETHbIE MEXaHU3Mbl, KOTOPbIE MOTYyT NPUMEHATLCS OIS
peanu3auun kaxgoro tuna VPN ¢ ucnonb3oBaHWeM CyLLEeCTBYIOLUMX UMW npepnaraemblx cneuvdukaumn. 3agadven aToro
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OOKYMEHTa sIBNSAETCS co3haHve moaenn ansi pa3paboTky MPOTOKOMOB C LEeNbl co34aHus MOrHoro Habopa cneumdukaumn,
Tpebyemoro Ans NOBCEMECTHOro pa3sBépTbiBaHUA MHTeponepabenbHbix VPN-pelueHnin.

PasBépTbiBaHWe BUpTyanbHbiX YacTHbIX ceTerW uYepe3 Maructpanu IP  Bbi3biBaeT 3HauuTenbHbIA MHTepec. OpHako
rnoscemecTtHoe pacnpoctpaHeHne VPN 3atpygHseTcs HexsBaTKoM uHTeponepabenbHbIX peanusauuin, KoTopasi, B CBOIO
ovepefpb, obycrnosneHa OTCYTCTBMEM OOLLENPUHATBLIX OnpedeneHuin u TpakToBoK npumeHeHns VPN, a Takke nytaHuuen,
obycnoeneHHon npumeHeHneM TepmuHa VPN Ang onucaHus camblX pasHbIX pelueHuin. B KOHTeKcTe 3Toro AOoKymeHTa
ab6pesunaTypa VPN TpakTyeTcs,, kKak «dMynsuusi YyacTHol pacnpegeneHHor cetv (WAN') ¢ ucnonb3oBaHuem cpedcTs IP»
(Bkntovas ceTb Internet n yactHble cetu IP). Mo npuunHe cywectBoBaHUst MHOXecTBa TMNoB VPN, a Takke pasHbiX TUMOB
WAN, B TpakTtoBkax VPN 3ayacTyio BO3HMKaeT nyTaHuua.

B atom gokymenTe VPN mopgenupyetcsi, kak o6beKT cBsA3HOCTU (connectivity object). XocTel MoryT noakntoyatecs k VPN, a
camm VPN MoryT coeamHATbCA Mexay COoBoW Tak e, Kak 3TO MPOMCXOAUT MpU MOAKMIYEHUN K (PU3nYeckum cetam u
opraHusaumm coeavHeHUn mexay usanyeckumm cetamu (Hanpumep, Yyepes MOCTbl UM MapLupyTmu3aTopbl). MHorne acnekTbl
ceTel Takue, Kak ajgpecauusi, MexaHusMbl nepecbinkd, obHapyXeHMe Un aHOHCMpOBaHWE [AOCTYMHOCTM, Ka4vyecTBO
obcnyxuBaHusa (QoS), 6e30nacHOCTb N MEXCEeTEBOE SKPaHMPOBaHME MMEHOT 0bLLMe peLleHns Kak ans usndeckux, Tak u gns
BMPTyanbHbIX CETEN, a MHOrMe BOMPOCHI, BO3HMKawLWwme npu paccmotpeHun VPN, umeloT npaMble aHanormm ¢ Bonpocamm
peanusauun dusndeckmx ceten. BeeageHne VPN He TpebyeT 3aHOBO M306peTaTth ceTu U co3gaBaTb HOBbIE Mapagurmel, y
KOTOpbIX Obl He ObINo MPSAMBIX @HaNOrMN C CyLUECTBYIOLWMMMN (U3NYECKMMU CeTAMK. 3ayacTyto [OCTAaTOYHO MNPOCTO
paccMOTpeTb peLleHVWe TOro MMM MHOro Bompoca B (PM3NYECKOW CeTeBOW cpefde W MPUMEHUTb Te Xe MPUHUMNbI B cpede,
cogepxallen kak dpusmyeckue, Tak U BUpPTyarbHble ceTU, Ans pa3paboTky HYXHbIX PacLUMPeHUn unm Tpebyembix yny4LueHWi.
OueBnAHO, YTO Hanuume obWMX AnA U3NYECKUX W BUPTyanbHbIX CeTell MexaHuaMoB ynpowaeT BHedpeHve VPN B
CYLLECTBYIOLMX CETSX, a TakKe CHWKaeT W3OEepXKM Ha pas3paboTky CTaHAapTOB M MPOAYKUMWM, MOCKOMbKY MO3BOnseT
BOCMOb30BaTbCA UMEIOLLUMUCS PELLEHNSAMU.

B atom pokymeHTe npeanoxeHa knaccudukauusa tunos VPN, nokasbiBatoLlas NpUMMEHeHst KaXxgoro Tyn, cneunduyeckme ans
TMnNa TpeboBaHWA, a TakkKe KOHKPETHble MeXaHW3Mbl, KOTopble Havbonee npuMeHuMbl Ans peanu3auumn Ttuna. JokymeHT
npefHasHayeH cTaTb OCHOBOW COrfacoBaHHOIO ODOCYXXOEHMSA KOHKPETHbIX mMoaudukauui, KoTopble MOryT noTpebosatbcsa B
cyLecTBylLWMX MexaHu3amax IP ansa pa3paboTku nonHoro cnekTpa uHteponepabenbHbix pelweHnii VPN,

B pokymeHTe cHayana paccmaTpyBaloTCsl BO3MOXHblE OXuaaHus noTpebutenen pasHbix TunoB VPN un BnnsiHue aTtmx
oXmaaHui Ha nyTn peanusauumn VPN. PaccmaTtpuBaloTca Takke pasnuumst Mexay pelleHusiMu Ha ©ase nonb3oBaTenibCKoro
obopynoBaHus (CPE?) n Ha Gase ceTei. [Mocne aToro npeacrtaeneHa knaccudvkaums TMnoB VPN U CBSI3aHHLIX C HUMMU
TpeboBaHuii. O4epyeHbl Takke NOAXOAbI K peanusaumm u, crnefoBaTenbHO, acnekTbl OyayLlen ctaHaapTM3aumu.

OTmMeTMM, YTO B 3TOM JOKYMEHTE paccMmaTpuBatoTcsa nuwb peanusaumm VPN yepes marnctpanu IP, 6yab To YacTHble cetu IP
unn cetb Internet. OnucaHHble 3a4eck Mogenu U MexaHuambl NpuMeHumbl kak ans IPV4, tak u ans IPV6. B gokymeHTe
0CO3HaHHO He paccmatpuatTcs VPN Ha 6a3e ecTecTBEHHOro oTobpaxeHus Ha KOMMYTMpyeMble Maructpanu - Hanpumep,
VPN Ha ocHoBe LANE?® [1] unu MPOA* [2], paGoTatowme yepes maructpanu ATM. Mpu noctpoexun maructpaneii IP Ha 6a3ze
YNOMSIHYTbIX MPOTOKOMOB NYTEM COEANHEHNS MapLUpyTU3aTOpOB Yepe3 KOMMYyTUpyeMble Maructpanu, paccmatpmsaemsole VPN
paboTtatoT «noBepx» cetn IP u, cnegoBaTenbHO, HE WCMOMb3YHOT HAMPsSMYK E€CTECTBEHHblE MEeXaHU3Mbl HUKenexalymx
maructpanen. EctectBeHHble VPN npuBsizaHbl k cnyxbam Hwkenexawmx yposHen, torga kak VPN Ha 6Gasze IP moryt
paclwmpaTbca No mepe pacwupenus ceten IP. MNpoTokonbl ectecTBeHHbIX VPN BbixogaT 3a npeaensl komneteHuun IETF un
pa3pabaTbiBaloTCs TakMMu opraHm3aumsimu, kak ATM Forum.

2.0 lNMpunoxerusi VPN u mpeboeaHusi K peanu3sauyusim
2.1 O6wume TpeboBaHuA kK VPN

NHTepec k cetam IP VPN pacTét, nockonbky aTa mogenb obecrneynBaeT 3KOHOMUYECKME MpeunMyLLecTBa Mo CPaBHEHUIO C
Opyrmmn BapvaHTamMu npu nocTtpoeHun un pasaéprlsaHmm YACTHbIX KOMMYHUKaAUMOHHBLIX CUCTEM OnNA MeXcanToBoro obmeHa
MHopMaLmen.

CyLuecTBylOLLME YaCTHble CETW MOXHO pas3fenuTb Ha ABEe OCHOBHbIX kaTeropuu - BbigeneHHble WAN-ceTu, coeaumHsiiowme
caWiTbl Mexay coboi Ha MOCTOSIHHOW OCHOBE M KOMMYTUpYEMble CeTU, rAe COeAMHEHUS MeXAy canTamu OpraHu3yloTcs no
3anpocam Yepes TenedoHHyto ceTb obLero nons3osaHns (PSTN?).

Cetn WAN opraHusytotcst 0bbl4HO C MCMONb30BaHMEM apeHA0BaHHbIX SIMHWIA UNW BblAeneHHbIX KaHanos (Hanpumep, Frame
Relay nnu ATM) mexay pasHbimu cantamu. O6opynosaHne CPE (komMmyTaTopbl MNM MapLUpyTUM3aTopbl) HAa pasHbiX camTax
COEOVHSAIOT 3TW KaHanbl B eAuHYyl ceTb, obecneuuBalollylo CBSI3HOCTb canToB. C Y4ETOM CTOMMOCTM W CFOXHOCTU
opraHv3auum KaHanoB, a Takke CIOXHOCTU HacTponku obopyanoBaHua CPE Takue cetn o6bI4HO He ABNSAOTCA NONMHOCBA3HLIMM
(fully meshed) n B H1x yalle ucnonb3yeTcsa TOT UM MHON BapuaHT nepapxmyeckon Tononorun. Hanpumep, yaanéHHsie oduchl
MOTyT HEeNoCPeACTBEHHO MOAKNIoYaTbCa K Onwkanwemy pervoHansHoMmy odwucy, a Te, B CBOW o4depedb, oOpasyoT
NMOMHOCBA3HYIO UMY MHOFOCBSI3HYIO CETh.

YacTHble KOMMYTUPYEMbIE CETU UCMONb3YTCA ANS NOAKMYEHUS YAanéHHbIX Nonb3oBaTenen K ceTam npeanpusaTiin yepes
TenedgoHHble cet PSTN unu ISDNE. OBbIYHO 3TO peanuayeTcs 3a CYET pas3BépTbiBaHWS CepBepoB yAanéHHoro AocTyna
(NAS7) Ha 0gHOM MM HEeCKOMNMbKMX LieHTpanbHbIX caiTax. [Monb3oBaTeny opraHuayoT coeauHeHre ¢ NAS no KoMMyTUpyeMbIM
NMHUAM, a cepBep AOCTyna B3aMMOAEWCTBYET C cepBepamu ayTeHTUdUukauum u yyéta (AAA®) ans uaeHTUdpukaumum
ronb3oBaTenei N NPefoCTaBNEHUs KaXA0MY pa3peLléHHOro Habopa ycnyr.

B nocnepgHee Bpemsl pocT Yncna KoMnaHuiA Co CKOPOCTHbIMK KaHanamu gocTyna B Internet o6ycnoBun noBbILIEHNE MHTEPECA K
pa3BépTbiBaHMO Ha 6a3e obopynoBanusa CPE ceten VPN, paboTatowmx Yepes Internet. OCHOBHOM NpuYMHOM 3TOro SBMSIETCS

'"Wide Area Network.

2Customer Premises Equipment.

SLAN Emulation over ATM - amynsauus JIBC B cetax ATM.

“Multiprotocol over ATM - MynbTMNPOTOKONbHLIE ceTH Ha 6ase ATM.

Public Switched Telephone Network - koMmyTpyemMas TenedoHHas ceTb 06LLEro Nonb30BaHMS.
SIntegrated Services Digital Network - uucpoBasi ceTb C MHTErpaumen ycnyr.

"Network Access Server - cepBep AOCTyna B CETb.

8Authentication, Authorization, Accounting - naeHTUdUKauusa, NpoBepka NOMHOMOYMIA, YHET.
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dHUuMKnonegusa ceTeBbiX NPOTOKONOB MepeBon RFC 2764
OTCyTCTBME 3aBUCMMOCTU pacxogoB MNpu CBA3N 4epes Internet ot pPacCcTodAHMNA, 4YTO NO3BONAET CYLEeCTBEHHO CHU3UTb
CTOMMOCTb OpraHusaummn VPN no CpaBHEHUIO C ncnonb3oBaHMeM apeHOoBaHHbIX TIMHUIA 1 BblOEeNTIeHHbIX KaHanoB.

Mcnonb3oBaHune Internet ons 4acTHbIX KOMMYHUKAUMIA He SBMSIETCA YEM-TO HOBbIM M CYLLECTBYET MHOXECTBO METOAOB
opraHvMsauumM TakoOW CBS3W, BKMYasi KOHTponMpyemyk yTeudky mapupyTtoB (controlled route leaking) [3]. OgHako nuwb
He[aBHO NosABUNNCEL MexaHuamel IP, yanosneTBopsiowme TpeboBaHusim no opraHmnsaumm VPN, onncaHHbiM 3aechb.

2.1.1 NMepedayvya nakemoe «8MEMHYHO»

MepepnaBaembin yepe3 VPN Tpaduk MoxeT He MMeTb OTHOLIEeHUs K Tpaduky marnctpanu IP, nockonbky Tpaduk ssnaetcs
MYNbTUNPOTOKOSBHBIM MMM MO Mpu4uHe Toro, 4to IP-agpeca B 4acTHOW CETM MOryT OTHOCWUTLCSt K mpocTpaHcTey IP, He
cBa3aHHoMYy c |IP-ceTblo, Yepes koTopyl nepepaétca Tpaduk. B yactHoctu, IP-ceTb mMoxeT mcnonb3oBaTb agpeca IP u3
npuBaTHbIX 6r10KOB [4].

2.1.2 3awyuma OaHHbIX

B obwem cnyvae opraHusaumam, npumensiowmm VPN, TpebyeTca TOT MU MHOW ypOBEHb 3alluuThbl AaHHbIX CYLLECTBYOT
pasnunyHble moaenu posepus, npumeHumble Kk VPN. OgHa u3 Takux mopenen OCHOBaHa Ha TOM, YTO noTpebutenb He
nonaraeTcs Ha MOCTaBLiMKa YCNyr B 4acTu 3awuTbl AaHHbIX, @ BMecTo 3toro cTtpouT VPN Ha 6ase yctpoincts CPE,
peanuayowmnx yHKLUMM MEXCETEBOIO 3KPaHUPOBAHWS, U COEAMHSET 3TUM YCTPOMCTBA Mexay cobov yepes 3aluLLEHHbIE
TyHHenu. B aTom cniyyae cepBuc-npoBaiaep UCnonb3yeTcst UCKIIYMTENBHO AN obecneyeHms TpaHCNopTMPOBKU nakeTos IP.

Opyrasi Mofenb OcCHOBaHa Ha Nepefaye BOMPOCOB 3alLUTbI CEPBUC-NMPOBaNAepy, NPeAOCTaBMSIOLEro YCyru 3alyWEHHbIX
ynpaenseMbix VPN. 3To noxoxe Ha [oBepue K onepaTopamM Mpv WCMONb30BaHWM OGLLECTBEHHLIX KOMMYTUPYEMbIX CETel
Frame Relay unu ATM, korga notpe6uTtenu ycnyr BEpST, UTO NakeTbl He MOryT ObiTb HanpaBreHbl MO HEKOPPEKTHOMY MyTH,
HEBO3MOXHO TMOSIBIIEHME OOMaHHbIX MaKeToB, WM3MEHeHWe MakeToB B Mpouecce nepefjayM Wnu aHanu3 Tpaduka 6Ges
COOTBETCTBYHOLLUX MOMHOMOUMIA.

Bo BTOpON Mogenu yHKUMN MEXCETEBOro IKpaHMpPoBaHUS U Ge30nacHo JOCTaBKN NaKeTOB BXOAAT B 30HY OTBETCTBEHHOCTU
cepsuc-npoBangepa. Ha nposangepckoii MarMctpany MoryT notpeboBaTbCs pasnuuHble YPOBHM 3aliWTbl B 3aBUCMMOCTM OT
cueHapus passépTbiBaHnda. Ecnu Tpaduk VPN nepepaétca vepes ogHy IP-marnctpans (onopHyto ceTb) npoBangepa, CUrbHOM
sawmTbl (Tvina IPSec [5]), moxeT He noTpeboBaTbCcs ANA TYHHeNnen mMexay maructpanbHeiMu y3namu. Ecnu xe tpacduk VPN
npoxoouT Yepe3 MHOXECTBO ceTeW wnuM obopyaoBaHusA, aaMUHUCTPUPYEMOrOo He3aBUCUMO, MOXeT noTpeboBaTbes
peanu3auusa CUMbHbIX MEXaHW3MOB 3almnTbl. OpraHnsauns CUNbHOW 3alMTbl OT NpoBariAepa MoxeT noTpeboBaTbes M B TeX
cnydasx, korga 3akasyumk cumtaeT cetu IP (n ocobeHHo Internet) HeGesonacHbiMM. He3aBUCUMMO OT KOPPEKTHOCTU TaKoro
MHEHMWS OHO O3Ha4YaeT OAHY M3 NpobrieM, KOTopble AOMKHbI pewaTbes B peanusaumn VPN.

2.1.3 F'apaumuu QoS

B pononHeHne k obecneyeHnio KOHPUAEHUMANBHOCTA KOMMYHMKALIMIA CyLLECTBYOLME METOAbl OpraHM3aLmn YacTHbIX ceTen
Ha 6ase MexaHuM3MOB (U3MYECKOr0 W KaHanbHOro YpOBHelN obecrneyvBalT TakkKe pasHOro poja rapaHTuM KadvecTBa
obcnyxuBaHua. B vyacTHocTW, apeHOoOBaHHbIE U KOMMYTUPYEMblE NHUM OGecrneyvBaloT rapaHTUM B 4acTu 3a0epXKku, a
TEXHOMOrMM OpraHMsaumnM BblaeneHHblX kaHanoB (tuna ATM un Frame Relay) umetoT wupokuii Habop mexaHu3moB Ans
obecneyveHns nogobHbIx rapaHTuii. Mo mepe pocta uncna VPN Ha 6ase IP 6ygeT pact n noTpebHOCTb pbiHKa B NOAOGHbLIX
TEXHOMNOrnsxX Ans Toro, 4tTobbl 06ecneunTb CKBO3HYI0 MPO3PavYHOCTb paboTbl Ha YPOBHE MpUNoxeHni. Xota Bo3amoxHocTn VPN
Ha 6ase IP B nnaHe npegocTaBneHus TakMx rapaHTuii ByayT 3aBMceTb OT COOTBETCTBYHOLLUMX BO3MOXHOCTEWN HMXKenexalinx
maructpanen IP, mogens VPN Takke JomKHA peLlaTb BONPOChl UCNOMb30BaHUSA 3TUX BO3MOXHOCTeN cuctemamu VPN.

2.1.4 MexaHu3m myHHesiupoeaHusi

lMepBble [OBa U3 NEPEYUCTIEHHBbIX Bblle TpPebOOoBaHMIM COBMECTHO O3Ha4yawT, 4YTo Ana peanusaumm VPN gomkHa
ucnonbL3oBaTbCsA Ta Unu nHaa dopma TyHHenmpoBaHus IP, korga popmat naketoB n/unu ncnonssyemolie B VPN agpeca moryT
He npuHagnexartb K UCNoMb3yeMblM Ha MyTW TYHHENMpoBaHWUA Yepe3 marmcTtpans IP. Takme TyHHenu, B 3aBUCMMOCTU OT UX
Tuna, Moryt obecneunBaTtb onpeaenéHHbIN YpoBeHb 3allnTbl, KOTOPbIN MOXHO MOBLICUTL 3@ CHET MPUMEHEHUS cneLmnanbHbIX
MexaHu3moB (Hanpumep, IPSec).

Kpome Toro (kak paccmatpmBaeTcs HUXKE), Takue MexaHu3mbl TYHHENMPOBaHMS MOryT GbiTb OTOOpaxeHbl Ha pa3BMBalOLLNECS
MexaHu3Mbl ynpasneHuns Tpacgukom IP. B HacTosilee BpeMs yxxe onpeneneHo MHOXECTBO MEXaHM3MOB TyHHenvpoBaHus |P.
HekoTopble U3 TakMX MEXaHU3MOB XOpOLUO noaxoaaT anga npunoxernun VPN (cm. pasgen 3.0).

2.2 VPN Ha 6a3e ceTtent u CPE

BonbwnHCTBO coBpemeHHbIx peanu3auun VPN ocHoBaHo Ha obopygosaHum CPE. BoamoxHocTn noggepxku VPN
BCTpaMBalTCA BO MHOXeCTBO YycTponctB CPE, HauMHas OT MeXCeTeBbiX 9KpaHOB W 3akaHyvMBasi rpaHU4HbIMM
mapwpyTtudatopamm WAN u cneumanuavpoBaHHbiMy wimtodamm VPN. Takoe obopygoBaHve MOXeT ObiTb KynneHo U
pasBEPHYTO CaMMMU NOTPedUTENaMU UnNu cepBuc-NpoBangepamMn B kKa4yecTBe YCMyr ayTcopcuHra (B 3TOM crny4vae oOblYHO C
yOaneHHbIM ynpaBrneHnem).

MmeeTcs Takke 3HauutenbHbi nHTepec k VPN Ha 6ase ceteli (network based VPN), korga obcnyxusanve VPN nepepaérca
nocrtaswuky ycnyr Internet (ISP'), a camu VPN peanuaytotca Ha Gase ceTeBoro o6opyaoBaHusi nposBanaepa, a He YCTPOWCTB
CPE. B Takux pelueHusix 3auHTEpecoBaHbl Kak CTpeMsaLmnecs CHU3UTb pacxodbl Ha MNOAAEPXKY 3aka3uuku, Tak ISP, vwyuine
HOBble UCTOYHMKKM foxonos. MNogaepxka VPN B ceT no3BonseT MCNonNb3oBaTh ChneuuanbHble MexXaHu3Mbl, KoTopble MOryT
obecneumBaTtb 3HaUNTENbHOE NPenMyLLEeCcTBO B LeHe 1 addektuHocTn VPN 3a c4éT peanusaumm Ha ogHOM 000OpyaoOBaHUM C
envHon nogaepxkor VPN 60nbLUoro yMcna 3akasymkos.

BonbWMHCTBO paccmaTtpmBaeMbiX Hke MexaHusmoB npumeHumbl kK VPN Ha ocHoBe CPE wnu ceteni. OpgHako 4YacTb
MEeXaHM3MOB NMPUMEHMMA TONbKO BO BTOPOM BapuaHTe, NOCKONbKy TpebyeT cpencts (Hanpumep, AOMNOMHEHUN K NPOTOKONam
MapLipyTm3auun), JocTynHbix ISP, koTopble Bpsig N OyayT AOCTyNHbI noTtpebutensMu wnv peanusoBaHbl Aaxe Ha
npuHagnexawux n nogaepxveaembix ISP yctporicteax CPE no npnynHe Heob6xooumMocT COBMECTHOrO ynpasneHus paboTon
CPE co cTtopoHb! ISP u 3aka3uuka. MNpumennmble nuwb anst VPN Ha 6ase ceTen pelueHns oTMeYeHbl B JOKYMEHTE SBHO.

'Internet Service Provider.
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2.3 VPN u Extranet

TepMuH «3aKkcTpaHeT» (extranet) oOblMHO Wcnonb3yeTcs AnNs obo3HayeHuin cucTem, roe ABe unu Gonee KoMMaHui
npedocTaBnsitoT Apyr [Apyry OrpaHuYeHHbId [OCTyn K CBOWM KOPMOpaTUBHBIM pecypcam 4Yepe3 ceTb. Hanpumep,
NPOM3BOACTBEHHas KOMMNaHWs MOXeT opraHu3oBaTb extranet ONns CBOMX MOCTaBLLMKOB, YTOObI 06ecneynTs BO3MOXHOCTb
3anpocoB Kk 6asam AaHHbIX AN NOMy4YeHUst CBEAEHWIn O LeHaxX M AOCTYMHOCTY KOMMOHEHT, a Takke OTCEeXWBaHUS CBOMX
3aka3oB. [pyrMm npyMepoM MOXEeT CRyXWTb paspaboTka nporpamm - KomnaHus A OTKpbIBaeT rpynne paspaboTuMkoB w3
KOMnNaHum B JocTyn K MCXOQHBIM KO4AM CBOEW OnepaLMoHHON CUCTEMbI, @ KOMMaHus B pa3peluaeT cneuyuanmctam KoMnaHum
A [0CTynN K CBOMM NporpaMmam 3awutel. OTMETUM, YTO Npasuna AocTyna MoryT 6biTb HEOrPaHUYEHHO CROXHLIMU. Hanpumep,
KOMNaHus B MOXeT MMeTb BHYTPEHHWE OrpaHWyYeHusi Ha OCTyn K CBOMM MporpaMmam 3aluTbl Ans nosib3oBatenen us
OTAEeSIbHBIX PErMOHOB MNaHeTbl B COOTBETCTBUM C IKCMOPTHLIMY OTrPaHUYEHNSIMU.

KntoueBbiM CBOWCTBOM extranet sSiBMSETCA KOHTPOSb AOCTYMa K AaHHbIM M 3TO pelleHue SBMSIETCH MOSIMTUYECKUM, a He
TeXHUYeckuM. MonuTnyeckme pelleHnsi 06bIYHO peanusyoTcsl B TOUKax COEAMHEHUs! MeXay AOMEHamu (Hampumep, Mexzay
yacTHo ceTbto U Internet unu mexay otoenom TectupoBaHus MO M ocTanbHOM CeTblo kKoMMnaHum). Peanuaauus nonuTukm
MOXET MPOMCXOAUTb Ha MEXCETEBOM 3KpaHe, MaplupyTM3aTope C NMOAAEPXKKOW CMUCKOB AOCTYNa, MPWKMNagHOM LU03e WK
MHOM YCTPOWCTBE, CMOCOGHOM OCYLLECTBMATL (bUNbTpauuio Tpaduka Ha OCHOBe NpaBun. B pononHewue k npaBunam
MeXceTeBoro obMeHa MoryT GblTb peanu3oBaHbl NpaBuria BHYTpW KoprnopaTuBHoW ceTu. CoeaguHeHUs Mexay CeTSMU MoryT
OblTb peanu3oBaHbl B (hOPME MHOXECTBa [BYXCTOPOHHWX CBSiI3eii UMM B BuUAE OTAENbHOW CeTW, KoTopas MOXeT
NOAAEPXUBATLCS OTpacreBbiM KOHCOPLUUYMOM. Takas ceTb MOXET npeAcTaBnaTb coboit VPN unu dpusnyeckyto cetb.

[ob6asnenne VPN B ceTb He MeHsieT aTy mopens. lpasuna moryT ncnonHateca mexay napamu VPN nnn mexay VPN wn
Internet TouHo Tak xe, kak aTto npowucxoauno 6e3 VPN. Hanpumep, ase VPN moryT GbiTb coeauHeHbl Mexagy cobomn wn
aAMUHUCTPATOPbI KaXA0W NokanbHO 3a4aloT CBOW MpaBuria Ha MeXceTeBOM 3KpaHe AN Bcero BHelwHero Tpadwmka B VPN (13
apyron VPN unu u3 Internet).

OT1a mogenb VPN no3BonsaeT oTAeNUTb NOMUTUKY OT HUXKENEeXaLlero YpoBHS!, UCMOSb3yeMOro AN TPaHCMOPTUPOBKM NakeToB.
Hanpumep, mapwpyTu3aTop MOXeT HanpaensTb ronocoBoit Tpadwk B ATM VCC' gns obecneyeHus rapaHtuii QoS,
HenoKanbHbIA KOPNOPaTUBHBIN TpaduK - B 3aLUMLLEHHBIE TYHHENW, @ BECb OCTarnbHOW TpaduK - B KaHan MOAKMIOYEHNS K CeTU
Internet. B npowwnom B kayecTBe 3alUMLLEHHBIX TYHHENEN MOrnu NPUMEHATLCS BUPTYanbHble kKaHana Frame Relay, a certvac
WUMU MOTYT CIY>KWTb 3alLMLLEHHbIE TyHHenu IP unu nytn MPLS (LSP?)

BoamoxHbl 1 gpyrne mogenun VPN. Hanpumep, cywecTByeT Mogenb, rae MHOXECTBO MPUKINaAHbIX NOTOKOB oTobpaxaeTcs B
VPN. lNMockonkKy 3agaBaemMble ceTeBbIMW agMUHUCTPaToOpaMun npasuna MoryT ObiTb AOCTAaTOYHO COXHBIMW, B 6a3e npasun
OyneT MHOXeCTBO MpUKNagHbiX MOTOKOB W, criegoBaTenbHO, MHoxecTBo VPN, KoTopble MOryT 4acTU4YHO MepeKpbiBaTbCst
mexay cobon. OgHako CTOnb CNoXHas Moaernb He obecnevmBaeT 3amMmeTHbIX npeumyllects. PasymHen paccmatpusaTbe VPN,
Kak NpsMON aHanor u3nyeckon ceTw, NMOCKONbKY 3TO MO3BONSAET NPUMEHHATb CYLLECTBYHOLWME NPOTOKONbI U npoueaypsl, a
Takke UCnonb3oBaTh NMEIOLMNCA Y aAMUHUCTPATOPOB U 3aKa34YmKOB OfbIT.

3.0 TyHHenuposaHue VPN

Kak oTmevanocb B naparpade 2.1, VPN pomkHbl peanu3oBatbCs C NPUMEHEHMEM TOrO WM MHOMO MeXaHu3ma
TyHHenupoBaHus. B atom naparpacde paccmatpuBatoTcs 6as3oBble TpeboBaHMA K MexaHu3mam TyHHenvpoBaHus VPN.
PaccmatpuBaeTcsa 1 cpaBHMBAETCA MHOXECTBO acrekTOB U XapaKTepUCTUK, MPUCYLLMX BCEM NPOTOKONAM KaHanbHOro YPOBHS,
CO CBOMWCTBaMU CYLLECTBYIOLMX MPOTOKOMOB TYyHHENUpoBaHus. OTO obecneynmBaeT OCHOBY [N CPaBHEHUS pasHbiX
NPOTOKOMNIOB U MOXeT ObiTb None3Ho Ana uaeHTudwukaumm obnacten, B KOTOPbIX ANA CYLUECTBYOLMX MNPOTOKOMNOB
TYHHEenMpoBaHuMa MOryT ObiTb MONyYeHbl OOMONHWUTENbHbIE npeumyliecTBa B nogaepxke VPN 3a cyéTt pacwuvpeHus
NPOTOKOSOB.

TyHHenb IP, coeguHsaowmii ABe okoHeyHble Toukn VPN, cniyxut 6a3on ong noctpoeHus MHOXecTBa pasHbix cnyx6 VPN.
TyHHenb IP paboTaeT, kak HanoXeHne Ha MarucTpanbHyl ceTb IP, 1 nepegaBaeMblin Yepe3 TyHHenb Tpaduk HenpospayeH
ana Hwxkenexawen marnctpanu IP. MaructpanbHas ceTb |IP ucnonb3yeTtcs B KayecTBe TEXHOMOrMU KaHarnbHOro YpPOBHS, a
TYHHENM obpasyioT KaHasbl «TOYKA-TOYKa».

Yctponcteo VPN MoxeT 3aBepluaTb MHOXeECTBO TyHHernen IP 1 nepecbinatb nakeTbl MeXAy 3TUMU TYHHENaAMWU 1 Opyrumu
ceTeBbIMM UHTepdericamn pasnuyHbiMM cnocobamu. Mpu obcyxaeHun pasnuuHbix Tunos VPN B nocnegyowmx pasgenax
AOKYMEHTa OCHOBHbIMW pasnuumsMu OygyT MMEHHO cnocobbl Mepecbinky Mexay uHTepdencamu (Hanpumep, MOCT Wnu
MapLupyTm3atop). 34ecb MMeeTcs MpsMas aHanorms ¢ XapakTepucTukamu pasHbIX CETEBbIX YCTPOWCTB. [BYXMOpTOBbIN
NoBTOPUTENb NPOCTO NEpPECHLINAeT NakeTbl Mexay CBOMMU nopTamu, He NpoBepss cogepxumoro naketoB. MocT nepecebinaet
nakeTbl Ha OcHoBe MWHopmauum yposHsa MAC?®, cofepxalleiics B nakeTe, a MapLipyTU3aTop MpuW Mepecbifike NakeToB
ncnonb3yeT agpeca ypoBHSA 3 U3 3arofoBKOB NakeToB. [1ns kaxaoro U3 aTux BapuMaHTOB umeeTtca npsamas aHanorus B VPN, kak
OyaeT nokasaHo Hwxe. OTMeTuM, 4TO TyHHenb IP MOXHO npeacTtaBnsaTe cebe, kak OTAENbHbIN TUN KaHana, KOTOpbIA MOXeT
o6beauHATECA C APYIMM KaHarom Hanpsmylo, yYepe3 Tabnuuy nepecbinku mocta wnu T1abnuuy mapwpytmsauum IP B
3aBucumocTn ot Trna VPN.

B nocnegytowmx naparpacgax paccMmoTpeHbl TpeboBaHus k 6a30BOMYy MPOTOKOMY TyHHenupoBaHus [P, KOTopbii MOXeT
CNY>XWUTb OCHOBHOW YacTbio pasnuyHblx Tunos VPN.

3.1 TpeboBaHuA K npoTokonam TyHHenupoBaHus ana VPN

CyLLecTBYeT MHOXECTBO MEXaHU3MoB TyHHenupoBaHus IP, skniouas IP/IP [6], TyHHenu GRE* [7], L2TP* [8], IPSec [5], MPLS®
[9]. OTMeTMM, YTO XOTS HEKOTOpbIE M3 3TUX MPOTOKOSIOB 3a4acTyl0 HE paccMaTpUBAOTCH B Ka4yecTBe TYHHErbHbIX, BCE OHU
obecneymBaloT TPAHCNOPTUPOBKY KaApOB B NOMsAX AaHHbIX nakeToB (packet payload) yepes ceTn IP ¢ nepeckinkow nakeTos, He
NPVBSI3aHHOM K agpecHON MHopMaLMmn B MHKANCynMpOBaHHbIX NakeTax.

Virtual Channel Connection - coeanHeHne Yepes BUPTYarbHbI KaHar.
2Label Switched Path - nyTb ¢ koMMyTauuel No MeTkam.

3Media Access Control - KOHTpPOnb AOCTyNa K cpefe.

“Generic Routing Encapsulation - 6azoBasi UHkancynaums MapLupyToB.
SLayer 2 Tunneling Protocol - npoTokon TYHHENUPOBaHWS Ha YPOBHe 2.
SMultiprotocol Label Switching - MHOronpoTokonbHasi KOMMyTauuWsl Mo MeTKaMm.
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OTMeTuM, ogHaKo, O4HO CYyLIECTBEHHOE pasnuuMe Mexay npoTokonamu TyHHenupoBaHust IP, nepeyncrnieHHbiMu Bbile, U
MPLS. MPLS MOXHO paccmaTpuBaTh, Kak KOHKPETHbIV KaHanbHbIN ypoBeHb Ans |P, NOCKomnbKy KOHKpeTHble mexaHuambl MPLS
NPUMEHSIOTCSA NULLbL B 30He Aencteus cetn MPLS, Torga kak mexaHmambl Ha 6ase IP pacwumpsioT npegensl goctwkumocT IP.
Mo astor npuunHe MexaHuambl VPN, HanpsiMyio OCHOBaHHble Ha TyHHenupoBaHum MPLS, He MorytT no onpegenexHuo
pacnpocTpaHsTeca 3a npegensl cetn MPLS, Torga kak gpyrme MexaHvw3mbl MOTyT fenatb 3To (Hanpumep mexaHusm LANE
MOXeT npumeHaTbcs 3a npegenamu cetert ATM). OTmeTnm, ogHako, 4To ceTb MPLS MoXeT cyluecTBoBaTb Ha 6a3e MHOMmx
pasHbiX TEXHOMOMMM KaHamnbHOro ypoBHst M, nogobHo ceTam [P, obnacTtb pacnpocTpaHeHusi TakoW CEeTU He orpaHuyeHa
NPUMEHEHNEM TOrO UMM MHOTO KOHKPETHOIO KaHamnbHOro YPOoBHsi. MiMeeTcst MHOXXECTBO NpeasioXeHuii no onpeaenexHuto Habopa
MexaHu3moB Ans obecneveHus nHteponepabensHocTn VPN (B yacTHocTwn, Yepes cetn MPLS [10] [11] [12] [13], [14], [15].

CyLiecTByeT MHOXeCTBO TpeGoBaHuii K MexaHuamam TyHHenupoBaHus VPN, ogHako He Bce 3Tu TpeboBaHUsi MOryT GbiTb
BbINOMHEHb! CYLLECTBYIOLMMY MEXaHU3MaMu1 TYHHENUPOBaHUS. TpeGoBaHNs K TYHHENMPOBaHWIO PACCMOTPEHbI HUXE.

3.1.1 llonne MynbmunmnekcupogaHusi

BosHukatoT cnydau, Korga Mexay napow KoHeuHbIx Tovek IP TpebyeTtca opraHnsaums mHoxecTa TyHHenen VPN. Hanpuwmep,
3TO MOXeT noTpeboBaTbCs B Tex cnyyasx, korga VPN opraHu3dyeTcs Ha ypoBHe ceTu (network based), a kaxpas koHedHas
TOYKa NOAAEPXMBAET MHOXECTBO Monb3oBaTenei. Tpaduk pasHbiX Nonb3oBaTeneil NpoxXoauT Mexay napon husnyeckmx
YCTPOWNCTB NO pasHbiM TyHHensM. [na CBsA3blBaHWMS MakeToB C  OfnpefderneHHbiM TyHHenem Tpebyetca none
MynbTUnnekcMposaHns. COBMECTHOE MWCMOMNb30BaHWe TYHHENeM MOXeT TaKkke CHwxaTb 3adepXkum n obbem paboT npu
opraHusaumMn TyHHenen. M3 4yucna uMerowmuxcss MexaHW3MOB TyHHenupoBaHust IP mMexaHW3Mbl MynbTUMNEKCMpoBaHUS
nogdepxwueatoT L2TP (nons tunnel-id u session-id), MPLS (vmeTtka) n IPSec (none SPI'). Ctporo roBopsi, B GRE none
MynbTUnnekcMpoBaHua oTcytcTeyeT. OpgHako none key, npegHasHayeHHoe Afs ayTeHTUMKaLMM MCTOYHWMKA nakeTa, B
HEeKOTOPbIX CyYasix MOXET CNYXWUTb B Ka4ecTBe Nons MyneTuninekcupoBaHus. IP/IP He nMeeT nonst MynbTUNNEKCMPOBaHMS.

IETF [16] u ATM Forum [17] cTaHgapT13oBanu eauHbln oopMaT yHUKarnbHbIX B rnobanbHoM maclutabe naeHTudmkaTopos ansi
VPN (VPN-ID). aeHTudumkatop VPN-ID MOXHO NpuMEHATbL Ha ypoBHE ynpasneHus Ana npusasku TyHHensa K VPN B MOMeHT
opraHusaummn TYHHenNs, Unn Ha ypoBHE AaHHbIX AN naeHTudukaumm npmusaskm naketos kK VPN. Ha ypoBHe AaHHbIX 3aronoBok
uHkancynauum VPN moxeTt ucnonbssosateca MPLS, MPOA un gpyrMMn mexaHuamMamu TYHHEnMpOBaHUA AN arpervpoBaHuvs
naketoB pasHeix VPN B oauH TyHHenb. B atom cnydae saBHaa wHavkaumss VPN-ID BkndaeTcs B Kaxabll nakeT wu
UCMonb3yeTcs B KavyecTBe Monsd MynbTUNNEKCMPOBaHMA ANs AaHHOro TyHHens. Ha yposHe ynpaenenus none VPN-ID moxeT
BKIIOYATLCA B NIOOON CUrHanbHbIM MPOTOKON OpraHM3aumMvM TyHHenew ANs CBA3bIBAHUS TyHHeNsd (uaeHTuduuMpyemoro
Hanpumep nonem SPI) ¢ VPN. B atom crniyyae He 6yaeT HeobxoammocTu BkntovaTb VPN-ID B kaxabid NakeT AaHHbIX. OTOT
BOMpoc noapobHo paccmaTtpuBaeTcs B naparpade 5.3.1.

3.1.2 lMpomokon cuecHanu3sayuu

HeKOTOpre KOH(bVIpraLI,VIOHHbIe napamMeTpbl KOHeYHasd TO4kKa AOJKHa 3HaTb OO OpraHun3auunn TyHHens (IP-a,u,pec y,EI,aJ'IéHHOVI
TOYKM N BCe OTHOCALlMecA K geny anVI6yTbI TYHHenA, BKnko4Yas Tpe6yeMb||7| YpPOBEHb SaLIJ,I/ITbI). MNocne nony4yeHuna aTon
I/IHCbOpMaLl,MM opraHn3aunio TyHHeNA MOXXHO BbINONMHUTb OBYMA cnocobamn - ¢ noMoLwibo onepauwﬁ ynpaeneHna unun c
ncnonb3oBaHMeEM CUrHanbHOro NPOTOKOMa, No3BoNnALWEero AMHaMn4eckn co3gaBaTtb TYHHENN.

MpumMepom onepauumn ynpaeneHs MOXeT CIYyXWUTb ucnonb3oBaHue 6assl SNMP MIB2 ans HAacTpOMKY pasnuyHbIX NapaMmeTpoB
TyHHens (Hanpumep, meTkn MPLS, agpec otnpasutens anga tyHHens IP/IP wnn GRE, noeHtTudukaTopbl TyHHENs 1 ceccun
L2TP, napameTpbl 3awméHHon ceasm IPSec).

[MpumeHeHre curHanbHOro NPOTOKOMNA MOXET 3HAYUTENbHO CHU3WUTb Harpysky Ha CUCTEMY YNpaBlieHUs U MO 3TOW NpuynHe
MOXeT ObITb BaXHO AN MHOMMX CcueHapueB pasBépTbiBaHus. CHwxkaeTca obbem onepauvin no HacTpOMKe, a Takke
HeobxoAnMOCTb KoopAanHaummn npu cosgaHun VPN vepes pasHbie agMUHUCTPATUBHBLIE AOMEHbI. Hanpumep, onucaHHoe Bbile
none MysbTUMIEKCMPOBaHNA SBMSETCA foKanbHbIM A5 BblAENUBLLErO 3TO 3Ha4YeHWe y3na U MOXET XPaHUTbCS FOKarbHO npu
MCMOSIb30BaHNMN MPOTOKOMA CUrHanus3aumMun, HoO B BapuaHTe MCMONb30BaHWA CUMCTEMbl yrnpaBrieHns TpebyeTcsa nepegatb 31O
3HayveHne ApyrMm BOBMEYEHHBLIM y3namM. CurHanbHbIN MPOTOKOM Takke Nno3sonseT paboTy ¢ MOBMMNbHBIMK y3namu, KoTopble He
MMeIOT MOCTOSHHOMO MOAKMIYEHNS K CETU, AN OpraHn3aummn TyHHernen no sanpocam.

Mpu wcnone3oBaHun B cpege VPN curHanbHoMy npoToKony crnegyeT paspewaTb TpaHcnopTupoBky VPN-ID, 4Ttobbl
o6ecneynTb BO3MOXHOCTb CBS3bIBAHWUA TyHHensi ¢ koHkpeTHon VPN. CnegyeTt Takke paspewwatb oOMeH M corracoBaHue
aTpubyToB TyHHens (Hanpumep, NpMMEHEeHWe BOCCTaHOBMNEHMA MNopsaka KagpoB UMM MyNbTUNPOTOKOMBbHOrO TpaHcnopTa).
OTmMeTMM, YTO POrb CMrHaNbLHOrO NPOTOKONAa COCTOMT B COrflacoBaHWM aTpubyTOB TyHHENs (HanpuMmep, nepecbinka naketos
yepes TyHHEernb Ha YpoBHe 2 nnu 3), a He nepegayve MHPoOpMaLMn O ero NCMNonb3oBaHUK (3TO NMOXOXe Ha curHanusaumio ATM
Q.2931, kOoTOpbLIN CRYXUT ANa opraHu3auun norndeckux noaceten Classical IP, a Tarke amynupyembix JIBC LANE).

Psin npoTokonoB TyHHenupoBaHus |P noggepxuBaeT curHanmsaumio, KOTOPYH MOXHO afanTupoBaTb AN OpraHuM3aumm
TyHHenen - L2TP (npoTtokon L2TP), IPSec (npotokon IKE® [18]) 1 GRE (npu ucnonb3oBaHuu ¢ TyHHenaMu mobile-ip [19]).
MmeeTcs Takke ABa curHanbHbiX npotokona MPLS, koTopble MOXHO MCMOSb30BaTh ANs opraHm3auumn TyHHenen LSP. OauH
MPOTOKON MCMoNb3yeT paclumMpeHne npoTtokona MPLS LDP* [20], HasbiBaemoe CR-LDP® [21], a apyroit - paclumpeHne RSVP®
Anst TyHHenen LSP [22].

3.1.3 3awjuma OaHHbIX

MpoTtokon TyHHenupoBaHus VPN gorkeH nopggepXvBaTe MeXaHW3Mbl, MO3BOMSOLLME MOMb3oBaTENsiM YCTaHOBUTb TOT WK
WHOW YpOBEHb 3alUWThbl, BKMOYasi ayTeHTUdMUKaumo u/mnu wndpoBaHme pasHOro ypoBHsl. HM oguH M3 paccmaTpuvBaembix
MEXaHW3MOB TYHHENUPOBaHUSA, 3a WUcknoveHnem IPSec, He MMeeT BCTPOEHHbIX MEXaHU3MOB 3aluTbl U BCE OHU CKOpee
OonMparTCca Ha CPeAcTBa 3awmTbl B onopHbIX ceTax IP. B yactHocTn, MPLS paboTaeT Ha ocHOBe SIBHbIX MeToA Ans MnyTen ¢
KOMMyTaumMen no MeTkam, 4to obecneunBaeT npeaoTBpalleHVWe nepeHanpasneHns naketoB. [pyrme mexaHusmbl
TyHHenmpoBaHusa obecneunBatoT 3awmuty Ha 6ase IPSec. Ana VPN, peann3oBaHHbIX Yepe3 OMnopHbIe CeTu, oTnu4Hble oT IP

'Security Parameter Index - MHOekc NapamMeTpoB 3aLLuTbI.

2Management Information Base - 6a3a uHcopmaumu onsa ynpasneHus.

*Internet Key Exchange - npoTokon o6MeHa Kroyamu.

4Label Distribution Protocol - npoTokon pacnpocTpaHeHusi MEeTOK.

Constraint-Based Routing LDP - ocHOoBaHHas Ha orpaHu4YeHusiX mapLupyTusaums LDP.
SResource Reservation Protocol - npoTokon pe3eperpoBaHns pecypcos.
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(ranpumep, MPOA, Frame Relay vnu BupTyanbHble kaHanel ATM), sawmTa gaHHbIX HesiBHO obecneuvmBaeTcs ceTeBon
MHPPACTPYKTYPOWM KaHanNbHOro YPOBHSI.

Obwas sawmuweHHocTb VPN onpegenseTcsa He TONbKO BO3MOXHOCTAMU TYHHENEN, HO U MexaHn3MaMu NepechISIKN NakeToB B
aTn TyHHenu. Hanpumep, ona VPRN, peanu3oBaHHbIX C MCNOMb30BaHMEM BUPTYarbHbIX MapLUpyT13aTopoB, UCMOMb30BaHNe
pasgenbHbIX Tabnuy mMapLipyT1saummn 1 nepecbinku obecnevmBaeT usonsumio Tpadmka pasHoix VPN. MNakeTtbl ogHo VPN He
MOryT no owwunbke nonactb B TyHHenb Apyroi VPN, nockonbKy 3TW TYHHEnu MpocTo He GyayT mpucyTcTBoBaTb B Tabnuue
nepecsbinikn nepson VPN.

Ecnn koHeyHasa Touka VPN umcnonb3dyeT TOT MW MHOW CUrHarnbHbIN MeXaHW3M Ans AUHAMWYECKOW opraHusaumm TYHHens ¢
APYron TO4KON, BO3HMKaeT TpeboBaHMe ayTeHTUdMKaLMM CTOPOHBI, NblTaloLWwencs opraHM3oBaTb coegnHerne. IPSec BktovaeT
MHOXECTBO CXEeM [Nl pelleHusl Takol 3agayu, BKM4vas ayTeHTUudukauuio Ha ocHoBe ob6wmx (pre-shared) knouven wnu
ucnonb3oBaHne UndpoBbIX noanucen n ceptudukatoB. B gpyrnx cxemax TyHHEnupoBaHUS CpeacTB ayTeHTUdMKaumm
MeHblue. B HekoTopbix cryyasx ayTeHTudwuKkaums MoxXeT He TpebosaTbca (Hanpumep, Npy CTaTUYECKOW OpraHv3aumm
TYHHenen nnm Ncnonb30BaHWM Moaenu Aosepus, He TpebytoLlen ayTeHTudmkaumm).

B HacToswee Bpemsi npotokon IPSec ESP' [23] ana opraHusaumyn SA, KoTopble MOMyT MOAAEPXKMBaTbL LUMDpOBaHWE U/Unu
ayteHTndukaumo. OpgHako cneumdurKkauma nNpOTOKoNa MWCKMNoYaeT npumeHeHve SA, raoe HeT HU  WwudpoBaHus, HU
ayteHTudukaumm. B cpege VPN Ttakon BapuaHT null/null mMoXeT okasaTbCs MONE3HbIM, MOCKOIbKY MOXET OoKa3aTbCs
[OCTaTOYHbIM MOAAEPKKA OPYTMX acreKToB NpoTokona (Hanpumep, TYHHENVPOBAHMSA U MyTbTUNNEKCMpoBaHus). A dEeKTUBHO
BapuaHT null/null moxeT paccmaTpuBaTbCs NPOCTO Kak HEKMI YPOBEHb 3aLUMUTbI AaHHbIX.

3.1.4 MynbmunpomokKoJsibHbIlU mpaHcrnopm

Bo mHorux npunoxeHusax 4depesd VPN moxeT nepegaBaTbCs «HENPO3paydHbiiy, MYMbTUNPOTOKOMbHBLIN Tpaduk. B Takux
cny4asix TYHHemNbHbIA NPOTOKON TaKkKe AOMKEH NoaaepXuBaTe MyNbTUNPOTOKOSbHBIA TpaHcnopT. MpoTokon L2TP paspaboTtaH
Ans nepegayn naketos PPP? [24] n, Takum 06pa3oM, MOXeT UCMOoSb30BaThCs ANs nepenadn MynbTUNPOTOKONBHOMO Tpadmka,
nockonbky cam TpaHcnopT PPP gaBngeTca MynbTUNPOTOKOMbHbIM. NS uaeHTUduMKauum TyHHENMpyemoro npoTtokona
ucnonbsyetca GRE. TyHHenwn IP/IP n IPSec He umeloT naeHTMduKaumoHHOro nons, NoCKonNbKy npeanonaratT MHKanCynaumio
Tpacuka IP.

Bo3MoxHO pacwuvpeHne cTeka npoTtokonoB IPSec ans noggepXky MynbTUNPOTOKOMBbHOIO TpaHcnopTa. 3TO  MOXHO
peanunsoBaTtb, HanpuMMep, 3a CYET pacLUMPEHUss CUrHanbHOW KOMMOHeHTbl IPSec - npotokona IKE - gons wvHavkaumm tuna
NpoTOoKONa B TYHHENVMPyeMOM Tpadvke uUnu 3a CYET nepedayn 3aronoBka MynbTunnekcuposaHus (Hanpumep, LLC/SNAP unn
GRE) B kaXgoM TyYHHENMPYEMOM nakeTe. OTO peLUeHNe NoxXoxXe Ha ncrnonb3yembln B cetax ATM noaxop, Koraa ucnonb3yeTcs
CurHanm3auusa Ons ykasaHus vMHkancynsauuu, npumensiemon B VCC, a nepepaBaemble B VCC nakeTbl MOryT MCMONb30BaTh
3aronoBok LLC/SNAP wunu nomellatbcsi HeMnocpeacTBeHHO B nonst AaHHbix AAL5 (aToT BapuaHT HasbiBaetca VC-
MynbTUNekcupoBaHuem [25]).

3.1.5 CoxpaHeHue nocnedoeamesibHOCMU Kadpoe

OgHUM 13 nNapaMeTpoB kayecTBa, 3anpalumBaemblx nonb3oBatensMmu VPN, MoxeT OblTb COXpaHeHwe nopsiaka OOCTaBKu
KagpoB, Kak 9TO MPOWCXOAUT Ha apeHOOBaHHbIX (U3NYECKMX INMHUAX WM BblAeneHHbiX kKaHanax. CoxpaHeHue
nocnefoBaTenbHOCTN KagapoB MoxeT TpeboBaTtbes Ana obecneyveHns adPeKTMBHOWM CKBO3HON paboTbl HEKOTOPbLIX MPOTOKOMNOB
unu npunoxexuii. Ans obecneveHns ynopsiao4eHHON JOCTaBKM KaApoB MeXaHW3Mbl TYHHENMPOBaHWUST AOIKHbI NOAAEPXNBATD
none nopsakoBoro Homepa. MNpotokonsl L2TP n GRE BkntovatoT Takoe none. B IPSec none nopsiAkoBoro Homepa nmeeTcsi, Ho
OHO MCMONb3YyeTCs Ha NMPUEMHON CTOPOHE AMNA NpefoTBpaLLeHNs MOBTOPHOrO UCMOMNb30BaHNA MaKkeToB, a He AN cobniogeHns
nopsiaka 4OCTaBKU.

MoxxHo paclumnpuTb IPSec ana noaaepXkm ncrnosib3oBaHUA Nosid NOpAAKOBOro HoOMepa B Lenax CoXxpaHeHUda nopdaaka 40CTaBKu
nakeToB. OTO MOXHO cpenaTb, Hanpumep, 3a CYET ucnonb3oBaHus IKE ana cornacoBaHus ynopsgoveHus u Bbl60pa
noeeaeHna KOHEeYHbIX TOYEK B HaCTu 06pa6OTKVI 3TOro nong.

3.1.6 lNoddeprkaHUe MyHHessi
KoHeuHble Toukn VPN gomkHbl BECTU MOHUTOPUHT paboTbl TyHHenen VPN ans npegoTBpalleHvs notepu CBS3W U NpUHUMAaTh
Mepbl (HanpuMep, NnepepacyET MapLupyTa) Npu BO3HUKHOBEHMUN OTKA30B B TYHHENSIX.

Ectb gBa BapuaHTa Takoro MOHWUTOpPUHra. B OgHOM TyHHenbHbI MPOTOKON CaMOCTOATENbHO MNPOBEPSieT CBA3HOCTb U
obecneymBaeT ABHYIO MHAMKAUMIO OTKasoB. Hanpumep, npotokon L2TP BknovaeT onuMoHanbHbI MexaHu3m keep-alive gns
obHapyxeHns HepaboTatoLLMX TYHHENEN.

Opyroi BapuaHT He TpebyeT OT MPOTOKONA TYHHENMPOBaHUA NOAAEPXKKA (DYHKUMIA MOHUTOPUHIA U UCNONb3yeT TOT UM NHON
BHelwHMiA (out-of-band) mMexaHu3m oBHapyxeHus notepu cBsiau. Hanpumep, ecnv NpoTokon maplipyTu3aummn tuna RIP? [26]
unu OSPF* [27] paboTaeT Yepes TyHHENbHYI CeTb, OTCYTCTBME MHOPMALIMKN OT cocella B TedeHne onpeaenéHHoro BpemMeHu
npvBed&T K TOMY, Y4TO MPOTOKOM COYTET TyHHENbHOE COoeAMHEHVEe pas3opBaHHbIM. [pyrMM CrnocoboM MOXET CHyXuTb
perynsipHas nepepada naketoB ICMP (ping) no agpecy napTHépa. Q1o 06blMHO obecneyvmBaeT OOCTATOYHO 3(PGEKTUBHbIN
cnocob npoBepkn paboTbl TYHHENS, NOCKONbKY OH OpraHvM3oBaH 4epes Ty Xe ceTb IP.

Mpu OnHaMWYECKON opraHu3auun TYHHENEN HYXHO pas3nuyatb Tpebyemyto CTaTUYECKYH M AMHaMuYeckyo nHdopmaumio. o
TOro, Kak TyHHemnb MOXeT OblTb OpraHu3oBaH, Y3ry HYXHO MONyYMTb HEKOTOPYK CTaTUYecKyl WHGOpMaumio, Takytk, Kak
naeHTndUKkaums yaanéHHom Toukm u atpubyTbl TyHHens. OOblMHO Takas MHopMauus 3adaéTtcst B Npouecce HaCTPOMKM
KOHpurypaumu. B pesynbtate curHansHoro obmeHa npu opraHnsaumm TyHHENSI Ha KaXXOoW KOHEYHOW TOYKe CO3OaéTcs Hekoe
ONHaMUYecKoe COCTosiHME (Hanpumep, 3HavyeHue nonsa MynbTUMNIEKCMPOBAHUSA MMM UCMofnb3yemble Knouun). Hanpumep, npu
ucnonb3oBaHun IPSec opraHusaumst 3alwmiléHHon ceasmn (SA®) GyaeT conpoBoXaaTbCsl NOSIBIIEHWEM KItOYEel, UCMOSb3yeMbIX
BO BpeMS CyLLECTBOBaHUSA AaHHON SA.

'Encapsulating Security Payload - nHkancynauus sawmwéHHbIX AaHHbIX.
2?Point-to-Point Protocol.

*Routing Information Protocol.

“Open Shortest Path First.

*Security Association.
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OpFaHI/|3aLWIF| ANHaMUN4yeCcKnx TyHHeJ'IeIZ MOXeT VIHVILLI/II/IpOBaTbCﬂ pa3HbIMVI COGbITI/IﬂMVI. O,ELHI/IM n3 BapI/IaHTOB aBndeTcda
OpFaHI/I3aLI,I/IFI TyHHeJ'Iﬂ no CbaKTy noaABNeHNAa OaHHbIX, KOTOpre Hy)KHO qepes 9TOT TyHHeJ'Ib nepep,aTb, N OTKIIKOYEeHune TyHHeJ'II/I
npy OTCYTCTBUWN Aa@HHbIX ANSA nepefayn vyepes Hero B TeYeHUe HEeKOTOPOro BpeMeHW. Takon noaxof MnoreseH B Tex cny4vasix,
Korga pecypchbl Ansi TyHHenew BolaensaTcs ¢ y4étom Tpeboanmin QoS. [IpyrvM BapMaHTOM SIBNSIETCH OpraHn3auns TyHHenNs B
pe3ynbTtaTte HaCTp0I7IKM cTaTn4eckomn KOHCbVIpraLI,VIVI N COXpaHeHne TyHHerd B Ted4eHne HeorpaHN4YeHHOro BpemMeHu.

3.1.7 Bonbwue MTU

C TyHHensimu IP cBsAsaHbl 3HayeHuss MTU', kak gns obblyHbIX kaHanoB. MoXHO MpeanonoXuTb, YTO 3TO 3HayeHue MTU
npesbicut MTU Ha OOHOM WM HECKOSMbKMX WHTEpBanax nyTv Mexay KOHEeYHbIMUM Todkamu TyHHens. B Takux cnyyasx gns
TYHHens noTpebyeTcs Ta Unu nHast dopma dparMeHTaunm Kagpos.

Ecnu nepenaBaembii kagp oTobpaxaeTcs B ogHy Aentarpammy IP, MmoxeT npoucxoautb obbluHas dgparmeHTaums IP, korga
aentarpaMma nonagéTt Ha uHTepsan nyTu, rae 3HadeHne MTU okaxetcs meHbwe, yem MTU B TyHHene IP. 310 moxeT
OKa3blBaTb HEraTMBHOE BIIUSIHNE HA NPOU3BOAUTENBHOCTL MapLLPYTU3aTOPOB, BLIMOMHSAIOWMX Takylo dhparMeHTauuio.

Opyrum pelleHnem saBnseTcs nopaepxkka @yHKUMn dparmeHTaumm u cbopku parMeHTOB Ha ypOBHe MpoTokona
TYHHENVPOBaHUsi (BO3MOXHO C UCMOMb30BaHMEM MOPSIAKOBLIX HOMEPOB M MapKepoB MocrneaHero gparmeHTa?). 1o nossonut
usbexatb pparmeHtauum IP B camom TyHHene. OfHako CyLeCTBYHOLLME MPOTOKOMblI TYHHENUPOBaHWS HE MOAAEPXMBaOT
TaKoro MexaHuama.

3.1.8 MunHumu3ayuss myHHeJIbHbIX U30epKeK

OHeBVI,CI,HO npenmmMyLLecTBO OT CHMXEHUA CBA3aHHbIX C MeXaHU3MaMn TYHHENMPOBAHUA N3OEePXKeK. B yacTtHoCTH, 3TO BaxkHO And
TPAHCNOPTUPOBKN YYBCTBUTENBHOIO K 3aEpXXKke n eé Bapunaunam Tpad)VIKa Tna ronoca n Bnaeo B NaKeTHOM pexunme. C
upyron CTOPOHbI, nCnoJsib3oBaHNe MexXaHM3MOB 3allUTbl TUMNa IPSec He BHOCUT AONONHUTENbHbIX U3OepXXekK, cneaoBaTesibHo,
Lesb 3aKn4vaeTcda B MUHMMU3aUnUnN N3aepxKek, He CBA3aHHbIX C 3aLlnToNn.

OfHUM M3 cryyYaeB CO 3HAYUTENbHBIMU M3AEepPXKKaMu Ha TyHHenupoBaHue cBsidaH ¢ goctynoM B VPN no koMMyTupyembim
TenedoHHbIM NHKUAM. JTOT cnyyai 6onee nogpobHo ByaeT paccmoTpeH B naparpade 6.3.

3.1.9 YnpaesneHue nomoKoM u KOHMPOJib rnepe2py3Ku

Mpu paspaboTke npotokona L2TP 6binu cosgaHbl npoueaypbl ANs KOHTPOMs NOTOKOB M neperpysok. OTo 6bno BbI3BaHO,
npexge Bcero, HeobxoAMMOCTbIO 06ecneyvTb MNPOU3BOAMTENBHOCTL Mpu paboTe B ceTax € OonmbwuMKW NoTepsiMu C
ucnons3oBaHuem komnpeccun PPP, koTopasi, B otnuyme oT IPComp? [28], cBsisaHa ¢ COCTOSHUAMY NakeToB. [pyruM MOTUBOM
nocnyxurna HeobXxoAMMOCTb WCMONb30BaHMA YCTPOWCTB C ManbiM pasmepoM OydepoB, KOTOPbIMM YacTO 3aBepLUalTCs
HW3KOCKOPOCTHbIE KOMMYyTMpPyeMble nuHMN. O4HAKo MeXaHu3Mbl KOHTPONS MPOTOKOMOB W Neperpysok, onpefenéHHole B
dumHanbHoM cneundukaumm L2TP, ncnonb3ytoTcsa TONbKO ANd ynpaBneHns kaHanamm, a He TpadoMkomM AaHHbIX.

B ob6wem crnyyae B3aMMoOeWCTBME MEXAY MHOXECTBOM YPOBHEW CUCTEM KOHTPOMS MOTOKOB W MEPErpy3oKk MOXeT ObiTb
BecbMa croxHbiM. C y4éTom npeobnagaHus B COBpeMeHHbIX ceTsax Tpadwmka TCP u Hanuuus y npotokona TCP BCTPOEHHbIX
MEXaHW3MOB KOHTPOSIsi MOTOKOB WU NEpPerpy3ok, NpeumyllecTBa OT peanu3auum aHanornyHbiX MEeXaHM3MOB B NPOTOKOMax
TYHHENMPOBAHUS CTAaHOBATCSA HE O4YEBMAHBIMU. XOPOLUNE CXEMbI KOHTPOIS MOTOKOB AaHHbIX M NEPErpy3oK, KoTopble CNOCOGHbI
afanTUpoBaThCS K pa3HbIM YCINOBUAM B CETU M CXeMaM pa3BEpTbIBaHMWS, JOCTATOYHO CIOXHbI B pa3paboTke Kak camu no cebe,
Tak U B nNnaHe B3auMMOAEWCTBMSA C APYrMMM CXEeMamW, KOTopble MOryT npuMeHATbCa napannenbHo. OgHako MoryT
obecneumBaTbCs HeKOTOpble MpeuMMyLlecTBa 3a CYET BO3MOXHOCTWM OTnpaBuTensa dopmupoBaTb Tpaduk C y4ETOM
BO3MOXHOCTEW nonyyartensi u obecneyeHns NpOTOKOMbHbIX MEXAHU3MOB, MO3BOMNAIOLLMX MONyYaTento yBegoMUTb OTNpaBUTens
0 CBOMX BO3MOXHOCTAX. DTa HanpaBreHne MoXeT obecneunTb NperMmMyLLeCcTBa Nocrne AOMOSTHUTENbHbBIX UCCNEA0BaHUIA.

OTtmeTuM Takke paboTy rpynnbl IETF PILC* uccneaywouiein BnusHWE CBOWCTB KaHanoB Ha MpPOM3BOAMTENbHOCTb paboThbl
npoTokonos Internet yepes Takue kaHanbl.

3.1.10 YnpaeneHue mpagukom u QoS

Kak Obino otmedveHo Bbiwe, notpebutensm moryT notpeboBatbcs oT VPN xapaktepucTtuku, 6nmskve K napameTtpam
DU3NYECKUX NMHUIA UK BbIAENEHHbIX KaHamnoB, B 4Yactu QoS, ypoBHA noTepb, ryKTyauuin 3afepXKu, rapaHTMpOBaHHbIX
3HayeHuU Nonockl NponyckaHusa u 3agepxek. ObecneveHne Taknx xapakTepUCTUK B obLLEM crnyvyae 3aBUCUT OT CaMuX Y3roB
VPN, a Takke OT napameTpoB COeANHAOLLMX Y3rbl CETEN.

[MonHoe paccmoTpenne sonpocoB QoS aAns VPN BbIXxoauT 3a paMku 3TOro AOKyMEHTa, 3a CHET MOAENUPOBaHUA TyHHenewn
VPN, Kkak cneumanbHOro Tuma KaHanbHOMO YPOBHSl, MHOTME W3 CyLIeCcTBYIOLMX MexaHu3MoB obecneyeHns QoS ans
dusnyecknx coeguHeHnn MoryT 6biTb npumeHeHsl ana VPN. Hanpumep, Ha ysne VPN mexaHusmbl npasBur, MapkUpOBKM,
oyepeaen n NNaHUpOBaHUS MOTyT MpUMEHATbCA K cneuundudeckomy Tpaduky VPN, kak k obbiyHomy (He VPN) Tpadwmky.
MprMeHVMBI Takke MeToabl, pa3paboTaHHbie rpynnamu Diffserv, Intserv n TE® B MPLS. O6cyxaeHue sonpocos QoS B VPN
npveeaeHo B pabote [29].

CnenyeT OTMETUTb, YTO YNOMsIHyTas 30ecb MoAenb paboTbl TyHHeNs1 He 06s3aTenbHO ByaeT COOTBETCTBOBATbL COBPEMEHHON
MOZENM KOHKPETHOro TyHHenbHOro npotokorna. Mogenu paspabaTbiBaloTcs Ans obrerdyeHus NOHUMaHUSA U He SBMSTCA
YacTblo cneumdmKkaumMm NPoTOKOMNa, 0OHaKO HanMyne pasHbiX MOAENEeN MOXET Bbi3biBaTb HEHYXHbIE AUCKYCCUMU, OCOBEHHO Npu
FNIOXXHOM BOCMPUATMM MOLENW, Kak YacTu cneuudumkauum unu metoga peanusauun. Hanpumep, obpaboTka TyHHenen IPSec
MOXeT MOAENMPOBaTbCS, Kak MHTepenc unm kak atpnubyT KOHKPETHOrO NMOTOKA MaKEeTOB.

3.2 PekomeHaauumn
IPSec TpebyeTca B Tex cny4yasx, Korga HyxHO HagéxHoe wwudpoBaHue unu ctporas ayTteHTudumkaumd. MNogaepxusaeTcs
Takke MynbTUnNnekcuposaHue wu curHanusaums (npotokon IKE). OpgHako pacwwupeHue cteka mnpotokonoB IPSec Ha

"Maximum Transmission Unit - MakcuManbHblii pa3mep nepeaasaemMoro Grioka.

20TmMeTnMm, YTo nNpoTokon multilink PPP ncnonb3yeT Ans dparMeHTaLmm NoXoXuin MexaH1am.

3IP Payload Compression Protocol - npoTokon cxatus nonen gaHHbix IP.

‘Performance Implications of Link Characteristics - BnusiHue xapakTepucTvk kKaHanos Ha NPOW3BOAUTENbHOCTb.
STraffic engineering.
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nepeyuncrneHHole Hxe obnactn obecneunt npemmyLlecTBa B NnaHe ynyylleHns nogaepxku tpeboBaHuin TyHHeNnMpoBaHus B
cpepax VPN:

- TpaHcnopTtuposka VPN-ID B npouecce opraHusaumm SA (3.1.2);

- onuuwn nycToro wudposaxus (null encryption) n nyctomn ayteHTudmkaumm (null authentication) (3.1.3);
- paboTta c MHOXecTBOM npoTokonos (3.1.4);

- ynopsigoyeHue kagpos (3.1.5).

L2TP He obGecneuymBaeT 3alunTbl AaHHbIX caM No cebe M mMexaHu3mbl 3awmTbl PPP He npumeHuMbl ons npoTtokona L2TP,
NnosToMy Ans HagEXHoW 3awmTbl npoTokon L2TP gomkeH paboTtaTe Ha ocHoBe IPSec. OnpegeneHne KOHKPETHbBIX PEXUMOB
paboTbl IPSec ansa nopgaepxku Tpaduka L2TP GyaeT nosbiwaTte ypoBEHb COBMECTUMOCTU. DTO HanpasrieHne npeanoxeHo B
HacTosLwee BpeMsa Ang paspabotku rpynne L2TP.

4.0 Tunbi VPN - eupmyanbHbie 8blOesieHHbIe JIUHUU

MpocTeiiwnm BapuaHtom VPN aBRsitoTCs «BUpTyanbHble BblgeneHHble nuHum» (VLL'). B aTom crnyyae 3akasuuk rnony4vaet
coefMHeHVe Tuna «Todka-Touka» Mexay ABymsi yctponctBamu CPE, kak nmokasaHo Hwxke. Ha kaHanbHOM ypoBHe Ans
nogkntodeHus yctponcts CPE k y3nam ISP moryT ncnonb3oBatbcs pasHble TexHonornn (Hanpumep, ATM VCC unu kaHanbl
Frame Relay). Yctponctsamu CPE MoryT cnyxutb MapLUpyTU3aTopbl, MOCTbl UNN XOCTbI.

O6a y3na ISP nogkntoyveHsl k cetn IP 1 Mmexay HuMn opraHmnsyetcs TyHHenb IP. Kaxabiii y3en ISP HacTpavBaeTcsl Ha NpuBsA3Ky
OKOHEeYHOro kaHana Kk TyHHernto IP Ha yposHe 2 (Hanpumep, ATM VCC cesasbiBaeTca ¢ TyHHenem |IP). Kagpel nepepatotcs
mexay OAByMsi kaHanamu. Hanpumep, faHHsle AAL5?) nikancynupytotcs B TyHHenb IPSec. Coaepxvmoe nonen aaHHbix AALS
«Henpo3payHo» Ans y3na ISP 1 He npocmaTpurBaeTcs um.

e +  mmmmmm——- e +
+-—-+ | KoHeuHEI | (Marmcrpane ) | KoHeuHEI | +---+
|CPE|------- | ysen |-—-=-- ( IP ) ——--—- | ysen |-—==--- |CPE|
4+---+ ATM  |ISP | ( ) | ISP | ATM +---+

vcc Fo—————— +  mmmmm—————— Fo—————— + VCC
<=======-= Tyunens IP -------- >
10.1.1.5 nogcers = 10.1.1.4/30 10.1.1.6

Anpecaumusi, MCHOJbByeMasl noTpeburesneM (mpospauHa Iisi DpoBalimepa)

PucyHok 4.1. lNpumep VLL.
C TOuYKkM 3peHust NoTpedbuTens ycnyru ato BbIrMAAWT, Kak 06bluHbIA kaHan ATM VCC nnu Frame Relay, coeguHsiowmii mexay
cobow yctporictea CPE 1 notpebutens MoXeT NpocTo He AyMaTb O TOM, YTO YacTb kaHana akTuyecku peanv3oBaHa Yepes
ceTb IP. 310 MOXeT okasaTbCs MonesHbiM B TEX Cny4asix, Korga npoBangep, Hanpumep, xenaet obecnednTb CBsA3b Mexay
JIBC 4epe3 uHTepdericbl ATM, HO He umeeT cobCTBEHHOM WHpacTpykTypbl ATM Ans HenocpeacTBEHHOrO COEAWMHEHUS
CanToB 3akas4uka.

[Ba kaHana, ncnonb3dyembix Ana nogkntodeHns yctponcts CPE k yanam ISP, MoryT ObITb OpraHn3oBaHbl Yepes pasHble cpefpbl,
HO B 39TOM cny4vae Tpaduk He ByaeT npo3payHbiM Ans y3noB ISP, kak onucaHo Bbiwe. Yanbl ISP B Takon cutyaumm OOMKHbI
noaaepxmBaTtb (PyHKUMM MeXCeTEeBbIX YCTPOMCTB, COeQUHSAIOWMUX pas3HOTUNHbIE cpedbl (Hanpumep, ATM n Frame Relay), a
Takke BbINONMHATL yHKUun npeobpasoBaHns LLC/SNAP B NLPID, otobpaxeHusi Ans pasHbix BapuaHToB npoTtokona ARP nnu
WHble cneundmryeckme onepauumn, KOTopble MOryT notpeboBaTbest anst ycrporcte CPE (Hanpumep, obpaboTka ayeek ATM
OAM unu oomeH Frame Relay XID).

MCHOﬂb3yeMbM NPOTOKON TYyHHENUpoBaHUA IP pomkeH nopaepxumBatb MyInbTUNPOTOKOJIbHbIE Onepaunn, a TakKKe MOoXeT
HOTpeGOBaTbCﬂ nogaepxxka ynopagodeHud, ecnm 3To BaXXHO AnA NoJfib3o0BaTesIbCKOro Tpaduka. Ecnu TYHHEINN OpraHn3yrTCHd C
ncnonb3oBaHMEM NPOTOKONOB CUrHanmn3aummn, OHM MOryT co3fiaBaTbCd Mo Mepe NoCTynneHna OaHHbIX, a Takke No BpeMeHun n
COXpaHATbCA B pa6oqu COCTOAHUN.

OTMeTuM, YTO Mcnonb3oBaHue TepMuHa VLL B JaHHOM [OKyMeHTe oTnuyaeTcsl oT npuHsaton B EF-PHB® [30], roe VLL
paccMmaTpuBaeTcsl, Kak coeguHeHne ¢ Manomn u ctabunbHOW 3a4epXKKOW M rapaHTUPOBAHHOW MOMIOCOM NpoMycKaHusl, KOTopoe
MOXeT OblTb OpPraHM3oBaHO C WUCMNOMb30BaHWeEM ynomsiHytoro PHB. T. e., BHMMaHue poKycuMpyeTcs Ha XxapakTepucTukax
KaHana, KoTopble MO NpUpPOAe CBOEN 3aBUCAT OT BpemeHu. B paHHOM >xe pokymeHTe ana VLL He npeanonaraetcs
MCNONb30BaHNE Kakoro-nmbo KOHKpeTHoro mexanmsama QoS, Diffserv nnun nHoro. 3gecb npuHMMarOTCa BO BHUMaHWE Mpexae
BCEro TOMOJSIONMYECKNE XapaKTEPUCTUKN (HanpuMep, OpraHM3auuns kaHana ¢ TyHHenewm IP B ogHOM 13 cermeHToB). [Inst monHom
3AMYNALMN KaHaINBHOrO YPOBHS crieqyeT NPMHUMAaTh BO BHUMaHWE Kak BpDEMEHHbIE, Tak 1 TOMOoNornyeckne napameTpbi.

5.0 Tunbi VPN - supmyanbHbie mapwpymu3upyemsbie cemu (VPRN)
5.1 Xapaktepuctuku VPRN

BupTyanbHasi yacTHasi ceTb ¢ MaplupyTtusauvein (VPRN*) onpegensietcs, kak aMynsiuus pacnpeieneHHoN MapLupyTUsnupyemMon
CeTn CO MHOXECTBOM CanTOB, UCMONb3yoLlen nHdpacTpyktypy IP. B aToM pasgene paccmatpmBaeTcs opraHnsauma cepeuca
VPRN Ha 6a3e cetenn. VPRN Ha 6a3e CPE Takke BO3MOXHbI, HO 30ecb OHU He paccmatpusatotes. Ana VPRN Ha 6ase ceten
MHOr1e BOMpocChkl, Tpebylolme peLleHunsl, CBsi3aHbl C KOHUrypauuen 1 akcnnyaTaumen, YTo BHUMaHUS K pacnpeieneHnto 30H
OTBETCTBEHHOCTU MEXAY NOCTaBLUMKOM U NOTPebUTENsMM yCnyr.

OtnuuutensHon yeptoin VPRN no cpaBHeHuto ¢ apyrumu tunamm VPN aBnsieTcs nepechbinka NakeToB Ha CETEBOM YPOBHE.
VPRN BKntoYaeT MHOrOCBSI3Hyt0 CeTb TyHHenen IP mexay mapwpytusatopamu ISP v dyHKUuN MapLlupyTusaumm, Tpebyemelie
ansa nepecbinku kaxabim y3noMm VPRN nonyyeHHoro Tpaduka cooTBETCTBYHOLEMY canTy-nonyyvatento. K maplpytmusatopam
ISP nopgkniovatotca maplupytnsatopsl CPE ¢ mMcnonb3oBaHMeM OQHOMO WM HECKONbKMX OKOHeYHbIX (stub) kananos. Ha
Kaxgom MmapupyTtudatope ISP umeetca cneumdmdeckas ans VPRN tabnuua nepecbinku. Tpaduk nepecbinaetca mexagy

"Virtual Leased Line.

2ATM Adaptation Layer 5.

*Diffserv Expedited Forwarding Per Hop Behaviour.
“Virtual Private Routed Network.
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MapLipyTmu3atopamu ISP, a Takke Mexay 3TMMU MapLupyTusaTopamm U caiTaMu 3aka3yukoB C MCMONb30BaHMEM YMNOMSIHYTbIX
Tabnuu nepecbInku, KoTopble coaepXaT MHOpMaLMI0O O AOCTYNHOCTU HA CETEBOM YpoBHe (B oTnuume oT ceTert VPLS', roe
Tabnuvubl NepecbINiki coaepxaT MHopMaumio 0 JOCTynHOCTH Ha ypoeHe MAC, kak onucaHo B pasgene 7.0).

Mpumep VPRN nokasaH Ha NpUMBEOEHHOM HWXE PUCYHKe, TAe TPU rpaHuM4YHbIX Maplipytu3aTtopa ISP coeavHeHbl yepes
MOMHOCBA3HYIO CeTb TyHHenewn IP n cnyxat ans cBssn mexagy 4 maplpyTtnsatopamm CPE. OguH us mapwpyTtmsatopos CPE
umeeT aBa coeauHeHus c ISP. B aTtom cnyyae oba kaHana mMoryT GbiTb akTMBHbI UMM MOXET NPUMEHSITBCS, MOKa3aHHbIA Ha
pUCYHKE BapuaHT «OCHOBHOMN-pE3epBHbINY. TEPMMHOM «0OXOOHOM» KaHanm Ha PUCYHKE O3HAYEHO COEAVMHEHWE MeXAy ABYMS
nonb3oBaTeNbCKMMMU caTamu, He ucnoneaytollee ceTb ISP.

10.1.1.0/30 +-------- + +--—————- + 10.2.2.0/30
+---+ |Tpaunun. | TyHHeNnbL IP |Tpaunun. | +---+
|ICPE|------- |MapuwpyT. |[<-----=-———-—-—-——————— >|mapupyT. | ------- |CPE |
+---+okxoneun | ISP | 10.9.9.4/30 | ISP | okoHeUH+———+
KaHan +-------- + Fo——————- +KaHan
A I I A
| - |
+---=( )-—-—-+

TyHHeNn» IP +-------- + TyHHenr IP
|Tpaunusn. |
+-———————— >|MapuwpyT. |<---—---—---- +
10.9.9.8/30 |ISP | 10.9.9.12/30
PeBepBHE t-—————— + o6xomHOM
KaHan | | KaHan
OKOHeYH. KaHaxn | | okoHeuH. kaHan
| |
+--—+ +--—+
to—mmm |CPE | ICPE| ... ii ittt
10.3.3.0/30 +---+ +---+ 10.4.4.0/30

PucyHok 5.1. lMpumep VPRN.

OcHoBHbIM npevmMywectsoMm VPRN gaBnsieTca MMHUMU3aUMs CRIOXHOCTEN, CBA3aHHbIX C HAacTpownkon maplupytusatopos CPE.
[ns Takux MapLupyTU3aTopoB rpaHW4YHbIN MaplipytusaTop ISP BbIFMSAMT, Kak COCEAHUA MapLupyTM3aTtop CBOEW CeTw,
KOTOpOMYy Tpaduk nepenaércs C UCNOMb30BaHNEM MPUHATOrO MO YMOMYaHuo maplipyTta. TyHHenbHas ceTb AN nepegayu
Tpacduka opraHudyeTcs Mexay rpaHudHbiMM Mmaplpytmudatopamu ISP un He 3atparuBaetr Maplpytusatopos CPE. B
pesynbTaTe W3OEpPXKKW, CBA3aHHble C OpraHusauvMen u MNoAAEpPXKOW TyHHenewn, a Takke HaCTPOWMKOW MapLupyTusaumu,
nepeHocaTca Ha ISP. Kpome Toro, gononHutenbHble crnyxobl, Tpebywwumeca ans pabotel VPN (Takue, kak MexceTeBoe
aKkpaHmpoBaHue n noggepxka QoS), moryT obecneunmBaTbCA HEOOMBLUMM YUCIIOM FPaHUYHBLIX MapLipyTusaTopoB ISP BmecTo
UX pa3BEPTbIBAHNS HA8 MHOTOYMCIIEHHBIX W NOTEHLMAnNbHO pa3HopoAHbIX ycTponcTeax CPE. OpraHvsaumio n nogaepxky HOBbIX
cnyx6 TakKe MOXHO CYLLECTBEHHO YNpPOCTUTb, NOCKOMbKY Afs 3TOro He noTpebyeTcs obHoBneHne obopyaosaHus CPE. 3To
NpenMyLLEecTBO OCOBEHHO BaXHO B Tex Criyyasx, Korga MMeeTcs MHOXeCcTBO aboHeHTOB, mcnonbayrowmx ycrnyrm VPN gns
AocTyna B KopropaTuBHble ceTu. B 3ToM cmbicne gaHHas MoAerb MoXoXa Ha Knaccuyeckyt TenedOoHHYHo CeTb, rae HOBble
ycnyru (Hanpumep, oXxvaaHue Bbi3oBa) MoryT 6biTe peann3oBaHbl 6e3 3ameHbl aboHeHTCKoro o6opyaoBaHus.

VPRN otnnyatotcsa ot cetent VPN, rge cetb TyHHenew BknodaeT maplipytudatopbl CPE, a ceTb ISP obGecneunBaeT Takke
YCNYyrM KaHanbHOrO YpPOBHS. Takve ceTu MoryT ObiTb peanu3oBaHbl C WUCMONb3oBaHMEM MHoxecTBa VLL wmexay
MapwpyTtusatopamm CPE (cm. paspen 4.0), korga cetb ISP obecneuvBaeT MHOXECTBO COEOMHEHUN «TO4Ka-Touka» Ha
KaHanbHOM ypoBHe unun ¢ nomoubto VPLS (cm. pasgen 7.0), rae cetb ISP mucnonb3yetca ana amynsauum cermenTa JIBC ¢
MHOXECTBEHHbIM AOCTynoM. Takme cueHapun obecneunBaloT noTpedbutenam GonbLiyo rmbkocTb (Hanpumep, Mexay cantamm
3aKasyMka MOXHO Mcnonb3oBaTtb MOy Mapupytmu3auyno IGP u ntobble NMPOTOKOMbI), HO OObIYHO AOPOXE WU CIOXHEee B
HacTpovike. Takum o6pa3om, B 3aBMCMMOCTM OT TpeboBaHWIN 3aka3ynka MOXeT OKa3aTbCs boree nMoaxoodlWwuM pelueHne Ha
ocHose VPRN wvnu VPLS.

Mockonbky VPRN obecneunBaeT nepecbiniky Ha CETEBOM ypoBHe, eauHudHaa ceTb VPRN MoxeT HenocpencTBEHHO
noaaepXnBaTb TONBbKO OAMH MPOTOKON CETEBOro YpoBHSA. [py peanusaumm MHOronpoTOKOMbHbLIX CUCTEM MOXHO MCMONb30BaTh
oTaenbHyto ceTb VPRN ana Kaxgoro npoTokona CEeTEBOrO YPOBHSA WM TyHHENWPOBaTb OOMONHUTENbHbIE MPOTOKOMbI C
MCMOMb30BaHNEM OCHOBHOIO (Hampumep, TyHHenupoBaTb OTNMYHble oT IP npoTtokonsl Yepes IP VPRN). Kpome TOro, MoxHo
ucnonb3oBaTb ceTb ISP ansa obecneveHns coeAMHEHU Ha KaHanNbHOM YPOBHE, kak Ans VPLS (cM. Bbiwe).

Bonpockl, koTopble HyxHO pewaTtb Ang VPRN, BkntoyaloT HavanbHyl0 HACTPOMKY KOHdurypauuu, onpegeneHve rpaHnyHbIM
MapLupyTtusaTtopom ISP Habopa kaHanoB B kaxgow cetn VPRN, yctaHoBKka Opyrux MapLupyTM3aTopoB, KoTopble 6yayT BXoauTb
B VPRN, a Takke ykasaHue agpecHbix npedwukcoB |P, koTopble OyayT AOCTYMHbI Yepe3 KaxAbll OKOHEYHbIM KaHarn,
onpegenexHve Mapupytusatopom CPE Habopa agpecHbix npedumkcoB IP, gns kotopbix nakeTel OygoyT nepecbinarbcd
rpaHnyHoMy MaplipyTtmnsatopy ISP, mexaHmsm pacnpoctpaHeHus uHgopmaumMm O [[OCTYMHOCTM OKOHEYHbIX Y310B
COOTBETCTBYIOLLEMY MHOXECTBY MapLupyTu3atopoB ISP n opraHmsaums ucnonb3oBaHWs TyHHenen Ans nepegayun tpaduka
AaHHbIX. OTMETUMM TaKke, YTO MHOrme m3 cBasaHHbIXx ¢ VPRN BonpocoB oTHOCATCA 1 K onvcaHHOMY Hwbke cueHapuio VPLS ¢
3aMeHoW agpecaumn CeTeBOro YpoBHA Ha agpecauuio KaHanbHOro YpoBHS.

OtmeTum, 4yTo padoTta VPRN He npuBsizaHa k MexaHW3maMm, UCrnonb3yembiM Ha canTax notpebutenen ona goctyna B Internet.
B TunoBoM cueHapuu oouvH rpaHnyHbIA MaplipyTusaTop ISP 6yaeTt obecneyrBaTtb Nonb30BaTENbLCKOMY CaWTy MOOKMYEHNE K
VPRN u poctyn B Internet. B aTom cnydae maplpytusatop CPE Gyget npocto ucnonb3oBaTb MPUHSTHIR MO YMOMYaHUIo
MapLUpyT, YKasblBalOWMIA Ha rpaHn4dHbIA MapipyTtmnsatop ISP, a ToT 6ynet HanpaBnsatb Tpadgumk B cetb VPRN u Internet, a
Takke obecrnevmBaTb MEXCETEBOE 3KPaHUPOBaHWE Ha rpaHuuax AOMeEHOB. [onb3oBaTeNbCKUA CanT MOXET MOAKMOYATLCA K
Internet yepes mapuwpyTtusaTtop ISP, He yyacTteytowmi B pabote VPRN, nnn gaxe oTHocawmnca k gpyromy ISP. B atom
cnyyae yctponctBo CPE [OMKHO CamMOCTOATENbHO OTAENSATb 4YacTHeI Tpadwuk oT Tpadwmka Internet n obecneumsaTb
MeXceTeBOe 3KpaHMpOBaHUe.

"Virtual Private LAN Segment - cermeHT BUpTyanbHoi yactHoii J1IBC.
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5.1.1 Tononozaus

Tononorus VPRN moxeT npeactasnatb cobor nonHocessHyto (full mesh) cetb TyHHenen mexagy Bcemn ysnamm VPRN nnm
UCMomnbL30BaTb WHOW BapuaHT COedVHEHWIN (HanpuMep, MOAKMIYEHNe Kaxaoro yaanéHHoro odmca Kk Gnwkanwemy
pernoHanbHOMY Y31y U MHOTOCBSI3Hasi CeTb COEAMHEHWNIN MeXay pervoHarnbHbiMu y3namu). B cetax VPRN ¢ ncnonbsosaHnem
TyHHenen IP opraHusauusi NOMHOCBSI3HOW CeTW coeAmHeHun ByaeT CTOWTb CYLLECTBEHHO AelleBfie, Hexenu opraHvsaums
Takow ceTn Ha PU3NYeCKOM ypOBHE (Hampumep, Mo apeHAyeMblM FMHWSAM) UKW UCMONb30BaHWe MeTOAa TYHHEeNMpOBaHuWs,
Tpebytowero BbliaeneHns pecypcos (Hanpumep, Frame Relay DLCI) Ha ycTporcTBax, UCMOMb3yeMbIX AN MOOKMHYEHNS K
rpaHnMYHbIM MapLupytusatopam. lonHocBsAsHasa Tononorns obecneumBaeT ONTUMAnbHYO MapLipyTusauuio, korga Tpaduk
Mexay napoi canWToB nepefaétca HanpsaMylo 6e3 npoxoxaeHusl vepe3 TpaH3WTHble y3nbl. [pyrMM npeuMyLlecTBOM
MONHOCBA3HOW CeTU SIBNAETCA OTCYTCTBME HeobxogumocTn HacTpowiku Tononormm VPRN. Tononorvsi coeguHeHuin mexagy
mapuupytmdatopamm VPRN B gaHHOM criyqae npocTto 3agaétcsa HeaBHo. OfHako, €Criv YMCIOo rpaHuUYHbIX MapLupyTusaTopoB
ISP B cetn VPRN cnuwikom Benuko, UCNOMb30BaHWE MONTHOCBA3HOW TOMOMOMMM MOXET CTaTb HenpuemnembiM No npuyvHe
CMNOXHOCTM MaclTabupoBaHus, CBSA3aHHbIX, HAaNnpMMep, C OYeHb GOMbLUMM YuCroMm TyHHenen (n(n-1)/2 gna n cawToB) WK
YNCMNOM MapLipyToB K napTHépam. CeTeBasd MONMUTMKA Takke MOXET NPenaTcTBOBaTb OpraHmsauuv MOSIHOCBA3HOW ceTu
(Hanpumep, agMUHMCTPATOP MOXET NPUHATL PeLUeHe O MPOXOXAEHUW Bcero Tpadumka yepes ueHTpanbHeln canTt). Cnegyet
TaKKe MNPUHMMaTb BO BHUMaHWe, 4YTO MPU BO3HWMKHOBEHWM OLIMGOK B OMOPHOM ceTu IP 4acTb TyHHenen MoxeT TepsATb
paboTocnocobHoCTb (Hanpumep, canT A 6yaeT Buaetb canT B, B Oyaet BuaeTb C, HO ans canta A cant C He ByaeTt AocTyneH
HanpsiMyto) B 3aBUCMMOCTMN OT MOMAMTUKWA MapLUpyTM3aLumm.

Onsi ocHoBaHHbIX Ha ceTax VPRN npegnonaraetcsi, 4to mapuwpytudatop CPE Ha kaxgom nonb3oBaTenbCKOM canTe
NoAKMNoYaeTcs K rpaHWYHOMY MaplupyTtusatopy ISP yepe3 oOMH MMM HECKONbKO KaHanoB «TO4YKa-TOYKay» (Hanpumep,
apeHgoBaHHble nuHUKM, coeanHeHua ATM wunu Frame Relay). MapwpyTtusatopel ISP oTBevyaloT 3a nonyyeHue u
pacnpocTpaHeHne AaHHbIX O AOCTYMHOCTU Mexay cobow. Mapwpytmusatopel CPE gomkHbl 3HaTb MHOXECTBO agpecaTos,
AOCTYNHBIX Yepes KaKAbIN 13 KaHanoB, XOTA OHW MOTyT NPOCTO MOMb30BaTbCA MapLLUPYTOM NO YMOMYaHUIO.

MopgkntoveHne aboHEeHTOB MOXeT OblTb CTaTUYeCKMM (OPraHmMsyloTCsd Ha MOCTOAHHOW OCHOBE) WM  AUHaMUYeCKUM
(opranmnsyetcst no 3anpocy) Ha ocHoBe PPP, TyHHenel (cm. naparpacd 6.3) wnu curHanmsauum ATM. Ons gnHaMmmyeckmx
coeaivHeHW TpebyeTca ayTeHTUdmKaumss NoanMCHMKOB W OMpPedeneHne pecypcoB, KOTOpble MOMyT UM MNPefoCTaBNSATbCSA
(Hanpumep, VPRN, K KOTOpbIM NOAMMCYMK MOXET nogkntovaTecs). MNocne nogkntodeHusa nognucymka k VPRN (1 BbinonHeHus
OOMNONHUTENBHBLIX OMnepauuii Tuna BblAeNeHns AvHamMunyeckux agpecoB |IP) nocnegyrollee ncrnonb3oBaHWe MeXaHW3MOB WU
cnyx6 VPRN He OyaeT 3aBuceTb OT TUNa NoaknoyeHns aboHeHTa.

5.1.2 Adpecayus

Wcnonbdyemas B VPRN agpecaunss moxeT ObiTb He CBA3aHHOW C ajapecamum onopHou ceTtu IP, Ha OcHOBe KOTOpOW
opraHmnsoBaHa 3ata VPRN. B uyacTtHocTM, MOryT mcnonb3oBatbcsa agpeca |IP u3 npuBaTtHbix 6rokoB [4]. Yepe3 oamH Habop
PU3NYECKNX YCTPOMCTB MOXET ObiTb opraHudoBaHo MHoxecTBo VPRN, npmyém wx agpecHble npocTpaHcTBa MOryT
nepeKpbIBaTbLCS.

5.1.3 lNepechkbinka

Cetb TyHHenen VPRN dopmupyeT HanoxeHHyto ceTb NOBEPX onopHon cetu IP. B kaxaoM 13 rpaHnyHbIX MapLupyTM3aTopoB
ISP gomxHo npucyTtctBoBaTh cneundudHoe ans VPN cocTosiHue, no3sonsioLllee nepechinartb NakeTbl U3 OKOHEYHbIX KaHamnoB
(BxoaswWmMA TpadmK) Ha COOTBETCTBYHOLLMA MapLUpyTM3aTOp CreaylLwero MHTepeana, a nakeTtbl M3 siapa ceTu (UCXOAALMiA
Tpaduk) - B COOTBETCTBYIOLLMIA OKOHEYHbIN KaHan. [ina cnyyaes nogdepxkv Ha mapLlupyTtnsatope ISP MHOXeCTBa OKOHEYHbIX
kaHanoB ogHon cet VPRN, TyHHenu MoryT 3aBepLluaTbCs Kak Ha 3TOM MapLupyTM3aTope, Tak U Ha OKOHeYHbIX kaHanax. B
nepBoM crydae HyxHa crneumduyHan ana VPN tabnuua nepecbinikun ncxogsiiero Tpaduka, a BO BTOPOM Takas Tabnuua He
TpebyeTca. B obwem cnyvae cneundpuuHaa ana VPN Ttabnvua nepecbinkn HyxHa AnS BXOASALWEro HanpasneHusl, YTobbl
0TNpaBnATb TpanK N3 OKOHEYHOTO KaHana B COOTBETCTBYIOLWMI TyHHenb IP B HanpasneHun sgpa.

Mockonbky VPRN paboTaeT Ha mMexceTeBOM ypoBHe, AN nakeToB |IP, nepefaBaembix Yepes TyHHEIb, MONe BPEMEHW XU3HU
(TTL'") GyoeT oekpeMeHTMpOoBaThCS, Kak 06bI4HO, ANs NpeAoTBpaLleHUss GECKOHEYHOW LMPKYALUM NakeToB Mo CETU B Cryyae
BO3HUKHOBEHUS mapLupyTHor netnn B VPRN.

5.1.4 MHoxxecmeo VPRN uyepe3 00HO coeQuHeHue

OTMeTUM, YTO OAMH U TOT Xe nonb3oBaTenb ycnyr MoxeT umeTb MHOxecTBo VPRN, koTopble oH BMecTe ¢ Tpadumkom Internet
noxenaeTt nepeaasaTtb Yepes 00U OKOHEYHbIN KaHan. [1nsa pelleHs aTon 3agayn CyLlecTBYeT MHOXECTBO BapMaHTOB, HO MX
paccmMoTpeHne BbIXOAUT 3a paMKku AaHHOTO AOKYMEHTa.

5.2 Pa6oTbl, cBAA3aHHbIe ¢ VPRN

TpeboBaHusa n mexaHuambl VPRN obcyxganuck paHee BO MHOXECTBE pasHbIX AokymeHToB. OfHow 13 nepsbix Obina pabota
[10], roe Gbino nokasaHo, YTO B CeTAX C noadepxkon u 6e3 nopgaepxkn MPLS moxeT ObiTb peanusoBaHa oguHakoBas
¢yHkumoHansHocTk VPN. HekoTopble apyrue paboThbl KpaTKo pacCMOTPEHbI HUXKE.

CyuiecTByeT [Ba OCHOBHbIX BapuaHTa mexaHuamoB obecneveHuss B VPRN dyHKUMA pacnpocTpaHeHns uHdopmauum o
NPUHaANeXHoOCTM K [OCTYNHOCTM - HanoxeHue (overlay) m coBmelleHue (piggybacking). Otm BapuaHTbl nogpoGHO
paccmaTtpuBaloTca Hwke B naparpadpax 5.3.2, 5.3.3 n 5.3.4. lpumep mopenn ¢ HanoxeHwem onucaH B [14], roe
paccmaTtpuaeTcs obecnedeHne dyHkumoHansHocTM VPRN ¢ nomoLLblo OTAEMNBLHOMO 3K3eMMspa NpoToKona MapLupyTmM3aumm
ans kaxgon VPN ¢ opraHu3aumer Ttabnuubl MapLipyTM3auMm n Nepecbinikv - Takoe peLleHWe HasbiBaloT BUPTyanbHOW
MapLpyTm3aumnen. Kaxagpin akdemnnap mapwpyTtmnsaumm VPN mn3onvposaH oT MaplupyTm3daumm octanbHbix VPN, a Taikke oT
MapLUpyTM3aumMn ONOpHOM ceTn. ATO NO3BoNSAET Ucnonb3oBaTth B ceTsax VPRN nobble NpoToKoNbl MapLipyTu3aumum (Hanpumep,
OSPF, RIP2, IS-IS), He3aBncumo oT Mapupytmsauum B apyrux VPRN un 1 onopHoii cetn. Mogenb VPN, onncaHHas B [12],
Takke paboTaeT Ha OCHOBE HAaNOXEHWs C UCMONb30BaHWEM BUPTYarbHOW MapLupyTu3aumu. JTOT OOKYMEHT crneumanbHO
opueHTMpoBaH Ha obecneveHve dyHkumoHanbHocT VPRN Ha ocHoBe onopHbix ceterr MPLS 1 onucbiBaeT, kak MOXHO
aBTOMaTM3NpoBaTb pacnpocTpaHeHne uHdopmauun o npuHagnexHoctm k VPRN uepe3 cetb MPLS nytém obHapyxeHus
cocepnen VPN uepes 6a3oByto ceTb TyHHenen MPLS. B pa6ote [31] Mogenb BUpTyanbHoOW MapLupyTusaumm paclumpeHa nyTém
BkntoveHuss obnacten VPN u rpaHuuHbix MaplupyTtmusatopoB VPN wmexagy Takmmm obnactamu. O6nactu VPN moryT
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onpefensatbCs B COOTBETCTBMM C TEeXHWYECKUMW (Hampumep, Tun ceTeBon wuHdpacTpyktypel ATM, MPLS, IP) wnu
aAMUHUCTPaTUBHBIMU acreKkTamu.

B pa6ote [15] onucaHo obecneyeHne yHKUMoHanbHOCT VPN Ha OCHOBE MOAeny COBMELLEHMS B MiaHe pacrnpoCTpaHeHus
MHopMaLMM O NPUHAONEXHOCTM U AOCTYMHOCTU, KOTopas nepedaétca B nakeTax NpoTokona maplupytusaumm BGP4' [32].
VPN cospatoTtcsa ¢ ucnonb3oBaHvem npasun BGP, koTopble cnyxaTt ons KOHTPoOns B3avMOAENCTBUst mexay cavtamu. B [13]
Takke WUCMonb3yeTcsi pacnpoctpaHeHne mHgopmaumm no npotokony BGP u cBegeHus o JOCTYNHOCTM M3 3TOrO NpoToKona
cnyxat ansa opraiusauum MPLS LSP (CR-LDP unu pacwmpeHHbix RSVP). B otnnyne oT apyrMx BapuaHToB B AaHHOW MoAenu
ansi peanusauun dyHkunii VPN TpebyeTcst yyactue mapipyTtnsatopos CPE.

5.3 basoBble Tpe6oBaHusa VPRN

MmeeTca mHOXecTBO obwmx TpeboBaHui, KOTOPbLIM AOMKHbI cooTBeTCTBOBaTh BCee peweHus VPRN Ha Gase ceteir, n ectb
MHOXECTBO pasHbIX MEXaHU3MOB, KOTOPbIE MOTYT NMPUMEHSTbCA ANA BbINONMHEHUs Takux TpebosaHuin. BasoBble TpeboBaHwms
BKITHO4AIOT:

1) Wcnonb3osaHue rnobanbHO YyHUKanNbHbIX waeHTUdMKaTopoB VPN ana obecneveHnss BO3MOXHOCTM ykasaTb
KoHKpeTHyto VPN.

2) Onpepenenne npuHagnexHoct kK VPRN. 'paHnYHbIN MapLupyTM3aTop AOMKEH onpeaennTh OKOHEYHblE COeANHEHMS
c kaxgon VPRN, a Takke Habop maplupytusatopoB gaHHon VPRN.

3) WHdopmauusa o JOCTYNHOCTU OKOHEYHbIX CoeAMHEHUN. [paHuYHbIA MapLUpyTU3aTop OOSbKEeH onpedenuTb agpeca u
npeduKchl, JOCTYMHbIE YePe3 KaXAbl OKOHEYHbIN KaHan.

4) WHdopmauma o goctynHoctu BHyTpu VPRN. lNMocne Toro, kak rpaHnyHbIn MapLupyTusaTop Onpeaenut MHOXeCTBO
NpedurKCcoB, CBA3AHHBIX C KaXAbIM N3 CBOMX OKOHEYHbIX KaHarnoB, 3Ta MHopmaumsa AomkHa ObiTb pacnpocTpaHeHa
BCEM OCTarbHbIM rpaHWyHbIM MapLupyTusatopam VPRN.

5) MexaHn3m TyHHenupoBaHus. [paHW4YHBIN MapLpyTU3aTop AOSMKEH opraHv3oBaTb Tpebyemble TyHHenu K Apyrum
mMapLupyTmdatopam, Bxoaawmm B VPRN, 1 BbINOMHATL MHKaNCYNALMIO U AeKancynaumio Ans nepegayn nakeToB yepes
TYHHENW.

5.3.1 UBenmugpukamop VPN

IETF [16] u ATM Forum [17] ctaHgapTM3oBanv eavHbln hopMaT YHUKanbHbIX B rmobanbHoOM maclitabe vaeHTudgukaTtopos
VPN - VPN-ID. ®opmaTt VPN-ID aBnseTcs eguHbIM, HO CeMaHTUKa U NnpumeHeHre pasnuyatoTtcs. MNMpuynHa atoro obycrnosneHa
XenaHvem mncrnonb3oBaTb OOUH M TOT Xe MAEHTUMKATOP ANA pasnUyHbIX TexHorornin u mexaHusmos. Hanpumep, VPN-ID
MOXeT BkrntovaTbes B 6a3y MIB ansa ngeHtudgpmkaumm VPN ¢ uenamu ynpaenenusi. VPN-ID MoxeT ncnonb3oBaTbCsi HA YpOBHE
ynpaBneHus, HanpuMep, Ans npueasku TyHHenst kK VPN B MOMEHT opraHusauumm 3Toro TyHHensi. Bce npoxopsiuiuve yepes
TYHHenb nakeTbl 6yayT HesBHO cBasbliBaTbCa ¢ AaHHoM VPN. Naentndukatop VPN-ID MoXeT NpuMeHATLCA B MHKancynsaumm
Ha ypoBHe AaHHbIX, YTO MO3BONSET SBHO pa3nuyaTtb naketbl kaxaon cetn VPN. Ecnn VPN peanusyeTtca ¢ Mcnonb3oBaHMem
pasHbIX TexHonorun, (Hanpumep, IP n ATM), ana Bcex TEXHOMNOMMIN MOXET UCMONb30BaTbCHA OOUH uaeHTUdUKaTop. TOYHO Tak
Xe OOVH ngeHtTudumkaTop MoXeT npumeHaTbes Ans VPN, opraHM3oBaHHbIX Yepe3 MHOXECTBO aAMUHUCTPATUBHbLIX JOMEHOB.

BonbwmHcTBO paspaboTaHHbix cxem VPN (Hanmpumep, [11], [12], [13], [14]) TpebyeT ncnonb3oBaHma VPN-ID B naketax
ynpaenennss Wwunu AaHHbIX ANs NPUBA3KM Kaxaoro naketa K KoHkpeTHo VPN. Xota Takoe ucnonb3oBaHue VPN-ID
NPUMEHSIETCS LLUMPOKO, OHO He SIBMNSIeTCS NoBceMecTHbIM. B paboTe [15] onncaHa cxema, rae none npoTokona He NpuMeHsieTcs
ana  maeHtndukaumm VPN onuvcaHHbIM crioco6omM. B atoi cxeme VPN c TOuYkM 3peHusi nonb3oBaTtens sIBNSOTCS
aOMUHUCTPATUBHBIMU KOHCTPYKUMSIMU Ha ocHoBe npasun BGP. NmeeTtca MHoxecTBo aTpubyToB, CBA3aHHbLIX C MapLupyTamu
VPN (npeHTndwmkatopel mapwpytoB, VPN otnpaButens u nomnyyartensi), KOTOpblE MNPUMEHSIIOTCS HUXenexalnmm
NpoTOKONaMu Ansi U 3Tu e aTpubyTbl NCnonb3yroTcst MexaHnamamu BGP npu co3ganmm VPN, HO B 9TOW CXeMe HET HUKaKoro
aHanora VPN-ID, ncnonb3dyemoro B 4JaHHOM JOKYMEHTe.

OTtmeTnm Takxke, 4to B [33] onpedeneHa MynbTUNPOTOKOMbHaA WHKaNCynsauus Ans wucnons3osaHus ¢ ATM AALS u
ctaHgapTHbIx VPN-ID.

5.3.2 Hacmpolika u pacnpocmpaHeHue KOHghu2ypauuoHHbIx 0aHHbIXx VPN

Ons opranmsaumm VPRN wunu pobaBneHnss HOBbLIX MOMb3oBaTenbCkMx canTtoB B cyuwectsyowyto VPRN  rpaHunyHbIv
MapLupyTu3atop ISP gomkeH onpefnenuvTb, kakMe OKOHeYHble KaHanbl cBa3aHbl ¢ kakumu VPRN. [ns ctatuyeckux coeamHeHunmn
(Hanpumep, ATM VCC) aTta nHopmaumsa gormKHa ykasbiBaTbCA B KOHUIypauuy rpaHUYHOro MapLupyTusaTtopa, NOoCKOMbKY OH
He MOXeT y4YecCTb Takue NpuBA3ku camocTosTenbHo. OaHUM u3 pewennii aenatTcea 6assl SNMP MIB, nossonsiowme cBs3aTtb
nokarbHble OKOHeYHble kKaHarnbl ¢ VPN.

Onsi aBoOHEHTOB C OUHaMU4YEeCKMM MOAKM4YeHneM K ceTu (Hanpumep, TyHHenn PPP) MOXHO opraHu3oBaTb MpUBSA3KY
OKOHeuHbIX coegmHeHun Kk VPRN, kak yacTb npouecca ayTeHTUdUKaUUM Nonb3oBaTensi, KOTOPbIA NPUMEHSeTCa AN Takux
OWHamuyecknx coeguHeHun. Hanpumep, VPRN, K KOTOpon npuBsA3biBaeTCs Monb3oBaTesflb, MOXET onpegenstbcs no
AOMEHHOMY WMEHW, WUCMOoNb30BaHHOMY nNpu ayTeHTudukauum PPP. Ecnn ayTeHTudukauus nonb3oBaTens 3aBepLumnachb
ycrnewHo (HanpvMep, C NMOMOLLbI CepBepa), HOBOE AUHAMUYECKOE COeAMHEHWE MOXET ObiTb mpuBs3aHo Kk HyxHoh VPRN.
OTMeTUM, 4TO cTaTMyeckMe KOHUIypauMOHHble AaHHble MO MPEXHEMY HyXXHbl (Hanpumep, CMMCOK YMNOMHOMOYEHHbIX
nonb3oBatenen Ana kaxgon VPRN), HO 3Tu KOHMUrypauuoOHHble [AaHHble MOryT XpaHWTbCA Ha BHELWHEM cepBepe
ayTeHTUdUKaumm, a He Ha rpaHu4HOM MapLupyTtu3atope ISP. HesaBucrumo OT TOro, siBnseTca coeanHeHne CtaTtudeckumM unm
AVHaMWYECKUM, C HUM MOXeT BbITb cBA3aH naeHtudmkatop VPN-ID, ykasbiBatowmn Ha koHkpeTHyo VPRN.

[Mocne onpeaeneHns NpuBA30K OKOHeYHbIX KaHanoB K VPRN kaxabii rpaHUYHbBIN MapLLUpYTM3aTop AOMMKEH NAeHTMdUUMpoBaTb
ApYrve rpaHnyHble MapLupyTusaTopsbl (Mnn, No KpawHen mepe, NyTW K HUM), NOAAEPXUBalOLLUME APYrMe OKOHEYHble KaHamnbl B
AaHHon VPRN. MocneaHee HeABHO yKasbiBaeT Ha CyLLECTBOBAHME HEKOro MexaHu3ma, C MOMOLLbI0 KOTOPOro HacTPOEeHHbIe
rPaHNYHble MapLUpPyTU3aToOPbl MOTYT NUCMOMb30BaTh TakMe AaHHbIe O FPaHNYHBIX MapLUpyTM3aTopax WKW OKOHEYHbIX KaHanax
ANS  nocrnepyiolen opraHusaumm Mexgy HUMWU MOAXOAAWMX TyHHenew. 3ajaya pacnpocTpaHeHus wuHdgopmaumm o
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npuHagnexHoctTn kK VPRN mexay BOBNEYEHHbIMK B 4EMNO rPaHNYHbIMU MapLUpyTU3aTopamm MOXeT ObiTb peLleHa HECKONbKMMM
crnocobamu, pacCMOTPEHHBIMUN HUXKE.

5.3.2.1 NMpocmoTp KaTanoros

YyacTtHukn koHkpeTHon VPRN (T. e., rpaHuyHble MapLupyTM3aTopbl, nogdepxusatolime okoHeyHble kaHanbl B VPRN, u
MHOXXECTBa OKOHEYHbIX KaHaroB, MPUBS3aHHbIX K rpaHuYHbiM MaplipyTtnsatopam VPRN) moryT ObiTb ykasaHbl B KaTarnore
(directory), K KOTOPOMY rpaHWYHblE MapLUPyTU3aTOPbl MOryT NPWU CTapTe obpalLaTbCsa C NOMOLLLI0 TOFO UMW MHOTO MexaHu3ma
(Hanpumep, LDAP' [34]).

MCMOMb30BaHNe KaTanoros BO3MOXHO KaK Mpu MOMHOCBSA3HOW, Tak U Npy NpOU3BOSbHON Tononorni. B cnyvyae nonHOCBS3HON
TOMOMOMMM MOBCEMECTHO PacMpOCTPaHAETCs MONHbIN CMUCOK MaplipytusaTtopos, Bxoaswmx B VPRN. [ns npownsBomnbHON
TOMOMOMMM pasHble MapLUpPyTN3aTopbl MOTyT Nony4vaTb pa3nunyHble cnucky yyactHukos VPRN.

Mcnonb3oBaHne KaTanoroB MO3BOSSIET MPOBEPUTH MOSIHOMOYMST OO PacCMpOCTPaHEHUs MHopMauMn O MPUHALMEXHOCTU K
VPRN, 4yTto MOXeT ObiTb nonesHo anst criyyaes, korga VPRN npoxoauTt yepe3 MHOXECTBO afMWHUCTPATUMBHbLIX OMEHOB. B
TakMx Crny4asix MOryT TaKkKe WCMoNb30BaTbCA MPOTOKOMbHbIE MEXaHu3Mbl obMeHa Mexay katanoramu WHdopmauuen o
npuHagnexHoctn kK VPRN.

TpebGyeTcs Takke TOT MMM MHOW MeXaHW3M CUHXPOHM3auMKu Gas AaHHbIX (Hanpumep, TPUITEPHLIA UMW PerynsipHbIA onpoc
KaTanora rpaHuW4YHbIMU MapLupyTM3aTOpaMu UM aKTUBHOE «BbiTankuBaHWe» OGHOBMEHWA B rpaHuWYHble MapLipyTU3aTopsbl
caMVM KaTtanoromM) Ans Toro, Ytobbl BCe rpaHnYHble MapLIpyTU3aTopbl UMENKN akTyanbHy MHGOPMaLMIO O NMPUHAAMNEXHOCTU K
VPRN.

5.3.2.2 SlBHasa KoHcurypaums

MoxHo onpegenute VPRN MIB ana ueHTpanu3oBaHHOrO ynpaBfieHUS CUCTEMOWM C BO3MOXHOCTbKO HACTPOMKW Kaxdoro
MapLupyTm3aTopa, obecneunBatoLLe MOEHTUMOUKALNIO BOBNEYEHHBIX MPaHNYHbIX MapLUPYTU3aTOPOB M CTaTUYECKMX OKOHEYHbIX
KaHanoB, npuBsA3aHHbIX K VPRN. 3ToT MexaHu3m, nogobHO KaTanoram, NoadepXuBaeT MOMHOCBA3HYIO M MPOW3BOJIBHYHO
Tononoruio. pyrMM MexaHuamMoM LEHTPaNM30BaHHOIO YNpaBfeHNst MOXET CIYXWUTb cepBep ynpasneHus u npotokon COPS?
[35] ana pacnpocTpaHeHusi uMHdopmauun o npuHagnexHocTn k VPRN wu npaBunax (Hanpumep, aTpubyTbl TyHHENEW,
ucnornb3yemMble Npu opraHn3aummn TYHHeNen, kak onmcaHo B [36]).

OTMeTMM, YTO TaKOM MexaHW3Mm MO3BOMSET ynpasrnstowen cTaHumm TpeboBaTb CTPOron NPOBEPKW MOFTHOMOYMI, a C OpYyron
CTOPOHbI OH MOXEeT 3aTpyAHATb HaCTPOMKY TrpPaHWYHbIX MapLUpyTU3aTOpOB, HAaXOAALWMXCA 3a npeaenamm  CUCTEMbI
ynpasnenus. [laHHas Mogenb MOXeT paccMaTpuBaTbCs, Kak YacTHbIM Crlyvyail Mogenu ¢ katanoramum B TOM CMbICrie, YTO
KaTanorn ynpaeneHuss MoryT ucnonb3oBaTtb 6asbl MIB gns «BbiTankMeaHusay uHdopmauum o npuHagnexHoctTn k VPRN B
BOBJIEYEHHbIE rPAHNYHbIE MApLUPYTU3aTOPbl B MPOLIECCE HACTPOWKN NOKamnbHbIX OKOHEYHbIX KaHarNoB UM Mo ero 3aBepLUEHNIO.

5.3.2.3 CoBMmellieHMe C NPOTOKONaMU MapLupyTUusauum

WHopmaumsa o npuHagnexHoctm k VPRN moxeT ObiTb goGaBneHa K nakeTam NPOTOKOSOB MapLupyTu3auuyM Ha KaxaoMm
rpaHM4YHOM MapLupyTusaTope onopHoun cetu IP, nockonbky 310 06ecneunt agpeKkTMBHBIN cnocob pacnpocTpaHeHns AaHHbIX
yepes ceTb MeXAy y4acTBYIOLMMU B MpoLeccax rpaHUYHbIMKM MapLupyTusaTopamu. B 4acTHOCTK, Kaxabli MapLUPYTHLIA aHOHC
KaXKAoro rpaHNYHOro MmapLupytusaTopa MOXeT BKNoYaTb No MeHbLuen Mepe Habop naeHtndumnkatopos VPN, cBA3aHHbIX C 3TUM
MapLUpyTM3aToOpOM, a Takke afdekBaTHYl WHGPOpPMaumio, KOTopas MO3BOMUT APYrMM TPaHWYHbIM - MaplipyTusaTopam
naeHTMUUMpoBaTbh OaHHbIN MapLIpyTM3aTtop W/vnu nyTb K Hemy. [pyrMe rpaHudHble MapLupyTM3atopbl OyayT npoBepsATb
NnonyYeHHble MapLIPYTHbIE aHOHCHI HA NPeAMET Hanu4uusa B HUX OTHOCALLENCS K Aeny MHopmaummn o NnogaepXKmeaembix (T. €.,
BKIMIOYEHHbIX B KOHdurypaumio VPRN. Takas npoBepka MoxeT ObiTb BbINOMHEHAa MYTEM COMOCTABMEHUS MOMNyYEHHbIX
naeHTndukatopoB VPN ¢ 3agaHHbIMKM B nokanbHow KoHgurypaummn VPN. Xapaktep go6aBnsemMon B nakeTbl MHpopmaummn un
CBSI3aHHbIE C 3TMM BOMPOCHI (B YaCTHOCTW, 06nacTb AEACTBMA U CPEACTBA, C MOMOLLBID KOTOPbIX MAEHTUMULMPYIOTCSA y3nbl,
aHOHCUpYOLIME NPUHAANEXHOCTb K KOHKpeTHow VPN) GyayT 3aBuceTb OT MPUMEHSIEMOro MPOTOKONa Maplipytusauum u
UCMonb3yeMoro TpaHcrnopTa.

rlpI/IMeHeHIAe TaKoro MeToda Ha BCexX MapLiupytTmn3aTtopax cetu 6yp.eT obecneynBaTtb OAuHaKoBOeE MnpeacrtaBlieHne MH(bOpMaLlMM
O NpPpUHaAONEeXHOCTU K ceTn u obecneunBaet NPOCTOTY noanep>Xkn NONHOCBA3HON TOMOMOMNN. I'Iop,,qepx(l(a NPON3BOJIbHbIX
TONONOMNIA CroXxHee, MOCKOJ1bKY Tpe6yeT peanunsaumm Toro Unn MHOro MetToa OTCe4Ykn HeHY>XHbIX AaHHbIX.

MpevmMyLlecTBOM AaHHOW CxeMbl ABnsfeTca addeKTMBHOE pacnpocTpaHeHue MHopmauun, ogHako Ansg aToro Tpebyetca
noaaepxXka M3MEHEHHbIX MapLUPYTHbIX @HOHCOB Ha BCEX y3nax MyTW, @ He TOMbKO Ha MPUHMMAaKLWMX y4YacTue rpaHuyHbIX
MapLupyTm3atopax. HegoctaTkom SBRASETCS CyLEeCTBEHHOE YCMOXHEHWEe afMWHWCTPUPOBaHWS, CBA3AHHOE C HaCTPOWKON
obnacTtn genctensa n obnactn pacnpocTpaHeHNss M3MEHEHHBIX MapLUPYTHbIX aHOHCOB. [la n cama HacTpoyika KoHdurypauum
Aana VPRN, npoxoasLmx 4yepes MHOXeCTBO MapLUPYTHbLIX AOMEHOB (M aBTOHOMHbIX CUCTEM) He SIBNSETCA NPOCTbIM AESIOM.

Kpome ToOro, noka He npuvMEHSIETCS TOT WMU WHOW MEeXaHW3M 3aluTbl MapLUpyTHbIX OBGHOBMEHWN, obecneunBatoLLnii
BO3MOXHOCTb MX YTEHWS TONbKO BOBMEYEHHBIM B NPOLIECC MPaHUYHBIM MapLipyTM3aTopaM, 3Ta cxema nonaraeTcsl Ha Moferb
[0Bepus, rae npeanonaraeTcsl, YTo BCe MapLUpyTU3aToOpbl Ha NyTU MOryT MonyvaTb 3Ty MHdopMauuio. B 3aBucumoctu ot
NMPUMEHSIEMOrO MPOTOKONAa MapLUPyTU3aUMM Ha MPOMEXYTOYHbIX MaplupyTM3aTopax (B 4YacCTHOCTM Ha  TIPaHUYHbIX
mapLupyTmaatopax AS®) MoxeT noTpe6GoBaThCs KILIMPOBAHWE TAKUX aHOHCOB W, BO3MOXHO, WX PacrnpoCcTpaHeHWe B Apyrue
NPOTOKOSbl MapLUpyTU3aLmn.

Kaxpgas u3 onncaHHbIX cxeM xopolla Anga onpeaenéHHbix ycnosun. OTMETUM, YTO Ha NpaKTUKe NOoYTU BCeraa MMeeTcs HeKun
LeHTPanM30BaHHbIN KaTanor uny cuctema ynpasneHns ans noaaepXkkn nHdopmauum o npuHagnexHoctn k VPRN - Takon, kak
CMUCOK rPaHNYHbIX MapLIpyTM3aTOPOB, KOTOPLIM MO3BONEHa noaaepkka KoHkpeTHon VPRN, nprBaskn cTaTMyecKkMx OKOHEYHbIX
coeanHennii K VPRN unu gaHHble ona ayteHTudmkaumm u npoBepKn NOSTHOMOYMI MONb30BaTeNer, NOAKITIOYAOLWNXCSA K CeTH
no AvHaMWYECKUM KaHanam. 3Ta uHpopmauusa [orkHa COXPaHATbCA B TOW WM MHOM 6Gase [AaHHbIX Tak, 4ToObl
[ONONHUTENbHbIE AEWCTBUSA MO nepefave KOHMUrypauMoHHbIX AaHHbIX B FPaHWYHble MapLupyTuM3aTopbl u/unu obecnevyeHue
[OCTyna rpaHUYHbIX MapLUPyTU3aTOPOB K Takow MHOPMaLUn He ObINO CAWLLIKOM 06pEMEHUTENBHBIM.

'Lightweight Directory Access Protocol - o6neryeHHblIi IPOTOKOM AOCTYNa K KaTtanoram.
2Common Open Policy Service - oTkpbITas cnyx6a npasun o6LLero HazHaYeHus!.
SABTOHOMHas cucTema.
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5.3.3 UHghopmayust o docmynHOCMuU OKOHeYHbIX KaHaso08

Ectb gBa acnekta [OCTYNMHOCTWM TYMUKOBBLIX CanWTOB - CNOCOO, C MOMOLLbIO KOTOPOro rpaHuyHble MaplupyTmusatopbl VPRN
onpepenaoT Habop agpecos u npedmkcoB VPRN, AOCTYNHbIX Ha KaXaoM TYNMUKOBOM cainTe, 1 cnocob, C NOMOLLBI KOTOPOro
mapLupyTmsaTtopbl CPE y3HaT 06 agpecartax, QOCTYMHbIX Yepes KaxkAbl TYNUKOBbIN kaHan. B oboux cnyyasx rpaHudHOMY
MapLupyTusatopy ISP HyxHa oanHakoBas onepaums - Habop agpecoB VPRN Ha caviTe 3akasumka, HO MapLipytusaTopam CPE
HY>XHa apyrasi UHpopmMaLms.

5.3.3.1 CueHapum NOAKIHOYEHNA OKOHEYHbIX KaHanoB

5.3.3.1.1 O6wee coeguHeHune ana VPRN u Internet
MapuwpyTtnsatop CPE nogknioyéH ogHMM KaHanom K rpaHMyHomy mapupyTtusaTtopy ISP, koTopbii obecneumBaeT cepsuc
VPRN v nogkntoyeHue K Internet.

9710 npocTenwmin cnyyva u mappytmusatopy CPE HyxeH nub MCnonb3yembliii N0 YMOMYaHW MapLlipyT K rpaHW4HOMY
MapLupyTtusaTtopy ISP.

5.3.3.1.2 OtpenbHoe coeauHeHune ansa VPRN
MapuwpyTtnsatop CPE coeamHsieTcs ogHUM KaHamom C rpaHU4YHbIM MaplipyTusaTopoM ISP, koTopbii obecneunBaeT ycnyru
VPRN 6e3 goctyna B Internet.

MapwpyTnsatop CPE gomkeH 3HaTb MHOXeCTBO HenokanbHbix agpecatoB VPRN, fOCTyMHbIX Yepes aToT KaHan. OTo MOXeT
ObITb 0OOWMI NpeduKC MNKU rpynna paspo3HEHHbIX MpedUuKCcoB. OTW AaHHble AOMKHbl ObiTe BKIOYEHbI B KOHUrypauuio
maplpyTusaTtopa CPE craTtuyecku mnu onpegeneHbl M C MOMOLLbIO 3anyLieHHoro npouecca IGP'. [ns npoctoTel 6yaem
npegnonaratb, 4To B kadectBe IGP ucnonb3yetca npotokon RIP, xoTa 310 mMoxeT 6biTb u niobon gpyron IGP. Kpaeson
maplupyTusatop ISP 6ynet nepepasatb atomy aksemnnsapy RIP mapwpytsl VRPN, koTOpble OH y3Han ¢ NMoMOLLb0 TOro Unm
WHOrO MexaHu3ama onpegenenus goctynHoctn B pamkax VPRN (cm. naparpad 5.3.4). Otmetum, yto ak3emnnsp RIP Ha
yctponctee CPE u nobon aksemnnsap npoTokona MapLupyTm3aumu, cryxawmn ana onpegenenduns goctynHoctn sBHytpn VPRN
(naxe ecnum ato RIP), He cBa3aHbl mexay cobomn 1 MapLUpyTbl MEXAY HUMW pacnpoCTpaHaeT rpaHnYHbIN MappyTtusaTop ISP.

5.3.3.1.3 MHorogomble NoAKO4YeHUsA
MapuwpyTtnsatop CPE nmeet MHOXeCTBO NoakntodeHuin k cetu ISP, koTopble obecneyvmBatoT coeguHenne B VPRN.

B aTom cnyyae Bce rpaHunyHble MapLupyTusaTopbl ISP moryT aHoHcnpoBaTh oanHakoBble MapLupyTel VPRN k mapLipytusaTtopy
CPE, koTopbiin B pesynbtate Oyaet BuaeTsb, 4to npedumkebl VPRN oguHakoBO JOCTYNHbLI Yepes Bce KaHarnbl. Bo3aMoXHO Takke
pacnpocTpaHeHne bonee cneumguyHbIX MapLIPYTOB, KOrAa Kaxablii FpaHuYHbIA MapLupyTusatop ISP aHoHcupyeT cBoi Habop
npedukcos Ans mapLupytmusatopa CPE.

5.3.3.1.4 O6xoaHbIe KaHanbl
MapuwpyTnsatop CPE coeguHéH ¢ ceTbto ISP, obecneumsatowen nogknoderHme k VPRN, n nmeeT Takke «00X0OHOM» KaHan K
OHOMY 13 CaiTOB OpraHv3aLuu.

B aTom cnydyae rpaHunyHbI MapLupyTusatop ISP 6yaet aHoHcupoaTe MappyTbl VPRN yctpoiictey CPE (kak B criydae 2).
OpHako B 3TOM crlyyae OAUH U TOT Xe agpecaT MoXeT ObiTb AOCTYNEH Kak 4Yepe3 rpaHuyHbln MappyTtusatop ISP, Tak n no
obxoaHomy kaHany. Ecnu mapwpyTtmnsatopsl CPE coeguHeHbl ¢ 06X04HbIM KaHanom M MCnonb3ykT KopnopaTuHbii IGP,
obxogHOM kaHanm MOXeT oka3aTbCA 6Oonee npeanovTUTENbHLIM BO BCEX CUTyauuMsiX, MOCKOMNbKY OH npecTaBrnsieTcs
BHYTPEHHVUM, TOrga Kak MapLipyTbl OT rpaHW4HOro maplupyTtusatopa ISP OyayT BHewHuMmy no oTtHoweHuo Kk IGP. Ons
npenoTBpaLleHns BO3MOXHbIX nNpobnem (B NpeanonoXxeHun, YTO 3akas3yuk xeraeT nepepaBaTtb Tpadumk vepes cetb ISP)
cnepyeT ncnonb3oBaTb OTAENbHbIN 3k3emnnsp RIP mexay mapwpyTtusatopammn CPE Ha o6omx KoHuax obxofgHoro kaHana (Tak
Xe, kak npotokon RIP mcnonb3yeTca Ha OKOHEYHOM WM pe3epBHOM KaHane mexay mappytmu3atopoMm CPE u rpaHu4HbIM
MapwpyTtusatopom ISP. B atom cnyyae obxogHow kaHan OyadeT BbIMMsAETb, Kak BHELWHUW, U C MOMOLb noabopa
«CTOMMOCTMY» NyTW MapLUpyT Yepes ISP MoxHO caenaTb NpeanoyTUTenbHbIM, NCMOMb3ys 06XO4HON KaHan B Cryyae oTkasa.

OnucaHHble Bbile BapuaHTbl MOAKMIOYEHUA MpeanonaralT, YTO MHGOPMauusi O JAOCTYMHOCTU HyXHa KpaeBsbiM
mapuwpyTusatopam ISP u mapwpyTtmusatopam CPE. PaccMoTpeHbl HEKOTOpble MeXaHW3Mbl pPacrpoCTpaHeHWsl TaKkow
MHbopMaumn. Huxe 3T MexaHU3Mbl onucaHbl 6onee Nogpo6Ho.

5.3.3.2 Jk3emnnsip NPoOTOKOMa MapLUpyTU3aumm

Mexagy rpaHnyHbiMn MaplipyTusatopamm CPE n ISP moxeT Mcnonb3oBaTbCs MPOTOKON MapLupyTusaumm ans obmeHa
UHOpMaumen 0 AOCTYNHOCTU. OTO NO3BOMSET rpaHMYHOMY MapLupyTusatopy ISP ysHaTte npedukcel VPRN, goctynHele Ha
canTe 3akas4yuka, a mapupytusatopy CPE - npedwkcel agpecaTos, AOCTYMNHbIX Yepes ceTb npoBangepa.

[JomMeH maplupyTusaumm Anis 3TOro 3K3eMmnnspa NpoTokona OObIMHO BKIOYAET NULLb TPaHWYHbBIN MaplupyTtusatop ISP u
mapupyTtudatop CPE, xOTs1 9TOT e NMpOTOKON 3aka3ynk MOXET ncrnonb3oBaTtb B kadectse IGP 1 gomeH mapwpyTtusaumm byget
BKNiOYaTb CalT 3akasuvka. Ecnn Ha caiTe npumeHsieTcsi Apyron NpoToKon MaplupyTtusauwy, mapwpytusatop CPE Gynert
pacnpocTpaHsiTe MapLUpyThl MeEXAy 9K3eMnfsipoM npoTokona, paboTawolwmm c MaplupyTu3atopoMm ISP, n aksemnnsipom
NpoTOKOMa Ha canTe.

C y4éTomM 06bl4HO OrpaHMyeHHoW obnacTu OeNCTBMS 3TOro 9K3emmnnspa NpoToKona MapLupyTM3auuyM OOCTaTO4YHO CaMblX
NpPOCTbIX MPOTOKONOB. Yalle Bcero Ana 3Tonm uenu ucnonb3yetcs npotokon RIP, xoTa npumeHumbl 1 Gonee CnoXHble
npoTokonsl Tuna OSPF unn BGP (B pexvme IBGP).

OTMeTMM, YTO 3K3eMNsap NPOTOKOMNa MapLUpyTU3aumMmM Ha OKOHEYHOM KaHarne oTnm4aeTcs OT Noboro ak3emnnsapa NPoTOKONoB
MapLUpyTM3aLun, CBA3aHHbIX C AOCTYNHOCTbIO MapwpyToB BHyTpn VPRN. Hanpumep, ecnu rpaHnyHbin maplupytunsaTop ISP
MCnonb3yeT MPOTOKON MapLipyTM3aumm Ansi pacrnpoCTpaHeHus umHgpopmaumm o npuHagnexHoctm kK VPRN 1 pgaHHbIX 0
AOCTYMHOCTV Yepe3 SApPO, OH MOXET pacnpoCTpaHATb MOMEYEHHble MOAXOAAWMM crnocobom MapLipyTel OT npoTokona
mapwpyTmsaumm CPE B npoTtokon maplipytusaumn agpa. Vcnonb3yemble ANSA  KaXOOro 9K3emnnspa  MnpoTOKOfbl
MapLUpyTM3aLUmmn He CBA3aHbl Mexay coboMn 1 B KaXAOM U3 CriydaeB MOXET NMPUMEHSTbCH Nobon nogxoasawmn npotokon. Het

'Interior Gateway Protocol - npoTokon BHyTPEHHero Lwosa.
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TpeboBaHUsA MCNONb30BaTb OOMH NPOTOKON M AaXe OAUH MexaHu3m cbopa cBedeHun O AOCTYMHOCTM Ha MapLupyTusatopax
CPE u cBsA3aHHbIX ¢ HUMK MappyTusaTopax ISP B To unm uHot VPRN - 3TOT BONpocC peliaeTcs NoKarnbHO.

OTcyTCTBME MPUBA3KM Mexay MpOoToKonamMu Mapluipytusdaumm nossongdet ISP wncnonb3oBate eauHbin (ons Bcex VPRN)
MexaHu3am onpegenerHus goctynHoctn BHYTPU VPRN u eduHbI MexaHu3Mm onpefeneHus AOCTYNMHOCTU Yepe3 OKOHEYHble
KaHarbl, MOCKOMbKY 3T MeXaHU3Mbl U30MMPOBaHLI OUH OT APYroro, a Takke OT npoTokonos IGP, ucnonbsyembix B ceTax
3aka3uunkoB. B nepBom cny4yae, bnarogaps peanv3oBaHHOM Ha KpaeBom maplupytusaTtope ISP rpanuue IGP-IGP, ISP moxet
n30nnpoBaTb MexaHu3M onpegenexHvs goctynHocTy BHyTpyM VPRN OT HEKOPPEKTHOro noBeAeH st MPOTOKOMOB MapLUpyTU3aumm
Ha OKOHeuYHbIX coeaunHeHusix. Bo BTopom cnydae ot ISP He Tpebyetcss nmpuHMmMaTb BO BHUMaHue npoTokonsl IGP,
ucnonb3yemble Ha canTax 3aka3uukoB. Bo3MOXHbl M Opyrme BapumaHTbl, KOrga Ha rpaHu4HoMm maplupyTtusatope ISP
MCNONb3yeTcs TOT Xe 3K3eMNNAp npoTokona Mapupytusauum, 4to u IGP y 3aka3uvkoB, HO 3TO pelleHue HenpakTU4HO,
nockoneky He cooteetcTByeT Lenvm VPRN ynpocTtuTts KoHdurypaumio mappytunsatopos CPE. [ina cnydyaes, korga 3akas3yuk
xenaet ucnone3osatb |GP Ha MHOXecTBe canToB, 6bonee nogxoasiium peweHvem oyaet VPLS.

OTMeTuM, 4TO B TeX Criyyasx, Koraa TOT UM MHOW CalT 3akasduka BXOOMT OAHOBpPEeMeHHO B Heckonbko VPRN (unu xouet
opgHoBpeMeHHo ucnonb3oBate VPRN u pgoctyn B Internet), rpaHuuHbii mapwpytmnsaTtop ISP gomkeH wumeTb cnocob
O[HO3HAYHOro OTOOpaXXeHNst aApeCHbIX NPedUKCOB OKOHEYHOTO KaHana Ha koHkpeTHble VPRN. MNpocTbiM pelleHrem aBnsieTcs
MCMonb30BaHNe OTAENBHOro OKOHeYHoro kaHana gns kaxgon VPRN, ogHako MoxHO nogkntodaTte U MHoXecTBOo VPRN yepes
OGLLMI OKOHEYHBbIN KaHamn. 3TO MOXHO cAernaTb C MOMOLLbO OTOBpaXkeHWst (M COOTBETCTBYIOLLEN HACTPOMKUA TPaHWYHOrO
mapLupyTumaatopa ISP) Ha pa3Hblie VPRN Henepecekatowmxca agpecHbix NpedUKCoB M 3a CHET MApKUPOBKU MapLUPYTHbIX
aHoHcoB oT CPE wngeHtudmkatopamm VPN. Hanpumep, npu ucnonb3oBaHum MPLS gns nepegayn AaHHbIX O OOCTYMHOCTU
OKOHEYHOro CoeMHEHNs1 MOXHO MPUMEHSTb pasHble MeTkn MPLS ans Henepecekalowmnxcst aapecHbiX NpedUKCoB pasnnyHbIX
VPRN. B ntobom cnyyae Ans pelueHnst 3Ton 3aayum HyxKHa Ta Unvm uHas agMyHUCTpaTMBHas npoueaypa.

5.3.3.3 HacTtpoiika koHdurypaumm
MHdopmauma o OOCTYMHOCTU 4epe3 OKOHEYHbI kaHan MoXeT ObiTb 3afaHa BPYYHYH, ecriv Habop agpecHbIX npedurkcos
HEBEJIMK N CTaTU4EH.

5.3.3.4 AamuHuctpupyemslie ISP agpeca

MHoOXeCcTBO afpecoB, UCMOMb3yeMbIX KaXKAbIM TYMNWKOBLIM CaWTOM MOXET aAMWHUCTPMPOBATLCH W BbIAENATLCS 4Yepes
rpaHnyHbln MmappyTtnsatop VPRN n Takoe pelweHne moxeT ObiTb npuemnemo ans Hebomnblumx canToB, KOTOpblE 3a4acTyio
COCTOSAT M3 OHOro XOCTa UNn ogHow noaceTy. BolgeneHne agpecoB MOXET BbINONHATLCSA C NMOMOLLbIO NPOTOKOMNoB Tuna PPP
wnn DHCP [37], a rpaHu4HbIN MapLpyTM3aTop MOXeT CryxuTb knueHTom Radius, nonyvarowwmm |P-agpeca ans
none3oBatenen ot cepeepa Radius, unun cnyxutb TpaHcnatopom DHCP, npoepsasa otknukun DHCP, TpaHcnupyemblie canty
3akasyuka. B aToM cnyyae rpaHWuHbI MapLIpyTU3aTop MOXET CaMOCTOSITENbHO MOCTPOUTL Tabnuuy AOCTYMHOCTU afgpecos
yepe3 OKOHEYHbIM KaHamn. XOoTA YMNOMSIHYyTble MeXaHW3Mbl OObIYHO MCMONb3YTCA ANS BblAENEHNs agpecoB OTAENbHbIM
XOCTaM, HeKOTOopble Npou3BOAWUTENM A006aBWUMM pacluMpeHns, No3BoNSALWMe BbiAensaTe npedukesl, a ycrporictsa CPE moryT
BbINOMNHATE pyHKUMM cepepoB DHCP n BblgensaTb agpeca Ans XOCTOB Ha calTe 3akasyuvka.

OTMEeTUM, 4YTO B 3TUX CXemax cepBep pacnpepneneHna agpecoB oOTBe4YaeT 3a BblAeneHne KaXXaoomy ca|7|Ty B8 VPN
HenepeKpbIBalOLWNUXCA agpecCHbIX 6nokoB. OTMeTMM Takke, 4To ISP NCNOoNb3yT Takne MexaHU3mbl 00blYHO NuWb Ans
HebonbLUMX TYNUKOBbIX CanToB, Y KOTOPbIX HET KaHaoB B obxon AaHHoOro nposaﬁp,epa.

5.3.3.5 NpoTokon pacnpocTtpaHeHMsa MmeTok MPLS

B cnyyasix ucnonb3oBaHuss Ha Maplupytu3atope TexHorormm MPLS moxHO ucnonb3oBatb LDP ans nepepaun Habopa
npedUKCOB Ha OKOHEYHOW CTOpOHe rpaHu4Horo MapupyTtudatopa VPRN. Vcnonb3oBaHne HesanpoLeHHOro HUCXOASLLEro
pacnpocTpaHeHust MeTok MapLupyTtnsatopom CPE no3sonsieT pacnpocTpaHWTb METKU Afsi KaXO40ro mMapLipyta Ha TYMWKOBBIN
cant. OTMeTUM, 4YTO B [JaHHOM criyyae obpaboTka Ha rpaHWYHOM MapLUpyTU3aTope He orpaHudMBaeTcs 0OblYHbIMU
onepauuamu LDP 1 BkntoyaeT AONOMHUTENBHO OnpeaerneHne HOBbIX MapLupyToB Yepe3 LDP, ncnonb3yemoe BMeCTo 0ObIMHOIO
onpeneneHuss MeTOK CyLLECTBYIOLLMX MapLUPYTOB Yepe3 CTaHAapTHbIE MEXaHU3Mbl MapLUPyTMU3aLIK.

5.3.4 Unghopmayusi o docmynHocmu eHympu VPN

Mocne Toro, Kak rpaHWYHbLIX MapLUpyTU3aTop onpeaenun Habop NPeduKCoB, CBA3AHHbIX C KaXabIM 13 ero OKOHEYHbIX KaHaros,
aTa nHdopmauma MoxeT BblTb pacnpocTpaHeHa ApyrMMm kpaesbiM mapwpytudatopam B VPRN. OTMeTVM Hanunyve HesiBHOro
TpeboBaHUsA O TOM, YTO MHOXECTBO AoCTwkuMMbIX agpecoB B VPRN gomkHO ObiTb NOKanbHO YHUKanbHbIM, T. €. Kaxabli
oKkoHeuHbIn kaHan VPRN (He obecneuvBatowmin pacnpeaeneHnsa Harpy3ku) AOrmKeH nogaepXvmeaTb agpecHoe NpoCTpaHCTBO,
He nepecekawlleecs C agpecaMu Ha ApPYrMx OKOHEYHbIX KaHamnax, Ans obecrneyeHuss ogHO3Ha4yHOM MapLlipytmsaumu. Ha
npakTuKe xenatenbHO (XOoTs M He TpebyeTcA) MMETb He CBA3aHHble agpecHble NpedUKChl ANs KaXAoro rpaHUu4Horo
MapLupyTm3artopa, 4YTobbl M36aBUTECA OT HEOOXOAMMOCTV MOAAEPXKKM M pacnpoCTpaHeHUs OOMbLIOro yncna MapLipyToB K
XOCTam.

3afjava pacnpocTpaHeHust MHhopMaLummn o JOCTyNHOCTM aapecoB BHYTpU VPN MoXeT BbiTh pelueHa MHOXECTBOM CMOCOGOM.
HekoTopble 13 3TUX peLleHunit onncaHbl HUXe.

5.3.4.1 NpocmoTp KaTanora

Hapsgy ¢ nHgopmaumei o npuHaanexHoctn k VPRN LeHTpanbHbIN kKaTanor MOXeT BKMoYaTbh CMMCOK adpeCcHbIX NPeduKCoB,
CBSA3aHHbIX C KaXAdblM M3 CalTOB 3akasyuka. Takas uHdopmMauns MOXeT OblTb morydYeHa CepBepoM MyTEM MPOTOKOIbHOrO
B3aMMOAENCTBUA C KaXAbIM [paHWYHbIM  MapupyTtuzatopom. OTMETUM, YTO BOMPOCbI CUHXPOHM3ALUMW  KaTaroros,
paccMmoTpeHHble B naparpade 5.3.2, npuMeHnMbl U B AaHHOM criyyae.

5.3.4.2 fiBHas HacTpoMrKa KoHdurypaumm

AgpecHoe NpocTpaHCTBO, CBA3AHHOE C KaXAblM FPaHWYHbIM MapLUPyTU3aTOPOM, MOXET ObiTb ABHO yKasaHO B KOHMrypaumu
BCEX OCTamnbHbIX FPaHUYHbIX MapLUpyTU3aToOpoB. FCHO, Y4TO Takoe pelleHne He obecneyvnBaeT AOCTATOMHOrO YPOBHSA
mMacwTabvpoBaHmsa (0COBEHHO ONA NPOM3BOINbHBIX TOMOMOMMI), @ Takke He pellaeT Bompoca nepedadv uHGopMauun B
CUCTEMbI CEeTEBOIo ynpaBrieHUd.
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5.3.4.3 IlokanbHble 3k3emMnnsipbl MaplpyTusauum BHyTpu VPRN

B aTOomM BapuwaHTe Kaxabli rpaHWYHbIi MapLupyTM3aTop 3anyckaeT OTAENbHbIA 3K3eMMnsAp MpPOoTOoKoNa MapLupyTM3auum
(BupTyanbHbin mapwpyTtusaTtop) ans kaxgon VPRN yepes TyHHenn VPRN ¢ ocTanbHbIMK KpaeBbiMU MapLUpyTU3aTopammn 3ToNn
ceTM Ans pacnpocTpaHeHust uHdopmaumn o pgoctynHoctn BHyTpu VPRN. O6ecneuvBaeTca npocTasi nogaepxka Kak
MONHOCBA3HOMN, TakK U NPOW3BOSbHbIX TOMOMOMMI, €CNN CaM NPOTOKON MapLUpyTM3aumMnm MoxeT paboTaTb B TakoW TOMOMOruu.
BHyTpeHHne maplupyTtHble aHoHCcbl VPRN MOXHO OTNMYMTL OT OObIYHBLIX NAKETOB AAHHbIX B TYHHENAX NyTEM MX NpsMoW
agpecauun rpaHUYHbIM MapLIpyTU3aTopam Ui ¢ NOMOLLbIO crneumdryeckux Ans TyHHeNs MexaHW3MOB.

OTmeTum, 4YTO 3TOT npoTokon MapwpyTusaumm BHYTPM VPRN He Tpebyetca cBasbiBaTh ¢ IGP Ha canTax 3akasumka mnu
NpoTOKONamMmn MapLupyTm3aumm, nucnonsdyemsivmn ISP B onopHoi cetu IP. B 3aBucumocTn ot pasmepa n macwrtabos VPRN
MOXET Mcnonb3oBaTbcs npocTor npotokon Tnna RIP nnm 6onee usowpéHHbii npotokon tuna OSPF. Mockonbky npoTokon
MapwpyTtm3aumm BHyTpU VPRN pa6GotaeT «noBepx» onopHol cetn IP, OH He 3aMeTeH AN BCEX MNPOMEXYTOYHbIX
MapLUpyTM3aTOPOB U TPaHUYHbIX MapLupyTM3aTopoB, He oTHocawmxca k VPRN. 3Tto Takke npepnonaraeT, 4To Takas
uHdopMauust OyaeT HEMOHATHOW (opaque) AN 3TUX MapLUPYTU3aTOPOB, YTO B HEKOTOPbIX Cy4asX MOXET 0Ka3aTbCsi BaXKHbIM
C TOYKM 3peHusa BesonacHocTn. OTMETMM TakkKe, YTO MPWU UCNOSb30BaHUM NPOTOKONA MapLUPYTMU3aLMN YepPe3 Te XKe TYHHENW,
KOTOpble cnyxaT Anst nepefayn AaHHbIX, A1 NaKeToB MapLupyTmM3aummn 6yaet obecneunBaTbCs Takas xe 3awurta (Hanpumep,
LWMdpoBaHNe U ayTeHTUDUKALMA NCTOYHMKA).

Ecnu TyHHenu, Yepes koTopble paboTaeT npoTokon MapLupyTtusaumm VPRN, BblaeneHsl anst koHkpetHo VPN (Hanpumep, 3a
CYET UCMOMb30BaHNSA PasnNNYHbIX 3HAYEHWUIN NONa MynbTUNNeKcMpoBaHusa Ans kaxaon VPN), BHOCUTL Kakne-nnbo nsMeHeHui B
caM MpoTOKON MapLupyTusaumm He Tpebyetcs. C Opyron CTOPOHbI, NPU MCNOMb30BaHUWN pasfensemblX TyHHenen TpebyeTcs
paclmpeHne npoTokona maplpytusaumm anga ekrtodeHus nona VPN-ID B nakeTbl MapLipyTHbIX OOHOBMNEHMI, YTOOBI
o6ecne4nTb BO3MOXHOCTb NMPUBA3KN Habopa agpecHbIx npedmnkcoB Kk KoHkpeTHow VPN.

5.3.4.4 MpoTokon AOCTYNHOCTU KaHana

lMpoTokon JOCTYNHOCTM kaHana obecneynBaeT ABYM y3nam, COEAMHEHHbIM KaHaroM «ToYKa-To4ka» 0OMeHMBaTbCs AaHHbIMU
0 JocTynHocTu. [ns cnyyass MOMHOCBSA3HOW TOMOMOMMM HAa KaXAoM rPaHWYHOM MapLLpyTM3aTope MOXET MPUMEHSITbCH
NPOTOKON AOCTYMHOCTM KaHana (Hanpumep, 1a unu uHas Bapuaums MPLS CR-LDP) 4yepes TyHHenu co BCEMU rPaHUYHbIMU
mapupyTtmdatopamm VPRN. 31oT npotokon nepepaét VPN-ID n nHdopmaumio o goctynHoctn kaxaon VPRN, paboTtatoen
yepes TYHHenb MexXay ABYMS rpaHuyHbiMu maplupytudatopamu. Ecnun nHdopmaums o npuHagnexHoctm k VPRN yxe 6bina
nepefaHa rpaHUYHOMY MapLUpyTM3aTopy, WUCMONb3yemoe B TPagULMOHHBLIX NPOTOKONax MapLipyTu3aumn obBHapyxeHue
cocefen yxe He TpebyeTcsi, MOCKOMNbKY cocean M3BeCTHbl. [N opraHmsaumy Hag€xHbIX COeOUHEHWA C COCeAsAMU MOXEeT
npumeHaTbca TpaHcnopt TCP. Takad mogenb MOXET CHWKaTb W3OEpPXKKW, CBA3aHHble C WCMONb30BaHWEM OTAENbHbIX
3K3eMNNApoB NpOTOKona MapwpyTtusauun ans kaxgon VPRN, n moxeT obecneuvsaTb NnpeumMyLlecTsa 3a CHET NPUMEHEHUS
obLero TyHHens Ans coeAvHEeHNs MHOXEeCTBa rpaHNYHbIX MapLUpyTU3aTopoBs, nogaepxvsanowmx pasHoie VPRN.

[pyroii ocHoBoW Ansi pa3paboTky NMpPOToKoMa AOCTYMHOCTW kaHana MOXeT GblTb MpoTokon MaplipyTusauumn IBGP. 3apaunm,
KOTOpble AOMKHbI pelaTbcs NPOTOKONOM [AOCTYMHOCTU KaHana O4YeHb MOXOXM Ha 3afjauyn npoTtokona IBGP - HapéxHas
nepegava agpecHbix NpedrkcoB Mexay rpaHNYHbIMK MapLIpyTM3aTopamMu.

Mcnonb3oBaHne npoTokona AOCTYMHOCTM KaHana [OCTaTOYHO MPOCTO AMNs MOMHOCBSA3HOW TOMOMOMMMU - KaXAblA rpaHUYHbIN
MapLupyTM3aTop nepefaéT CBOU AaHHble O AOCTYNMHOCTM BCEX OCTanbHbIX MapLIpyTU3aToOpoB, He PacnpoCTPaHsis Nony4eHHON
OT HUX uHdopmaumn. OgHako Ans NPOWM3BOMLHOW ToMmonorMn TpebyeTcs npespalleHVe NpoToKona AOCTYMHOCTM KaHana B
MOMHbIN NPOTOKON MapLupyTU3auun, NOCKONbKy TpebyeTcs peanv3oBaTb MexaHusM npenoTBpalleHus netenb. PaspaboTka
ANnst 9TOro cny4vas AOMOMHUTENBHOrO MPOTOKONa MapLupytusauuv Bpsg nv obecneunt Kakne-To 3HauMmble NpevMyLlecTBa.
HekoTopble NpyYMHBI MCNOMNb30BaHUS HEMOJTHOCBA3HbBIX TOMOMOMMIN B CpeAax Ha OCHOBE TYHHENen paccMoTpeHbl B naparpade
5.1.1.

5.3.4.5 CoBmelLeHMe B NPOTOKOax MapLipyTusauum onopHbix ceten IP

Kak 1 gaHHble o npuHagnexHocT kK VPRN, Habop agpecHbIX NpeduKcoB, CBA3aHHbIX C KaXXablM MHTEPdEeNCcoOM B OKOHEYHbIN
KaHan, moxeT A06aBnATbCA B MapLUPYTHbIE @HOHCbl OT KaXAoro rpaHNyYHOro MapLupyTmM3aTtopa U pacnpoCcTpaHATbCs 4Yepes
ceTb. [ipyrne rpaHnyHble MapLupyTmM3aTopbl OyayT n3BnekaTb 3Ty MHOPMALMIO U3 MAPLUPYTHLIX aHOHCOB Tak Xe, Kak AaHHble
o npuHagnexHoctn k VPRN (koTopble B AaHHOM crnyyae nogpasymMeBaloTCs B WMAEHTUMKAUMU UCTOYHMKA KaXK[oro
MapLUpyTHOro aHoHca). OTMeTuMM, YTO 3Ta cxeMa MOXeT noTpeboBaTb (B 3aBMCMMOCTM OT MPOTOKOMA MapLUpyTu3aumm)
KaLMpoBaHunst MHopmaLuumn o mapupyTtax BHyTpu VPRN Ha npoMexxyTouHbIX yCTpOoMCTBaxX. OTOT paKT OKa3blBaeT BUSHUE Ha
MoZenNb AOBEPUS U YPOBEHb 3aLUMTbl UHpOpMaLMM O BHYTpeHHUX Mapupytax VPRN.

OTMeTUM, 4TO B JOGOM U3 pPACCMOTPEHHLIX BbIEe CUTYaUWi TPaHWYHbBIA  MapLipyTM3aTop WMeeT BO3MOXHOCTb
pacnpocTpaHeHust MHdopMaLK 0 NpedrKcax CBOMX OKOHEYHbIX COeANHEHWI, NMO3BOSSOLLEN0 OPraHM30BaTh NPsiIMble TYHHEM
C YAANEHHbIX rpaHWYHbIX MapLUpPyTU3aTOPOB HEMOCPEACTBEHHO Ha BbIXOA OKOHEYHOro kaHana. Kpome Toro, oH MoxeT
pacnpocTpaHsTb MHPOPMaLMIO Tak, YTOBbI BCe NPedUKChl CBA3LIBANUCH C FPaHNYHLIM MapLUPYTU3aTOPOM, @ He C KOHKPETHbLIM
OKOHEYHbIM KaHarom. B aTom crnydyae rpaHuM4HOMY MapLupyTu3aTopy noTpebyeTcs peanusoBaTb cneunduyeckmin ana VPN
MeXaHU3M MepecbINikM BbIXOAHOIO TpaduKa C Lenblo onpeaeneHns KOPPeKTHOro BbIXOAHOMO KaHana. TO MOXET CyLLEeCTBEHHO
CHMKaTb YMCMO TYHHenen unm obbem MHGOPMaLUM O TYHHENbHBLIX MeTKax, KoTopble TpebyeTcs co3aaBaTb U NoaaepKuBaTh.
OTMETUM, YTO 3TO peLleHNE NPUHNMAETCSA Ha NOKanbHOM YPOBHE M HEe BUAHO ANs YAANEHHbIX rPaHNYHbIX MapLUpyTU3aTOPOB.

5.3.5 MexaHu3mMbI myHHenuposaHusi
Mocne pacnpocTpaHeHus nHdopmaummn o npuHagnexHoctTn kK VPRN MoryT 6biTb NOCTPOEHbI TYHHENWU, cocTaBnsiowme 94po
VPRN.

OfOHMM U3 BapuaHTOB MOCTPOEHMS CETU TYHHENEN SABMSETCA OpraHu3aums TYHHEeIbHbIX COeAMHEHUN |P  «To4dka-Tovkay;
TpeboBaHUSA K TakMM TYHHENSM W CBSA3aHHbIE C HUMW BOMPOCbLI paccMoTpeHbl B pasgene 3.0. Hanpumep, koHdurypauus
TYHHEMbHbIX COEAWHEHUI MOXET 3aJaBaTbCs BPY4YHYH, HO Takoe pelleHue $BHO He obecrnevvBaeT [OMKHOro
MaclwTabmpoBaHusa ¢ y4ETOM KBaZpaTU4HOW 3aBMCMMOCTU TPYLOEMKOCTU HACTPOWKM OT uncna TyHHenen. o aTon npuynHe
ANst opraHusauuy TyHHenewn criegyeT UCMonb3oBaTbh Ty MNU UHYO (QOPMY CUrHaNbHOrO NPOTOKONA, MO3BONSANLLYI y3nam
nonapHoO CTPOUTb TYHHENU Mexay coboi Ha OCHOBE B3aMMHOW MAEHTUUKALNN.

[pyrum BapuaHTOM SIBMISIETCA UCMONb30BaHWE TYHHENEN «Todka - MHOro Toyeky, obecneunBaembix MPLS. Kak oTmeyeHo B
[38], MPLS moxHo paccmatpuBaTth kak popmy |IP-TyHHEnMpoBaHus, Nockonbky MeTku B naketax MPLS nossonsoT oTBs3athb
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NPUHATUE pELUEeHNA O MapLupyTusauuM oT agpecHon MHdopmauun B cammux naketax. MexaHu3mbl pacnpocTpaHeHs MeToK
MPLS moryT cnyxutb Ans CBA3bIBaHWS KOHKPETHOro MHoXecTtBa meTok MPLS ¢ onpegenéHHbiMn agpecHbiMM npedukcamm
VPRN, nogaepxvBaeMbIX Ha KOHKPETHBIX TOYKax BbIXOAA (T.€., OKOHEYHbIX COEAMHEHWUSIX FPaHUYHbIX MapLUpyTU3aTopoB), W,
crnefoBaTenbHO, APYTMM FPaHNYHBIM MapLupyTusatopam obecrnevmBaeTcs BO3MOXHOCTb SBHO MOMeYaTb U MapLupyTusnposaTb
TpadurK B KOHKpPETHbIE OKOHEeYHble KaHanbl VPRN.

OpHUM 13 npuBnekaTenbHbiX pe3ynbTaToB ucnonb3oBaHnss MPLS B kavyecTBe TyHHENbHOrO MexaHu3Ma SIBMSETCS CHWXKeHue
nsaepxek Ha 06paboTKy B KaXOOM rpaHWYHOM MapLupyTU3aTope Mo CPaBHEHMWIO C OPYTMMU MeXaHW3MaMy TYHHENUPOBaHUS.
3710 06yCnoBneHo Tem, YTO 3alimTa AaHHbIX B ceTu MPLS HesiBHO obecneunBaeTcs SBHbIM CBSA3bIBAHMEM METOK, MO aHanormm
C OpPWEHTUPOBaHHLIMU Ha coeauHeHust ceTsMu Tuna Frame Relay. 3710 moxeT, cnegoBaTenbHO, YMEHbLUWMTL OMNaceHust
3aKa34nKoB B MraHe 6e30MacHOCTM AaHHbIX U CHU3UTbL U3OEPXKKM Ha pecypcoémkve cpeacTtBa 3awmTel (Hanpumep, IPSec).
OpHako ¢ MPLS cBsa3aHbl Apyrve noTeHumanbsHble npobnembl 6e3onacHocTu. 3gecb HET NPSIMON NOOAEPXKKM TakuX 3aLUUTHBIX
PYHKUMA, KaK ayTeHTudpmkaums, 3awmra KoHMAEeHUManbHOCTU M HEBO3MOXHOCTb OTKasa, a mogenb aosepusa ans MPLS
npegnonaraeT, 4YTO MNPOMEXYTOYHbIE MapLIpyTM3aTopbl (KOTOpble MOryT pacnonaratbCs B APYIMX aaMWHUCTPATUBHBIX
OOMeHax), Yepes KoTopble nepefaércsa MHopMaums O NPUHALMEXHOCTN U AOCTYNHOCTU, OOIKHbI ObiTb JOBEPEHHBIMU, KaK U
caMu rpaHNYHbIE MapPLLPYTM3aTopbI.

5.4 MHorogomMHble OKOHEeYHble MapLIpyTU3aTopbl

Bbllwe HesiBHO npegnonaranocb, YTO KaXAbl OKOHEYHbI MapLupyTU3aTop COeAMHSIETCS C OAHWUM (M TOMbKO C OOHUM)
rpaHuyHblM MmaplpyTtu3atopom VPRN. B obwem cnyyae cnegyeT oTkasblBaTbCsi OT Takoro gonywieHusi 6e3 BHeceHus
nameHeHun B pabdoty VPRN - 310 ankTyeTca TeHAeHUMs MU OopraHn3auum MHOFOAOMHbIX MOAKMIOYEHUI C LENblo NOBbILLEHNS]
HaA&XHOCTU M MO MHBIM NpUYMHaM. B yacTHoCTW, Ans cny4yas, KorAa OKOHEYHbIN MapLupyTU3aTop NoaaepXnBaeT MHOXECTBO
coeauHeHun (M3 KOTOPbIX B KaXAbl MOMEHT aKTUBHO NWWb OAHO) ¢ oaHUM MappyTm3atopoM VPRN MM MHOXECTBOM Takmx
MapLUpyTM3aTOPOB, MEXaHu3M OOCTYMHOCTM OKOHEYHbIX KaHanoB OyaeT OeTeKTMpoBaTb pa3pblB OCHOBHOMO COEOMHEHWS U
aKTMBM3NpOBaTb B TaKOM Crlyyae OAHO W3 pes3epBHbIX. B onmucaHHOW cuTyaumy NOAKMHOYEHHBIM W3HaYanbHO FPaHUYHbINA
mappytmzatop VPRN nepectaét aHoHcMpoBaTb AOCTYMHOCTb OKOHEYHOMY Y3My, a aKTUBM3VMPOBAHHbLIN BHOBb FPAHUYHbLIN
mapLupyTmsatop VPRN Ha4yHET aHOHCMpOBaTb AOCTYNHOCTb aKTMBHOTO KaHana, BOCCTaHaBMMBasi TEM CaMbiM CBSI3HOCTb.

B opyrom BapuaHTe OKOHEeYHbIV y3en noadepXvBaeT MHOXECTBO aKTUBHbLIX OJHOBPEMEHHO KaHamnoB C MCMOMb30BaHWEM TOro
UNN MHOTO MEexaHuW3ma pacnpefeneHus Harpys3ku. B aTom crnyyae MHOXeCTBO rpaHudHbIX MaplupyTtusatopoB VPRN moxeT
VUMETb aKTUBHbIE MYTU K OKOHEYHOMY Y31y U aHOHcupoBaTh ux Yepe3 VPRN. B aTom criyyae He JOMKHO BO3HMKaTb Npobrem ¢
poctynHocTbio Yepe3 VPRN, ecnn ucnonssyembin BHyTpu VPRN MexaHnM3m OOCTYNHOCTU nNogdepXvMBaeT MHOXECTBO NyTeun K
0OOHOMY agpecHOMY MpedUKCy U MUCNOMb3YTCA NOAXOASALME MEXaHW3Mbl NpeaoTBpalleHust neTenb (Hanpumep, C Kaxabim
aHOHCcUpyeMbIM NpedrKCOM CBA3bLIBAETCA BEKTOP YAANEHHOCTH).

5.5 Noaaepkka rpynnoBoun agpecauum
pynnoBou 1 WnpokoBeLlaTernbHbln Tpaduk MoxeT noaaepxumeatbes Yeped VPRN nyTém rpaHWyHON pennukaumm unum 3a cyéT
€CTECTBEHHOW NOAAEPXKKU FPYNMnoBon agpecauum B onopHor cetn. Oba cnyyasi 6onee nogpobHO paccMaTpyBalTC HUXKE.

5.5.1 'paHuYHas pennukayusi

B aTtom BapuaHTe kaxgbln rpaHuyHbIn Mappytudatop VPRN pennuuupyet multicast-tpadwmk ans nepegaym yepes kaxgbln
kaHan B VPRN. OTmeTuM, 4TO Takyto e onepauuto BbiNoNHAT MaplpyTtusatopel CPE, 3aBepluatoLlime usnyeckue kaHanbl
UNn BblOeNeHHble coeanHeHus. Kak n B cnydae ¢ maplupyTtusatopamm CPE npoTokonbl rpynnoBoi MapLupyTM3aumMm MoryT
paboTaTtb Ha kaxxgom rpaHnyHoM mapupyTtudatope VPRN ans onpeaeneHvs gepesa pacnpocTpaHeHus rpynmnosoro Tpaduka
W, CregoBaTernbHO, CHUXEHNS YPOBHSA HEHY>KHOrO NaBUHHOMO Tpaduka. OTO MOXHO peanun3oBaTb C MOMOLLbIO 3K3EMMNAPOB
CTaHOapTHLIX NPOTOKOSIOB rPYNMOBOM MapLipyTusaumm (Hanpumep, PIM' [39] unu DVMRP? [40]) mexay BCemMu rpaHuyHbIMM
mapuwpyTtmdatopamm VPRN yepes TyHHenn VPRN Tak e, kak 0bObl4HbIE NMPOTOKOMNbI MapLupyTusaumm MoryT pabotaTtb Ha
Kaxgom rpaHnyHoM mapupyTtmnsatope VPRN ans onpegenenus goctynHoctu BHyTpu VPN (cMm. naparpad 5.3.4). Opyrvm
BapuaHTOM MOXET CMyXWTb WCMONb30BaHWE MNPOTOKOMOB AOCTYNMHOCTU kaHana Ha TyHHensx VPRN ans onpepenenus
poctynHocTn BHYTpM VPRN, KOTOPLIN AONOAHUTENBHO MOXET NO3BOMSATb rpaHnYHbIM MaplipyTtusatopam VPRN nHomumpoBaTh
KOHKpEeTHbIE rpynnbl, 3anpaluvBatoLime Npuém MHOopMaLMmn Ha KaXKaoM canTe, a Takke UCTOYHMKM rpynnoBov MHAopMaLmMmn Ha
Kaxgom cawTe.

B nwbom cnyyae TpebyeTcs TOT WAM WHOW MeXaHW3M, KOTOpbIi Mno3sonun Obl rpaHMYHbIM  MaplupyTusatopam VPRN
onpenenstb Kakue KOHKpeTHble multicast-rpynnbl Obinv 3anpoleHbl U Kakne WCTOYHMKM MMEKTCS Ha Kaxaom canTe.
Peanusauusi Takoro mexaHusma B obLiem criydae onpenensieTcss BO3MOXHOCTSIMU OKOHEYHbIX MaplupyTtnsatopoB CPE Ha
Kaxxgom cante. Ecnun mMcnonb3ytoTcs NpoOTOKOMbI FPYNMOBOM MapLUpyTM3auMn, OHWU MOTYT HanpsMylo B3avMOAencTBoBaTb C
SKBMBAmNeHTHbIMWM MPOTOKONaMM Ha Kaxgom rpaHudHoMm MmapuupyTtusatope VPRN. Ecnm CPE He wncnonb3yeT npoOTOKONoB
rpynnoBoi MaplupyTusauum Torga B otcytcteum IGMP3-npokcu [41] nonb3oBaTenbCkuii cailT GyaeT orpaHuyeH OnHow
NOACETHI0, MOAKMIOYEHHON K rpaHuYHOMY mapupyTtusaTtopy VPRN yepes ycTporcTBO ¢ OYHKUUSAMM MOCTa, NOCKONbKYy 06nacTtb
aencteus coobueHnn IGMP orpaHnyeHa nogceTtbto. OgHako 3a cHET npumeHeHus IGMP-npoken mapwpyTtusatop CPE moxeTt
peanu3oBaTb [PYMNMoOBYK MNepecbinky 6e3 MCnonb3oBaHUs NPOTOKONa rpynnoBOM Mapwpytudauum (C  HEeKoTOpbIMM
TOMOMOMMYECKUMIN OrpaHnyeHnsamun). Ha cBomx uHTepdericax B CTOPOHY MNOMb30BaTeNnbCKOro cavita MapupyTtmusatop CPE
BbINOMHSAET pyHKuMn mMapwpytudaumn IGMP, a Ha uHTepdence Kk rpaHuyHomy Mapupytudatopy VPRN - dyHkumm xocta
IGMP.

5.5.2 EcmecmeeHHasi nod0depikka 2pyrnnoeou adpecayuu

B atom BapwuaHTe rpaHuyHble mapupytusaTtopbl VPRN oToGpaxator BHyTpeHHui (intra-VPRN) rpynnoBon Tpadumk Ha
€CTeCTBEHHbIi MexaHU3M pacnpocTpaHeHus rpynnosoro Tpadwmka IP yepes onopHyto ceTb. OTMETUM, YTO ANs BHYTPEHHEro
rpynnoBoro Tpadvka npeabsiBAsTCA TakMe xe TpeboBaHus Mo m3onsumm oT obuiero Tpaduka OMOpHOW ceTu, Kak U Ans
uwHameuayansHoro Tpaduka BHyTpM VPRN. B HacTosilee BpeMsi eAMHCTBEHHBIM MEXaHU3MOM TyHHenupoBaHus IP ¢ Takon
nogaepxkon asnsetca MPLS. C gpyrow ctopoHsl, xota MPLS nogaepxvBaeT MexaHu3mbl €CTECTBEHHOW TPAHCMOPTUPOBKU
rpynnosbix nakeTos IP, ona nogaepxku BHyTpeHHero rpynnosoro Tpaduka VPRN TpebyeTtcs ycuneHme aTux MexaHW3moB.

'Protocol Independent Multicast - HesaBMcKHMas oT NpoTokona rpynnoBas agpecauus.
2Distance Vector Multicast Routing Protocol - npoTokon rpynnosoi MapLupyT3aLmmM Ha OCHOBE BEKTOPOB YAanEéHHOCTY.
®Internet Group Management Protocol - npoTokon ynpasneHus rpynnamu B Internet.
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Hanpumep, kaxapii mapwpyTtusatop VPRN moxeT gobasnsaTe neped rpynnosbiM agpecom B kaxaon VPRN naeHTudmkatop
VPN-ID gnsa ganHon VPRN u pacnpocTpaHaTb Takylo cBA3Ky ganee, Tpaktya napy «VPN-ID-rpynnoson agpec BHyTpu VPRN»,
Kak OObIYHbIV TPYNMOBOWM agpec B paMkax MarncTparnbHbIX MPOTOKOSIOB FPyMnoBOM MapLupyTM3auuu, Kak 3TO AenaeTtcs B
paccMOTPEHHOM BbILIE Cryyae AOCTYMHOCTUM WHAMBMAYanbHbIX aapecoB. MexaHu3mbl rpynnoBOro pacnpoCTpaHEeHUs MeTOK
MPLS MOryT npvMeHsiITbCS ANiS opraHvM3auum noaxondawmnx rpynnoBbix LSP ¢ uenblo coeaMHeHus CalToB BHYTPY KaXKaon
VPRN, noaaepXuBaloLlell KOHKpeTHble rpynnoBble agpeca. OTMeTuM, oOfHako, 4TO 3TO noTpebyeT OT Kaxgoro
npomexytodHoro LSR He Tonbko 3HaTh 0 multicast-rpynnax BHyTpu VPRN, HO 1 nogaepxuBaTe MHTEPRpEeTaLunio N3MEeHEHHbIX
aHoHcoB. MoryT ObITb Takke onpeaeneHsl MexaHnambl oTobpaxeHus multicast-rpynn na VPRN Ha rpynnbl onopHo ceTu.

B apyrmx mexaHuamax TyHHenupoBaHus IP HeT ecTecTBeHHOM NoAAEepXKW rpynnoBon agpecaumn. MoxeT okasaTtbes
LenecoobpasHbiM pacluMpeHne Takux MexaHu3MoB TyHHeNMpoBaHus 3a CHET BblaeneHus rpynnoseix agpecos IP ana VPRN B
Lernom u, cnegosaTtenbHO, pacnpocTpaHeHne BHYTPeHHero rpynnosoro Tpaduka VPRN B rpynnoBbIx naketax ONopHON ceTu.
paHnyHble mappyTrdatopbl VPRN MoryT oThmnbTpoBbIBaTL NakeTbl HeXenaTenbHbIX rpynn. B gononHeHne K aTomy moryT
ObITb onpeaeneHbl MexaHM3Mbl, NO3BOMNSAOLMNE BbIAENUTL FPYNMNoBble agpeca OnopHOM ceT Ans KoHKpeTHbIX rpynn B VPRN u
NMOTOM MCNOMb30BaTh UX Yepe3 NPOTOKONbI FPYNMOBOM MapLIpyTU3aLum ONOPHON CeTU, Kak ONMCaHO Bbille, ANs OrpaHUYeHus
nepecsbIniku rpynnosoro Tpaduka VPRN Tonbko BXOAALWLMM B rpynny y3nam.

C ncnonb3oBaHNMEM eCTECTBEHHOW MOAAEpXKW IPYNMnoBOM aapecaunmu cBs3aH Borpoc obecnedeHust 3awmTbl Ang multicast-
Tpacduka. B oTnnume oOT cnyyas C rpaHW4HOW pennukauuven, rae HacrnegylwTca napameTpbl 3awuTbl TYHHenNs, Ans
€CTECTBEHHOM NOAAEPXKM TPynnoBoro Tpaduka notpedyeTcs NMpUMEHEHMEe TeX WM MHbIX MeXaHu3MoB 3aluTbl multicast-
Tpacduka. Pa3paboTka apxXUTEKTypbl M peLUEHUA MO 3aliMTe rpynnoBoro Tpaduka siBnsieTcs obnactblo MccnenoBaHuii (CM.,
Hanpumep, [42] n [43]). Paboyas rpynna SMuG' B pamkax IRTF nogrotosuna npoToTuMbl peLLeHniA, KoTopble Gbinu nepeaaHsi
B pabouyto rpynny IETF IPSec ana ctaHgaptusauun.

OpgHako gnsi paSBéprlBaHMﬂ MaCLIJTa6I/1pyeMbIX MEeXaHM3MOB 3alUnTbl npu €CTeCTBEHHOMN nogaepixke prl'II'IOBOI;I aapecaummn
3TOro NoKa He OO0CTaTO4HO.

5.6 PekomeHpauum

MHOXeCTBO NpeanoXxeHun, pa3paboTaHHbIX ANS MNOAAEPXKKU TeX WnM MHbIX ¢opM  dyHKumoHanbHocTM VPRN, MOXHO
pasgenuTtb Ha ABe 6onbLunX rpynmnbl - B 04HOM Ucnonb3yeTcs Moaens o6aBneHus B nakeTbl MPOTOKONIOB MapLUpyTU3auuv ans
pacnpocTpaHeHusi cBeaeHnii o npuHagnexHoctn k VPN u/vnu goctynHoctu ([13],[15]), @ B Apyrow Te e Lenu JocturatoTcs 3a
CYET NPUMEHEHNS BUPTYarnbHbIX MapLupyTmu3aTopoB ([12],[14]). B HekoTopbIX Cry4asix OnucaHHble MeXaHW3Mbl OnMpakrTcs Ha
CBOWNCTBA KOHKPETHON apxutekTypbl (Hanpumep, MPLS), a He IP.

B koHTekcTe Mogenu BMPTYarbHOW MapLUpyTM3aLMu MOXET okasaTbCs NoresHoln paspaboTka NMpoTOKora pacnpocTpaHeHus
WHOpMauun 0 NpUHaANexXHoCTn Ha ocHose kaTanora wnu MIB. MNpu o6beanHeHun ¢ NPOTOKONbHBIMU pacCLUMPEHNaSMU ANS
NpOTOKOMNOB TyHHenupoBaHus IP, kak onucaHo B naparpade 3.2, aTo obecneynt OCHOBY ANg NOnHOro Habopa NpOTOKOMOB U
MeXaHu3moB, noaaepxusarlmx uHTeponepabenbHole VPRN, KoTopble MOryT pacnpocTpaHATbCs 4Yepe3 MHOXECTBO
aAMVHUCTPATMBHBIX AOMEHOB B OMopHon cetu IP. OTMeTnM, Y4TO OCHOBHbLIMU (PYHKLMOHAMNBbHBIMW KOMMOHEHTAMW, KOTOPbIE
TpebyoTCA, ABNATCA onpeaeneHne n pacnpocTpaHeHne nHdopmauum o AOCTYNHOCTU, KOTOpble MOryT ObiTb peannsoBaHbl C
MOMOLLIbIO 3K3EMMIAPOB CTaHAaPTHBLIX MPOTOKONOB MapLupyTM3aummn 6e3 kakmx-nnmbo pacumpeHun.

[na nonHOCBA3HOW TOMOSIOrMK MOME3HOCTb pa3p360TKVI NPOTOKOJ1a AOCTYNHOCTU KaHalla MOXeT ObITb npoBepeHa, oaHaKko
orpaHun4eHuna n npo6nema MaCLLITa6VIpOBaHM$|, CBSI3@HHbIE C TAaKOW TOMOSIOMMEN, CHWMXalOT OCMbICIIEHHOCTb TaKoMn paspa60TKM,
NOCKOJ1bKY CTaHOapPTHbIE NPOTOKOJ1bl MOTYT NPUMEHATLCA U B 3TOM Cliy4ae.

PaccmoTpeHbl Takke pacluMpeHUst NPOTOKONOB MaplupyTusauuu, nossonswowme nepegasatb VPN-ID B maplpyTHbIX
OBHOBMEHNAX, U OTMEYEHO, YTO MPY UCNONb3oBaHUK cneundmryecknx ana VPN TyHHenen Takue pacwmpenus He Tpebyetcs.

6.0 Tunbi VPN - koMmymupyembie coeQUHEeHUS

BupTtyanbHble ceTv VPDN? no3BonsioT yaaneHHbIM Nonb3oBaTenaM NoAKNioyaTbCs K CETU Yepes OpraHn3oBaHHbIi No 3anpocy
TyHHenb. MNonb3oBaTtenb coeauHsieTcs ¢ IP-ceTblo o6Lwero nonb3oBaHus nNo kommyTupyemon nnHun PSTN unu ISDN u nakeTbl
TYHHENMPYIOTCA Yepes NyOnuyHyto CETb Ha XXeraeMbll CaiT, kak 6yaTo Nonb3oBaTenb NOAKIOYWUIICS K 3TOMY CalTy HanpsaMyto.
OCHOBHOW XapaKTEPUCTUKOWN Takmx COeAWHEHUN SBMSeTCA HeobXoouMOCTb ayTeHTUdMKauMu MNorfb3oBaTenemn, NOCKOmbKy
noTeHumMansHO AOCTYN K canTy Yepe3 KOMMyTUpyemyto TenedoHHY CeTb OTKPbIT A51s1 BCEX.

CerogHsi BO MHOMMX KOPMOPAaTUBHbIX CETSX paspeLléH AOCTyn Nnonb3oBaTtenei No KOMMyTMpyeMbIM NUHUSAM Yepes cetn PSTN,
Korga nonb3oBaTtenb opraHu3yeT coeauHeHue PPP c cepsBepoM goctyna, Ha koTopoM ceccusi PPP ayteHTuduuupyetca ¢
ucnono3oBaHuem cuctem AAA Ha oOcHOBe CTaHOapTHbIX MpoTokonoB Tuna Radius [44]. C y4éTOM MNOBCEMECTHOrO
pasBépTbiBaHNA nofobHbIx cuctem nwbas cuctema VPDN Ha npaktuke p[orkHa Mo3BOMSATb MOYTUM  Mpo3padvHoe
B3aMMOOENCTBUE C HUMWN.

B pamkax |IETF 6bin paspa6oTaH npotokon L2TP3 [8], koTopblit NO3BONSET OpraHM3oBbLIBaTL Nonb3oBaTenbckue ceccun PPP
yepes cBAsky mexay LAC* n ynaneHHsim cepeepomM LNS®. Cam npoTtokon L2TP ocHoBaH Ha AByx 6Gonee paHHUX NpoTokonax -
L2F® [45] u PPTP? [46], 4yTO OTpasunocb B ABYX OOCTaTOYHO pasHbIX CUEeHapusix npumeHeHus L2TP (BbiHyXXOeHHOe U
A0OpOBONBHOE TYHHENMPOBAHNE), ONMCAHHbIX B Nnaparpadax 6.2 n 6.3.

B atom pgokymeHTe paccmatpuBaeTtcs npumeHeHve L2TP B cetax IP (¢ ncnonb3oBaHnem UDP), Ho npoTtokon L2TP moxeT u
HanpsiMmyto paboTaTtb «NOBEPX» Takux NpoTokono., kak ATM unu Frame Relay. Bonpocel, cBsizaHHble C ucnonb3oBaHvem L2TP
B ceTaAx 6e3 npoTtokona IP (Hanpumep, 3awuta TyHHENeN), B 3TOM JOKYMEHTE HE paccMaTpuBatoTCs.

'Secure Multicast Group.

2Virtual Private Dial Network - BUpTyanbHasi YacTHasi ceTb C LOCTYNOM MO KOMMYTUPYEMbIM JTMHUSIM.
SLayer 2 Tunneling Protocol - npoTokon TyHHENUPOBaHWsSi Ha YPOBHE 2.

4L2TP Access Concentrator - koHUeHTpaTop goctyna L2TP.

SL2TP Network Server - ceTeBoi cepsep L2TP.

SLayer 2 Forwarding protocol - npoToKon nepeckinku Ha ypoBHe 2.

"Point-to-Point Tunneling Protocol - npoTokon TyHHEeNMPOBaHUA «TOYKA-TOYKa.
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6.1 Xapaktepuctuku npotokona L2TP
B atom pasgene paccMaTpuBalkdTCA XapaKTepUCTUKM TYHHENbHOro npoTOoKoa L2TP B cBeTe KaTeFOpVIVI, OTMEeY€eHHbIX B
pasgene 3.0.

6.1.1 MynbmunnekcupogaHue

L2TP umeeT BCTPOEHHYI0 NOSAEPXKKY MyNbTUNIIEKCMPOBaHNS BbI30OBOB MHOXECTBA Nonb3oBaTenel Yepes oauH kaHan. Mexay
napon KOHeuHblx Touyek IP mMoxeT cywlectBoBaTb MHOXeCTBO TyHHenewn L2TP (pasnuyatotcs no tunnel-id), a 4yepes oguH
TYHHEIb MOXeT ObITb OpraHnM30BaHO MHOXECTBO CeCccuin (pasnunyatoTcs no session-id).

6.1.2 CueHanusauyus
CVIFHaJ'IVI3aLWIF| nogaep>xxmBaeTcda BCTPOEHHbIM MPOTOKOJSIOM COGAVIHGHVIVI, nospondvwnMMm AnHaMmmn4yeCckn opraHn3oBbIBaTb Kak
TYHHEeNNn, Tak 1 ceccun.

6.1.3 3awyuma OaHHbIX

ObecneunBasa npo3payHoe paclumperne PPP ana nonb3oatenen yepes ceasky ot LAC go LNS, npotokon L2TP nossonsier
AN opraHn3aumMm CoeanHEHU U nepeaayn LaHHbIX MPUMEHATL Nobble MeEXaHU3Mbl 3aLUThl, KOTOPblIE MOTYT MCMONb30BaTLCS
¢ 06bl4HbIMKM coeauHeHuamn PPP. OgHako aTo He obecneydnBaeT 3awumThbl Ans camoro npotokona L2TP. o aTow npuynHe ans
3awmTbl L2TP MoXHO ncnonb3oBaTb ero coBMecTHo ¢ IPSec ans ceten IP [47], [48] unn aHanormyHbIMn MexaHuaMaMu Ansi
onopHbIx ceten 6e3 IP [49].

Bsanmopgenicteue L2TP ¢ cuctemamm AAA ang ayTeHTUduMKaumym M NpoOBEpKU MOSMIHOMOYMA Monb3oBaTenen 3aBUCUT OT
KOHKpeTHOro npumMmeHenusi L2TP u ycTpoicTs, nogaepxusatowmx dpyHkummn LAC n LNS. 3T1r Bonpockl noapo6HO paccMoTpeHbI
B [50].

CpeacrtBa onpegeneHns xoctoMm koppekTtHoro LAC ansa nogkntoyeHus n onpegenenuns yctponctsom LAC nonb3oBatenen ang
HanpaeneHusa Tpaduka B TyHHenb, a Takke napameTtpbl LNS, cBAsaHHble C kaxablM nonb3oBaTeneM, BbIXOAAT 3a paMku
VPDN. 3Tr BOnpockl MOryT 6biTb peLleHbl, HanpuMep, ¢ NoMoLLblo cneuudmrkauuin Internet-poymunra [51].

6.1.4 MynbmunpomokKosibHbIU mpaHcrnopm
L2TP TpaHcnopTupyeT naketsl PPP (1 TonbKko unx) 1, TakuM 06pas3oM, MOXET CIyXUTb ANS NOAAEPXKKM MyNbTUNPOTOKONBHOIO
Tpaduka, nockornbky PPP sBnseTcs MynbTUNPOTOKOSbHBLIM.

6.1.5 Ynopsido4yueaHue

L2TP nopgpepxvBaeT ynopsgoyeHHy OOCTaBKy MakeToB. OTa BO3MOXHOCTb MOXET ObiTb cOrracoBaHa Mpu opraHv3aumun
ceccun, a Takke MOXeT ObITb OTKItoUeHa unu BrrtodeHa LNS HenocpeacteBeHHo B ceccuu. Mone nopsigkoBoro Homepa B L2TP
MOXET TaKkke CMyXWTb ANS MHAMKaLUMU oTOpacbiBaHUS MakeToB, KOTOPAs HyXXHa ANsi KOPPEKTHON paboTbl pa3HbIX anropuTtMoB
cxaTtuna PPP. Ecnu cxaTtne He ncnonb3yetcst 1 LNS cunTtaeT, 4To ncnonb3yemMomy npoToKony (ykazaHHOMY Npu CornacoBaHuu
PPP NCP) He TpebyeTcst ynopsgoyeHHOM OCTaBKM NakeToB (Hanpumep, IP), coxpaHeHue nopsigka MOXeT ObITb OTKIHOYEHO.

6.1.6 lModdepixxka myHHenelu
L2TP wucnone3yet npoTtokon keepalive gnsi Ttoro, 4tobbl OTnMYaTh OTKasbl B TYHHENSX OT MPOAOIMKUTENbHLIX NEPUMOAOB
6e3pencTeus.

6.1.7 bonbwue MTU

Mpotokon L2TP He wvmeeT BCTPOEHHOM NOAAEPXKKM dparmMeHTaumm u cOOpKU MnakeToB, HO MpPUM HEOBXOAUMOCTUM MOXeT
Bocnone3oBatbes IP ana cnyyaes pabotbl «noBepx» UDP/IP. OtmeTum, yto yctporctea LAC n LNS ans npepotepalieHus
parMeHTaUMn MOryT UameHsTb 3HadyeHne MRU', cormacoeaHHoe 4yepe3 PPP, ecnu um nsBecTHo 3HaveHue MTU Ha nytu
mexgy LAC u LNS. Ons atoro npeanoxeHo paspewwuTb npumeHeHne MTU B Tex cnyyasix, korga L2TP cnyxuTt ana
TpaHcnopTmposku IP [52].

6.1.8 TyHHesnbHbIe u30epPXKKU

L2TP npu ncnonb3oBaHum B ceTax IP pabotaeT Ha ocHoBe TpaHcnopta UDP n gomkeH npuMeHaTbCs Ans nepeHoca Tpaduka
PPP. 310 npvBOAWT K 3Ha4YMTENbHLIM M3OEPXKKaM Kak Ha yYpoBHe AaHHbIX B 3aronoBkax UDP, L2TP u PPP, Tak n Ha ypoBHe
ynpaenexust L2TP n PPP. bonee noapo6HO 3T BONpockl pacCMOTpeHbI B naparpade 6.3.

6.1.9 YnpaeneHue nomokaMu u KOHMPOJib nepezpy30K
L2TP nogaepXxumBaet MexaHu3mMbl ynpaBieHUA MOTOKaMW U KOHTPOA neperpy3ok Ond NpoTokKosa ynpaBiieHUA, HO He Ond
Tpaduka gaHHbix. Bonee nogpobHas uHdopmauus npueefeHa B naparpade 3.1.9.

6.1.10 QoS u ynpaesneHue mpaghukom

3aronoBok L2TP cogepxut 1-6utoBOE none npuoputeTa, KOTOpoe MOXeT ObiTb YyCTAHOBMEHO AN naketoB, obnagaroLmx
npeumyLliectsammn (Hanpumep, keepalive) npu pasmelueHny B NnokanbHbIX odependax u nepepadve. bnarogapst npospavyHomy
pacwwupenntio PPP, L2TP nmeeT BCTpOEHHYI0 NOAAEPXKKY Takmx MexaHnamoB PPP, kak multi-link PPP [53] n cBsidaHHble C HUM
NPOTOKOMbI ynpasneHus [54], 4To NO3BONSET yNpaBnaTb NOIOCON KaHana no 3anpocam nosib3oBaTtenen.

Kpome Toro, Bbi3oBbl L2TP moryt otobpaxatbcs Ha 6a3oBble MexaHu3Mbl yhpaBreHus TpaduKoM, KOTopble MOryT
cywiectBoBaTb B CETUM, W €eCTb MpeasiokeHns no nepefdade 4Yepe3 curHanu3aumio L2TP  3anpocoB Ha BbiGop
AnddepeHumnpoBaHHOro obenyxusanus [55].

'"Maximum Receive Unit - MakcMMarnbHbl NpUHUMaeMbli 6ok.
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6.1.11 Pa3sHoe

Mockonbky npoTtokon L2TP paspaboTtaH ana npospayvHoro pacumpexus PPP, oH He nbiTaeTca 3aMeHnTb 00bIYHBbIE MEXaHW3MbI
BblAeneHns agpecos, ces3aHHble ¢ PPP. CnegoBaTenbHo, nHnuumnpyowmin ceccnto PPP xocT BygeTt nonyyate agpec vepes
LNS, ncnonb3sys npouenypbl PPP. OTa agpecauus MoXeT ObiTb HE CBsi3aHa C aapecaumen, UCnosb3yeMon A5 KOMMYHUKaLU
mexay LAC n LNS. LNS notpebyeTtcs Takke nogaepxumBaTe MEXaHW3Mbl NEPECHINKU, KOTOPbIE HYXHbI AN MapLupyTusaumm
Tpaduka yaané&HHoro xocra.

6.2 BbIHYy)XXAeHHOe TYHHenupoBaHue

BbIHYXOeHHbIM TYHHENMpoBaHWE Ha3bIBAlOT CWUTyauuto, Korga CceTeBOW Yy3en (Hanpumep, cepBep [[ocTyna B CeTb),
Aencteytowmn kak LAC, pacwupsiet ceccuio PPP yepes onopHyto ceTb ¢ nomowbio L2TP go yaanénHoro LNS, kak noka3daHo
Hke. OTa onepaums npospayHa Ans nonb3osartens, nHuummpyowero ceccuto PPP ¢ LAC. 370 nossonsieT usbaBuTbCa OT
NpuBSA3KM MecTa U NPUHaAANEXHOCTU MOAEMHbIX MynoB, UCMOMb3YEMbIX ANs TenedOHHbIX COeQUHEHUIA, K CalTy, C KOTOPbIM
MoNb30BaTeN0 HYXHO coeanHUTbCA. [ogaepka Takoro cueHapus Gbina NcxogHon 3agaden paspaboTkn cneundvkauum L2F,
KOoTopas nocnyxwuna ocHoson ansa L2TP .

CyLecTByeT MHOXECTBO pasHbiX CLEeHapueB pa3BépTbiBaHUs. B ogHOM 13 npyMMepoB, NOKa3aHHOM Ha pUCyHke, abOHEHTCKUI
xocT coeauHsietca ¢ NAS, pericteytowmm B kadectBe LAC, n opraHusyetcs TyHHenb yepe3 ceTb IP (Hanpumep, Internet) no
wnto3a, gencreytowlero kak LNS. Lno3 obecnevnmBaeT 4OCTYN B KOPMOPATUBHYIO CETb U MOXET OblTb YCTPOWCTBOM [AaHHOMN
CEeTN WNK rpaHu4HbiM MapLupyTmusaTtopom ISP, ecnu nopgpepxkka cyHkumin LNS nepepaHa Ha obenyxuBanue ISP. Opyrum
NpYMepPoOM MOXeT CNyXuTb ucnonb3oBaHue ISP npotokona L2TP ans npegoctaBneHus nonb3oBaTensam gocTtyna B Internet.
Monb3oBaTenbckun xoct coeanHsaeTcs ¢ NAS, gencteyownm B kadectBe LAC, 1 opraHusyeTcs TyHHemMb Yyepes3 ceTb JocTyna
[0 rpaHuyHoro mapupyTtusaTtopa ISP, kotopbit cnyxut LNS. 370T rpaHunyHbii MappyTmusatop ISP npobGpacbiBaeTt
nonb3oBaTenbckun Tpaduk B Internet. B gpyrmnx cuerapusax ISP npumenset L2TP ana obecneveHus nonb3oBaTensm 4ocTyna
B VPRN nnu ogHoBpeMeHHoro coeanHermns ¢ VPRN u Internet.

VPDN ¢ ncnonb3oBaHWEM BbIHY)XAEHHOIO UM JOOPOBOMBHOINO TYHHENIMPOBAHWUS MOXHO paccMaTpyBaTth Kak OApYro MeTon,
AoCTyna Ans Monb30BaTenbCKoro Tpaduka, KOTopbIi MOXeT obecneuynBaTb COEOUHEHWS MEXAY pasHbIMWM TUNamu ceTen
(Hanpumep, koprnopaTnBHas ceTb, Internet unun VPRN). MocnegHuii BapMaHT MOXET Takke CRyXuTb NpuMepom obecneyeHus
yenyr VPN ansa cnyyas pasHotunHbix VPN.

10.0.0.1
+-———+
|XoeT | ----- LAC ——m—m—— LNS 10.0.0.0/8
+---=+ / H----- + ( ) +--——- + -
/----| NAS |---( OnopHast ceTs)---| GW |----(Kopmopar.)
KOMMYyTUpPYeMoe+———--— + ( IP ) - + ( cers )
coegMHeHMe === 0m===—==——=——-- m———————=
<--=---- Tyunens L2TP ------- >
<——mmmmm e Ceccust PPP --—--—-- >

PucyHok 6.1. lpumep 8biHYyXOeHHO20 MyHHeNUpPo8aHUs.
BbiHy>XAeHHOe TyHHenvMpoBaHWe W3HavarnbHO npeaHasHavanocb Ans pas3BEpPTbiBaHWS CepBepoB [OCTyna C NoAdepKKOM
KOMMYTUPYEMbIX JIMHWUA, MO3BONSIOLLMX MOAKIIOYATECS Yepe3 ceTu obLero nonb30BaHWMs K KOpnopaTuBHbIM canTtam 6e3
HeobXoaMMOCTM OpraHM30BLIBaTb HA 3TUX CaWTax CBOWM cepBepbl JocTyna. [ApyrMMm npumepom MOXeT CryXuTb nepegada ISP
yHKUMIA gocTyna no TenedOoHHbIM JNIMHUAM CTOPOHHEN opraHusauuu (Tako, kak LEC' B CLUA), koTopasa obcnyxuBaeT
MHOXecTBO ISP. Mo3aHee GbINO NpeanioXeHo MCMNoNnb3oBaTb BbIHYXAEHHOE TyHHenupoBaHnue Ansa cnyx6 DSL? [56] [57],
NCNONb3YIOLNX CYLLECTBYIOLLYIO MHAPaAcCTPYKTYpy AAA.

MapLupyTr3aums BbI30BOB A1 BbIHY>XOEHHOIO TYHHENVMPOBaHUS TpebyeT BO3MOXHOCTM MCMONb30BaHMUA HEKOTOPbIX acnekToB
opraHusaumm coeguHermn PPP, nossonsowmx LAC onpegenntb naeHTu4Hoctb LNS. Kak otmeyeHo B [50], aTu acnektsl MoryT
BKIOYATb MOEHTUUKALMIO NONb30BaTENEN C MOMOLLLI TEX UIN MHbIX CETWU OOCTyna unv atpubyToB Bbi3bIBAOLLEN CTOPOHbI
(Hanpumep, FQDN?®) ans ncnonb3oBaHusa B npoueaypax ayTeHTudukaumm PPP.,

MoxHo Takke cBs3aTb BoeguHO ABa TyHHens L2TP, korga LAC OyaeT uHMUMMpOBaTb TYHHEMb C MPOMEXYTOYHBLIM
YCTPOWCTBOM, KOoTOpoe urpaeT ponb LNS ansa atoro nepsoro LAC u ponb LAC gnsa koHevHoro LNS. Takoe pelweHve MoxeT
notpeboBaTbCA B COOTBETCTBUM C aAMWHUCTPaATUBHBLIMW, OPraHU3auMOHHBIMU UM HOPMAaTUBHbIMU TpebGoBaHMAMNW B YacTu
pasgeneHus ceTen OCTyna, OnopHbIX ceTen |IP n kopnopaTnBHbIX ceTen.

6.3 [lobpoBoOsibHbIE TYHHENU

[lo6poBONbHLIM TYHHENMPOBAaHWEM Ha3blBaloT Cryyan, Koraa OTAeNbHble XOCTbl MOAKMIYATCA K yAanéHHOMy canlTty C
MCMOSb30BaHMEM TYHHENs, HauMHalLWErocs Ha AaHHOM XOCTE W He BKIIYaloLLero MpOMEeXyTOYHbIX CeTeBbIX Y3M0B, Kak
nokasaHo Ha pucyHke Hmxe. Cneundukaums PPTP, yactuuHo BkntouéHHas B L2TP, cnyxut 6a3oin Anst Takux TyHHeENen.

Kak u ans BbIHYXOEHHOIO TYHHENUPOBaHWNS 34eCb BO3MOXHbI pa3Hble CLeHapun passBépTbiBaHUA. Ha pucyHke Huxe nokasaH
aboOHEHTCKUIA XOCT, NOAKMYALWUNCA K KOpNopaTUBHOM ceTu ¢ ucnonb3osaHuem L2TP unu IPSec B kadyectBe mexaHu3ma
TyHHenupoBaHua. K opyrum BapmaHtam 406pOBOMbHOrO TYHHENMPOBaHUSA OTHOCUTCS A0CTyn nonb3osatener B VPRN.

6.3.1 Bonpochki ucnonb3oeaHusi L2TP dnsi 006p0e80osibHbIX MyHHeneu

Cneundukaumsa npotokona L2TP nogaepxuBaeT 4OOPOBONbHOE TyHHENMpoBaHue, nockornbky LAC moxeT pasmewiatbcs Ha
XOCTax, a He TONbKO Ha y3nax cetn. OTMEeTUM, YTO Takowm XOCT nMeeT ABa agpeca IP - oauH ansa TyHHens LAC-LNS, a gpyron
(0bblvHO BbiAeNseTcst npoTokorioM PPP) - anga ceTu, K KOTOPOWM 3TOT XOCT nofgkntovaeTcs. MNpenmylecTBo NCNONb30BaHNS
L2TP pna [oGpoBOMbHOrO TYHHENWPOBaHWS 3aKM4aeTcss B BO3MOXHOCTM MPUMEHEHUS WMEILUXCA MEeXaHW3MOB
ayTeHTUdUKaumm 1 BoiaeneHns agpecos PPP 6e3 kakux-nmbo nameHeHnin. Hanpumep, LNS moxeT BkntodaTe knveHT Radius u
B3anmoaencTBoBaTb ¢ cepBepom Radius ans ayteHTudmkaumoHHoro oomeHa PPP PAP vnu CHAP, a Takke ons nonyveHus

"Local Exchange Carrier - nokasnbHbI KOMMYTaTop (TENEOHHBI).
“Digital Subscriber Line - undposas aGoHeHTCKas NUHKS.
SFully Qualified Domain Name - nonHoe JOMEHHOE UMSI.
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MepeBon RFC 2764 SHUMKNoneana ceTeBbIX MPOTOKONOB
KOHpMrypaLumoHHbIX AaHHbIX Anga xocTa (IP-agpec n cnucok cepsepoB DNS). 3ta nHdopmauma moxeT 6biTb nepefaHa XxocTy
no npotokony PPP IPCP.

10.0.0.1
+-———4
|Host|----- = —mmmmmm—————— 10.0.0.0/8
+--—=+ / +-———- + ( ) +-———- + mem—e———-
/----| NAS |---( Onopras cerw)---| GW |----(Kopnopar.)
KOMMyTHUpyeMoe+-———— + ( IP ) +----- + ( cers )
coeguHenne 000000 000—------------ ————————-
<-=-=---- Tyunene L2TP ------- >
c LAC mHa xocTe
<—————————————= ceccuent PPP ----—-———-———-—-- > LNS nHa umumnose
nnn
Lemmmm - TyHHeNner IPSEC ----=-————=—-=— >

PucyHok 6.2. lMpumep 006po8oIbHO20 MyHHEIUPOBaHUS.
OpHako npvBeaEHHas BbILLE Npoueaypa He ABNAeTCs AapMOBON. 30eCb BO3HUKAKOT CYLLECTBEHHbIE U3AEPXKKU, CBSI3AHHbIE CO
CTEKOM MpPOTOKONOB, 0COBEHHO B TEX cny4asix, korga anst obecneveHms 6esonacHoctn TpebyeTcs Mcnonb3oBaTh, a Takke B
crnyyasix NOAKMIYEHMST XOCTa MO HU3KOCKOPOCTHOMY KOMMYTUpPYEMOMY KaHany. W3gepXku BKNOYalT [OMOSMHUTENbHbIE
3arofoBkM B MNakeTax [AaHHblX, a TakkKe [OMONHUTENbHbLIE MPOTOKOSbI, KOTOPblE MPUXOAMTCS UCMONb30oBaTb Ha YpPOBHE
ynpasnexus. Hanpumep, npu ncnonsdosanun L2TP ¢ 3awmTon IPSec npunoxeHue web 6yaet pabotaTb Yyepes cTek

HTTP/TCP/IP/PPP/L2TP/UDP/ESP/IP/PPP/AHDLC
B paboTe [58] npeanoxeHo cHuxXaTb N3aepXkn Ans 4OO6POBOMbHBLIX TYHHENEN 3a CHET NCnonb3oBaHUs Tonbko IPSec

HTTP/TCP/IP/ESP/IP/PPP/AHDLC
B atom cnydyae IPSec ucnonbsyeTcs B TYHHENbHOM PEXUME U TyHHENb 3aBepluaeTcs Ha rpaHudHoM wio3e IPSec B cetu
npeanpuaTMa UM rpaHMYHOM MapLupyTusaTope npoBanepa, NOAKMIYEHHOM K KopnopaTueHon cetu. [ins agpecauun xocta
ecTb ABa BapuwaHTa. MoxeT mcnonb3oBaTbCs OBa agpeca, kak B crniydyae L2TP. XocTt mMoxeT Takke MCnonb3oBaTb OAMH
ny6nuyHbI agpec IP B none nCTouHWKa Ans BHYTPEHHUX U BHELIHWUX 3aronoBkos IP npu ucnonbsosaHuu winosa NAT' Ha nyTu
NMepecbInkyn MakeToB B KOPMOPaTMBHY ceTb. [ns OpyrMx XOCTOB KOpPMopaTMBHOM CeTW XOCT Bcerfa OyaeT BuaeH C
«BHYTpeHHUM» agpecoM IP. Micnonb3oBaHne NAT cBA3aHO C HEKOTOPLIMU OFPaHUYEHUSAMMN, PACCMOTPEHHbIMYU B [58].

Opyro Bo3aMOXHoN npobnemon, ceazaHHon ¢ PPP, aBnseTcsa TOT dhakT, YTO XapaKTepPUCTUKM KaHamnbHOrO YPOBHSI B TYHHere
L2TP 4epes onopHyto ceTb |IP AOCTATOYHO CMINBHO OTNMYAKTCS OT XapakTEPUCTUK KaHaINbHOrO YPOBHS Ha MOCrefoBaTerbHO
NVHUK, Kak ykasaHo B cneuudwvkaumm L2TP. Hanpumep, HeakkypaTHO BbliOpaHHble napametpbl PPP moryT npuBoauTh K
YacTbiM cbpocam u TariM-ayTam, 0COOEHHO MpU UCMONb30BaHMU KOMMPECCUN. TO CBA3AHO C TEM, YTO TyHHenb L2TP moxeT
M3MEHSITb MOPSAOK CriefoBaHUs MakeToB, a Takke oTbpacbiBaTb Mx 6e3 yBeooMneHusi, 4ero 06bIMHO He MpoUCXoauT B
nocrnefoBaTenbHbIX MUHUAX. YacToTa NnoTepy NakeToB TaKKe MOXET 0Ka3aTbCsl 3HAYUTENBHO BbILLE B pe3ynbTaTe Nneperpy3ok
B ceTu. icnonb3oBaHne nopsakoBbiXx HOMEPOB B 3aronoBkax L2TP nossonseT pewnTs Npobnemy HapylleHus nopsaka v ans
cnyyaes, korga LAC n LNS aBnstoTca koHeYHbIMM Todkamn PPP (kak npu 4o6poBONIbHOM TYHHENUPOBaHUK) None nopsaKkoBoro
HOMepa MOXeT MNPUMEHSTbCA Ans obHapyxeHuss oTbpacbiBaHWs MakeToB W nepefadnm COOTBETCTBYHOLWEN MHopmaumu
(YHKUMSM KOMMNPEeCccur, KOTOPbIM 3TW [AaHHble MO3BOMST NOoAdepXuBaTb CUHXpPOHM3auuio cTopoH. OpgHako npobnema
COXpaHseTcss ANS BbIHYXOEHHOTO TYHHENUPOBaHWUsS, MNOCKONbKy B 3ToM crnydyae LAC MoxeT OCO3HaHHO nepedaBaThb
noBpexaéHHble kagpbl xocTy PPP onsa vHavkaumm notepu nakeToB, HO YacTb 060opyaoBaHns He ByaeTt 9To No3BONSTh.

6.3.2 Bonpochbi ucnonb3oeaHusi IPSec dnsi 006poeosibHbIX myHHeneu

Mpn ncnonb3oBaHun IPSec ona 4oGPOBONLHONO TYHHENUPOBaHWUA (OYHKUMKU ayTeHTUdUKaUUM Nonb3oBaTenen U HacTPOWKu
KOHpurypaumm xocTa, BbinonHsemble ¢ nomollbio PPP, ona cnyyas L2TP Takke HyxHO obecneunBatb. Crnegyet oTMeTUTb
pasnuuua Mexay ayTeHTudukaumen nonb3oBaTtens W ayTeHTUduKaumMen ycTponcTBa. [ByxdakTopHas ayTeHTudukauus
BbIMOMHAETCHA C UCMONb30BaHMEM [BYX 3NIEMEHTOB M3 YWUCMa NEPEYUCIIEHHBIX - KOMMbIOTEP UMW CMapT-KapTa C LMgpPOBbIM
cepTudukaToM, naponb nonb3oBatens U T. N. (BapuaHT OBYX(aKTOpPHOW ayTeHTudukauum mcnonbdyetcs B HGaHkomaTax -
HY>XXHO npeabsBuTb kapTy M Homep PIN). MHorve u©3 yHacnegoBaHHbIX CUCTEM ayTeHTUdUKaLMW nonb3oBaTenen
acMMMeTpUYHblI NO CBOEW npupode M He MoryT nogdepxuBatbes IKE. [ns cuctem yganéHHoro goctyna B GonbLUMHCTBE
crnyyaeB npuMeHsieTca ayteHTudpmkaums PPP mexay nonb3oBatenem u cepsepoM foctyna um Radius mexgy cepsepamu
poctyna un ayteHTudukauun. AyTeHTUdMKaUMOHHBIM OoBMeH B 3Tom cnydvae (Hanpumep, PAP unn CHAP) sBnsetcs
acummeTpuyHbiM. CHAP nogaepxmBaeT BO3MOXHOCTb MOBTOpa ayTeHTUdUKauum nonb3oBaTens B nobo MOMEHT B Te4eHue
ceccum AN NpoBepKu TOro, YTO NoMb30BaTenemM ABMASETCS TOT XKe YeroBek, KOTOPbI OpraHn3oBar ceaHc.

MpoTtokon IKE obGecneunBaeT CTpOryto ayTeHTUMKauM MallvH, OOHAKO noaaepkka ayTeHTMdMKauuu nonb3oBaTenen
OorpaHMyeHa U acuMMeTpuyHas ayTeHTUdMKauMsa nonb3oBaTenen He nopaepxuBaeTcs. XOTS MOnb3oBaTeNnbCKMA MNaposb
MOXeT NPUMEHATLCA ANA Co34aHusA KYen, ncnonb3yemMblX B kKayecTBe preshared, ero HeBO3MOXHO ncnonb3osaTb ¢ IKE Main
Mode B cpepe ymanéHHoro gocTyna, MOCKONbKy Yy nonb3oBatens He OyaeT dukcMpoBaHHoro agpeca IP, a B pexume
Aggressive Mode He obecneumBaeTcsl 3allUTy WAEHTUYHOCTW. Mo 3TOW NpUYMHE MPEnrioKEHO MHOXECTBO peLUeHui Ansi
NOAAEPXKKN TPAAULIMOHHBIX CXEM acCMMMETPUYHOW ayTeHTudukauum nons3osatene ¢ IPSec. B paboTe [59] onpeneneH HoBbIN
obmeH coobweHusimu IKE (transaction exchange), paspelsatowmii nocrnegosaTenbHOCTM coobLieHun Request/Reply wn
Set/Acknowledge, a Takke onpegeneHbl atpubyTbl, KOTOpble MOTYT NMPUMEHSTLCA ANS HacTPOMKW KnueHTckoro creka IP. B
paboTtax [60] u [61] onncaHbl MexaHU3Mbl UCMOMb30BaHNS Takoro obmMeHa coobLLeHnsaMN B NpomexyTke mexay obmeHamm IKE
Phase 1 n Phase 2 ans ayteHTudwmkaumm nonb3osatenen. [ipyroe npegnoxexHue (6e3 pacwmpeHus camoro npotokona IKE)
onucaHo B [62]. B aTon mogenu nonb3oBatenb opraHnsyet Phase 1 SA co wno3om 3awuTel, @ NOToM opraHusyet Phase 2 SA
CO LUMO30M, 4Yepe3 KOTopbii paboTaeT CyLWeCTBYHLWMUA NPOTOKON ayTteHTudumkaumm. LUMwo3 cnyknt nocpegHukoM u
TpaHCNMpyeT NPOTOKOSbHbIE COOOLLEHUS cepBepy ayTeHTUdmKauumn.

Kpome TOro, 6einn npennoxeHns HacTpavBaTtbh ANs yAanéHHoro xocta agapec IP n gpyrme npotokonbl KoHUrypauum yepes
IPSec. Hanpumep, B paboTte [63] onvucaH MeToz, B KOTOPOM yAanéHHbIN XOCT cHavana opraHusyeT Phase 1 SA ¢ 3awutHbIM
wro3oM, a 3atem Phase 2 SA co wrno3oM, Yyepe3 KoTopbii pabotaeT npotokon DHCP. LUn3 cnyXuT nocpegHWKom u

'Network Address Translation - TpaHcnsiUWs ceTeBLIX aQpeCcoB.
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TpaHcnMpyeT NpOoToKomnbHble coobueHus cepeepy DHCP. Mogo6Ho npegnoxeHuto n3 [62], 34ecb He BHOCUTCSH U3MEHEHWU B
cam npotokon IKE.

Eweé oamH acnekt dyHKumoHanbHocTM PPP, nogaepxka koToporo MoXeT noTpeboBaTbCsi B MyNbTUNPOTOKONbLHONM Cpeae, - 3TO
Heo6XoaAMMOCTb Mepefady MPOTOKONIOB CETEeBOr0 YPOBHSA, OTMM4YHbIX OT |P, M gaxe nNpOTOKONOB KaHanbHOIO YPOBHS
(Hanpumep, Ethernet) onsa opraHusauum mocTtoB Yepes IPSec. 3ToT Bonpoc paccMoTpeH B naparpade 3.1.4.

MeTofbl NoOAAEPXKU TPaAWLMOHHOW ayTeHTU(MKaUMKU Mofb3oBaTener M HacTPOMKM KOHGUrypauum XOCTOB B cpede C
yAaneHHbIM JOCTYNOM B HacTosiLLEee BpeMs SBMSOTCA NpeaMeToM obeyxaeHns B paboyeii rpynne IPSec.

6.4 XocTbl B NOKanbHbIX CETAX

OcHoBaHHas Ha npotokone PPP coBpemeHHass mogenb AocTyna Mo KOMMYTUPyeMblM NWHUAM Mpegnonaraet npsMoe
coegMHeHVe XocTa C OPUEHTMPOBAHHOW Ha coeaunHeHus TenedoHHOW ceTbio. PaspaboTaHHble No3gHee HOBble TEXHOMOrnu
poctyna (Hanpumep, DSL) nblTanucb BOCnonb3oBaTbCa 3TO MoAenbto [57], 4Tobbl coxpaHnTb cyllecTBylowme cuctemol AAA.
OpHako pacnpoctpaHeHve MK, npuHTEpoB M ApYyrux CeTeBbIX MPUIIOKEHUA B AOMAx M HeGOMbLUMX KOMMAHUAX, a Takke
CHWXEHMEe CTOMMOCTM CeTer Nopoaunu anbTepHaTVBy MOAENV NPSMOro MOAKMoYeHNs XOocToB. B pesynbTaTe BO3HWMKNA
MoZenb NoAKMIoYeHNs XocToB K Internet yepes HebonbLlune (06b4HO, Ethernet) nokanebHble ceTw.

CnepoBatenbHO, BO3HMKNA NOTPEBHOCTb MPUCNOCOGUTL CYLLECTBYIOLLYIO Y CEpPBUC-NPOBaiaepoB MHpacTpykTypy AAA ans
noaaep>Kk1 MOAKMIOYEHNS MHOXXECTBa XOCTOB C OAHOro canTta. OCHOBHbLIM OCMOXHEHMEM, CBA3aHHLIM C TakUM CLeHapuem,
ABNSAETCH HeOBXOAMMOCTbL MOAAEPKKM Auanora npu Bxode B ceTb (login), B KOTOPOM OCYLLECTBNSAETCH 0GMeH MHopmaumeit
AAA. Huke onvcaHo HeCKONMbKO BapUaHTOB NPeoOoneHnst 3TUX CrIOXKHOCTEN.

6.4.1 PacwupeHue PPP Ha xocmbi ¢ ucnosib308aHuem L2TP
BbINo BHECEHO MHOXECTBO MpeanoxeHun (Hanpumep, [56]) no pacwwmpenuio L2TP vepes Ethernet, nossonsiowemy ceteBbim
XOoCTaM opraHm3oBbIBaTh ceccun PPP 3a npegensl ceTu Tak xe, Kak 9To AenaeTtcsa Ans obbl4HbIX XOCTOB.

6.4.2 HenocpedcmeeHHoe pacuwupeHue PPP Ha xocmbi

CyuwiectByeT Takke crneundukaums ans otobpaxeHnna PPP HenocpepnctBeHHo B Ethernet (PPPOE) [64], B KkoTopom
UCMNOmNb3yeTCHa LUMPOKOBELLAaTENbHbIN MexaHn3M And obecneyeHnss XxocTam BO3MOXHOCTU MOWCKa CepBepoB AOCTyna Ans
NOAKMYEHMS K HAM. Takne cepBepbl MOTyT Npu HEOGXOAMMOCTU TyHHenmpoBaTb ceccun PPP ganbwe, ncnonbsysa L2TP unn
MOXOXUIA MEXaHN3M.

6.4.3 Ucnonb3oesaHue IPSec
PaCCMOTpeHHbIe BbllLle MeXaHU3Mbl ,D,O6pOBOJ'IbHOI'O TYHHEennMpoBaHMA Ha OCHOBe |IPSec MOryT NPUMEHATbCA KaK AOnd
I'IO,D,KJ'IIOHéHHbIX HenocpeacTBeHHO, Tak U AN1A CeTeBblX XOCTOB.

OTmeTMM, 4TO ANs BCeX 3TUX METOAOB Ha XocTax TpebyeTcsi MCcnonb3oBaTb AOMOMHUTENbHbIE MPOrpaMMbl, KOTOPbIE
noaaepxmeatoT yHKkUmMoHaneHocTb LAC, knneHTta PPPOE unu knueHTa IPSec.

6.5 PekomeHpauum
Creundukauns L2TP 3aBeplueHa 1 ByaeT LWMPOKO NPUMEHATLCS AN BbIHYXXAEHHOIO TyHHenmpoBaHus. Kak 6b1no oTMeveHo B
naparpace 3.2, onpegeneHne KOHKPETHbIX peXxnmoB paboTbl IPSec ansa sawmTtel L2TP 6ygeT obecneunBaTh NnpenmMyLLecTBa.

[na nobpoBonbHbIX TyHHenen ¢ npumeHeHnem IPSec TpebyeTca gononHutensHasa pabota ¢ Lenbio obecneynTb NOAAEPHKKY:
- TpaguUMOHHOW acMMMETPUYHOW ayTeHTudukaumm nons3osatenen (6.3);
- BbldeneHue agpecoB U HACTPOWMKY KOHurypaLum xocTtoB (6.3).

TpebyeTcs TakkKe pelleHue psifa ApPYrMx BOMPOCOB, CBSI3aHHbIX C MOAAEPXKKOM yAanéHHbIX XOCTOB. B HacTosilee Bpems
UMEETCH MHOIO HECOBMECTUMbIX MEXAY COBOW peLleHunii.

7.0 TunsiI VPN - VPLS

VPLS' npencrasnseT cob6oi amynsauuio cermeHTa JIBC ¢ ucnonb3oBaHveM Internet. VPLS moxeT ucnonb3oBaTtbca Ans
opraHv3aumu npospayHoro TpaHcnopta TLS?2, KOTOPbIA MOXET CNyXUTb ANl COeAMHEHUS! MHOXECTBa OKOHeYHbIX yarnos CPE
(MocTOB 1 MapLUpyTM3aTOpOB) He3aBucumo oT npoTokonoB. VPLS amynupyet cermeHT JIBC yepes ceTb IP Tak ke, kak LANE
amynupyet cermeHT JIBC 4yepe3 cetb ATM. OcHoBHbIM npeumyliectBom VPLS sBnseTcs nonHas npo3payvyHocTb Ansi
NMPOTOKOSOB, YTO MOXET OblTb BaXHO Kak C TOYKW 3PEHUSI MOOOEPXKKM Pas3HbIX MPOTOKOMOB, Tak U B MMaHe BbINOMHEHUS
TpeboBaHUii perynsitopoB B KOHTEKCTE KOHKPETHLIX CEpPBUC-NPOBaiaepOB.

7.1 Tpe6oBaHus VPLS

C To4kmM 3peHusa Tononorun n pabotel VPLS ovyeHb HanommHaoT VPRN, 3a UCKTHOYEHNEM TOrO, YTO KaxAbl rPaHUYHbIA y3er
VPLS peanusyeT MOCT KaHanbHOroO ypOBHS, @ He MapLupyTM3auuio Ha ceTeBOM ypoBHe. Takum obpasom, Gomblias 4yacTb
pPacCMOTPEHHBIX BbILLE MEXaHW3MOB TyHHenvpoBaHus U HacTponkn VPRN moxeT wucnonb3oBatbcd ansa VPLS c
COOTBETCTBYIOLUNMIU U3MEHEHNsIMU Ans paboTbl C KaHanbHbIM YpOBHEM, B3aMeH ceTeBoro. B nocnegywowmx naparpadax
onncaHbl OCHOBHbIE U3MEHEHUS, KOTOPbIE HY>HO BHecTu B paboty VPRN ans nogaepxkun VPLS.

7.1.1 ll[pomokosibl myHHenupo8aHusi

Mcnonesyemble B VPLS npoTokonbl TyHHeNMpOBaHMS MOryT B TOYHOCTM coBnagaTb € npumeHsiembimn ana VPRN, ecnu
COOTBETCTBYIOLLMIA NPOTOKON MO3BOMSET TYHHENUPOBaTb MYyNbTUNPOTOKONbHLIN Tpaduk. Hwxke npepnonaraetcsi, 4To 3TO
yCroBWe BbIMOJTHEHO.

Virtual Private LAN Segment - cermeHT BUMpTyanbHoW YacTHov JIBC.
“Transparent LAN Service - npo3spayHble ycnyru JIBC.
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10.1.1.1 +-——————- + +-——————- + 10.1.1.2
+---+ | xpaeBoit | TYHHeNns IP | xpaeBoit | +---+
|CPE|------- | ysen | === | ysen |=-=====-= |CPE |
+---+okoHeu.| ISP | | ISP | okoHeu . +---+
KaHan +-------- + o +KaHan
I I
[ ( ) I I
| +----( marucrpane IP )----+ |
| ( ) |
| e |
| | |
| ryEHEeN® IP +-—————-—- + TyHHens IP|
| | xpaeBoit | |
tommm | ysen | === +
| ISP |
to—————— + nozmceTe = 10.1.1.0/24

OKOHEeUHHI KaHal |

+-——+
|CPE| 10.1.1.3
+-——+

PucyHok 7.1. lpumep VPLS.

7.1.2 [Tod0epikka epynnoeoll u wupoKoeewamesbHOU adpecayuu

Ons VPLS TpebyeTcs nogaepxka WMPOKOBELLAHNA. OTO HYXXHO Kak Ans LWMPOKOBeLLaTeNbHbIX KaapoB, Tak v Ans NaBUHHON
pacchbInkv NakeToB Ha KaHanbHOM YpOBHE, KOrAa MHAMBuAyanbHbIA (unicast) Kagp paccblnaeTcs BCceM (NaBWHHO) NO NpUYMHE
OTCYTCTBUS AaHHbIX O MyTK K agpecaTy. [NpoTokon npeobpa3oBaHns agpecos, paboTaowmin B cetn Ha 6ase MocToB, 06bIYHO
TOXe MCMonb3yeT LMpoKoBellaTenbHble kagpbl (Hanpumep, ARP). Habop mexaHM3mMoOB C noaaepXkon rpynnoBoro tpaduka,
paccmoTpeHrHbIn Bbiwe ana VPRN, moxeT ncnonb3oBateea u ansa VPLS, xota 6onee yactoe B o6LEM criyyae npumMeHeHue
wupokosewanns B VPLS MoxeT okasblBaTb CUNbHOE [aBfeHWe Ha eCTEeCTBEHHYI MoA4EepXKy rpynnoBon agpecauunn
(Hanpumep, CHM3NTb U3AEPXKKN pennukauum Ha rpaHuyHbIX yanax VPLS).

7.1.3 KoHgpuaypayusi npuHadnexxHocmu k VPLS u mononozaus

Hactponka koHdpurypauum VPLS aHanormuyHa cnyyao VPRN, nockonbky TpebyeT nuiib MHpopmaumMm o fnokanbHOW CBA3W
kaHanos ¢ VPN Tonbko Ang gaHHoro rpaHu4Horo y3na VPLS u nageHtTudmkauns apyrux rpaHuyHbX Maplupytusatopos VPLS
U MapLUpyTOB K HUM. B 4acTHOCTU, KOHUrypaumus He 3aBUCUT OT NPUPOAbI NEPECHISIKU Ha KaxaoM rpaHudHom y3ne VPN.
MoaTomy Bce mexaHusMbl onpeaeneHvs npuHagnexHoctn kK VPN 1 pacnpoctpaHeHns aTon nHdopMaumm, onMcaHHbIe Bbille
ans VPRN, npumenumsl n ansa koHdurypauum VPLS. Kak un ansa cnyvaa VPRN, Tononornent VPLS MoxHO nerko ynpaensaTtb Ha
YPOBHE KOHMUrypaumm napTHEPCKMX Y3MOB B KaXOOM rpaHMyHoM maplipytusaTtope VPLS B npeanonoxeHumn, 4To MexaHnsm
pacnpocTpaHeHnst tHopMauum 0 NPUHAANIEXHOCTN NO3BONSET 3TO AenaTb. AcHo, 4yTo TMnoBas VPLS Oyaet nonHocBA3HOM,
OHaKo ANS WUCKIIoYEeHNA HeobxoaumocTu nepepaydn Tpadmka mexagy Asyms yanamu VPLS yepes TpeTuid (TpaH3WTHBIN) y3en
VPLS TtpebyeTcs ncnonb3oBaTb NpoTokon Spanning Tree [65] npegoTepallatowmin BO3HUKHOBEHNE METENb.

7.1.4 Tunbi okoHe4YHbIx y35108 CPE
VPLS moxeT nogaepxuBaTtb B kadectse ycTporicte CPE MOCTbl unu mapLupyTusaTopsi.

CPE-mapLupyT3aTopamy ©yayT Mpo3payHO OpraHu3oBbiBaTb NapTHepckue cBsiav 4Yeped VPLS Ges HeoGxoaumocTtu
opraHvsaumMu Mexay HYMW MapTHEPCKUX OTHoweHui B pamkax VPLS. MpoGnembl macluTabupoBaHus, BO3HUKaloWwMe Ans
nonHoceasHoi tononormn VPRN, npuMeHWMbl U Ans 3TOTO Cryyasl, HO B AAHHOW CUTyauuu 4YMCNO MapLipyTU3aTopoB-
napTHEPOB NoTeHUMansHo Gonblue, NOCKONbKY MapLUpyTuaaTopbl ISP He aBnaioTca Gorblie ToYKaMu arperpoBaHus.

O6nactn wupokosewaHuss CPE-mocToB oxsaTtbiBaloT Bce CPE caiitoB, a Takke camy VPLS. 370 co3gaéTt cyluecTBeHHble
OorpaHnyeHus no macluTabupoBaHuio, NOCKONbKY TpebyeT NaBMHHOW pacchbifiku NakeToB U nwboe M3meHeHwe Tononorun B
AoMeHe Ha 6a3e MOCTOB SIBNSETCHA HerokanbHbIM U 3aTparMeaeT BeCb AOMeH. 10 3TON npuynHe AaHHbIN BapuaHT NOAXOAUT
nvwb AN NOAAEPXKN HEMapLUPYTU3NPYEeMbIX NPOTOKOOB.

Mpupoga CPE onpepensieT MpOTOKOMbI WHKaNCynsauuw, agpecauuu, Nepecbinku u onpegenexnvus pgoctynHoctn B VPLS,
KOTOpble ByayT pacCMOTPEHbI HUXE.

7.1.5 UHkancynsiyusi nakemoe OKOHe4YHO20 KaHana

7.1.5.1 CPE-mocT

B aTom cnyyae nakeTsl nepeatotcs B ceTb VPLS 1 13 Heé yepes kaHan JocTyna B Kagpax KaHanbHOro ypoBHS C NOAXOASALLEN
AN KaHana goctyna uHkancynsumen. Hanbonee yacTbiM sBNsSieTCA Mcnonb3oBaHue kagpoB Ethernet k nogxopswen ans
KOHKPETHOW TEXHOMNorMm [ocTyna WHKancynauven (Hanpumep, ucnonb3oBaHune ATM ans nogknioveHus moctoB CPE k
rpaHnyHbiM y3nam VPLS). Takve kagpbl Torga nepecbinalTcd Ha ypoBHe 2 B TyHHenb, ucnonb3yembii B VPLS. Kak 6bino
OTMEYEHO BhbIlEe, 3TO TpebyeT NCnonb3oBaTh NPOTOKOM TYHHENUPOBaHUs |IP, No3BONSALWMIA TpaHCNOPTUPOBATbL Takue Kagpbl
KaHanbHOro ypoBHs. OTMeTMM, 4TO 3TO 06sA3aTenbHO He Bcerga, OOHaKko NMPUMMEHEHWe Mons MaeHTUdMKauMu NpoTokona B
Ka>KOOM TYHHENbHOM MakeTe, Kak NpMpoAa uHKancynMposaHHoro Tpaduka (Hanpumep, kagpos Ethernet) moxeT BbiTh ykasaHo
npw opraHn3aumm TYHHens.

7.1.5.2 CPE-mapwpyTtusartop

B atom cnydae mapwpyTtusatopbl CPE obmeHuBaioTca naketamu ¢ VPLS uepe3 OKOHeYHble KaHanbl, agpecyst UX Ha
KaHanbHOM YpOBHe napTHepckuM MapuupyTmu3atopam CPE. MoryT okasaTbCa NOMesHbIMW M gpyrve Tumbl WHKancynsauuu.
OpHako, nockonbky VPLS, k koTopon nogkmntodeHbl Tonbko mapwpyTtudatopbl CPE, TpebyeTca cpaBHUTENBbHO OrpaHnyYeHHoe
agpecHoe NMpPOCTPaHCTBO, AOMONHUTENbHAA MHKANCynAumMs MOXeT UCMONb30BaTbCs, Kak MOKa3aHo HUXe.
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7.1.6 Adpecayuss CPE u mpaHcnsiyusi adpecoes

7.1.6.1 CPE-mocT

Mockonbky VPLS paboTaeT Ha KaHanbHOM YpOBHE, BCE XOCTbl Ha OKOHEYHbIX canTax B cnyvae CPE-mocta o6blMHO 6yayT
HaxoAWTbCA B OAHOM NOACeTM (BO3MOXHO W Hanmuume MHOXecTBa nogceTer B ogHon JIBC, HO Takme cryyanm He TUMWYHBbI).
Kagpbl nepecbinatotcs B VPLS u yepes Heé Ha ocHOBe aapecoB KaHarnbHoro yposHs (Hanpumep, IEEE MAC), cBa3aHHbIX C
oTAenbHbIMM xocTamu. B VPLS TpebyeTca nogaepxka LuMpokoBellaTenbHOro Tpadmka, NockorbKy OH 0BbIMHO MCMONb3yeTcs
MexaHu3mamu npeobpasoBaHnsa afpecoB AnA oTobpaxeHus agpecoB CETEBOrO YPOBHSA Ha agpeca KaHanbHOro ypoBHA. Ans
VPLS TpebytoTca Takke anroputMbl NEPECHINKU 1 onpeaeneHns AOCTYNMHOCTY C Lenbio 06paboTkm naBuHHOro Tpaduka.

7.1.6.2 CPE-mapwpyTunsartop

Ons coeguHeHna mapwpyTtudatopoB CPE 4yepe3 VPLS 00blMHO NpMMEHSAETCA ofHa MOACETb CETEBOro YpPOBHHA. XOCThl 3a
KaxxgbiM MapLipytuzatopom CPE HaxoasTcs B pasHblx MOAcCeTsX ceTeBoro ypoBHs. MapuipyTtudatopel CPE nepegatoT nakeTbl
yepe3 VPLS oTobpaxas ceTeBoW aapec Crneaymllero uHTepeana Ha agpec napTHEPCKOro MapLupyTu3atopa Ha KaHarnbHOM
ypoBHe. VIHkancynsums kaHanbHoro ypoBHs (06bi4Ho Ethernet) ucnonbayetcs kak gns cnyyasi MOCTOB.

OpHako, kak OTMeYeHo Bebllle, B criyyasx, korga Bce y3nbl CPE, nogkniovéHHble k VPLS, saBnstoTca maplupytnsatopamu, no
NpuYMHe orpaHnyeHun agpecHoro npoctpaHcTBa VPLS And mHkancynsumm MOoXeT NMpUMEHSTbCA adpecHOe NpOCTPaHCTBO,
otnuyHoe ot MAC. Hanpumep, B [11] npeanoxeH mexanuam ansi opraHm3daumm VPLS uyepe3 cetn MPLS, oCHOBaHHbIN Ha
bonee paHHem mexaHusme opraHudaumm VPRN 4yepes MPLS [38], roe npepnaraetca ucnonb3oBate MPLS B kavecTBe
MexaHu3mMa TYHHENWpPOBaHWA W NokanbHO npucBamBaTb MeTkn MPLS B KkayecTBe agpecoB KaHanbHOMO YpOBHA And
naoeHTMdukaummn mappytusatopos CPE LSR, coeanHéHHbIX ¢ VPLS.

7.1.7 MexaHu3mMbI nepecbisiku u docmyrnHocmu 0Ossi Kpaeabix y3s10e VPLS

7.1.7.1 CPE-mocT

EOQVHCTBEHHBIM MPaKTUYHBIM MEXaHU3MOM nepecbinkn Ha rpaHuue VPLS B aTom cnydae OyaeT crtanHgapTHas naBuHHas
paccbinka nakeToB Ha kaHanbHOM ypoBHe W onpepeneHne MAC-agpecos, kak onucaHo B [65]. [lo aton npuynHe HeT
Heo6XxoAMMOCTN B OTAENbHOM MPOTOKOMe NpoBepkM AocTynHocTu Ans VPLS, x0T HyXeH LuMpokoBeluaTenbHbIN MexXaHW3m
ANst NaBUHHOW PaccChbINikv, Kak OTMe4YeHo Bbile. B obuem crnyyae HeT HeoBXOAUMOCTM MoaAepXmBaTb MPOTOKON Spanning
Tree mexgy rpaHnyHbiMmn y3namu VPLS, ecnun Tononorus VPLS TakoBa, 4To rpaHunyHble y3ana VPLS He mncnonb3ytoTes ans
TpaH3uTa Tpaduka mexgy nobbimyu apyrumun y3namu VPLS (MHbIMKM crioBamu, MMeeTCs NOMHas CBA3HOCTb WM TPaH3UT SIBHO
ucknioyaetca). C papyron ctopoHbl, CPE-MOCTbI MOryT peanusoBaTb MNPOTOKON OCTOBHOTO AepeBa Afs 3almTbl OT
BO3HMKHOBEHNS «0O6X0aHbIX nyTen» mumo VPLS.

7.1.7.2 CPE-mapwpyTtusartop

B sTom crnyyae moryT ucnonb3oBaTbCA CTaHOAPTHblE TEXHOMOrMM MOCTOB. Kpome TOro, MeHbllee agpecHoe NpoCTPaHCTBO
KaHanbHOro ypoBHs B Takor VPLS nos3eonsieT Takke MCMNOMb30BaTh APYrMe TEXHOMOMMN C SBHbIMW MapLUpyTamu KaHanbHOro
ypoBHA Mexay mapupyTtusatopamn CPE. B pabote [11], Hanpumep, npeanoxeHo npu pobaeneHun B VPLS HoBOro
MapLpyTtmsaTtopa CPE opranusoBbiBate MPLS LSP mexay Bcemu CPE LSR. 3710 no3sonset n3baBuTtbCsi OT HEOOX0ANMOCTH
NaBWHHOW paccbifnku naketoB. B 6onee obliem crnyvae npu UCNOMb30BaHUM MEXaHW3MOB AOCTYMHOCTU AN HAcTPOWKU B
KOHpurypaummn rpaHudHbix y3noB VPLS agpecoB KaHamnbHOro YpOBHS MOAKMIOYMEHHBIX K y3ny MaplipyTtusatopoB CPE,
MoAMdMKaLMM BCEX MexaHu3MOoB onpegeneHus goctynHoctn BHyTpu VPN, paccmotpeHHble ang  VPRN, wmoryT
Mcnonb3oBaTbCsA ANS pacnpoCcTpaHeHUs UHGOpPMaLumM o 4OCTYNHOCTU BCEM OPYIMM rpaHnyHbIM y3nam VPLS. 31o nossonser
opraHunsoBaTb nepefady nakeTtoB yepe3 VPLS 6e3 naBnHHOW pacchbIirku.

MoryT 6bITb Takke pa3paboTaHbl MeXaHWU3Mbl AN AaNbHENLLEro pacnpoCcTpaHeHUs aipecoB KaHaNbHOrO YPOBHS NapTHEPCKUX
mMapLupyTm3aTtopoB CPE 1 cOOTBETCTBYHOLLMX MM apeCcOB CETEBOr0 YPOBHSI Yepe3 OKOHEYHble KaHarbl K MapLupyTusaTopam
CPE, koTopble MOTyT UCNOMb30BaTh MOMYyYEHHY0 MHbopMaLmMio ANA BCTaBkv B cBou Tabnuubl npeobpa3oBaHusa agpecos. JTO
n3baBnsieT OT HEOOXOANMOCTU UCMONb30BaHMSA LLMPOKOBELLATENBHBIX MPOTOKONOB Npeobpa3oBaHusa agpecos Yepe3 VPLS.

FAcHo, 4TO Npu onpedeneHun ABHbIX MapLUPYTOB KaHamnbHOro ypoBHsi yepe3d VPLS oTnagaet HeoGXxoaMMOCTb Noggepkky
NPOTOKOSIOB OCTOBHOTO AepeBa. Mpy UCNonb30BaHUM OObIYHBIX MEXAHU3MOB JNTABMHHOM PACCHIIKMA CBA3YOLLEe AEePEBO HYXXHO
NMWb B TeX Ccriyyasx, Korga opraHu3oBaTb MOSHOCBA3HYKD CeTb HEBO3MOXHO U y3nbl VPLS BbiHyXAeHbl nepecbinatb
TPaH3UTHbIN TpaduK.

7.2 PekomeHpauum

Mexay cetasmun VPRN n VPLS MHoro obuiero n, no BO3MOXHOCTW, 3TWU CXOACTBa CreAyeT WUCMoNb30BaTb AN YNPOLLEHNs
paspaboTkn n HacTpoukn. B yacTtHocTu, B ceTax VPLS cnegyeT NnpuMeHsTb Te e MexaHn3Mbl TYHHENUPOBaHUS U HACTPOWKN
NPUHAANEXHOCTUN C y4ETOM cneumdmyeckux xapakrepmnctmk VPLS.

8.0 Mmozoebie pekomeHOayuu

B atom pokymeHTe pasHble Tunbl VPN paccmaTtpvBanucb No OTAENbHOCTM, OQHAKO €CTb MHOXECTBO obLwmux TpeboBaHui n
MeXaHW3MOB, NPUMEHNMbIX kKO BceM Tunam VPN, a BO MHOMMX ceTsx Ucnonb3yrTcst KoMouHauum pasHotunHbix VPN. O6wue
cBovictBa pasHoTunHbix VPN OyayTt BecbMa nonesHbl. B uvacTHoctu, adpdektnBHa OyneT craHgaptv3auusi MUHUMMArbHO
BO3MOXHOTO YMCIia MEXaHU3MOB, KOTOPbIE NMO3BONUNK bbl peannaoBaTtb pasnuyHble Tunbl VPN.

CnepgyeT npucTanbHO M3y4nTb LenecoobpasHocTb JobaBneHnst noaaepKku NepeyncrneHHbIX HUKe MexaHU3MOB.
Ons IKE/IPSec:

- TpaHcnopTtupoBka VPN-ID npu opranmnsaumm SA (3.1.2);

- onuuwn nycTbix (null) wudposanHusa n ayteHTndukaumm (3.1.3);

- MynbTUNpoToKonbHas pabota (3.1.4);

- ynopsigoyeHue kagpos (3.1.5);
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- TpaguuMOHHas acUMMETpUYHas ayTeHTudurKaums none3osartenei (6.3);

- BblAeNeHue 1 HacTpoka agpecoB XocToB (6.3).
Ona L2TP:

- onpegeneHve pexumos paboTel IPSec npu ncnonssosaHun Ang nogaepxkn L2TP (3.2).
Ona VPN B uenom:

- onpedeneHne MexaHW3MOB HacTPOWKM W pacnpocTpaHeHus uHopmaumm o npuHagnexHoctn k VPN Ha ocHoBe
katanora unu MIB (5.3.2);

- obecneyeHne B HOBbIX pa3paboTkax NOAAEPKKM MakcUmMaribHoro Ymicna tunos VPN BMeCTO co3gaHus pelueHun ansi
eanHcTBeHHoro Tuna VPN.

9.0 Bonpocbi 6e3onacHocmu

Bonpocbkl 6e3onacHoOCTM ABNATCA BaXXHOW 4YacTblo Bcex mexaHuamoB VPN u paccMoTpeHbl B naparpadax, NOCBSLEHHbIX
3TUM MexaHn3MaM.

10.0 bnazodapHocmu

Cnacubo Anthony Alles n3 Nortel Networks 3a ero nmomollb Npu HanMCaHWM 3TOrO AOKYMEHTa M pa3paboTKy 3HaYUTENbHON
YacTu maTepwana, Ha KOTopom Oblnv OCHOBaHbI paHHWe Bepcun AokymeHTa. Cnacubo Takke Joel Halpern 3a ero nonesHble
KOMMeHTapum.

11.0 Jlumepamypa

[11 ATM Forum. "LAN Emulation over ATM 1.0", af-lane-0021.000, January 1995.
[2] ATM Forum. "Multi-Protocol Over ATM Specification v1.0", af-mpoa-0087.000, June 1997.
[3] Ferguson, P. and Huston, G. "What is a VPN?", Revision 1, April 1 1998; http://www.employees.org/~ferguson/vpn.pdf.

[4] Rekhter, Y., Moskowitz, B., Karrenberg, D., de Groot, G. and E. Lear, "Address Allocation for Private Internets", BCP 5,
RFC 1918, February 1996.

[5] Kent, S. and R. Atkinson, "Security Architecture for the Internet Protocol", RFC 2401, November 1998.
[6] Perkins, C., "IP Encapsulation within IP", REC 2003, October 1996.
[71 Hanks, S., Li, T., Farinacci, D. and P. Traina, "Generic Routing Encapsulation (GRE)", REC 1701, October 1994.

[8] Townsley, W., Valencia, A., Rubens, A., Pall, G., Zorn, G. And B. Palter, "Layer Two Tunneling Protocol "L2TP"", REC
2661, August 1999.

[9] Rosen, E., et al., "Multiprotocol Label Switching Architecture", Work in Progress’.

[10] Heinanen, J., et al., "MPLS Mappings of Generic VPN Mechanisms", Work in Progress.
[11] Jamieson, D., et al., "MPLS VPN Architecture", Work in Progress.

[12] Casey, L., etal., "IP VPN Realization using MPLS Tunnels", Work in Progress.

[13] Li, T. "CPE based VPNs using MPLS", Work in Progress.

[14] Muthukrishnan, K. and A. Malis, "Core MPLS IP VPN Architecture", Work in Progress?.

[15] Rosen, E. and Y. Rekhter, "BGP/MPLS VPNs", RFC 2547, March 1999.

[16] Fox, B. and B. Gleeson, "Virtual Private Networks Identifier", REC 2685, September 1999.
[17] Petri, B. (editor) "MPOA v1.1 Addendum on VPN support", ATM Forum, af-mpoa-0129.000.
[18] Harkins, D. and C. Carrel, "The Internet Key Exchange (IKE)", REC 2409, November 1998.
[19] Calhoun, P., et al., "Tunnel Establishment Protocol", Work in Progress.

[20] Andersson, L., et al., "LDP Specification", Work in Progress®.

[21] Jamoussi, B., et al., "Constraint-Based LSP Setup using LDP" Work in Progress®.

[22] Awduche, D, et al., "Extensions to RSVP for LSP Tunnels", Work in Progress.

[23] Kent, S. and R. Atkinson, "IP Encapsulating Security Protocol (ESP)", REC 2406, November 1998.
[24] Simpson, W., Editor, "The Point-to-Point Protocol (PPP)", STD 51, REC 1661, July 1994.

[25] Perez, M., Liaw, F., Mankin, A., Hoffman, E., Grossman, D. And A. Malis, "ATM Signalling Support for IP over ATM", RFC
1755, February 1995.

[26] Malkin, G. "RIP Version 2 Carrying Additional Information”, RFC 1723, November 1994.
[27] Moy, J., "OSPF Version 2", STD 54, RFC 2328, April 1998.

'PaboTa ony6nukosaHa B REC 3031. MMpum. nepes.
2Pabota ony6nukoeaHa B RFC 2917. Mpum. nepes.
’Pabota ony6nukosaHa B REC 3036, Bnocneacteuun 3ameHéHHom REC 5036. Mpum. nepes.
‘Pabota ony6nukoeaHa B RFC 3212. Mpum. nepes.

25 www.protokols.ru


https://www.protokols.ru/
https://www.protokols.ru/WP/rfc2328/
https://www.protokols.ru/WP/rfc1661/
https://www.protokols.ru/WP/rfc2406/
https://www.protokols.ru/WP/rfc5036/
https://www.protokols.ru/WP/rfc3036/
https://www.protokols.ru/WP/rfc2409/
https://www.protokols.ru/WP/rfc2685/
https://www.protokols.ru/WP/rfc3031/
https://www.protokols.ru/WP/rfc2661/
https://www.protokols.ru/WP/rfc2661/
https://www.protokols.ru/WP/rfc17018/
https://www.protokols.ru/WP/rfc2003/
https://www.protokols.ru/WP/rfc2401/
https://www.protokols.ru/WP/rfc1918/
http://www.employees.org/~ferguson/vpn.pdf

dHUuMKnonegusa ceTeBbiX NPOTOKONOB MepeBon RFC 2764

(28]

[29]
[30]
[31]
[32]
(33]
[34]
(3]
(36]
[37]
(38]
(39]

[40]
[41]
[42]
[43]
[44]

[49]
[46]

[47]
(48]
[49]
[50]
[51]
[52]
(53]

[54]

[59]
[56]

[57]
(58]
[59]
[60]
[61]
[62]
[63]
[64]

(65]

Shacham, A., Monsour, R., Pereira, R. and M. Thomas, "IP Payload Compression Protocol (IPComp)", RFC 2393,
December 1998.

Duffield N., et al., "A Performance Oriented Service Interface for Virtual Private Networks", Work in Progress.

Jacobson, V., Nichols, K. and B. Poduri, "An Expedited Forwarding PHB", REC 2598, June 1999.

Casey, L., "An extended IP VPN Architecture", Work in Progress.

Rekhter, Y., and T. Li, "A Border Gateway Protocol 4 (BGP-4)," RFC 1771, March 1995.

Grossman, D. and J. Heinanen, "Multiprotocol Encapsulation over ATM Adaptation Layer 5", RFC 2684, September 1999.
Wahl, M., Howes, T. and S. Kille, "Lightweight Directory Access Protocol (v3)", RFC 2251, December 1997.

Boyle, J., et al., "The COPS (Common Open Policy Service) Protocol", RFC 2748, January 2000.

MacRae, M. and S. Ayandeh, "Using COPS for VPN Connectivity", Work in Progress.

Droms, R., "Dynamic Host Configuration Protocol", RFC 2131, March 1997.

Heinanen, J. and E. Rosen, "VPN Support with MPLS", Work in Progress.

Estrin, D., Farinacci, D., Helmy, A., Thaler, D., Deering, S., Handley, M., Jacobson, V., Liu, C., Sharma, P. and L. Wei,
"Protocol Independent Multicast-Sparse Mode (PIM-SM): Protocol Specification”, RFC 2362, June 1998.

Waitzman, D., Partridge, C., and S. Deering, "Distance Vector Multicast Routing Protocol", RFC 1075, November 1988.
Fenner, W., "IGMP-based Multicast Forwarding (IGMP Proxying)", Work in Progress.

Wallner, D., Harder, E. and R. Agee, "Key Management for Multicast: Issues and Architectures", RFC 2627, June 1999.
Hardjono, T., et al., "Secure IP Multicast: Problem areas, Framework, and Building Blocks", Work in Progress.

Rigney, C., Rubens, A., Simpson, W. and S. Willens, "Remote Authentication Dial In User Service (RADIUS)", RFC 2138,
April 1997.

Valencia, A., Littlewood, M. and T. Kolar, "Cisco Layer Two Forwarding (Protocol) "L2F"", RFC 2341, May 1998.

Hamzeh, K., Pall, G., Verthein, W., Taarud, J., Little, W. And G. Zorn, "Point-to-Point Tunneling Protocol (PPTP)", REC
2637, July 1999.

Patel, B., et al., "Securing L2TP using IPSEC", Work in Progress.

Srisuresh, P., "Secure Remote Access with L2TP", Work in Progress.

Calhoun, P., et al., "Layer Two Tunneling Protocol "L2TP" Security Extensions for Non-IP networks", Work in Progress.
Aboba, B. and Zorn, G. "Implementation of PPTP/L2TP Compulsory Tunneling via RADIUS", Work in progress.

Aboba, B. and G. Zorn, "Criteria for Evaluating Roaming Protocols", RFC 2477, January 1999.

Shea, R., "L2TP-over-IP Path MTU Discovery (L2ZTPMTU)", Work in Progress.

Sklower, K., Lloyd, B., McGregor, G., Carr, D. and T. Coradetti, "The PPP Multilink Protocol (MP)", REC 1990, August
1996.

Richards, C. and K. Smith, "The PPP Bandwidth Allocation Protocol (BAP) The PPP Bandwidth Allocation Control
Protocol (BACP)", RFC 2125, March 1997.

Calhoun, P. and K. Peirce, "Layer Two Tunneling Protocol "L2TP" IP Differential Services Extension", Work in Progress.

ADSL Forum. "An Interoperable End-to-end Broadband Service Architecture over ADSL Systems (Version 3.0)", ADSL
Forum 97-215.

ADSL Forum. "Core Network Architectures for ADSL Access Systems (Version 1.01)", ADSL Forum 98-017.
Gupta, V., "Secure, Remote Access over the Internet using IPSec", Work in Progress.

Pereira, R., et al., "The ISAKMP Configuration Method", Work in Progress.

Pereira, R. and S. Beaulieu, "Extended Authentication Within ISAKMP/Oakley", Work in Progress.

Litvin, M., et al., "A Hybrid Authentication Mode for IKE", Work in Progress.

Kelly, S., et al., "User-level Authentication Mechanisms for IPsec", Work in Progress.

Patel, B., et al., "DHCP Configuration of IPSEC Tunnel Mode", Work in Progress.

Mamakos, L., Lidl, K., Evarts, J., Carrel, D., Simone, D. and R. Wheeler, "A Method for Transmitting PPP Over Ethernet
(PPPoE)", RFC 2516, February 1999.

ANSI/IEEE - 10038: 1993 (ISO/IEC) Information technology - Telecommunications and information exchange between
systems - Local area networks - Media access control (MAC) bridges, ANSI/IEEE Std 802.1D, 1993 Edition.

12.0 CeedeHust 06 asmopax

Bryan Gleeson

Nortel Networks

4500 Great America Parkway
Santa Clara CA 95054

USA

26 www.protokols.ru


https://www.protokols.ru/WP/rfc1990/
https://www.protokols.ru/WP/rfc2637/
https://www.protokols.ru/WP/rfc2637/
https://www.protokols.ru/WP/rfc2138/
https://www.protokols.ru/WP/rfc2131/
https://www.protokols.ru/WP/rfc2684/
https://www.protokols.ru/WP/rfc1771/
https://www.protokols.ru/WP/rfc2598/
https://www.protokols.ru/

MepeBon RFC 2764 SHUMKNoneana ceTeBbIX MPOTOKONOB
Phone: +1 (408) 548 3711
EMail: bgleeson@shastanets.com

Juha Heinanen

Telia Finland, Inc.
Myyrmaentie 2

01600 VANTAA

Finland

Phone: +358 303 944 808

EMail: jh@telia.fi

Arthur Lin

Nortel Networks

4500 Great America Parkway
Santa Clara CA 95054

USA

Phone: +1 (408) 548 3788

EMail: alin@shastanets.com

Grenville Armitage

Bell Labs Research Silicon Valley
Lucent Technologies

3180 Porter Drive,

Palo Alto, CA 94304

USA

EMail: gja@lucent.com

Andrew G. Malis

Lucent Technologies

1 Robbins Road
Westford, MA 01886

USA

Phone: +1 978 952 7414
EMail: amalis@lucent.com

MepeBopa Ha pyccKum s3bIK
Hwukonan Manbix

nmalykh@protokols.ru

13.0 NonHoe 3as18s/1eHUe ae@MOPCKUX rpae
Copyright (C) The Internet Society (2000). Bce npaBa 3awuLleHbI.

OTOT [OKYMEHT M ero nepesBofdbl MOryT KOMMPOBAaTbCA M MNPedoCcTaBnATbCS APYrMM nvuaM, a npou3BOAHble paboThl,
KOMMEHTMPYIOLUME WM UHAYe pasbsiCHSOWME AOKYMEHT WM nomMoralpowye B ero peanusauuu, MoryT nogroTaBnmBaTbhCs,
KonupoBaTbCs, NyGnuKoBaTbCA M PacnpoCTPaHATLCA LENMKOM UMM YacTUYHO 6e3 Kakux-nmbo OrpaHnyeHuin npu ycrosuu
COXpaHeHNs yKasaHHOro Bbille yBeAoMIeHMs o6 aBTOPCKMX npasax v 3Toro naparpada B Konuu unm npoussogHon paborte.
OpHako caM OOKYyMEHT He MOXeT OblTb M3MEHEH kakuM-nnbo cnocoboMm, TakMM Kak yaaneHue yeBefomneHums o6 aBTOPCKUX
npaBax unu ccbinok Ha Internet Society nnu nHble opranm3auuu Internet, 3a ncknioyeHvem cnyvaes, Korga 310 Heo6xoanMo
Ans paspaboTtku ctaHgapToB Internet (B 9TOM cnydae HyXHO criegoBaTb npouedypam Ans aBTOPCKMX MpaBs, 3adaHHbIX
npoueccom Internet Standards), a Takke npu nepesoae AOKYMeHTa Ha ApYyrue A3bIKU.

[MpenocTaBneHHble BbIlE OrpaHUYEeHHbIE MpaBa SABMAKTCSA 6eCCpO‘4HbIMVI n He MoryTt ObITb 0TO3BaHbI Internet Society nn
npaBonpeemMHnKamn.

OTOT AOKYMEHT 1 codepxallasics B HeM MHGOpMaumsi NpeacTaBrieHbl "Kak ecTb" U aBTOp, OopraHv3saumsi, KOTOpyH OH/OHa
npeacTaBnsieT UK KOTopasi BbICTYNaeT CMOHCOPOM (ecnu TakoBoi umeeTcsl), Internet Society u IETF oTkasbiBaloTcsA
OT Kakux-nn6o rapaHTui (ABHbLIX UNK noApasymeBaeMblX), BKMovas (HO He orpaHU4YMBasiCb) NO6Gble rapaHTMK TOro,
4YTO MCnoNb3oBaHWe MpeACTaBfeHHOW 34ecCb WHgopmauuum He 6GydeT HapywaTtb 4YbUX-NMMG60 npaB, U nOGbIe
npeanonaraeMble rapaHTUM KOMMEPYEeCKOro UCNosib30BaHUA MU MPUMEHUMOCTH AN TeX UK UHbIX 3agav.

MoaTBepxAeHue

®duHaHcuposaHue dyHkumi RFC Editor obecneyeHo Internet Society.

27 www.protokols.ru


https://www.protokols.ru/
mailto:nmalykh@protokols.ru
mailto:amalis@lucent.com
mailto:gja@lucent.com
mailto:alin@shastanets.com
mailto:jh@telia.fi
mailto:bgleeson@shastanets.com

	1.0 Введение
	2.0 Приложения VPN и требования к реализациям
	2.1 Общие требования к VPN
	2.1.1 Передача пакетов «втёмную»
	2.1.2 Защита данных
	2.1.3 Гарантии QoS
	2.1.4 Механизм туннелирования

	2.2 VPN на базе сетей и CPE
	2.3 VPN и Extranet

	3.0 Туннелирование VPN
	3.1 Требования к протоколам туннелирования для VPN
	3.1.1 Поле мультиплексирования
	3.1.2 Протокол сигнализации
	3.1.3 Защита данных
	3.1.4 Мультипротокольный транспорт
	3.1.5 Сохранение последовательности кадров
	3.1.6 Поддержание туннеля
	3.1.7 Большие MTU
	3.1.8 Минимизация туннельных издержек
	3.1.9 Управление потоком и контроль перегрузки
	3.1.10 Управление трафиком и QoS

	3.2 Рекомендации

	4.0 Типы VPN - виртуальные выделенные линии
	5.0 Типы VPN - виртуальные маршрутизируемые сети (VPRN)
	5.1 Характеристики VPRN
	5.1.1 Топология
	5.1.2 Адресация
	5.1.3 Пересылка
	5.1.4 Множество VPRN через одно соединение

	5.2 Работы, связанные с VPRN
	5.3 Базовые требования VPRN
	5.3.1 Идентификатор VPN
	5.3.2 Настройка и распространение конфигурационных данных VPN
	5.3.2.1 Просмотр каталогов
	5.3.2.2 Явная конфигурация
	5.3.2.3 Совмещение с протоколами маршрутизации

	5.3.3 Информация о доступности оконечных каналов
	5.3.3.1 Сценарии подключения оконечных каналов
	5.3.3.1.1 Общее соединение для VPRN и Internet
	5.3.3.1.2 Отдельное соединение для VPRN
	5.3.3.1.3 Многодомые подключения
	5.3.3.1.4 Обходные каналы

	5.3.3.2 Экземпляр протокола маршрутизации
	5.3.3.3 Настройка конфигурации
	5.3.3.4 Администрируемые ISP адреса
	5.3.3.5 Протокол распространения меток MPLS

	5.3.4 Информация о доступности внутри VPN
	5.3.4.1 Просмотр каталога
	5.3.4.2 Явная настройка конфигурации
	5.3.4.3 Локальные экземпляры маршрутизации внутри VPRN
	5.3.4.4 Протокол доступности канала
	5.3.4.5 Совмещение в протоколах маршрутизации опорных сетей IP

	5.3.5 Механизмы туннелирования

	5.4 Многодомные оконечные маршрутизаторы
	5.5 Поддержка групповой адресации
	5.5.1 Граничная репликация
	5.5.2 Естественная поддержка групповой адресации

	5.6 Рекомендации

	6.0 Типы VPN - коммутируемые соединения
	6.1 Характеристики протокола L2TP
	6.1.1 Мультиплексирование
	6.1.2 Сигнализация
	6.1.3 Защита данных
	6.1.4 Мультипротокольный транспорт
	6.1.5 Упорядочивание
	6.1.6 Поддержка туннелей
	6.1.7 Большие MTU
	6.1.8 Туннельные издержки
	6.1.9 Управление потоками и контроль перегрузок
	6.1.10 QoS и управление трафиком
	6.1.11 Разное

	6.2 Вынужденное туннелирование
	6.3 Добровольные туннели
	6.3.1 Вопросы использования L2TP для добровольных туннелей
	6.3.2 Вопросы использования IPSec для добровольных туннелей

	6.4 Хосты в локальных сетях
	6.4.1 Расширение PPP на хосты с использованием L2TP
	6.4.2 Непосредственное расширение PPP на хосты
	6.4.3 Использование IPSec

	6.5 Рекомендации

	7.0 Типы VPN - VPLS
	7.1 Требования VPLS
	7.1.1 Протоколы туннелирования
	7.1.2 Поддержка групповой и широковещательной адресации
	7.1.3 Конфигурация принадлежности к VPLS и топология
	7.1.4 Типы оконечных узлов CPE
	7.1.5 Инкапсуляция пакетов оконечного канала
	7.1.5.1 CPE-мост
	7.1.5.2 CPE-маршрутизатор

	7.1.6 Адресация CPE и трансляция адресов
	7.1.6.1 CPE-мост
	7.1.6.2 CPE-маршрутизатор

	7.1.7 Механизмы пересылки и доступности для краевых узлов VPLS
	7.1.7.1 CPE-мост
	7.1.7.2 CPE-маршрутизатор


	7.2 Рекомендации

	8.0 Итоговые рекомендации
	9.0 Вопросы безопасности
	10.0 Благодарности
	11.0 Литература
	12.0 Сведения об авторах
	13.0 Полное заявление авторских прав

