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17. NonHoe 3asBNeHne aBTOPCKMX NpaB

1. BeedeHue

[OoKyMEHT onucbiBaeT CUHTaKkcuMc kpuntorpadmyeckmx coobwenun (CMS), ucnonbsyembii Ans umdpoBbIX NOAMUCEN,
AanaxecToB, MPOBEPKN MOANMHHOCTU U LUINGPOBAHNS NMPOU3BOSIbHOTO COAEPXMMOro COOBLLIEHUI.

CMS onucbiBaeT CUHTAKCUC MHKaMCYMAUMK, CryxXallen Ana 3awmTel AaHHbIX. OTOT CMHTAKCUC NoaaepXKvnBaeT WwudpoBaHue u
undposble noanucu. Bo3MoxHa MHOroKpaTHas WHKanCynsuusl, KOrda MWHKancynupyemble [aHHble YyXe SBNSATCcA
WHKancynaunen Apyrux AaHHbIX. AHanorm4yHo, MoxeT cosgaBaTbCA UMPPOBas MOANUCH ANA paHee WHKancynMpoBaHHbIX
AaHHbiX. oggepxuBaloTcst Takke MNPOU3BOSIbHbIE aTpubyThl (HampuMep, BpeMs CO34aHWs MNOAMNWCM), KOTOpble MOryT
noanuceiBaTbCA BMeCTe C coobLieHneM, obecneumBasi NpMBA3KY K NOANWCK Apyrux atpubyToB, TMNa 3aBepsiollei noanucu
(countersignature).

CMS moxeT nopaepxvBatb MHOXECTBO BapMaHTOB apXMTEKTYPbl OCHOBAHHOIO Ha cepTudmKaTax pacnpocTpaHeHus Knoyen
(Takmx, kak apxutekTypa, paspabotaHHas rpynnon PKIX [PROFILE]).

3HaveHusa CMS reHepupytotca ¢ npumeHeHnem HoTaumm ASN.1 [X.208-88], ncnonbsytowen npeacrasnexdne BER [X.209-88].
3HaveHus obblYHO NpeacTaBnATCA B QOPME CTPOK OKTETOB. XOTS MHOIMME CUCTEMbl CMOCOOHbI obecrneunBaTb HaOEXHYHO
nepegavy Mpou3BONbHbLIX CTPOK OKTETOB, U3BECTHO, YTO MHOrME cUCTeMbl He obecneumBatloT dTOro. B aTom gokymeHTe He
paccmaTpuBalTCs MEXaHU3Mbl KOOUPOBaHWNS CTPOK OKTETOB A1 rapaHTMPOBaHHOW nepeaayn B nogobHbIX cpeaax.

1.1. PasButue CMS

CMS npoucxogut ot PKCS #7 Bepcum 1.5, pokymeHtupoBaHHon B RFC 2315 [PKCS#7]. PKCS #7 Bepcun 1.5 Gbina
pa3paboTaHa 6e3 yuactusa IETF n onybnukosaHa nsHayansHo kak RSA Laboratories Technical Note B HosaGpe 1993 r. C atoro
MOMEHTa OTBETCTBEHHOCTb 3a pa3paboTtky u nogaepxky CMS nepewna k IETF. B HacTosiLiee Bpems HECKONbKO BaXKHbIX
npoToKonoB., cTaHaapTuanpyembix IETF, ncnonssyior CMS.

B aTom pasgene onuncaHbl n3ameHeHus, BHeCEHHbIe IETF B kaxayto n3 onybnunkosaHHbix Bepcun CMS.

1.1.1. Omnuyusi om PKCS #7 eepcuu 1.5

RFC 2630 [CMS1] copepxan nepsyto Bepcuto CMS, BKkNOYEHHYIO B npouecc ctaHgaptnsauumn IETF. Besge, roe 310 6bIno
BO3MOXHO, obecneuymBanacbk coeMectumoctb ¢ PKCS #7 Bepcun 1.5, ogHako Obinn BHECEHbI UBMEHEHUS A1 COrNacoBaHus C
nepeHocom ceptudmkata atpubyToB Bepcum 1 1 NOAAEPXKKM HE3ABUCMMOrO OT anroputMa ynpasneHus kniovamu. PKCS #7
Bepcun 1.5 BKMOUYeHa TOMbKO AN NoaaepXku TpaHcnopTMpoBku krtoveln. B RFC 2630 gobaeneHa nogaepkka corfiacoBaHus
KntoYen n Mmetofbl LWMPOBaHMS C UCNONb30BaHMEM 3apaHee pacnpoCTPaHEHHbIX CUMMETPUYHBIX KITHoYeln.

1.1.2. Omnu4usi om RFC 2630

RFC 3369 [CMS2] otmeHsieT geinctene RFC 2630 [CMS1] n RFC 3211 [PWRI]. YnpaBneHue knto4yaMmy Ha OCHOBE napornen
BKIOYEHO B crneuudukaunio CMS 1 3agaH MexaHu3M pacluMpeHust Ans NoadepKKM HOBbIX CXeM ynpaBneHus kniovamu 6e3
BHeceHus nameHeHmn B CMS. CoBmecTmocTb co ctapbimun Bepcuammn RFC 2630 n RFC 3211 coxpaHeHa, ogHako gobasneH
nepeHoc cepTudurkaToB aTpmbyTOB BEpCcUM 2, a NpuMeHeHne ceptudurkatoB Bepcun 1 3anpeLleHo.

Moannen S/MIME v2 [OLDMSG], ocHoBaHHble Ha PKCS#7 Bepcum 1.5, coBmectumbl ¢ nognucamum S/MIME v3 [MSQG],
ocHoBaHHbIMM Ha RFC 2630. OgHako BO3HUKAKT HE3HAYMTENbHbIE MPOOIEMbl COBMECTUMOCTU C MOANUCAMU Ha ocHoBe PKCS
#7 Bepcun 1.5. BTn BONpOCHI paccmaTpuBatoTcs B naparpade 5.2.1. Mpobnembl COXpaHUnnch 1 B Tekyllen Bepcun CMS.

KoHkpeTHble kpunTorpaduyeckme anroputMbl He paccMaTpyBaloTCs B 3TOM AOKYMEHTE, HO OHM paccMoTpeHbl B RFC 2630.
O6cyxaeHne KOHKPETHbIX KpunTorpadguyecknx anroputMoB BbIHECEHO B OTAENbHbIN AoKyMeHT [CMSALG]. Takoe pasgeneHue
nossonset IETF He3aBucMMo OOHOBMATbL Kaxabli OOKYMeHT. JTa cneundwukaums He TpebyeT peanusaumm Kakux-nnbo
KOHKpeTHbIX anropuTmoB. Bmecto atoro B CMS npegnonaraetcs, 4To NpoTokosbl 6yayT BbiOMpaTh Noaxoasiline anroputMbl
Ansi paboTel B cpefe npoTokona. 3Ty anroputMbl MoryT Bbloupatbest 3 [CMSALG] nnu uHbIX JOKYMEHTOB.

1.1.3. Omnauyusi om RFC 3369

OTOT AokyMeHT oTMmeHsieT genctene RFC 3369 [CMS2]. Kak oTmedeHo B npegbiayiem naparpadge, B RFC 3369 pobaeneH
MEeXaHu3M paclUMpeHnss Onsi NOAOEPXKKM CXeM ynpaBneHus knodamm 6e3 BHeceHusi OOMNOMHUTENbHbIX u3MeHeHun B CMS.
[aHHbIi JOKYyMEHT f06aBNsSeT NOXOXMIN MeXaHU3M pacLUMpeHnst Ans NOAAEPXKKU AONOMNHUTENbHbLIX hopMaToB cepTudmkaTos
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M uHdopmMauun o crtatyce oT3biBa 6e3 BHeceHust nameHeHun B CMS. 3Tu paclumpeHus OOKYMEHTMpOBaHbl B naparpadax
10.2.1 n 10.2.2. CoxpaHeHa COBMECTUMOCTb C npeablayLimmm sepcusmm CMS.

Mcnonb3oBaHue HOMEPOB Bepcui onucaHo B naparpade 1.3.

C momeHTa ny6nuvkaumm RFC 3369 B gokymeHTe 6bin obHapyxeH psag ownbok, ykasaHHbIX Ha canTe RFC Editor. B gaHHOM
[OKYMEHTE 3TU OLINBKM UcnpaBneHbl.

MposicHéH TekcT naparpada 11.4, onvcbiBaloLLEro He NoanucaHHbIn aTpubyT countersignature. Byaem HageATbCsl, YTO HOBbIV
TekcT bonee 4ETKO onuckiBaeT YacTb nognucu Signerinfo, koTopas nokpbiBaeTcsa countersignature.

1.2. TepmuHonorus

KnioyeBble cnosa Heobxopumo (MUST), Hemonyctumo (MUST NOT), tpebyetcsa (REQUIRED), HyxHo (SHALL), He
cneayet (SHALL NOT), cnegyet (SHOULD), He HyxHO (SHOULD NOT), pekomeHayetca (RECOMMENDED), Bo3mMOXHO
(MAY), HeobGsaizaTenbHo (OPTIONAL) B faHHOM JOKYMEHTe uHTepnpeTupytotcsa B cootseTcTBumn ¢ [STDWORDS].

1.3. Homepa Bepcun

Kaxxgas M3 OCHOBHbIX CTPYKTYp AaHHbIX BKIIOYaeT HOMep BepcuM B KayecTBe MepBOro anemeHTa CTpykTypbl. Homepa Bepcuii
npegHasHayeHbl Ans npefoTepalleHns ownbok npu gekoguposaHun ASN.1. HekoTopble peanusaummn He NpoBepsoT HoMep
BEpCUM nepen HavanomM AeKoanpoBaHNS U TONbKO B CryYae BO3HMKHOBEHMUS OLIMBKMU NpocMaTpmuBaloT 3TOT HOMep B npoLiecce
06paboTkn owmboYHOM cuTyaumn. ITO pa3yMHbIN Noaxod, Nockornbky obpaboTtka owmnbok ocyliecTBnseTca 3a npegenamm
«bbicTporo nytu». Takon nogxod Takke obecrnevmBaeT CHUCXOAWUTENbHOCTb K MPUMEHEHUIO OTMPaBUTENSMU HEBEPHOro
HoMepa Bepcuu.

BonbLWMHCTBO MCXOOHBIX HOMEPOB Bepcuii 6bino BbigeneHo B pamkax PKCS #7 Bepcuu 1.5. [pyrve 3HayeHWs BbIOENSnmCh
npu onpefeneHnn CooTBETCTBYIOLWMX CTPYKTYP AaHHbIX. [pn 06HOBNEHUM CTPYKTYpP BbliAenanock bonbluee 3HayeHne Homepa
Bepcun. OpgHako Ansa obecnevyeHnss B3aMMOLEWCTBMSA CTapLUMA HOMEp BEepCUMM MEHSIeTCH NWLb B CNy4YasX W3MeHeHus
CuHTakcuca. T. e., BbibnpaeTcst HauMeHbLIMI HOMepP BEPCUK, KOTOPas NOAAEPXKMBAET NCNOMb3yeMbli CUHTaKCHC.

2. O6bwut o630p

CwuHrakenc CMS aBnseTca AocTaTtoyHO obLWmM Ans NoAAEPXKKM pasHbIX TUMOB COAEPXKUMOro coobLleHun. B aToM JOKyMeHTe
ana  3awmtbl  cogepxmmoro onpegensetrca Contentinfo. Metog Contentinfo wuHkancynupyeT OAMH  yKa3aHHbIA - TUN
COOEPXKMMOro, a 3TOT TWUM MOXET noagepXvBaTb AOMONHUTENbHYI0 WMHKancynauuto. B gokymeHTe onpegeneHbl 6 Tunos
cogepxmmoro - aaHHble (data), nognucaHHble faHHble (signed-data), BnoxeHHble AaHHble (enveloped-data), gaHHble ¢
uncppoBon noanucbto  (digested-data), wwudppoBaHHble AaHHble (encrypted-data) u  ayTeHTMdUMUMPOBaAHHbIE AaHHblE
(authenticated-data). JononHuTenbHbIE TUMbI COAEPXKMMOrO MOTyT ObITb ONpeaeneHsl B APYrMx JOKYMeHTax.

Peanusauusi, cootBeTcTBylowWas TpeboBaHWsM 3TOro AOKyMeHTa, AofkHa peanusoBaTb Contentinfo, a Takke AmomkHa
nogaepxusaTtb TUMbI data, signed-data u enveloped-data. MoryT nogaepxuvBaTtbcs Takxke Apyrne Tunbl COAEPKUMOro.

B kayectBe obLiero nmogxopga Ans KaXQgoro Tuna COAEepPXXMMOro BO3MOXHa ofgHonpoxogHasi obpaboTka M MCnonb3oBaHUEM
npeactasneHuss BER' ¢ HeonpenenéHHbiM pasmepom. OfHOMPOXoAHble onepauum 0COBGEHHO XOpOoLUM ANS COAEPXUMOro
6onbLIoro pasmepa, COXpaHAeMOro Ha fieHTax WM nonyyYyaemoro oT ApPYrnx npoueccoB yepes3 «koHeeviep» (pipe). OpgHako
Takve onepauum UMEKT OAMH CYLLEeCTBEHHbIV HEAOCTaTOK - A4S HUX CIOXHO BbINOMHWUTL NpeAcTaBfieHne ¢ UCNoNb30BaHNEM
npasun DER? [X.509-88] B oauH Npoxod, MOCKOMbKY pasmepbl PasfuyHblX KOMMOHEHT 3apaHee MOryT ObiTb He WU3BECTHbI.
OpHako nopnucaHHble atpubyTbl B Tune signed-data (mognucaHHble AaHHble) U ayTeHTUULMPOBaHHbLIE aTpubyThl B TUMe
authenticated-data TpeGyetca nepepaBate B popmate DER, 4To6bI nonyyaTenn Mornm nNpoBEpPUTb HanvMune B COAEPKUMOM
HepacnosHaHHbIX aTtpubytoB. M3 yncna ucnomnb3yembix B CMS atpmbyTtoB npeactasnenve DER Tpebyetca Tonbko ans
MOANMCAHHBIX N ayTEHTUMULMPOBAHHBLIX aTpMBYTOB.

3. ba3zoehkilU cuHmMakcuc

[MprBeAEHHbIN HUXe naeHTUuKaTop ykasblBaeT TUMN MHpOpMaLMU B COAEPXKUMOM.

id-ct-contentInfo OBJECT IDENTIFIER ::= { iso(l) member-body (2)
us (840) rsadsi(113549) pkcs(l) pkcs9(9) smime(16) ct(l) 6 }
CMS cBsa3biBaeT I/I,El,eHTVICbVIKaTOp TUnNa coaepXxmmoro € cammMm coaepXxXMbiM. CuHTakcuc AOJIKeH uncnonb3oBatb TUN
Contentinfo B npeactasneHnn ASN.1.

ContentInfo ::= SEQUENCE ({
contentType ContentType,
content [0] EXPLICIT ANY DEFINED BY contentType }

ContentType ::= OBJECT IDENTIFIER
Cwmbicn nonen Contentinfo pasbacHéH Huxe.

contentType nokasblBaeT TUM CBSA3AHHOIO COAEPXKMMOro. JTO MAeHTUUKATOp o6bekTa, MNpeacTaBnslLWMiA coboin
YHUKaIbHYI CTPOKY LiefblX YMCesl, BbIAENEHHYH0 areHTCTBOM, ONpeaenMBLUMM OaHHbIA TUN COAEPXMUMOTO.

content npegcrasnsieT cobon cBA3aHHOe C 00bEKTOM cofepumoe. Tun COAEPXXNMOro MOXeT OblTb YHUKaNbHO onpeaenéH
n3 contentType. Tunbl cogepxumoro gans data, signed-data, enveloped-data, digested-data, encrypted-data wu
authenticated-data onpepeneHbl B HacTosiweM gokymeHTe. [Npu onpegeneHun B Apyrux AOKYMEHTax AOMOSMHUTENbHbIX
TMnoB coaepxumoro onpegensemomy Tmny ASN.1 He cnepyeT 6biTb TNnom CHOICE.

4. Tun codepxxumoeo data

Hwxe npvBeaéH naeHtudmkaTop Tmna cogepxumoro data (gaHHbie).
id-data OBJECT IDENTIFIER ::= { iso(l) member-body (2)

'Basic Encoding Rules - 6a3oBble NpaBuna npeacTaBneHus.
2Distinguished Encoding Rules - npaBuna «u3biCKaHHOro» NpeacTaBneHus.
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us (840) rsadsi(113549) pkcs(l) pkes7(7) 1 }

O70T TMN 0603Ha4YaeT NPOM3BONbHYIO CTPOKY OkTeToB (Hanmpumep, Tekct ASCII), nHTepnpeTaums KOTOpoOW onpegensercs

npunoxeHnem. Takue CTPOkM He 06sA3aHbl MMETb BHYTPEHHIOI CTPYKTYPY (XOTSt MU MOryT MCMONb3oBaTb CBOE onpegeneHve

ASN.1 unn nHyto CTPyKTYypYy).

S/MIME wvcnonb3yeT id-data ansa nageHtudvkaumm npegcraeneHHoro B popmate MIME coagepxmmoro. Mcnonb3oBaHue 3Toro
naoeHTMdukaTopa Tuna onpegenero B RFC 2311 ana S/MIME v2 [OLDMSG] n RFC 3851 gna S/MIME v3.1 [MSG].

Copepxmmoe Tuna data obbluHO MHKancynupyeTca B Tun signed-data, enveloped-data, digested-data, encrypted-data wnu
authenticated-data.

5. Tun codepxumoezo Signed-data

Tun signed-data cogepXuT AaHHble MOOOro TUNa M MOXET BKMYaTb 3HayeHus uMdpoBbIX nognucen. Coaepxumoe
OOKYMEHTa MOXeT nognucaTb NpOM3BOSIbHOE YUCIIO Nu,.

TunoBbiIM MpumeHeHnem Tuna signed-data ABNAOTCA AaHHble C UMAPOBON MOAMNWCHIO copepxumoro Tuna data. Opyrum
BapUaHTOM MPUYMEHEHMS 3TOrO TUNa SIBNAETCS pacnpocTpaHeHue cepTumnKkaToB U CNIMCKOB OT3biBa cepTudmkatos (CRLY).

[Mpouecc co3gaHusa Tuna signed-data BkntovaeT HECKOSbKO 3TanoB, NEPEYNCTIEHHBIX HUXKE.

1. [AnA Kaxgoro NOAMNMCHLIBAOWEro fvua paccyMTbiBaeTCH 3HayeHne UuMdpoBOM MOAMUCKM WMAM  X3W-CymMMma Ans
COOEPXMMOrO C  WCMOMb30BaHMEM crneundnyeckoro AN  AAHHOTO  MOAMMCbiBalowero anroputma. Ecnu
noanuceiBaeTcs Kakas-nnbo nHgpopmaumsa Kpome COAepXMMOro, co3aaétcsa undposas Noanncb AN COAEPXUMOro U
3TOW MHGOPMauuM C UCMofb30BaHWEM anropuTma nognucbiBawowero nuua (cm. naparpad 5.4) u pesynbrtart
HasblBaeTCs «0TnevYaTkom coobLueHusi» (message digest).

2. [Ons kaxgoro MNOAMUCHLIBAIOWErO OTNeYaTok COOGLUEeHMS MoAnUChIBAeTCs C WUCMOfb30BaHMEM CEKPETHOro Kroya
noanucbiBaoLero nuua.

3. [Ins kaxpgoro NoAnucbIBaloOLWEro nuua 3HadeHne noanucun n agpyras cneumnduyeckas Ansg AaHHoOro nuua nHdopmaums
cobupatotcs B 3HadeHume Signerinfo, kak onucaHo B naparpade 5.3. Ceptucdukatel n cnuckn CRL gna kaxporo
NMOANWNCHIBAIOLLIErO, a Takke He COOTBETCTBYIOLLME HUKOMY M3 MOAMNMCaBLUNX COOMPalOTCA Ha 3TOM 3Tane.

4. AnropuTmbl pacyéTa OTnevyaTkoB AN BCEX nognucaBLuMX, a Takke 3HadeHus Signerinfo ans HuMx cobuparoTtcs B
3HayeHue SignedData, kak onncaHo B naparpade 5.1.

Monyyatene He3aBMCUMO pacCyUTbiBaeT OTMeYaTok coobuleHus. [lonyyeHHOe 3HayYeHne BMECTE C OTKPbITbIM KITHOYOM
noAnucasLLEro cryxaT Ans NpoBepku 3HadeHus noanucu. OTKpbITbINA KoY NoanucasLLero MoXeT ObiTb NpeAcTaBneH OaHUM
u3 aByx crnocoboB. B nepsBom crnocobe knioy NpeacTtaBnsieTcsl HasBaHWEM BbIMYCTUBLUEN KIHOY OpraHu3auum BMecTe C €ro
NnopsiakoBbIM HOMEPOM WUNN MAEHTU(MKATOPOM CyObeKkTa Krua, YHMKanbHO YKasbiBaloLMM cepTudukaTt, copepKallmi
OTKPbITLIN KNtOY. B apyrom BapuaHTe Kkntod MOXeT OblTe NpeAcTaBneH aeHTUdUKaTopom cybbekTa, KOTopbI MPUHMMAaET Kak
CepTUdPUUMPOBAHHbIE, Tak U He CepTUMUUMPOBAHHbIE OTKPbITble KhouMZ. XoTa 3To M He Tpebyetcs, cepTudukaT
noanucasLLEro nuua MoxeT ObITb BKIIOYEH B none ceptudukatos SignedData.

OT10T paspen nogenéH Ha 6 YacTtewn, onuckiBaloLWMX TUNbl BepxHero yposHs SignedData, EncapsulatedContentinfo, Signerinfo
ANsi NOANMCaBLLETO, a TakKe pacyéT oTneyartka CoobLLeHMs, reHepaumio NoANMCK 1 €€ NPoBEpPKY.

5.1. Tun SignedData

MpuBeaéHHLIN HUXKe nageHTuduKaTop ykasolBaeT coaepxxumoe Tmna signed-data.

id-signedData OBJECT IDENTIFIER ::= { iso(l) member-body (2)
us (840) rsadsi(113549) pkecs(l) pkes7(7) 2 }
Twn signed-data pomkeH umetb oopmy ASN.1 SignedData

SignedData ::= SEQUENCE ({
version CMSVersion,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos }

DigestAlgorithmIdentifiers ::= SET OF DigestAlgorithmIdentifier

SignerInfos ::= SET OF SignerInfo
3Hauenuve nonew Tnna SignedData onvcaHbl Hxe.

version ykasbiBaeT HOMep Bepcuu cuHTakcuca. Habop ponyctumbix 3HayeHuin onpepensietcs nonsmu certificates,
eContentType n Signerinfo. 3Ha4eHwe version AOMKHO NpUCBaMBaTLCA NO CNEAYIOLWEMY anropuTMy:

IF ((mMeercst none certificates) AND
(npucyTcTByloT kakme-nm6o ceprmuimxaTs Tmna other)) OR
( (mpucyTcTByeTr crls) AND
(npucyTcrByloT Jwo6ie crls Tuna other))
THEN version JOJNIXHO mMeTr BHaueHue 5
ELSE
IF (umMeeTrcst nojie certificates) AND
(npucyTcTBylOT N06He cepTudmMkaTE aTpubyTOB BepcuM 2)
THEN version JOJIXHO umMeTr BHaueHue 4
ELSE
IF ((mMeercst none certificates) AND
( mpucyTcTByT Jo6sle aTpubyTH cepTumxaToB Bepcum 1)) OR

'Certificate revocation list.
B opuruHare owmnb0o4YHO yKa3aH Tonbko nepBbivi cnoco6. Cu. https://www.rfc-editor.org/errata_search.php?eid=1744. Mpum. nepes.
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(Bce cTpykTyprl SignerInfo mmewnT Bepcuw 3) OR
(encapContentInfo eContentType omnmuaercss or id-data)
THEN version JOJIXHO mMeTr BHaueHue 3
ELSE version JOJNIXHO mMeTe 3BHaueHue 1
digestAlgorithms - Habop naeHTUOUKATOPOB anropuTMOB pacyéta oTnevyatka COoOOLLEHUs, KOTOPLIN MOXeT coepXaTb
noboe (Bknouvas 0) yMcno anemeHToB. Kaxabll aneMeHT onpefensieT anroputM CO3faHusi oTrnevaTka (BMecTe Co
CBSA3aHHLIMW C HUM MapameTpamu), ucnonb3dyemoro kem-nnbo us nognucaslimnx. Habop cogepxut Cnucok anropuTmos,
MCMNOmnb3yeMbIX BCEMWU NOAMMCAaBLUMMM, B MPON3BOMNLHOM NOPSAKe ANS peanusauny ogHONPOXOAHON NMPOBEPKM MOAMNUCEN.
PaspaboTumkm moryT oTkasaTbCs OT NPOBEPKN MOAMMUCEN, NCMONb3YHIOLLMX anropuTMbl, He BKITIOYEHHbIE B cnncok. MNMpouecc
co3gaHus oTnevaTkoB coobLeHmn onncaH B naparpade 5.4.

encapContentinfo - nognucaHHOe cCOAepXMMOe, CocTosiliee U3 maeHTudmkatopa Tuna U CoBCTBEHHO COAEPXXMMOrO.
Moppo6Hoe onucanne Tuna EncapsulatedContentinfo npuBegeHo B naparpadpe 5.2.

certificates - Habop cepTUdMKATOB, BKIIOYAKOLINA MHOXECTBO CepTUdMKATOB, [OCTAaTOMHOE ANS MOOLEPXKKM MNyTen
cepTudmKaLmMm OoT NPU3HAHHOTO «KOPHSA» (root) unu areHTcTBa BepxHero ypoBHsi (top-level certification authority) ko Bcem
nognucaswmum u3 nong signerinfos. Habop moxeT copepxaTtb M3ObITOYHbIE CepTUdUKaThl, a Takke MOXET coaepXaTb
cepTudmkaTbl ANs NOAAEPXKKM MyTeW K ABYM 1 Bonee He3aBUCUMbIM areHTCTBaM BEPXHEro ypoBHsi. Yvcno ceptndukaTos
MOXeT ObITb MeHblle HeobOXoAMMOro, ecnv npefnornaraeTcss Hanuuue y nonydvaTtenen apyrux crnocoboB MonyveHus
HeobXxoanMbIX cepTudmkaToB (Hanpumep, U3 npeabiayliero Habopa ceptudumkatoB). MoryT Bknto4aTbcsi cepTudUKaThbl
nognucasLmx. Ncnonb3oBaHne cepTudukatoB atpubyToB Bepcun 1 CTPOro 3anpeLyeHo.

crls - Habop wHdopmaumm o crtatyce OT3bIBOB. [lpegnonaraeTtcs, 4TO 3TMX AaHHbLIX MpegHasHayeHo Ans NpOoBEpKu
NpUrogHOCTU cepTudmKaToB, ykasaHHbIX B none certificates, Ho Takoe cooTBeTCTBME HE ABMsieTCA obsa3aTenbHbIM. Cnnckm
CRL sBnstoTCS NepBMYHBIM WCTOYHMKOM WHGOpMaumM O cTaTyce OT3biBa cepTudukatoB. [lorne MoXeT cogepxaTb
n3bbITo4Hoe yncno CRL, HO MOXeT BkntoYaTb M HEAOCTATOYHOE AF1S MPOBEPKU YMCIIO CMIUCKOB.

Signerinfos npeacraenset cobort Habop WHoOpMaUUKM MO KaAoMy noanucaBlieMy. OTUM [aHHble MOTyT COAepXaTb
npou3BosibHoe 4ucro anemeHToB, Bkntoyast 0. MNMogpobHoe onvcanwne Tuna Signerinfo npuBepneHo B naparpade 5.3.
MockonbKy Kaxabli NOANUCABLLUIA MOXET NPUMEHSTb CBOM MeTon LMdpoBOK noanucy, a dyayuwime cneundukaumm moryTt
MEHSITb CUMHTaKCWC, BCe peanv3auvn [OMMKHO KOpPPEeKTHO obpabaTbiBaTb HepeanusoBaHHble Bepcuu Signerinfo. Bonee
TOro, NOCKONbKY Kaxaas peanunsaumst ABHO He MOXET NoAAepXMBaTb BCE BO3MOXHbIE anropuTMbl LMpoBOW NoaNMcH, BCe
peanusauMn AOOMKHbI KOpPPEeKTHO obpabatbiBaTb He noggepXkuBaemble anropuTMbl UMAPOBOK NoAMnucK, KOTopble
BCTpevatoTcs.

5.2. Tun EncapsulatedContentinfo
Tun EncapsulatedContentinfo umeeT cTpykTypy

EncapsulatedContentInfo ::= SEQUENCE {
eContentType ContentType,
eContent [0] EXPLICIT OCTET STRING OPTIONAL }

ContentType ::= OBJECT IDENTIFIER
Monsa EncapsulatedContentinfo onncaHbl H1xe.

eContentType - naeHTudmkaTop obbekTa, yHMKanbHO 3aatoLmii TUN COAEPKUMOTrO.

eContent - cobGCTBEHHO cogepXumoe, nepefaBaemMoe B Buae CTpokn oktetoB. [Onsi eContent He Tpebyetca
npencrtasneHve DER.

Mone eContent moxeT oTtcytctBoBaTh B EncapsulatedContentinfo, 4to obecneunBaeT BO3MOXHOCTb CO3AaHWSA «BHELLHWX
nognucen». B cnyyae BHewHew nognuMcu MOAMMCHIBaeMoe coaepxmnmoe oTcyTcTByeT B EncapsulatedContentinfo,
BkntoyaemoM B Tun signed-data. Ecnu 3HayeHme eContent otcytctByeT B EncapsulatedContentinfo, signatureValue
paccunTbiBaeTcs 1 3HadeHne eContentType HasHavaeTcs Kak Npy Hanuymmn 3HaveHus eContent.

B BbIpoXOEHHOM cryyae OTCyTCTBUSI noAanucaBluMX nul 3HadeHne EncapsulatedContentinfo He 6yaeT oTHocutbes k geny. B
Takon cuTyaumm «nognuceiBaembii» TUn copepxumoro B EncapsulatedContentinfo gomxkeH GbiTh id-data (cm. pasgen 4), a
none cogepxumoro B EncapsulatedContentinfo gomxHo 6biTb onyLueHo.

5.2.1. Coemecmumocmsb ¢ PKCS #7

B atom naparpadhe npusoguTca npegynpexaeHue Ons pas3paboTumkoB, kenawowmx nogaepxmeaTe SignedData onsa Ttunos
AaHHbIiXx CMS n PKCS #7 [PKCS#7] oaHoBpemeHHo. Oba tTuna CMS n PKCS #7 ykasbiBalOT MHKAMNCYyNUPOBaAHHOE COAEPXMMOe
¢ vaeHtTudmnkaTopom obbvekta, HO TN ASN.1 camoro copgepxmmoro sanseTcs nepemerHbim ana PKCS #7 SignedData.

PKCS #7 onpegenset content kak

content [0] EXPLICIT ANY DEFINED BY contentType OPTIONAL
CMS onpegensieT eContent kak

eContent [0] EXPLICIT OCTET STRING OPTIONAL

Onpepenenne CMS 3HaunMTenbHO npowe B WCMOMb30BaHUM Ans GONbLUMHCTBA NPUIIOXKEHUMA U COBMECTUMO C obovmu
dopmatamm S/MIME v2 n S/IMIME v3. MopnucanHblie coobweHns S/MIME, vcnonb3aytowme CMS n PKCS #7, coBMeCcTMbl,
NOCKOMbKY hopmaThbl NoANUCaHHBLIX COobLeHn 3aaaHbl naeHTnyHo B RFC 2311 ana S/MIME v2 [OLDMSG] n RFC 3851 ans
S/MIME v3.1 [MSG]. S/MIME v2 wunkancynupyeT cogepxumoe MIME B Tmn Data (ctpoka oktetoB - OCTET STRING),
nepenaBsaemble B SignedData contentinfo nmo6oro nons, a S/IMIME v3 nepenaér copgepxmmoe MIME B cTpoke okTeToB
SignedData encapContentinfo eContent. CneposatensHo, B S/IMIME v2 u S/MIME v3 cogepxumoe MIME nomeliaetcsi B
OCTET STRING u otnevaTok cooOLWeHWUsi paccuuTbiBaeTCs ONs MOEHTUYHbIX 4YacTell cogepxumoro. T. e., oTnevaTok
coobueHus paccuntbiBaetcs no oktetam OCTET STRING 6e3 yuéTa oKTETOB TEFOB M pasmMepa.

Mexay Tunammn CMS n PKCS #7 gna SignedData nmeeTtcsi HECOBMECTMMOCTb, KOrda MHKancynupoBaHHOE COAEPXKMMOE He
dopmaTpoBaHO C ucnonb3oBaHnem Tuna Data. Hanpumep, korga nognucaHHas ¢ ucnonb3oBaHnem RFC 2634 [ESS]
nHopmauus nHkancynupyetca B Tun CMS SignedData, nocneposatensHocTs Receipt SEQUENCE npegcrtasnseTcsa CTpOKOn
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oktetoB SignedData encapContentinfo eContent, a oTneyaTtok cooOLlEHMA pacCUMTBIBAETCS C WCMOMb30BaHWEM BCEW
nocnenosaTenbHoCcTU Receipt (BkMoyas okTeThbl Tera, pasMmepa U 3HaveHus). OgHako, ecnv NoannucaHHoe B COOTBETCTBUM C
RFC 2634 copepxumoe umHkancynupyetcs B Tun PKCS #7 SignedData, nocnepoBatenbHocTb Receipt npepcraensetcs B
dopmate DER [X.509-88] SignedData contentinfo nw6oro nons (SEQUENCE He saBnsetca OCTET STRING).
CnepoBaTenbHO, 0TNeYaTok COOBLLEHNS pacCUnTLIBAETCA TOMbKO Al OKTETOB NocrneaoBaTtenbHocTu Receipt.

MokasaHHbIA HMKE MEeToA MOXEeT WCnonb3oBaTbCcsa Ans obecneveHns coBmecTumocTn ¢ PKCS #7 npu obpaboTke
copepxumoro Tuna SignedData. Ecnu peanu3aumini He cnocobHa BbinonHuTe aekogupoBaHne ASN.1 ans tuna SignedData,
ucnornb3ylowero cuHtakcuc ctpoku oktetoB CMS SignedData encapContentinfo eContent, oHa mMoxeT nonbiTaTbCA
aekoguposaTb Tnn SignedData ucnonb3ysa cuHTakcuc PKCS #7 SignedData contentinfo n paccuutbiBasi cooTBeTCTBYOLMM
06pa3om noanmcb CoobLLEHNS.

MprBeOéHHbLIN HWXe MeTod MOXeT ucnonb3oBaTbcs Ans obecneyveHnss coBmectumoctu ¢ PKCS #7 npu cosgaHum
copepxumoro Tuna SignedData, B kOTOPOM WHKancynvpyemble AaHHble He dopmaTnpoBaHbl ¢ npumeHeHnem Tuna Data.
Peanusauua moxeT npoBepuTb 3Ha4yeHue eContentType u nognpasutb oxmvaaemoe DER-npeactaeneHme eContent Ha ocHoBe
3HayeHns maeHTudpmkatopa obbekta. Hanpumep, gna nopaepxku Microsoft Authenticode [MSAC] MOXHO BbINOMHUTL
cnepyoulee:

eContentType Object Identifier ycramaBimeaercs B { 1 3 6 1 4 1 311 2 1 4}
eContent comepxmur mrPOopMaumio Authenticode B mpencraBnenmm DER.

5.3. Tun Signerinfo

WNHdopMaums Ans kaxgoro nognucasliero npeacraensercsa Tunom Signerinfo.

SignerInfo ::= SEQUENCE ({
version CMSVersion,
sid SignerIdentifier,
digestAlgorithm DigestAlgorithmIdentifier,
signedAttrs [0] IMPLICIT SignedAttributes OPTIONAL,
signatureAlgorithm SignatureAlgorithmIdentifier,
signature SignaturevValue,
unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL }

SignerIdentifier ::= CHOICE ({
issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyIdentifier [0] SubjectKeyIdentifier }

SignedAttributes ::= SET SIZE (1..MAX) OF Attribute
UnsignedAttributes ::= SET SIZE (1..MAX) OF Attribute
Attribute ::= SEQUENCE {

attrType OBJECT IDENTIFIER,
attrValues SET OF AttributeValue }

AttributeValue ::= ANY

SignatureValue ::= OCTET STRING
Mons Signerinfo onucaHebl Hxe.

version - HoMep Bepcun cuHTakcuca. Ecnu B Signerldentifier ucnonbayetcs Bbibop (CHOICE) issuerAndSerialNumber, ans
HOMepa BepcuMM AOMKHO ycTaHaBnuBaTbcsl 3HadeHue 1. Ecnu Signerldentifier npeacraensier cobon subjectKeyldentifier,
AOJFKEH yCTaHaBNMBaTbCa HOMep Bepcumn 3.

sid ykasbiBaeT cepTudmkat (U, criefoBaTenbHO, OTKPbITLIM KMoY) nognucaswero. OTKPbITHIM KMOY  NoAnvMcaBLIero
TpebyeTca nonyyartenio Anga nposepku noanucu. Signerldentifier o6ecneyrBaeT aBa BapmaHTa ykasaHus OTKPbITOro Knwo4a
nognucaswero. BapmaHT issuerAndSerialNumber noeHTMdUUMpYET KMOY N0 MMEHUM 3MUTEHTA U MOPSIAKOBOMY HOMEpPY
ceptucpmkata, BapuaHT subjectKeyldentifier - no waeHTudumkatopy kntova. [Mpu  ykasanum ceptudukata X.509
NMOEHTMGUKATOP KItoya COOTBETCTBYET 3HayeHuto paclumperns X.509 subjectKeyldentifier. Mpu ykasaHumM gpyrmnx
dopmMaToB [OOKYMEHT, 3ajawlmi copmat um ucnonb3oBaHne ceptucpmkata ¢ CMS, pomkeH Bknoyatb getanu
naeHTuduUKkaTopa COOTBETCTBYIOLLENO KM4a B NoaxoAsileM nomne ceptudukarta. Peanusaumm [OMKHbI NOAAEPXMBATb
BocnpuaTne ¢opm issuerAndSerialNumber u subjectKeyldentifier ansi Signerldentifier. Mpu reHepaunn Signerldentifier
peanu3auus MoXxeT NoAAepXMBaTh Nub oaHy u3 aTnx dopm (issuerAndSerialNumber nnu subjectKeyldentifier) n Bcerga
NPUMEHATE €€, a MOXeT Takke MPOM3BONbHO CMELUMBATL NMPUMEHEHMEe 3TUX ABYX dopM. OfHAKO AOMKeH NpUMEHATLCS
naoeHtTuoukatop subjectKeyldentifier ona ykasaHusi OTKpbITOro Kroya, cogepxawerocs B cepTudukate, OTANMYHOM OT
X.509.

digestAlgorithm woeHTuduuMpyeT anroputMm UUPOBOM NOANMCU COOOLLEHMS U BCE CBSA3aHHbIE C HUMW MapamMeTpsbl,
ncnonb3oBaHHbIe nognucaswmnm. OTnevaTok (MoANMCh) COOBLLEHNS pacCuYnTbIBAETCA ANA NOANUCHLIBAEMOrO COAEPXXUMOro
Unu ons CoaepXumoro BMecte ¢ atpubytamm nognucy, kak onucaHo B naparpadpe 5.4. AnroputM nognvcu coobLieHns
cnepyeT ykasbiBaTb B none digestAlgorithms cBa3aHHbIX ¢ HUM AaHHbIX SignerData. Peanusaumm mMoryT oTkasbiBaTbCs OT
NpOBEPKM NOANMCEN, MCMONb3YOLWKNX He BKIOYeHHbIN B SignedData digestAlgorithms anropuTm.

SignedAttrs npencrtaBnser Habop noanucaHHbIX aTpubyToB. [lone sBnseTca HeoGA3aTernbHbIM, HO OHO AOIKHO
npucyTCcTBOBaTb, €cnu noanucbiBaeMoe 3HadeHue EncapsulatedContentinfo He sBnsietcs id-data. SignedAttributes
[OJKHO npefcTaBnaTbcs B popmate DER gaxe npw ucnonb3oBaHuuM Ans ocTanbHOW CTPYKTYpbl NpeactasneHvs BER.
[MonesHble TMNbI aTpMOYTOB (Takue, Kak Bpems noanucaxHus) onpegeneHsl B pasgene 11. Ecnu gaHHoe none npucyTcTByeT,
OHO AOJTKHO coaepXxaThb MO KpaHen Mepe ABa NPUBEAEHHLIX Hbke aTpubyTa:

content-type B kauecTBe CBOEro 3HayeHus ncnonb3yeT TMn cogepxumoro EncapsulatedContentinfo nognucsiBaemoro
3HadveHua. ATpubyT content-type onucaH B naparpacde 11.1. OgHako aTtpubyT content-type HegoONyCcTUMO NPUMEHSITL
Kak 4acTb He noanucaHHoro atpmbyTa countersignature, onpegenénHoro B naparpade 11.4.
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message-digest B kayecTBe CBOEro 3HayeHUsi UCMONb3yeT OTrneyaTtok coobLleHus Anst cogepxumoro. ATpubyt
message-digest onpegenéx B naparpade 11.2.

signatureAlgorithm ykasbiBaeT anroputM noanNMCM W BCE CBSA3aHHblE C HUM NapameTpbl, MWCMNOfb30BaHHbIE
noanucbiBaoLWUM Npy co3aaHun LMpPoBON NOAMUCH.

Signature - pe3ynbTaT reHepauum LMdpoBON NOANUCK C UCMONb3OBaHMEM OTnevaTtka coo0bLennst u CEKpPEeTHOro Kro4va
nognuceiBatoLlero. [letanu nognucu 3aBUCAT OT MCMNOMb30BAHHOIO anroputMa.

unsignedAttrs - HaGop aTpnbyToB, KOTOPbIE He BbINM NoanucaHbl. ATO Nose ABNsSeTcs HeoGA3aTenbHbIM. MNonesHble TUMbI
aTpubyToB (Hanpumep, countersignatures) onucaHbl B pasgene 11.

3HauveHus nonen Tmnos SignedAttribute n UnsignedAttribute onncaHbl Huxe.
attrType ykasbiBaeT TMn atpmbyTa u aBnseTca naeHTndukatopom obbekra.

attrValues ykasbiBaeT MHOXECTBO 3Ha4YeHWW, COCTaBNAWMX aTpubyT. Tun KaxKOoro 3HavyeHus B 9TOM MHOXeCTBe
yHUKanbHO onpepensdetca nonem attrType (none attrType MoxeT HaknagbiBaTb OFPaHWYEHUS Ha YUCNO SMNEMEHTOB
MHOXeCTBa).

5.4. Mpouecc pac4yéTa oTneyarTka coooLeHns

B npouecce pacyéTta otneyaTka coobLeHns yunTbiBaeTCs Nub CaMo noanucbiBaeMoe coobLueHre nnm cooblleHne BMecTe
nognucaHHelMyn atpubytamu. B niobom cnyyae ucxogHou uHdopmaumen Ans npouecca pacyéta oTnevyaTtka sBrsieTcs
«3HayeHVe» WHKancynMpyemoro COAepXumMoro, kotopoe OyaeT nognucaHo. B yacTHocTW, ucxogHow uHdpopmaumen cryxut
ctpoka oktetoB (OCTET STRING) encapContentinfo eContent, k koTopoln npumeHseTca npouecc nognucanus. [ns anroputma
LMcpoBOM NOANMCU COOBLLEHNST BXOAHOW MHDOpMaLMen crnyxaT Tonbko cTpoka okteToB eContent 6e3 Teros 1 nonsa pasmepa.

PesynbTat npouecca pacyéta oTnedatka coobLieHuss 3aBMCUT OT Hanuumst nonsa signedAttrs. B otcytctBMe aToro nons
pe3ynbTaTtom OydeT MpOCTO OTNeyaTok COOOLEeHWsi, kak onucaHo Bbiwe. Ecnn xe none umeetcd, pesynbtatom Oyaer
otneyvatok nonHoro DER-npenctaeneHus 3HaveHuns SignedAttrs, cogepxaweroca B none signedAttrs. MNockonbky 3HaveHue
SignedAtirs (npu ero HanmuumMM) [OIMKHO cogepXxatb aTpubyTbl content-type u message-digest, Mx 3HavyeHusa Takke
onocpegoBaHHO BKMYalTCs B pesynbtar. ATpubyT content-type HegonycTMMO BKMoYaTb B HEMOANMUCAHHBIA aTpubyT
countersignature, kak onucaHo B naparpade 11.4. [Npu pacyéte oTneyartka BbINOMHAETCA pasfernbHOe NpeAcTaBneHne norns
signedAttrs. Ter IMPLICIT [0] B signedAttrs He ncnoneayetcsa ansa npeacrtasnexdus DER n B3ameH npumensetca ter EXPLICIT
SET OF. T. e. B pacuét gomkHo Bkrtovatbca DER-npeactaesnexue tera EXPLICIT SET OF (a He IMPLICIT [0]) BmecTe ¢
okTeTamu pasmepa u cogepxumoro SignedAttributes.

Mpu otcytctBUM nons signedAttrs ans pacyéta oTnevaTka COOOLLEHUSI UCMOMb3yeTCcs TONMbKO CTpoka okTeToB SignedData
encapContentinfo eContent (Hanpumep, cogepxumoe arina). MpenmyLecTBo 3TOro 3akrnyaeTcs B TOM, YTO He TpebyeTcs
3apaHee 3HaTb pa3mep NOANUCLIBAEMOro COAEPXKMMOro Npu reHepaLumn noanucu.

Xota cTpoka okteToB Tera encapContentinfo eContent He BknoyaeTcsi B pacy€T oTnevaTka coobLLueHus, €€ MOXHO 3aunTUTb
WHbIMK cpeacTBamu. OKTeTbl pa3mepa 3aluwalrTcd CcaMOoW npupogow anroputMa umdpoBOM MOANUCK, MOCKOMbKY
NpaKkTU4eCcKn HEBO3MOXHO HaWTW ABa pasHbIX CO0bLLeHns nboro pasmepa, KoTopble OyayT AaBaTb OAMHAKOBLIE OTNEYaTKU.

5.5. Mpouecc co3gaHusa nognucu

BxoaHble OaHHble A4ns npouecca reHepauvu Moanvcy BKIHOYAlT pesynbTaT npolecca co3fdaHusi oTnevatka coobLlieHus
(message digest) n cekpeTHbI kntod noanuckiBatollero. [etanu npouecca reHepauum NOANUCK 3aBUCAT OT MPUMEHSIEMOTO
anroputMa. WpaeHTudpmkatop o6bekTa BMecTe €O BCEMM MNapameTpamu, 3afaloliyMu  anropuTM, UCMONb3yeMbii
nognvcbiBaowum, nepegatotca B none signatureAlgorithm. 3HayeHve noanucu, co3gaHHOE MNOAMUCHIBAKOLIUM, OOIMKHO
npeactaenaTbea B opme ctpoku oktetoB (OCTET STRING) 1 nepepasatbes B none signature.

5.6. Mpouecc npoBepku nognucu

BxoaHble fOaHHble Ans Mpoluecca NpoBepkM NOAMUCU BKIOYAT pe3ynbTaT npouecca pacyéra oTnedvaTka cooOLleHus U
OTKPbITHIA KMNOY nognucasliero. lMonyyatens MoOXeT MOMNyYUTb KOPPEKTHBIA OTKPbITbIA KHOY MNOAMUCABLUErO pasHbIMy
cnocobamu, HO NpeanoYTUTENBHO MCNONbL30BaTh MeTon 13 ceptudmkaTta B none SignedData certificates. Bbibop 1 npoBepka
NPUrogHOCTYM KNoya noanucasLlero MoryT 6asvpoBaTtbesl Ha npoBepke nyTu ceptudukauyum (cm. [PROFILE]), a Takke Ha UHbIX
cnocobax, HoO 3TOT BOMPOC BbIXOAUT 33 PaMKuM OAHHOrO AOKyMeHTa. [leTanu npoBepKku NOANUCHU 3aBUCSAT OT MCMNOMb30BaHHOIO
anroputMa.

Mony4aTentio HeQONYCTMMO MonaraTbCA Ha Kakne-nnbo 3HayeHusa oTneyatka COOoOLLEeHMs, paccyMTaHHble ero cosgaTenem.
Ecnu none SignedData signerinfo BkntoyaeT signedAttributes, otnevaTok cogepxumoro coobLeHns AoMKeH ObiTb paccuntTaH
B COOTBETCTBUM C naparpacom 5.4. [ina Toro, 4tobbl NOANMCh cunTanacb 4ENCTBUTENBHON, paCCYMTAHHbIA OTNEYaTOK JOJKEeH
coBMacTb CO 3HayeHnem aTpmnbyTta messageDigest, BkntouyéHHbIM B none signedAttributes ctpyktypbl SignedData signerinfo.

Ecnu SignedData signerinfo BkntoyaeT signedAttributes, sHaueHne atpubyTa content-type momkHO coBnagatb CO 3HAYEHUEM
SignedData encapContentinfo eContentType.

6. Tun codepxxumozo Enveloped-data

Copepxmmoe Tuna enveloped-data cocTouMT M3 3awndpPOBaHHLIX AaHHbIX M60ro TMnNa M 3awmMdpPOBaHHbLIX KrYen
wmndpposaHna cogepxumoro (encrypted content-encryption key) ana ogHoro wnu MHoxecTtBa nonyyatenen. KombuHaums
LWIMEPOBAHHOTO COAEPXKUMOro U LIMGPOBAHHOTO Krtova WNPOBAHUSA COOEPXKMMOro Ans nonyyatens npegcrasnaeT cobon
«umdposor koHBepT» (digital envelope) ana gaHHoro nonyyatensa. Cogepxumoe noboro Tuna mMoxeT ObiTb ynakoBaHO B
KOHBepTbl 4715 NPOU3BOMLHOIO YWCna nony4vatenen ¢ MCnonb3oBaHWeM Mnoboro 13 noaaepKuBaemblX MeTOAOB yrnpaBeHus
KMovaMm Ans Kaxgoro us nonyvarenen.

TvnoBbIM NpMMeEHeHNeM cofepxumoro Trna enveloped-data cnyxut npeactaBneHne «LnMgpoBbIX KOHBEPTOBY AfA O4HOMO UMK
MHOXeCTBa nony4yartenen c cogepxumeim Tuna data unu signed-data.

OTanbl co3gaHusa undposoro koHBepTa Enveloped-data nepeuncneHsl Huxe.
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dHUuMKnonegusa ceTeBbiX NPOTOKONOB MepeBon RFC 3852
1. Knouu wundpoBaHms cogepXMmoro Anst KOHKPETHOro anropuTma reHepupyroTest CriydanHbeiM oOpasom.

2. Knoun wudpoBaHma COAepXUMOro WndpyoTes Ans Kaxaoro nonydartens. [etany atoro wydpoBaHnst 3aBUCAT OT
NPYMEHAEMOro MexaHn3Ma yrnpaBreHus Krdamm 1 NoaaepXXmBaroTCcsa YeTbipe OCHOBHbLIX MeToAa:

key transport (ooctaBka Kntouyei) - Knod WrdpoBaHUs COAEPKUMOro LIMMPYETCS C MOMOLLBIO OTKPLITOTO KItova
nonyyaTens;

key agreement (cornacoBaHve KIOYen) - WCMONb3YKTCS OTKPbITHIA KIOY MonyvaTens M CEKPETHbIA Koy
OTMpaBuUTenNsl ANa TreHepauMy CUMMETPUYHOTO KMioua, KOTOPbIA MpUMeHsieTcs Ans  WWgpoBaHUs  Krirodei
LUIMPPOBaAHUS COAEPKUMOTO;

symmetric key-encryption keys (WwndpoBaHMe C CUMMETPUYHBIM KIIOYOM) - K4 LUIMPOBAHUS COOEPXKUMOro
WwmndppyeTcs ¢ MCnorb30BaHNMEM 3apaHee NonyYeHHOro CUMMETPUYHOTO KIkoYa, M3BECTHOMO M NonyyaTento;

passwords (naporb) - KoY WMHPOBaAHNS COAEPKMMOro LUINGPYETCs C NOMOLLLLIO Krkoya, reHepupyemMoro u3 napons
N HEKOro 3apaHee U3BECTHOr0 CTOPOHaM CEKPETHOrO 3HayYeHus.

3. [Ons kaxgoro nonyyatens 3awwndpoBaHHbIN KMOY  LWKMPOBaHMA COOEPXUMOro W gpyras uHdopMauus Ans
KOHKpeTHOro nomnyyarensa cobupatorcs B 3HadeHune Recipientinfo, kak onncaHo B naparpace 6.2.

4. Copepxnmoe WwndpyeTcs ¢ Ucnorb3oBaHUEM Krtoda content-encryption. MNpy 3ToM B 3aBUCMMOCTU OT NPUMEHSIEMOTO
Kroya 1 anroputMa MoxeT noTpeboBaTbCs 4ONONHEHUE LWMPYEMOr0 COAEPKMMOrO AN BblpaBHUBAHUS MO pasmepy
6roka wudposaHusa (cM. naparpad 6.3).

5. 3Hauvenus Recipientinfo ans Bcex nonyyatenen cobupatoTcst BMeCTe C 3alinMpoBaHHbIM COAEPXKUMbIM B CTPYKTYPY
EnvelopedData, onucaHHyto B naparpade 6.1.

MonyyaTenb OTKpbIBAET «LMGPOBON KOHBEPT», PacLUMGPOBLIBAA OAUH U3 KIOYel LUNGPOBAHUS COAEPXMMOro, C NOMOLLbIO
KOTOPOro Aarnee pacludpOoBbLIBAETCA CAMO COOEPKUMOE.

[anee paccmaTpuBaeTcsl CTpykTypa BepxHero ypoBHs EnvelopedData, a 3atem tun Recipientinfo ¢ nHdopmaunen ans
KOHKpPETHOro nonyyartens, a Takke npouecchl paclunpoBKM KMoYen WndpoBaHsa COAEPXKMMOro 1 Camoro CoaepXXMmoro.

6.1. Tun EnvelopedData

Tun cogepxumoro enveloped-data ykasbiBaeT ngeHtudukatop

id-envelopedData OBJECT IDENTIFIER ::= { iso(l) member-body (2)
us (840) rsadsi(113549) pkecs(l) pkes7(7) 3 }
Tun enveloped-data gormkeH nvetb bopmy ASN.1 EnvelopedData

EnvelopedData ::= SEQUENCE {

version CMSVersion,

originatorInfo [0] IMPLICIT OriginatorInfo OPTIONAL,
recipientInfos RecipientInfos,

encryptedContentInfo EncryptedContentInfo,

unprotectedAttrs [1] IMPLICIT UnprotectedAttributes OPTIONAL }

OriginatorInfo ::= SEQUENCE {
certs [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL }

RecipientInfos ::= SET SIZE (1..MAX) OF RecipientInfo

EncryptedContentInfo ::= SEQUENCE {
contentType ContentType,
contentEncryptionAlgorithm ContentEncryptionAlgorithmIdentifier,
encryptedContent [0] IMPLICIT EncryptedContent OPTIONAL }

EncryptedContent ::= OCTET STRING

UnprotectedAttributes ::= SET SIZE (1l..MAX) OF Attribute
3HaueHus nonen EnvelopedData onncaHbl HUXe.

version - HOMep Bepcun CuUHTakcuca. 3HadeHue 3aBUCUT OT nonen originatorinfo, Recipientinfo n unprotectedAttrs n
[OJDKHO NMpuUcBanBaThCsl MO CNeayoLlemMy anropuTmy:

IF (mpmcyTcrByeT originatorInfo) AND
( (mpucyTcTByOT NM06hle cepTudmxarTe THMna other) OR
(npucyrcrBylor Jo6ie crls Tuna other))
THEN ycTaHaBIMBaeTcsi version = 4
ELSE
IF ((mpucyrcrByer originatorInfo) AND
(npucyTcTByloT Jno6ie cepTudmkxaTH aTpMbyrToB Bepcum 2)) OR
(nmobass ms crpykTyp RecipientInfo Bknwuaer pwri) OR
(nwbass us crpykTyp RecipientInfo Bknwuaer ori)
THEN ycTaHaBIuBaeTcss version = 3
ELSE
IF (originatorInfo orcyrcrsyer) AND!
(unprotectedAttrs orcyrcrsyer) AND!
(Bce cTpykTyps RecipientInfo mmewnT Bepcmio 0)
THEN ycTaHaBJIuBaeTcss version = 0
ELSE ycTaHaBIMBaeTcsi version = 2
originatorlnfo - HeobsA3aTenbHOe none ¢ MHOpMaLMEN MHMUMATOpPE; Nore BKIYaeTCs TONbKO B TeX crniyyasix, Korga
aTOro TpeGyET anropuTM yrnpasneHnsa Krtovamu. [None MoXeT cogepxaTb cepTUdUKaThLl U CMUCKK CRL:

'B opuruHane ownbo4Ho ckasaHo OR. Cwm. https://www.rfc-editor.org/errata_search.php?eid=222. lMpum. nepes.
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MepeBon RFC 3852 SHUMKNoneana ceTeBbIX MPOTOKONOB
certs - Habop cepTumKaToB, KOTOPLIA MOXET coaepXaTb cepTuduKaTbl MHULMATOPA, CBSI3aHHbIE C HECKONbKUMM
pasHbiMK anroputMamu ynpaeneHus kniodamu. lNMone certs MoXeT Takke copepkaTb cepTuduKatbl aTpubyTos,
CBsi3aHHble ¢ nHuUMaTopomM. CepTudmkaThl B certs npegHasHayYeHbl Ans Toro, YTobbl oGecneynTb BCeM nosyyatensm
BO3MOXXHOCTb MOCTPOEHMS MyTW OT MPU3HABAEMOro KOpHS (root) nnv yaoCTOBEpSoWEro LieHTpa BEPXHEro YPOBHSI
(top-level certification authority). OpgHako certs MoxeT copepXaTb W3ObLITOYHbIE cepTUdMKaTbl, NO3BOMSAKLLME
NMOCTPOWUTb HECKONbBKO NyTen Ans ABYX U 6onee yaoCTOBEPSAOLLMX LeHTPOB. Bo3amoxHa 1 HexBaTka cepTudurKaToB B
none certs, ecnu y nony4aTens umelTca Apyrne crnocobbl nonyveHuss TpebyeMbix cepTudmkaToB (Hanpumep,
npewecTByOLWMIA HAabop cepTUdMKaToB).

crls - Habop cnuckoB oT3biBa cepTudukatoB (CRL). 3To none cogepXuT MHOPMaLMIO, KOTOPOW MOXET ObiTb
[OCTaTO4HO Ansi NPOBEPKU AENCTBUTENBHOCTU CEepTM(MKATOB, yKa3aHHbIX B none certs, HO 3Ta AOCTATOMHOCTb He
TpebyeTcsa. ATo none MoxeT coaepaTb N30bITOYHOE UM HegocTaTouHoe Ymcno cnmuckos CRL.

recipientinfos - Habop wHpOpMauunM, npedHa3HayYeHHOW [AONsi KOHKpeTHoro nonydatensa. B HaGope pomxkeH
NPUCYTCTBOBATL MO KpanHen Mmepe OAMH 3NIEMEHT.

encryptedContentinfo - 3aluMppoBaHHOE COAEPKUMOE.

unprotectedAttrs - HeobA3aTenbHbLIM HAabop HesalwmndpoBaHHbIX atpnbyToB. MNonesHble TUNbI aTpMbyTOB onpeneneHbl B
pasgene 11.

Monga Tuna EncryptedContentinfo umetoT npuBeaéHHbIe HMXKE 3HAYEHUS
contentType yKka3sbiBaeT TUMN COAEPXNMOTO.

contentEncryptionAlgorithm yxasblBaeT anroput™m LWNGPOBaHUSA COAEPXKUMOrO U BCe CBA3aHHble C HUM napameTpsbl,
KOTOpble NMPUMEHSIIOTCS Npu WndpoBaHum cogepxmmoro. MNMpouecc LWwndpoBaHns cogepXxunmoro onncaH B naparpade 6.3.
[nsi Bcex nony4yatenen UCnonb3ytoTcs OAHU U Te e anropyuTM U KIoY WNdpoBaHUS COAEPKUMOTO.

encryptedContent - pe3ynbTaT WMPOBaHUA COAEPXUMOro. To Nnorne ABNseTcsl Heobs3aTenbHbIM U MPU ero OTCYTCTBUN
LUMppOBaHHOE COAEPXKMMOE AOMKHO AOCTaBMNATLCSA UHBIM CNOCOGOM.

Mone recipientinfos pasmewaetrca nepen nonem encryptedContentinfo, 4to no3Bonser o6pabaTbiBaTb 3HayYeHue
EnvelopedData 3a oguH npoxoa.

6.2. Tun Recipientinfo

MpenHasHavyeHHas ONs oTAenbHOro nonydvatens mHdopmauus npeacrtaensgeTca Tunom Recipientinfo. ®opmat Recipientinfo
oTNMYaeTcs Ans Kaxgoro M3 MNOAAEpXKMBaeMblX METOAOB YNpaBlneHus knodamu. [na Kaxgoro nonyyYatens OfHOro
3alINPOBAHHOIO COAEPXKUMOrO MOXHO MPUMEHSATb mMbo M3 MeTodOB ynpaBneHus knovamu. Bo Bcex cnyyasix
3alUndPOBaHHbIN KoY LWMGPOBaAHNSA COAEPXKUMOro nepefaércst O4HOMY U MHOXECTBY MonydaTenen.

Mockonbky He kaxpaas peanusauns 6yaeT noaaepxuBaTb BCE BO3MOXHbIE anropuUTMbl yNpaBneHns Krnovamu, Bce peanusauum
AOJMKHbI KOPPEKTHO obpabaTtbiBaTb Hepeanu3oBaHHble anropuTMbl, KOTOpble MOryT BcTpedaTbcs. Hanpumep, ecnu
nonyyarento NPpUXoAmUT KoY LWMGPOBaHUS COAEPXKMMOro, 3alMdPOBaHHBIA C NCMONMb30BaHWEM €ro OTKPbITOro knova RSA n
RSA-OAEP, a peanuzauusa nopaepxuaeTt Tonbko RSA PKCS #1 v1.5, B Hen pomkHa ObiTb peanu3oBaHa npouenypa
KOPPEKTHOTrO OTKasa.

Peanunsauun pomkHbl noggepxuBaTb AoctaBky kntoden (key transport), cornacoBaHue kntoyen (key agreement) u
NpUMeHeHNe N3BECTHbIX CUMMETPUYHBIX Kroden, npeactaBneHHble ktri, kari n kekri, cootBeTcTBeHHo. Peanusaumn moryT
noaaepXnBaTth ynpaBreHne KnyYaMyM Ha OCHOBE naporns, npeacraBngemMoe pwri. Peanusauum takke MOryT nogaepxuBaTb
nobon Apyro MeTon ynpaBreHus Krovamu, npeactaBnsieMbli ori. [OCKonbKy KaxAbli nonyvaTenb MOXET WCMoNb3oBaTb
CBOW MeTof ynpaBneHus kKrnodamu, a 6yaywme cneumdurkaumm MoryT 0o6aBnaTb HOBble METOAbI, BCE peanv3aumn [OSMKHbI
KOppekTHO obpabatbiBaTb He peanun3oBaHHble B HUX BapuaHTbl Recipientinfo CHOICE n gonxHbl koppekTHo obpabaTbiBaTb
He peanu3oBaHHble Bepcun noaaepxvBaemMbix BapnaHtoB CHOICE, a Takke AOMKHbI KOPPEKTHO 0OpabaTbiBaTb HEN3BECTHLIE
U He peanu3oBaHHblE BapuaHTbI Ofi.

RecipientInfo ::= CHOICE ({
ktri KeyTransRecipientInfo,
kari [1] KeyAgreeRecipientInfo,
kekri [2] KEKRecipientInfo,
pwri [3] PasswordRecipientinfo,
ori [4] OtherRecipientInfo }

EncryptedKey ::= OCTET STRING

6.2.1. KeyTransRecipientinfo

WHbopmauma ana  nonyyaTtenewn, wucrnone3ylwmx —Aoctaeky knwden (key transport), npeactaBnsetcs  TUNOM
KeyTransRecipientinfo. Kaxxapii aksemnnap KeyTransRecipientinfo nepeHocut kntoy wngpoBaHis CoaepXMMOro Ans ogHOro
nonyyarens.

KeyTransRecipientInfo ::= SEQUENCE ({
version CMSVersion, -- Bcergma mMeer BHaueHume 0 mium 2
rid RecipientIdentifier,
keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
encryptedKey EncryptedKey }

RecipientIdentifier ::= CHOICE ({
issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyIdentifier [0] SubjectKeyIdentifier }

Monsa tuna KeyTransRecipientinfo onucaHbl Huxe.

version - Homep Bepcumn cuHTakcuca. Ecnm Recipientldentifier npeactasnsaet cobon CHOICE issuerAndSerialNumber,
HOMep Bepcun porkeH umeTb 3HadeHune 0. Ecnu Recipientldentifier npeacrtaBnsetr cobon subjectKeyldentifier, Homep
BepCUM BOIKeH ObiTb 2.
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rid ykasbiBaeT cepTudmKaT UAM KoY nonyvaTens, KOTOpbIN OTApaBUTENb NPUMEHUN ANS 3aliMTbl Knoya LMdpoBaHms
COAEPXMMOro MyTEM LIMGPOBaAHNSA C MOMOLLLIO OTKPLITOrO Krtoya nonyyartens. Recipientldentifier nogoepxmeaet gpa
BapuaHTa yka3aHus cepTudukaTa U, COOTBETCTBEHHO, OTKPLITOrO Krtoya nonyyartend. CeptudpmkaTt nonyyarens OOMmKeH
cofepxaTb OTKPbITbIA KItoY AN TPaHCMOPTUPOBKM Krtouen. CnegoBaTtenbHo, cepTudukat nonydatensa X.509 sepcum 3,
cofepXalimi paclmpeHve wucnonb3oBaHusa krioven (key usage), pormkeH umetb dnar keyEncipherment. BapuaHT
issuerAndSerialNumber ykasbiBaeT cepTudmkat nonyyatens Mo OTAUYUTENBHOMY WMEHU 3MUTEHTA U HOMEpY
ceptudmkarta, a subjectKeyldentifier - no naeHTndukatopy kntova. MNpu ykasaHum ceptudukata X.509 naeHtTudmkatop
Krno4a cooTBeTCTBYeT 3HayeHuio pacwmpenus X.509 subjectKeyldentifier. Mpu ykaszaHum cepTudukatoB nHoro cdopmara
[OKYMEHT, 3afjalowuin oopMaT cepTudmkata u ero mcnonb3oBaHne ¢ CMS, gormkeH BknoyaTb AeTanu COMnocTaBleHMs
naeHTudUKkaTopa knyYa € noaxodswym nonem ceptudukata. Ha cTopoHe nonyyatens peanus3auvMn  [OSKHbI
nogaepxveatb oba BapuaHTa ykasaHusa cepTudukaTa nonydaTens, Ha CTOPOHE OTMpaBUTENs AOIKEeH nogaepXxuBaTbes
X0Ts1 Obl OAMH U3 3TUX BapUaHTOB.

keyEncryptionAlgorithm yka3biBaeT anropuytMm LWM@POBaHNA KrodYa M BCE CBA3aHHble C HWM MapaMeTpbl, KOTopble
noTpebyoTca nonyyartento Ans paclngpoBKY Kroya WndpoBaHns cogepxmmoro. MNpouecc wndpoBaHus Kroyen onvcaH
B naparpadge 6.4.

encryptedKey - pesynbTaT WNEPOBaHUS KItoya LIMDPOBAHNSA COAEPXXUMOro AN AaHHOro nosyyaTens.

6.2.2. KeyAgreeRecipientinfo

MHdopmauma ana nonydyatens, WUCMonb3ylolwero cornacoBaHue kniodven (key agreement), npencrtaBnseTcss  TUMOM
KeyAgreeRecipientinfo. Kaxgbii akzemnnsap KeyAgreeRecipientinfo 6yaeTt cogepxaTtb kntoy WwWndpoBaHMsa COAepKMMOro Ans
OHOr0 UMM MHOXECTBa MonyvaTenen NCnonb3yrLmnX O4NH anropuTM COrnacoBaHust KMNoYen 1 obLime napaMmeTpbl AN HEro.

KeyAgreeRecipientInfo ::= SEQUENCE ({
version CMSVersion, -- Bcerja yCTaHaBIMBAeTCs BHaueHue 3
originator [0] EXPLICIT OriginatorIdentifierOrKey,
ukm [1] EXPLICIT UserKeyingMaterial OPTIONAL,
keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
recipientEncryptedKeys RecipientEncryptedKeys }

OriginatorIdentifierOrKey ::= CHOICE {
issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyIdentifier [0] SubjectKeylIdentifier,
originatorKey [1l] OriginatorPublicKey }

OriginatorPublicKey ::= SEQUENCE {
algorithm AlgorithmIdentifier,
publicKey BIT STRING }

RecipientEncryptedKeys ::= SEQUENCE OF RecipientEncryptedKey

RecipientEncryptedKey ::= SEQUENCE ({
rid KeyAgreeRecipientIdentifier,
encryptedKey EncryptedKey }

KeyAgreeRecipientIdentifier ::= CHOICE ({
issuerAndSerialNumber IssuerAndSerialNumber,
rKeyId [0] IMPLICIT RecipientKeyIdentifier }

RecipientKeyIdentifier ::= SEQUENCE ({
subjectKeyIdentifier SubjectKeylIdentifier,
date GeneralizedTime OPTIONAL,
other OtherKeyAttribute OPTIONAL }

SubjectKeyIdentifier ::= OCTET STRING
Mons Tuna KeyAgreeRecipientinfo onmcaHbl Huxe.

version - HOMep Bepcuu cuHTakcuca. Bcerga pomkeH nvets 3HadeHne 3.

originator npepctasnsaet cobon Bbioop (CHOICE) n3 Tpéx BapnaHTOB yKasaHWs OTKPLITOrO Kriova OTnpaBuTeENns Ansi
cornacoBaHua kntoven. OTnpaBuTenb UCNONb3yeT COOTBETCTBYHOLUMI CEKPETHBIM KMOY Y OTKPBITLIA KoY nonyyaTtens ans
reHepauum napHOro Knwya, C MOMOLLbI0 KOTOpPOro LUMApyeTca Koy  LWMdpPOoBaHWs cogepxumoro. BapuaHT
issuerAndSerialNumber 3apaét ceptudmkat oTnpaBuTENs U, CnefoBaTeNbHO, €ro OTKPbLITBIA K4 MYTEM YyKas3aHWsi
OTNNYNTENBHOTO MMEHW 3MUTEHTa cepTudmkaTa u nopsigkoBoro Homepa ceptudukaTta. BapuaHT — subjectKeyldentifier
yKasbiBaeT cepTudmkaTt M KoY OTnNpaBuTens C MNOMOLLb0 wuaeHTUdukaTopa knova. [Ans ceptudumkata X.509
MOeHTUdUKaTOP Kroda COOTBETCTBYEeT 3HaudeHuo pacwmpeHusa X.509 subjectKeyldentifier. Ona apyrux dopmatos
cepTudmkata OOKYMEHT co crneuudmkaumein atoro popmarta n ero npumeHeHuss B8 CMS porkeH nogpo6GHO onuckiBaTb
conocTtaeneHne naeHtTudukaTopa noaxoaswemy nonto ceptudukarta. BapunaHnT originatorKey ykasbiBaeT ngeHtndukaTop
anroputMa W OTKPbITbIA KN4 OTNpaBuTENs OMfs COrnmacoBaHus Knoyen. OTOT meToq obecneynmBaeT aHOHMMHOCTb
MHMUMaTOopa, MOCKONbKY OTKPbITBIN KMOY He cepTuduumnpyetca. Peanvsaumm AOMKHbI NOAAEPXMBATbL BCE TPU BapuaHTa
yKasaHusi OTKPbITOro Kroya OTnpaBuTens.

ukm saBnsieTca He obsizaTenbHbIM. [N HEKOTOPbIX anropuTMOB COMMACOBaHUA KItOYel OTnpaBUTENb NpeacTaBnsieT
kntodeBor maTepuan UKM', 4yToGbl rapaHTMpoBaTh CO3daHMe HOBOTO KIo4a Kaxkabl pas npu B3aMMOAENCTBUN C TEM Xe
naptHépoMm. Peanusauum AomkHbI BOCNpUHMMAaTbL nocnepoBaTenbHocTn KeyAgreeRecipientinfo, Bkntovatowme none
ukm. Peanu3auuu, He NogaepKvBatoLLme anropuTMbl COrnacoBaHmns knoyer ¢ ucnons3osaHnem UKM, pormKHbI akkypaTHO
obpabatkiBaTb Hanmune UKM.

'User Keying Material - nonb3oBaTenbCckuil Kito4eBoi maTepumarn.
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keyEncryptionAlgorithm yxasbiBaeT anropytm WKNMPOBAHMA KMMa W BCe CBSA3aHHble C  HUMM napameTpsl,
MCMOb30BaHHblE ANs 3aWwMdpPOBKKU Kitova WKpoBaHUST COAEPXKMMOro € NMOMOLLBIO 3TOro kitoya. Mpouecc wudpoBaHus
Knoyen onucaH B naparpade 6.4.

recipientEncryptedKeys BkntovaeT naeHTuumkaTop nonydarensd v 3aiMdpoBaHHbIN K4 419 OAHOrO UM MHOXecCTBa
nonyyatenen. KeyAgreeRecipientldentifier npeactaBnsetr cobGow BbeiGop (CHOICE) v3 OByx BapuaHTOB 3afaHus
cepTudumkata nonyyaTens W, criefoBaTenbHO, ero OTKPbITOrO Kro4ya, KOTopbi Obin ncnonb3oBaH oTnpaBuTeENeMm Ans
reHepauum napHoro krova Ans 3awudpoBKU Krova WwndpoBaHust copepxmmoro. CeptudmkaT nonyyatens OOMmKeH
cofepxaTb OTKPbITbIN KIoY, NPUMEHSIeMbIA Ansi cornacoBaHus knoden. CnegoBatenbHo, cepTudukat nonydartens X.509
Bepcun 3 c pacwumpeHuem key usage AOMKEH WMETb YCTAHOBMEHHbI OUT keyAgreement. Kniou wndpoBaHus
coaepXuMMoro mndpyeTcs ¢ UCNonb3oBaHNEM napHoro kroda. BapuaHT issuerAndSerialNumber ykasbiBaeT cepTucoukaT
nonyyatens no OTNUYUTENLHOMY MMEHW IMUTEHTa U MOPSAKOBOMY Homepy ceptudmkata, Tvn  RecipientKeyldentifier
onucaH Huxe. encryptedKey npeacraensaeT cobon pesynbTaT 3awmnMpPOBKU Ktoya LWMPOBaHNST COAEPXKMMOro C MOMOLLIbIO
nMapHOro krnioya, reHepuMpyemoro C MWCNonb30BaHMEM anroputMa CcorfacoBaHus knoyen.  Peanusaumm  [OMXKHbI
nogaepxveatb 0b6a BapmaHTa yka3aHus ceptudmkaTta nonyvaTens.

Mons Tna RecipientKeyldentifier onnucaxbl Hnxe.

subjectKeyldentifier ykasbiBaeT cepTudmkat nonyyarens naeHTMgukatopom knova. MNMpu ykasaHum ceptndmkarta X.509
naeHTUKaToOp KIkya COOTBETCTBYET 3HauyeHuto pacwupenunss X.509 subjectKeyldentifier. Ons gpyrux ceptudmkaTtoB
OOKYyMEHTbI €O creundukaumen dopmata u ucnonb3oBaHusa ¢ CMS pomkHbl BKMAYaTb JeTanu ConocTaBreHust
naeHTUdUKaTopa Knoya nogxoasiLemMy nosnto cepTudmkara.

date - HeoGs3aTenbLHOE More, KOTOpoe yKasblBaeT nofyyatento AaTy npefllecTBYHLLEro pacnpocTpaHEHUst KIH4eBOro
maTepuana UKM, koTopbliii Bbin Mcnonb3oBaH oTNpaBUTENEM.

other - HeobsizaTenbHoe mnone, cogepxailee OONONTHUTENTbHYIO MH(bOpMaLlMPO, KOTOPYIO nony4vyaTtenb npuMeHdaeT AOna
HaxoXXaeHusa OTKPbITOro Krn4eBoro Mmartepuana, UCnojib30BaHHOIoO nony4yarenem.

6.2.3. KEKRecipientinfo

WHbopmauma ans nonydvatenen, WCnonb3yloWwmUx 3apaHee W3BECTHbI CUMMETPUYHBIN KoY, NPeAcTaBnseTcs TUMnoMm
KEKRecipientinfo. Kaxgbin aksemnnap KEKRecipientinfo 6ygeTt Bkntoyatb koY LWMgpoBaHUS COAEPXKMMOro A OQHOro Mnu
MHOXeCTBa nornyyaTtenein, 3almgpoBaHHbIN C UCNONb30BaHNEM 3apaHee PacnpoCTPaHEHHOrO CUMMETPUYHOIO KIoYa.

KEKRecipientInfo ::= SEQUENCE {
version CMSVersion, -- Bcerga ycTaHaBJIMBaeTCsI BHaueHune 4
kekid KEKIdentifier,
keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
encryptedKey EncryptedKey }

KEKIdentifier ::= SEQUENCE ({
keyIdentifier OCTET STRING,
date GeneralizedTime OPTIONAL,
other OtherKeyAttribute OPTIONAL }

Monsa Tnna KEKRecipientinfo onncaHbl Hke
version - HoMep Bepcun cnuHTakcuca. Becerga pomkeH uMeTb 3HadeHne 4.

kekid yka3sbiBaeT CUMMETPUYHBIN KoY, KOTOPbIM 3ainMdpoBaH KoY WndpoBaHUSa CcoaepXMMOoro, 3apaHee nepefaHHbIn
OTMPaBUTENIO N OOHOMY MUIMU MHOXECTBY MoryyaTenen.

keyEncryptionAlgorithm yka3biBaeT anropuTm LUNGPOBaHUS Koda 1 BCE CBA3aHHbIE C HUM NapaMeTpbl, KOTOPble HY>XHbl
Ans pacwmndpoBkmM Kntova WwundposaHusa cogepxunmoro. MNpouecc wudpoBaHus knoven onucaH B naparpade 6.4.

encryptedKey - pe3ynbTaT 3aLlUMEPPOBKN KItoda LUINEPOBAHUSA COAEPKMMOro C NOMOLLIbIO CUMMETPUYHOIO KItoya.
Monsa Tnna KEKIdentifier onncaHbl H1xe.

keyldentifier - ykasbiBaeT koY LWUMPOBAHNS KIOYEN, KOTOPbLIV Obin HE3aBMCUMMO MepefaH OTnpaBuUTeNto U OJHOMY Unu
MHOXeCTBY nosiyyaTenen.

date - Heobs3aTeNbHOE Mone, KOTOPoe MOXET yKasblBaTh AaTy, MAEHTUGMULMPYHIOLLYIO OAUH KoY LMDPOBAHUS KItoYeln 13
3apaHee pacnpoCTpaHEHHOrO HaGopa TaKMX KIoYen.

other - Heobsi3aTenbHOE none, KOTOpOE MOXET coAepiKaTb AOMNONTHUTENIbHYHO MHopMaLmio, NO3BONIAKOLLYHO nony4yaTtento
onpeaennTb UCNOfb30BaHHbINA OTNPABUTENEM KIHOY LLUMGPOBAHUS KIltoya.

6.2.4. PasswordRecipientinfo

WHbopmaumsa onsa nonyyaTtenen, MCNonb3yoLLMX Naporb unmn obwuii cekpeT, npeactasnsetcs Tunom PasswordRecipientinfo.
Kaxobii ak3emnnap PasswordRecipientinfo 6yneT nepenasath kntoy LWMPOBaHUS COAEPXKMMOTO Anst OAHOro UM MHOXECTBa
nonyyartenewn, KOTopble 3HaKT NaApoSb UM OGLLUMIA CEKPET.

Tun PasswordRecipientinfo sagaH B RFC 3211 [PWRI]. Ctpyktypa PasswordRecipientinfo npuBegeHa 3pgecb nuvwb ans
NOMHOTHI.

PasswordRecipientInfo ::= SEQUENCE {
version CMSVersion, -- BCcerja yCTaHaBIMBaeTcss BHaueHue 0
keyDerivationAlgorithm [0] KeyDerivationAlgorithmIdentifier OPTIONAL,
keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier, encryptedKey EncryptedKey }
Monga tnna PasswordRecipientInfo onncaHbl Huxe.

version - HOMep BEPCUN CUHTAKCUCA. Bcerga ponxeH nveTtb 3HadeHue 0.

keyDerivationAlgorithm ykasbiBaeT anroputMm CO3faHus Krova n BCe CBA3aHHbIE C HAM NapamMeTpbl, KOTOPbIE HYXHbI ANs
BOCNPOM3BEAEHNSA 3HaWUM naponb wnvM oblwumin  cekpeT nonydvaTenem 3awwmngpoBaHHOrO Krioya  LuMdpoBaHMs
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cogepxummoro. OTCyTCTBME ITOro NONs O3Ha4daeT nepefadvy knova WudpoBaHUs Krkoya MHbIM cnocobom (Hanpumep, C
MOMOLLIbI0 CMapT-KapTbl UMK KPUMTO-TOKEHA).

keyEncryptionAlgorithm yka3biBaeT anroputMm LWNMGPOBaHUSA N BCe CBA3aHHbIE C HAM MapameTpbl, UCMOMb30BaHHbIE AN
3aWMdPOBKN KITtoYa LUNPOBAHUA COOEPXMMOro C NOMOLLILIO Koya LWNGPOoBaHMSA KIoYen.

encryptedKey - pesynbTaT 3alMdpOBKY KItoya LIMDPOBAHNSA COAEPKMMOro C MOMOLLIO KTHoYa WKPOoBaHUS KIOYeEN.

6.2.5. OtherRecipientinfo

MHdopmauma ans  nonyyatenen, WCMONb3YWOLWMX WHbIE METOAbl YNpaBeHUs  KMoYamu, npeacTaBnseTcs  TUMOM
OtherRecipientinfo. 3ToT TMN No3BonsieT Mcnonb3oBaTb ApYrne MeTodbl, B AOMOMHEHME K TPaAHCMOPTMPOBKE KIHYEN, KX
COrnacoBaHuio, MPUMEHEHUIO M3BECTHbIX CUMMETPUYHBIX KIHOYERn, yNpaBMneHWo KIiYamy Ha OCHOBE Naponen, a Takke
MeToAbl, KOTOpble ByayT onpeAeneHsbl B 6yayLimx AokyMeHTax. Hke nokasaH dopmaT naeHtngukaTopa obbekTa, yHUKansHo
yKasblBaloLLLEro Takme MeToabl yNpaBneHns Kro4amu.

OtherRecipientInfo ::= SEQUENCE ({
oriType OBJECT IDENTIFIER,
oriValue ANY DEFINED BY oriType }

Mons Tnna OtherRecipientinfo onucaHbl HUXe.
oriType yka3biBaeT MeTO yNpaBneHns Krnovamu.

oriValue conepXuvT anemeHTbl NPOTOKOMbHBLIX AaHHbIX, Tpebyemble noryyaTento, KOTOpbI MCNOMb3yeT yKa3aHHbIN MeToq
yrpaBreHus Krnovamu.

6.3. Npouecc wndpoBaHMA coaepXXKMMoro

Cny4yaiHbiM 06pa3om reHepupyeTcst Koy LMdPOBaHUS COAEPXKMMOro Ans HYXXHOro anroputMa. 3aliuuiaemble OaHHble
JOMNOSHATCA B COOTBETCTBUM C MPUBEAEHHBIM HUXKE OMUCAHWEM U MOCMEe 3TOro LWMGPYTCA C UCMONb30BaHWEM CO34aHHOM0O
kntoda. Onepaums WMgpoBaHNa oTobpaxaeT NPOU3BONbHYH CTPOKY OKTETOB (MCXOAHbIE AaHHbIE) B APYryl0 CTPOKY OKTETOB
(WndpoBaHHbIE faHHbIE) C UCMONb30BAHMEM KItoYa LUMGPOBaAHNA COAEPXMMOro. 3allindpoBaHHble AaHHbIE BKIHOYAKTCSA B
cTpoky okteToB EnvelopedData encryptedContentinfo encryptedContent.

B HekoTOpbIX anropntmax LWndpoBaHus NnpeanonaraeTcs, YTo pa3mep UCXOAHbIX OaHHbIX KpaTeH HeKoMmy Lienomy yucny Kk, rae
k 6onblie 1. Ina TakMx anropuTMoB K BXOAHbIM AaHHbIM B KOHUE OyayT [o6aBnaTbCS OKTEThl 3anOfHEHUs CO 3HaYeHuaMm K -
(Ith mod k) B konnyecTtse k - (Ith mod k), rge Ith - pasamep ncxogHeix gaHHbIX. MHBIMKM cnoBamu, Nocne UCXoAHbIX AaHHbIX OyayT
nob6aBnATLCA NOCNeaoBaTENbHOCTU

01 -- ecoim 1th mod k = k-1
02 02 -- eciim 1th mod k = k-2
kk ... k k -— ecoimt 1th mod k = 0

OkTeTbl 3anofnHeHnss MoryT 6biTb OAHO3HAYHO MAEHTUAMLMPOBaHLI U yAaneHbl, BKNoYas cutyaumto, Koraa UcxodHble AaHHble
UMeIoT pasMep, KpaTHbI BenmuuHe 6noka v 3amnonHeHus He ucronb3yeTcd. OTOT MeTod 3arofiHeHWs KOPpekTHo paboTtaeT
TONbKO B Te€X criyyasx, koraa pasmep 6noka (k) meHbLue 256.

6.4. Npouecc wudpoBaHna Knroya
McxogHbIMM AaHHBIMKM NS npouecca WwndpoBaHUa Khoya (3HavyeHune, NpeacTaBnsieMoe anroputmy WMPoBaHUS Kiloyen y
nonyanenﬂ) ABNAETCA NPOCTO «3HAYeHne» Krtova LLIVId)pOBaHVIﬂ coaepXunmoro.

Ans kaxgoro nonyyatens obero Habopa sawndpoBaHHOW MHGOPMALMKM MOXET NPUMEHSATLCS 1060 M3 YNOMSIHYTbIX Bbille
MeTOA0B yNpaBneHus Knioyamm.

7. Tun codepxumoeo Digested-data

Tun cogepxummoro digested-data BkniovaeT aaHHbIe NOOOro TMna ¢ oTnedyaTkom (message digest) ans Hux.

O6bivHO TUN digested-data umcnonb3yeTcss ang 3awmTbl LENOCTHOCTM COAEPXKMMOro M pesynbTaT npouecca co3daHus
nognuUcaHHbIX AaHHbIX CAYXUT BXOAHOW MHopMauunen ans cosgaHuns tuna enveloped-data.

CosgaHue tuna digested-data BkntovaeTt aBa atana:
1. paccuuTbiBaeTCst OTNeYaToK (X3Ll) COAEepPXMMOro € UCNofb30BaHUEM anroputma message-digest;

2. anroputM message-digest n oTneyaTok COOOLIEHWA BMecTe C MOAMUCAHHBIM COAEPXUMbIM O0O0beanHHATCA B
cTpykTypy DigestedData.

I'Ionyanenb npoBepAeT oTne4YaTok coobueHus, CpaBHMBasA nosfly4eHHoe 3Ha4yeHne ¢ pacCc4mMTaHHbIM UM CaMUM OTNEYaTKOM.

Hwxe npuBenéH ngeHtudmkatop obbekta ans cogepxumoro Tuna digested-data.

id-digestedData OBJECT IDENTIFIER ::= { iso(l) member-body (2)
us (840) rsadsi(113549) pkecs(1l) pkes7(7) 5 }
Tun digested-data gomxeH nmetb popmy ASN.1 DigestedData:

DigestedData ::= SEQUENCE ({
version CMSVersion,
digestAlgorithm DigestAlgorithmIdentifier,
encapContentInfo EncapsulatedContentInfo,
digest Digest }

Digest ::= OCTET STRING
Mons Tuna DigestedData onucaHbl Hxe.
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version - HoOMep BepcuMn CUHTakcuca. Ecnm nHkancynuposaHo cogepxumoe Tuna id-data, ona Homepa BepcuM [OMKHO
ObITb YKa3aHo 3Ha4yeHune 0, OQHaKo Anda oCTallbHbIX TUMOB AOJMKHO YyCTaHaBNMMBaATbCA 3HA4YeHNe 2.

digestAlgorithm - ykasblBaeT anroputm LnMdpoBOM NOAMNNCU U BCE CBA3aAHHbIE C HUM NMapamMeTpbl, UCNOMb30BaHHbIE ANA
cosfaHua nognucu. lpouecc cosgaHus umdpoBor noanvcy cosnagaeT € onucaHHbIM B naparpade 5.4, ecnn He
noanuceiBaeTca AOMNOMHUTENbHBIX aTpMOYTOB.

encapContentinfo - nognucbiBaemMoe cofepXxumoe, kak onpegeneHo B naparpade 5.2.
digest - pe3ynbTaT npouecca co3gaHnsa Noagnucy Ans cooGLeHNs.

Mopsinok pasmewyennss nonen digestAlgorithm, encapContentinfo u digest genaer Bo3moxHoW 00paboOTKy 3HaYeHust
DigestedData 3a oguH npoxog.

8. Tun codepxumozo Encrypted-data

Tun encrypted-data cogepxuT 3awwmdpoBaHHble AaHHble Noboro Tuna. B otnvyme ot enveloped-data Tun encrypted-data He
BK/IOYAET HWU nonyvaTener, HU 3almnpoBaHHbIX KOYen LWWUdPOBaAHNS COAEPXUMOro. YMpasieHne Knioyamu [OSKHO
OCYLLEeCTBAATLCH UHBIM CrIocOBoM.

TunoBbiM NpuMeHeHnem encrypted-data aBnsieTcs WMdpOBaHME COAEPXKUMOTO ANs NOKanbHOr0 XpaHeHusi (BO3MOXHO, C
reHepaumen Krnoya LNMGPOBaHMS No Naposio).

Hwxe nokasaH naeHTUgmkaTop oGbekTa Ans CoAepPXKMMOoro Tuna encrypted-data.

id-encryptedData OBJECT IDENTIFIER ::= { iso(l) member-body (2)
us (840) rsadsi(113549) pkecs(l) pkes7(7) 6 }
Tun encrypted-data gomkeH umets bopmy ASN.1 EncryptedData

EncryptedData ::= SEQUENCE {
version CMSVersion,
encryptedContentInfo EncryptedContentInfo,
unprotectedAttrs [1] IMPLICIT UnprotectedAttributes OPTIONAL }

Monga tuna EncryptedData onucaHbl Hke

version - HomMep Bepcun cuHTakcuca. MNpu Hannuuu unprotectedAttrs Homep BepcuMM AOMKEH MMEeTb 3HayeHue 2, npu
oTcyTcTBUM unprotectedAttrs gormkHoO ykasbiBaTbCs 3HaYeHue 0.

encryptedContentlinfo - 3alumdpoBaHHOE COAEPXKNMOE, Kak onucaHo B naparpade 6.1.

unprotectedAttrs - Habop aTpubyToB, KOTOpble He WKdPYTCA. JTO none He ABNseTcs oba3aTernbHbIM. MonesHbie TUMbI
aTpubyToB onpeaeneHsb! B pasgene 11.

9. Tun codepxumozo Authenticated-data

Tun authenticated-data BknioyaeT coaepXvMmMoe NPOU3BOMNBLHOMO TUMA, KOA ayTeHTUdukauum cooblienns (MAC') u
3awWndpoBaHHbIe KIOYN ayTeHTudMKaumMm Ans OAHOro Mnu MHoxectBa nonydatenen. Kom6uHaums MAC wn ogHoro w3
3andpoBaHHbIX KroYen ayTeHTudmkaummn TpebyeTcs nonydvatento Ans NPOBEPKM LENOCTHOCTM COoAepXuMoro. 3awwmrta
LIeNOCTHOCTM MOXET obecneunBaTbcs A4S Noboro Tvna CoaepXnMoro 1 Npou3BoSibHOIO Yncna nonyyvatenei.

Mpouecc cosgaHusa authenticated-data BkntovaeT nepeyncrieHHble HUXKe Lwaru.

1. CnyvyaiHbiM 00pasoM reHepupyeTcss KoY  ayTeHTUMKaUuMM COOBLLEHWS AN KOHKPEeTHOro  anropuTMa
ayTeHTUUKaLmK.

2. Kniou ayTeHTUdMKaLmMmu coobLueHns wmdpyeTca Ans Kaxaoro nonydvartens. [eTanu aToro WngpoBaHus 3aBUCAT OT
UCMNOSb3yeMOoro anroputma ynpasneHust Kniovamu.

3. [ns kaxgoro nonydvatens 3awmdpoBaHHbLIN KN4 ayTeHTUdMKaLUM CooBLLIEHNs BMECTe C APYrow, OTHOCSALLENCS K
3TOMy nony4aTento, MHopmaumen cobuparoTtcs B 3HaveHne Recipientinfo, kak onucaHo B naparpade 6.2.

4. Vicnonb3ys kntoy ayTeHTudmkaumm coobLueHns, ninumaTop paccunteiBaeT 3HavyeHe MAC gnsa cogepxumoro. Ecnim
WHULMATOP B AOMOMHEHNE K COAEPXMMOMY COOOLLEHUS ayTeHTMUUUPYET Kakyo-nmbo nHdopmMaumo (cM. naparpad
9.2), paccuuTbiBaeTCs OTNEYaTok (NoANMUChL) AN COAEPXMMOro, a 3aTeM 3TOT OTMEYaToK M AONOMHUTENbHbIE AaHHbIE
ayTeHTUMULIMPYIOTCS C UCNOMb30BAHNEM KITH04Ya ayTeHTUdMKaLUUm 1 pesynbTaT cnyxuT 3HavyeHmem MAC.

9.1. Tun AuthenticatedData

Hwxe npyBenéH naeHtudmkatop obbekta ans cogepxummoro Tuna authenticated-data.

id-ct-authData OBJECT IDENTIFIER ::= { iso(l) member-body (2)
us (840) rsadsi(113549) pkcs(l) pkcs-9(9) smime(16) ct(l) 2 }
Tun authenticated-data gomxeH nmets popmy ASN.1 AuthenticatedData.

AuthenticatedData ::= SEQUENCE {
version CMSVersion,
originatorInfo [0] IMPLICIT OriginatorInfo OPTIONAL,
recipientInfos RecipientInfos,
macAlgorithm MessageAuthenticationCodeAlgorithm,
digestAlgorithm [1] DigestAlgorithmIdentifier OPTIONAL,
encapContentInfo EncapsulatedContentInfo,
authAttrs [2] IMPLICIT AuthAttributes OPTIONAL,
mac MessageAuthenticationCode,
unauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL }

AuthAttributes ::= SET SIZE (1..MAX) OF Attribute

'"Message authentication code.
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UnauthAttributes ::= SET SIZE (1..MAX) OF Attribute

MessageAuthenticationCode ::= OCTET STRING
MNonsa tTnna AuthenticatedData onucaHbl Huxe.

version - HOMeEp BEPCUN CUHTAKCUCa. 3HauyeHune version AOMKHO yCTaHaBnnBaTbCAa No ﬂpVIBe,D,éHHbIM HWXe npasunam

IF (mpmcyTcrByeT originatorInfo) AND
( (mpucyTcTByOT MO6He cepTudmxarTs THMna other) OR
(npucyrcrBylor Jo6ie crls Tuna other))
THEN version = 3
ELSE
IF ((mpucyrcrByer originatorInfo) AND
(npucyTcTByloT J0GEHe cepTubMkKaTH aTpM6yTOB Bepcum 2))
THEN version = 1
ELSE version = 0
originatorinfo - Heo6A3aTenbHaa nHopmaumsa 06 uHmumnatope. MNMapameTp yka3blBaeTCs NULLb B TEX CryYasix, Korga a1oro
TpebyeT mMexaHn3M ynpaeneHust krovamu. Mone MoxeT BknoyaTb cepTudumkathl, ceptudukaTtel atpubytoB n CRL, kak
yKkasaHo B naparpace 6.1.

recipientinfos - Habop wHdopMauun onsa nonyyartenen, kak onpeaeneHo B naparpade 6.1. Habop pomxeH BknovaTb He
MeHee 1 anemeHTa.

macAlgorithm - npeHTudukatop, ykasbisatowwmn anroputm MAC u Bce cBfi3aHHble C HUM NapameTpbl, UCMOMb30BaHHbIE
nHuymnatopoM. PasmeleHne nons macAlgorithm obneryaet o6paboTky nonyyarenem 3a oauH NPOXoa.

digestAlgorithm yka3biBaeT anroputm LudpoBoM NOANMUCK AN COOOLLEHUSI U BCE CBA3aHHbIE C HUM NapameTpbl, KOTopble
6biMM  ncnonb3oBaHbl  ANA  pacyéta  oTrnevaTka  MHKancynMpOBaHHOMO  COAEPXWMMOro, €cnv  NPUCYTCTBYIOT
ayTeHTUdULMpoBaHHble aTpmbyThl. [pouecc cosgaHusa uudpoBon NoANUcH (oTnevaTka) coobLueHns onucaH B naparpade
9.2. PaawmeweHne nonsa digestAlgorithm obneryaetr nonyyatento o6paboTky 3a oauH npoxod. lpw Hanuunm nons
digestAlgorithm gonxHo npucytcteoBaTh 1 none authAttrs.

encapContentinfo - ayteHTudULMpyemoe cogepXxmmMoe, kak onpegeneHo B naparpade 5.2.

authAttrs - HaGop ayTeHTUdmumpyembix aTpnbyToB. CTpykTypa authAtirs aBnseTca Heobs3aTenbHOW, HO OHa AOJKHA
npuCyTCTBOBaTb, €CNM TWUN coaepxumoro Ans 3HadeHuss EncapsulatedContentinfo, koTopoe ayTeHTudwMUMpyeTcs,
oTnuyaeTcs ot id-data. MNpwn Hanuymm nonsa authAttrs gomkHo npucyTcTBOBaTh Takke none digestAlgorithm. [nsa cTpykTypbl
AuthAttributes pomxHo wucnonb3oBaTbca npeactasneHve DER, paxe ecnn octanbHas 4acTb CTPYKTypbl 3ajaHa B
npenctaenenun BER. MNonesHble Tunbl atpubyToB onpeneneHsl B pa3gene 11. MNpu Hanuuumn nonst authAttrs oHo pomkHO
copepxaTb Mo KpalHen Mepe ABa NepeyncrieHHbIX Hke aTpubyTa:

content-type  vcnonb3yeT B KayecTBe  CBOEro0  3Ha4YeHMss  TWN  ayTeHTUdMUMPYEeMOro  3HaveHusi
EncapsulatedContentinfo. ATpubyT content-type onpenenét B naparpadpe 11.1.

message-digest ncnonb3yeT B kayeCcTBE CBOEro 3HauyeHus UndpOoBYO NOAMNUCL coaepxumoro. ATpubyT message-
digest onpepenéH B naparpacge 11.2.

mac - ko, ayTeHTUdUKaLMm coobLieHus.

unauthAttrs - HeobsasaTenbHbIi Habop aTpubyToB, KOTOpblEe He ayTeHTuduuupyloTca. B HacToswee Bpems He
onpeneneHsl HeayTeHTUMUMPOBaHHbLIE aTpMbYyThl, @ Apyr1e nonesHole aTpubyThl onpeaeneHsl B pasaene 11.

9.2. l'eHepauusa MAC

B npouecce pacyéta MAC BblumcnsieTcs kog ayTeHTudukaumm coobuenms (MAC) ons ayTeHTMgMUMpyeMoro CoaepXnmoro
unu oTnevaTka ayTeHTUMLUPYEMOro COAEPKMMOrO BMECTE C ayTEHTUULMPYEMBIMU aTpubyTammn MHULMaTopa.

Ecnn none authAttrs oTtcyTcTBYeT, BXOOHbIMM AaHHbIMM AnNs npouecca pacvyéta MAC cnyXkuT CTpoKa OKTETOB
encapContentinfo eContent. B pacuéte MAC ucnonb3yoTcsa TONMbKO OKTeTbl CTpoku eContent 6e3 yyéTta OKTeToB Tera wu
pasmepa. 3To No3BonseT paccynTbiBaTh 3HadeHne MAC ansi cTpok, pasmep KOTOpbIX He n3BecTeH 3apaHee npoueccy MAC.

Mpn Hannumm nons authAttrs gonkHbI yunTbiBaThca aTpmbyThl content-type (maparpad 11.1) n message-digest (naparpad
11.2), a BXogHoOW MHpopmaumen ansa npouecca pacyéta MAC cnyxut DER-npeactaenenne authAttrs. [ins pacyérta uyudpposon
noanvMcyn coobLeHns BLINOSMHAETCA oTAenbHoe koaupoBaHue nons authAttrs. Ter IMPLICIT [2] B none authAttrs He
ncnonb3yetca ana npegcraenerHns DER, B3ameH ero npumensietcsa ter EXPLICIT SET OF. T. e. B pacyéT umdpoBoi NO4NUCK
Bmecto DER-npepctaBnerusn tera IMPLICIT [2] BkntoyaeTcs npeactaBneHvne tera SET OF BMecTe ¢ okTeTamu pasmepa u
cogepxumoro authAttrs.

Mpouecc pacyéTta undpoBOK NOANUCKU BbIMUCASIET OTNEYATOK ayTeHTUULMPYEMOro coobLleHus. MIcxoaHbIMU AaHHbIMK AN
npouecca sIBNSIETCS «3HA4YEHME» WHKANCYNMpPOBAHHOIO COAEPXUMOro, KoTopoe OyaeT ayTeHTuduumpoBaTbCs. A MMEHHO,
BXOZHbIMM JaHHbIMW CINY>XWUT cTpoka okTeToB encapContentinfo eContent, k koTopoi NpuMeHsieTcs Npouecc ayTeHTUUKaALNN.
AnropuTtm pacyéta undpoBOM NOANNCK YUnTbIBAET TONbKO 3HadveHne encapContentinfo eContent 6e3 okTeToB Tera n pasmepa.
3710 nNo3BondAeT paccunTaTb LMPOBYIO NOANUCH ANA COAEPXKMMOro, pasMep KOTOPOro He M3BECTEH 3apaHee. XOTa OKTeThl Tera
n pasmepa encapContentinfo eContent He BknoualdTCa B pacyéT uUMPOBOM NOAMUCKU, OHM 3alLMLLATCa APYrMMun
cpeactBamu. OKTETbl pasmepa 3alMLLAKTCA CaMOW MpMPOAON anroputmMa uUMdpoBOK MNOAMUCK, MOCKOMbKY HaWTW OBa
BapuaHTa COAEpPXXMMOro NpOM3BONBbHOrO pa3mepa, KOTopble umenu Obl OQuHaKoBble OTNeYaTkW, He NpeacTaBnseTcs
BO3MOXHbIM.

BxogHble aaHHble npouecca pac4éta MAC BkrovaloT onpefenéHHble Boilwe BxoaHble AaHHble MAC v kntoy ayTeHTudmkaumm,
nepenaBaemblii B CTpykType recipientinfo. Jetanu pacyéta MAC 3aBucsaT oT mcnonbdyemoro anroputma MAC (Hanpumep,
HMAC). VpeHTndumkatop obbekTta BMEcCTe CO BCEMU MapameTpamu, ONpefensiolMMUM UCMOMb30BaHHbIA MHULMATOPOM
anroput™m MAC, nepepgatotcst B none macAlgorithm. 3navenne MAC, nHuumaTopom MHMLMATOPOM, nepepaétcst B copme
ctpoku oktetoB (OCTET STRING) B none mac.
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9.3. NpoBepka MAC

Bxogom ans npouecca nposepkn MAC cnyxaTt BXOAHble AaHHble (ONpeAensitoTCs Ha OCHOBE Hanuuus WnvM OTCYTCTBUS MOns
authAttrs, kak ykasaHo B naparpade 9.2) m knod ayTeHTudukauum, nepepasaembln B recipientinfo. [Jetanu npouecca
nposepkn MAC 3aBucAT oT ncnonsdyemoro anroputma MAC.

MonyyaTtenio HegonMycTUMO onupaTtbcs Ha niobble 3HaveHns MAC nnu LMdPOBON NOAMNUCU, PACCUUTAHHbIE MHULMATOPOM.
Copepxmmoe ayTeHTUdMUMpyeTcs B COOTBETCTBUMM C onucaHuem naparpada 9.2. Ecnv  wmHMUMATOp  BKIIHOYMI
ayTeHTUdULMpyemble aTpubyThl, cogepxumoe authAttrs ayteHTUdULMpyeTcs B cOOTBETCTBUM ¢ naparpadom 9.2. ina Toro,
yTOObl ayTeHTMdMKaAUUA cuMTanacb npongeHHomn, 3HadeHve MAC, paccuuTaHHoe nonydaTenem, [OJIKHO COBNacTb CO
3HayeHneMm nons mac. AHanorMyHo AN YChewHoW ayTeHTuduKaumu npu Hanuuuu nons authAttrs 3HaveHve umdposon
noanucuy, paccunTaHHoe nornyyaTenem, AOJKHO COBMagaTh CO 3Ha4YeHneM aTpubyTta message-digest B authAttrs.

Ecnn AuthenticatedData BkntoyaeT authAttrs, 3HauyeHue aTtpubyTta content-type A[OMKHO COOTBETCTBOBATb 3HAYEHMIO
AuthenticatedData encapContentinfo eContentType.

10. lNMone3HbIe Munsbi

OTOT pa3gen cocTouT M3 ABYX YacTel - B NepBoli onpeaeneHbl MaeHTUMKaTopbl anroputMoB, a BO BTOPOM Apyrie nonesHole
TMNbI.

10.1. Tunbl aeHTUPUKATOPOB anropuTMa
Bce VI,D,eHTVICbVIKaTOpr anropmTtMoB UCNOJb3YKOT OAUH TUM:

Algorithmlidentifier - onpeneneHne sanmcreoBaHo 13 X.509 [X.509-88].

[nsa kaxxgoro TMna anroputma UMeeTCa MHOXECTBO BapnaHTOB.

10.1.1. DigestAlgorithmldentifier

Tun DigestAlgorithmldentifier ykasbiBaeT anroputm message-digest, npyumepamu mMoryT cnyxutb anroputMmbl SHA-1, MD2,
MD5. Anroputm message-digest oToGpaxaeT CTPOKy OKTETOB (COAEPXKMMOE) B APYTYHO CTPOKY OKTETOB (OTNEYaTok).

DigestAlgorithmIdentifier ::= AlgorithmIdentifier

10.1.2. SignatureAlgorithmldentifier

Tun SignatureAlgorithmldentifier ykasbiBaeT anroputmM NoAnNUCK U MOXET Takke ykasbiBaTb anroputm oTnedatka' (message
digest). MNpumepamn wmoryt cnyxmte RSA, DSA, DSA c¢ SHA-1, ECDSA n ECDSA c¢ SHA-256. Anroputm nognucu
noaaepXvBaeT onepaunn co3faHns u npoBepkn nognucu. MNpu reHepaumn NOANMCK UCNONb3YEeTCA OTNeYaToK COOBLIEHNs 1
CeKpeTHbIA Kkntoy nognuceiBatowero. Mpu npoBepke MNOANMCK MCNOMb3YETCA OTNeYaTok COOOLEHMA UM OTKPbLITHIN KoY
noAnucasLLEro A NPOBEPKU MPUIOAHOCTU MONYyYEHHON nognvcu. BeinonHaemas onepauns onpeaenseTcsi KOHTEKCTOM.

SignatureAlgorithmIdentifier ::= AlgorithmIdentifier

10.1.3. KeyEncryptionAlgorithmldentifier

Tun KeyEncryptionAlgorithmldentifier ykasbiBaeT anropytm wWKMPOBaHMA KIOYa UCMOMb3yeMoro AN  LWndpoBaHns
cogepxvmoro. Onepaumns LWndpoBaHna oToBpaxkaeT CTPOKY OKTETOB (KMO4) Ha APYrylo CTPOKY OKTETOB (3awmdpoBaHHbIV
KMoY) nop ynpasreHvem kinouva wudposaHus kmoya. Onepaumsa pacumdpoBkm obpaTHa onepauun wndposaHus. Beibop
onepauum onpeaenseTcs KOHTEKCTOM.

JeTtanu wudpoBaHns 1 paclunpoBKA 3aBUCAT OT WCMOMb3yEMOro anroputMa ynpasreHusl krnodamu. NopdepxvBaroTcs
poctaBka (key transport) u cornacoBaHvie (key agreement) knioyei, 3apaHee W3BECTHbIE CUMMETPUYHBIE KITIOUM U KMHOuW,
co3faBaeMble U3 naporne.

KeyEncryptionAlgorithmIdentifier ::= AlgorithmIdentifier

10.1.4. ContentEncryptionAlgorithmidentifier

Tun ContentEncryptionAlgorithmldentifier ykasbiBaeT anropyt™m LWndpoBaHUA COAEPXKMMOro (NpUMepamm MOryT CRAYXuUTb
Triple-DES n RC2). AnroputMm WWdpOBaHNS COAEPXKUMOro MNoAAepXuBaeT onepauuy WndpoBaHUA U pacLUnMGpPOBKK.
Onepauus wundpoBaHa oTobpaxkaeT CTPOKY OKTETOB (OTKPbLITHIA TEKCT) Ha OPYrylo CTPOKY OKTETOB (LUMMPOBAHHBIN TEKCT) C
MCNONb30BaHMEM Krova WKdpoBaHnUs cogepxumoro. Onepaums pacwmdpoBkM BbINONHAET obpaTtHoe npeobpa3oBaHue.
Bbibop onepaunu onpegenseTcsi KOHTEKCTOM.

ContentEncryptionAlgorithmIdentifier ::= AlgorithmIdentifier
10.1.5. MessageAuthenticationCodeAlgorithm
Tun MessageAuthenticationCodeAlgorithm ykasbiBaeT anroputm ans koga ayteHtudpukaumm coobwenns (MAC) - npumepamu

moryT cnyxute DES-MAC n HMAC-SHA-1. Anroputm MAC nogaepxuBaeT onepauun co3aaHuns 1 NpoBepKn koda, B KOTOPbIX
UCMOSb3YeTCs OAMH U TOT e CUMMETPUYHBIV KoY. Beibop onepaummn onpeaenseTcs KOHTEKCTOM.

MessageAuthenticationCodeAlgorithm ::= AlgorithmIdentifier

10.1.6. KeyDerivationAlgorithmldentifier

Tun KeyDerivationAlgorithmldentifier onpeaenén B RFC 3211 [PWRI] n 3gecb 310 onpegeneHne NoBTOPEHO A1 NOSHOTLI.

ANropuTM reHepauum NpPousBoAHbIX KItoYel npeobpasyeT naposb UK 0BLLMI CeKPeT B KoY LUMGPOBAHMUS KIHYeN.

KeyDerivationAlgorithmIdentifier ::= AlgorithmIdentifier

10.2. [ipyrne nonesHble TUMNbI
B atom naparpaq)e onpeaeneHbl Tunbl, UCNonb3dyemMble B OPYrmx pasgenax gaHHOro oKyMeHTa. Twvnbl HAKaK He ynopsaano4eHbl.

'B opuruHane olwnGo4HO ykasaH TobKo anroputm nognucu. Cwm. https://www.rfc-editor.org/errata_search.php?eid=1756. Mpum. nepes.
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10.2.1. RevocationinfoChoices

Tun RevocationInfoChoices gaétr Habop BapuaHTOB MHGpOpMauUMM O cTaTyce OT3biBa. [lpeanonaraetcd, YTO Takou Habop
COOAEPXMT MHGOPMaLMIO, LOOCTATOYHYH ANs maeHTUdumkaumm CBs3aHHbIX C Habopom cepTudukatoB UM ceptudmkaToB
aTpubyTOB, KOTOpble 0TO3BaHbl. OgHako B HAbope MoXeT cogepxaTbcs M3bbIToYHasa nHpopmaumsa o cTaTyce OT3biBa, a Takke
Habop MoXeT He BkNtoYaTb Bcern Tpebyemon nHgpopmaumm. Cnnckn ot3biBa ceptudmkatoB X.509 (CRL) [X.509-97] asnstoTca
OCHOBHbIM MCTOYHUKOM MHGOpMauum O cTaTtyce OT3biBa, HO MOTYT NOAAEPXMBATbLCA MHble hopmaTbl Takon MHdopMauuu.
O6ecneunBaetcsa BapuaHT OtherRevocationinfoFormat ans noggepxku nobbix apyrnx dopMaToB MHpopmaumn 06 oT3biBe
6e3 gononHuTensHoro nsameHexnuss CMS. Hanpumep, ¢ nomowbio OtherRevocationinfoFormat moryT nogaepxunsatbcs OT3bIBbl
npotokona OCSP' [OCSP].

CertificateList moxeT cogepxatb cnucok CRL, ARL?, Delta CRL unu Attribute CRL. Bce aTu cnucku UCnonb3yoT o6Lyuii
CUHTaKcuC.

Tun CertificateList ykasbiBaeT cnucok otabiBa ceptudmkatos (CRL). Otu cnucku onpegeneHsl B X.509 [X.509-97] n 3apaHbl
Ans ucnonessosanus B Internet gokymeHtom RFC 3280 [PROFILE].

Hwxe npueeaeHo onpenenexue CertificateList ns X.509.

RevocationInfoChoices ::= SET OF RevocationInfoChoice

RevocationInfoChoice ::= CHOICE ({
crl Certificatelist,
other [1] IMPLICIT OtherRevocationInfoFormat }

OtherRevocationInfoFormat ::= SEQUENCE {
otherRevInfoFormat OBJECT IDENTIFIER,
otherRevInfo ANY DEFINED BY otherRevInfoFormat }

10.2.2. CertificateChoices

Tun CertificateChoices 3agaét pacwupeHHbii ceptudpmkat PKCS #6 [PKCS#6], ceptndmkar X.509, ceptndukat atpmbyta
X.509 Bepcum 1 (ACv1) [X.509-97], cepTndmkatr atpmbyta X.509 Bepcum 2 (ACv2) [X.509-00] vnu cepTudwukat MHOro
dopmaTa. PacwwmpeHHble cepTudmkatsel PKCS #6 cumTaloTcs ycTapeBLlUMMU 1 NOAOEPXKUBAIOTCSA NULLb AN COBMECTUMOCTH CO
cTapbiMU BepCcUsSIMK, MO3TOMY MPUMEHSITb MX He cnepyeT. Ceptudmkatbl ACv1 Takke SBMSIOTCA YCTapeBLUUMMW, BKIHOYEHbI
nuLWb Ans COBMECTUMOCTU CO CTapbiMU BEPCUSIMU U MPUMEHATb UX He cnepyeT. [podunb Internet ans ceptndukatos X.509
3agaH B pgokymeHTe Internet X.509 Public Key Infrastructure: Certificate and CRL Profile [PROFILE], npodwune ans
ceptudumkatoB ACv2 - B pgokymeHTe An Internet Attribute Certificate Profile for Authorization [ACPROFILE]. BapuaHt
OtherCertificateFormat cnyxut gna nogaepxkm gpyrmx coopmatos cepTudukaTos 6e3 nsmeHeHns CMS.

Onpepenenune Certificate 3anmctsoBaHo 13 X.509.

Onpepenenns AttributeCertificate 3anmctBoBaHbl 13 X.509-1997 n X.509-2000 - onpegeneHne mn3 X.509-1997 o6o3Ha4eHO
AttributeCertificateV1 (cm. naparpad 12.2), a onpegenenne 13 X.509-2000 - AttributeCertificateV2.

CertificateChoices ::= CHOICE ({

certificate Certificate,

extendedCertificate [0] IMPLICIT ExtendedCertificate, -- oTMeHeHO
v1AttrCert [1] IMPLICIT AttributeCertificateVl, -- OTMEeHEeHO

v2AttrCert [2] IMPLICIT AttributeCertificateVv2,
other [3] IMPLICIT OtherCertificateFormat }

OtherCertificateFormat ::= SEQUENCE {
otherCertFormat OBJECT IDENTIFIER,
otherCert ANY DEFINED BY otherCertFormat }

10.2.3. CertificateSet

Tun CertificateSet npeactaBnset Habop cepTudmkaToB, [OCTATOYHBIN ANa obecnedyeHus «nyTu ceptudukauumy» (certification
path) OT «KOpHSI» WNN «YLOCTOBEPSIOLLErO LIeHTpa BEPXHErO YPOBHSI» [0 BCEX CEPTUMUKATOB OTNPaBUTENS, C KOTOPLIMU
CBsi3aH AaHHbIN Habop. OaHako HAabop MOXeT BKMoYaTb M3GLITOYHbIE CEPTUMUKATLI, @ TAKKE MOXET COAepPXKaTb HEMOMHbIA NX
KOMIMIEKT.

ToyHoe 3HayeHue TepMUHa «MyTb cepTudMKaLMny BbIXOAUT 3a paMKku AaHHoW cneumdukaumn. OgHako [PROFILE] BkntovaeT
onpepenexus ansa ceptudukatos X.509. HekoTopble NpUNoXeHUs MOryT orpaHM4MBaTh CBEPXY pa3mep nyTu ceptudumkaumm, a
Apyrue MoryT npeabsaBnATb Te UK nHble TpeboBaHMSA K CBA3AM Mexay CyObekTaMu n aMuTeHTamu B NyTu cepTnudunkaumm.

CertificateSet ::= SET OF CertificateChoices

10.2.4. IssuerAndSerialNumber

Tun IssuerAndSerialNumber yka3biBaeT cepTudukaT 1, Takum obpa3om, CyGbekTa U ero OTKPbITbIV KoY MO OTAMYUTENBHOMY
umeHu (distinguished name) amuTeHTa 1 NopsAKoBOMY HOMepy cepTudukaTa.

Onpepenenne nona Name 3anmcteoBaHo 13 X.501 [X.501-88], a nons CertificateSerialNumber - ns X.509 [X.509-97].

IssuerAndSerialNumber ::= SEQUENCE {
issuer Name,
serialNumber CertificateSerialNumber }

CertificateSerialNumber ::= INTEGER

10.2.5. CMSVersion

Tun CMSVersion ykasbiBaeT HOMeEp BepcuM CuHTakcuca and obecneyeHmss cCOBMECTMMOCTM € OyaylimMmn BepcusMyn 3TON
crneumdmkauum.

'Online Certificate Status Protocol - npoTokon HTepakTUBHOM UHGOPMaLIMK O cTaTyce cepTUdUKaTa.
2Authority Revocation List - cnucok ot3biBa YLI.
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CMSVersion ::= INTEGER { v0(0), v1(l), v2(2), v3(3), v4(4), v5(5) }

10.2.6. UserKeyingMaterial

Tun UserKeyingMaterial ykasbiBaeT CHUHTaKCUC NSl MONb3oBaTenbCckoro kniodesoro matepuana (UKM'). HekoTopbim
anroputMam cornacoaHus kniovern UKM TpebyeTcs ans reHepaummn pasHbiX KMOYEn B KaXAOM Cryyae COrmacoBaHUs Mexay
AaHHou napon ctopoH. Otnpasutens npegoctasnseT UKM Ans mMcnonb3oBaHWs ¢ KOHKPETHbIM anropyuTtMOM COrnacoBaHus
KMoYen.

UserKeyingMaterial ::= OCTET STRING

10.2.7. OtherKeyAttribute

Tun OtherKeyAttribute 3a0aét cuHTakcuMc ans BKIIOYEHUSA Opyrnx aTpmbyTOB KNko4va, KOTOpble NO3BONAT NMosyyaTento BbibpaTth
KIHoM, MCMOJb30BaHHbIN oTnpasuTenem. MneHquwmaTopu anM6yTOB obbekToB OOJDKHblI perncTtpmpoBaTtbCA BMeCTE C
CUMHTAKCUCOM cCaMunx anMGyTOB. Mcnonb3oBaHna 3Toro Tmna cnepnyet M36€FaTb, NOCKOJIbKY OH MOXEeT npuBoaAUTb K
HecoBMeCTUMOCTMU.

OtherKeyAttribute ::= SEQUENCE {
keyAttrId OBJECT IDENTIFIER,
keyAttr ANY DEFINED BY keyAttrId OPTIONAL }

11. lMone3Hble ampubymebl

B aTom pasgene onpeaeneHbl aTpubyThl, KOTOpblE MOTYT UCMOMBL30BaTLCHA C COAEPXKMMBbIM TUNOB signed-data, enveloped-data,
encrypted-data, authenticated-data. CuHTtakcuc Attribute coBmectm ¢ X.501 [X.501-88] n RFC 3280 [PROFILE]. HekoTopbie
13 onMcaHHbIX B 3TOM pasgene atpnbytoB 6binu onpegenexsl B PKCS #9 [PKCS#9], a apyrve - B npeabiayLien Bepcum 3Tom
cneumdmkauun [CMS1]. ATpubyTbl nepeuncneHsl 6e3 kakoro-nnmbo ynopsagodeHus.

M3 uncna atpmbyToB, onpedenéHHbIX B OPYrMX AOKYMeHTax, cregyet oTMeTuTb cneumdpukaumio S/MIME Bepcumn 3 [MSG] un
paclwmpeHHble cpeactBa 3awmTel ana S/MIME [ESS], koTopble BKMOYAT TakkKe PekoMeHZauum no pasMEeLLEHUIO 3TUX
aTpubyToB.

11.1. Tun copgepxxmmoro
ATpnbyT content-type ykaseiBaeT Tun cogepxumoro Contentinfo B signed-data unu authenticated-data. ATpubyT content-type
AOMMKeH NPUCYTCTBOBATb MPWU HanmuMuum NOANUCaHHbIX aTpubyToB B signed-data wnu ayTeHTUUMUMPOBaHHLIX aTpubyToB B
authenticated-data. 3HaueHune aTpubyTta content-type gomkHO cooTBeTCcTBOBaThL 3HayYeHuto encapContentinfo eContentType B
signed-data nnn authenticated-data.

ATpubyT content-type mormkeH ObiTb mognucaHHbiM (signed) unu ayteHTudmumMpoBaHHbIM (authenticated) atpubyTtom, ans
Hero HegonyctTumMo ObiTb HenoanucaHHbiM (unsigned), HeayTeHTUdMUMpPOBaHHBIM (unauthenticated) wnu HesalMLLEHHBIM
(unprotected) aTpubyTom.

Hwxe nprBenéH naeHTndgukaTop oobekta ans atpubyTa content-type.

id-contentType OBJECT IDENTIFIER ::= { iso(l) member-body (2)
us (840) rsadsi(113549) pkecs(l) pkes9(9) 3 }
3HayeHus aTtpubyTa content-type nmetot Tun ASN.1 ContentType

ContentType ::= OBJECT IDENTIFIER
XoTa cuHTakcuc onpegenéd, kak SET OF AttributeValue, atpmubyTt content-type AomkeH MMeTb €OUHCTBEHHOE 3HAYeHUe,
OTCYTCTBME UK HECKOMBKO 3k3emMnnsapos AttributeValue He gonyckaeTcs.

CunTtakcuc SignedAttributes n AuthAttributes onpepensiet ux kak SET OF Attributes. B SignedAttributes nonsi signerinfo
HeooMyCTUMO BKM4YaTb MHOXECTBO 3K3eMnnsapoB aTpubyTta content-type. AnanmornyHo, B AuthAttributes nons
AuthenticatedData HegonycTUMO BKMo4aTh MHOXECTBO 3K3EMMIIAPOB aTpnbyTa content-type.

11.2. OTneyaTok coobLleHus

Tun atpubyTta message-digest 3agaét otnevaTok (message digest) ctpoku oktetoB encapContentinfo eContent, nognucaHHom
B signed-data (cm. maparpad 5.4) unu ayteHtucpmumpoBaHHoli B authenticated-data (cm. naparpacd 9.2). Ons signed-data
OTNEeYaToK PacCyYUTLIBAETCS C UCMONb30BAHMEM anropyTMa X3LWMpoBaHUs NognucbiBatolen ctopoHbl. [nsa authenticated-data
OTNEYaTOK PAcCUUTLIBAETCS C UCNOMb30BaHNEM anropuTMa X3LWMpOBaHUs MHMULMaTopa.

B signed-data tun atpmbyta message-digest momkeH npucyTCTBOBaTb NPV Hanuuuum NObIX NognucaHHblx aTpubyToB. B
authenticated-data Tmun atpubyta message-digest QomkeH npucyTCTBOBaTb NMPW HanuMumMu MOObIX ayTEHTUMULMPOBAHHBIX
aTpmbyTOB.

ATpnbyt message-digest gomkeH ObITb nognucaHHbIM (signed) unu ayteHTuduumpoBaHHbiM (authenticated), HegonycTumo
ucnonb3oBaHue HenognucaHHoro (unsigned), HeayTeHTUdMUMpoBaHHoOro (unauthenticated) nnu HesawwmwéHHoro (unprotected)
atpubyTa.

Hwxe npuBeaéH naeHtudmkatop obvekta ans atpubyta message-digest.

id-messageDigest OBJECT IDENTIFIER ::= { iso(l) member-body (2)
us (840) rsadsi(113549) pkecs(1l) pkecs9(9) 4 }
ATpnbyt message-digest pormkeH umetb Tun ASN.1 MessageDigest

MessageDigest ::= OCTET STRING
ATpnbyT message-digest gonxeH umMeTb eOUHCTBEHHOE 3HaYeHne, HECMOTPS Ha TO, YTO ero CUHTakcuc onpepenéH, kak SET
OF AttributeValue. Heponyctumo oTcyTCTBME UNM HanNn4Yne MHoXecTBa aksemnnapos AttributeValue.

CunTtakcuc SignedAttributes n AuthAttributes onpegensietr ux kak SET OF Attributes. B SignedAttributes nons signerinfo
HeAONMyCTUMO BK/IOYATb MHOXECTBO 3K3eMmnnsapoB aTtpubyta message-digest. AnanormuHo, B AuthAttributes nons
AuthenticatedData HegonycTUMO BKMOYaTb MHOXECTBO 3K3eMMNIIsipoB aTpmubyTa message-digest.

'User keying material.

17 www.protokols.ru


https://www.protokols.ru/

dHUuMKnonegusa ceTeBbiX NPOTOKONOB MepeBon RFC 3852

11.3. Bpemsa nognucu
ATpnbyT signing-time ykasbiBaeT BpeMmsi, Korga nognucasLLUni (MpeanonoXnTenbHO) «MOCTaBuU CBOK NoANuCby. ATOT atpubyT
npeaHasHayeH Ans ucnonb3oBaHus B signed-data.

ATpnbyT signing-time pomkeH ObiTb noanucaHHbIM (signed) unu ayteHTMgMUMpoBaHHbIM (authenticated), HegonycTumo
ncnonb3oBaHue HenognucaHHoro (unsigned), HeayTeHTUdUUMpoBaHHoro (unauthenticated) nnu HesawmwéHHoro (unprotected)
aTpubyTa.

Hwxe npyBenéH noeHtudgurkatop obbekta ang atpubyTa signing-time.

id-signingTime OBJECT IDENTIFIER ::= { iso(l) member-body (2)
us (840) rsadsi(113549) pkcs(1l) pkecs9(9) 5 }
3HayeHus aTpubyTa signing-time nmetot Tn ASN.1 SigningTime.

SigningTime ::= Time

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }

Mpumeyanmne. Onpenenenve Time cooTBeTcTBYEeT Bepcun X.509 ot 1997 roga [X.509-97].

Oatel mexay 1 auBapsa 1950 r. u 31 gekabps 2049 r. (BkNOYNTENBHO) AOIMKHBbI NpeacTaBnsaTecs B popmate UTCTime. datbl
0o 1950 r. n nocne 2049 r. pomxHbI NpeacTasnaTbca B opmarte GeneralizedTime.

3HaveHna UTCTime pmomxHbI yka3sbiBaTbcs No BpeMeHu Coordinated Universal Time (paHee, rpuHBuyckoe Bpems - Greenwich
Mean Time unn GMT, a Takke Bpems Zulu) 1 AOMXKHbI BKMOYaTb cekyHabl (T. €., ncnonb3osatsb popmat YYMMDDHHMMSSZ)
Aaxe ecnum yncno cekyHg pasHo 0. MNMonHoyb pormkHa npeactasnAtees B Buae YYMMDDO00000Z. NHdbopmauus o ctonetun
ABMAETCA HESABHOW U AOIMKHA onpeaensTsesa cneayowmnm obpasom:

npu YY He meHbLie 50 3HayeHne roaa JOMKHO MHTepnpeTMpoBaTthes, kak 19YY;
npu YY < 50 3HayeHne roga [OMKHO MHTEeprnpeTMpoBaTthes, kak 20YY.

3HaueHus GeneralizedTime [omkHbI npeactaBnsaTbca Bo BpemeHu Coordinated Universal Time u [OMXKHbI BKIHOYaThb
cekyHabl (T. e., ucnonb3oBaTb ¢dopmaTt YYYYMMDDHHMMSSZ) paxe ecnn uucno cekyHa paBHo 0. B 3HauveHus
GeneralizedTime HegonNycTUMO BKMOYaTb AOMNM CEKYHA.

ATpnbyT signing-time pgomkeH UMeTb €AMHCTBEHHOE 3HaYeHNe, HECMOTPSA Ha cuHTakcuc onpeaenenuns SET OF AttributeValue.
HeponycTtumo oTcyTcTBME UM MHOXECTBO 3k3emnnapos AttributeValue.

CuHtakcuc SignedAttributes n AuthAttributes onpegenser ux kak SET OF Attributes. B SignedAttributes nonsi signerinfo
HeooOMyCTUMO BKIOYaTb MHOXECTBO 3K3eMnnspoB atpubyta signing-time. AwdanormyHo, B AuthAttributes nons
AuthenticatedData HegonycTUMO BKMOYaTb MHOXECTBO 3K3eMMNIspoB aTpubyTa signing-time.

TpeboBaHWA K KOPPEKTHOCTN BPEMEHN NOAMUCAHUA He 3a[aloTCA U peLleHne Bonpoca O JOBEPUM K 3TOMY BPEMEHW OCTaétcs
3a nony4yateneMm. OgHako HeABHO npeanonaraeTcs, YTO HEKOTOPLIM M3 MOANMUCHIBAOLWMX (Hanpumep, cepeBepam BpPeMEHHbIX
METOK) MOXHO A0BEPATb.

11.4. 3aBepsrowan nognucb

Tun atpmnbyTta countersignature ykasblBaeT OOHY UM MHOXECTBO MOAMUCEN ANA CTPOKM OKTETOB COAEpPXMMOro signature B
3HayeHun Signerinfo gnsa signed-data. T. e., oTneyaTok COOGLUEHUSI pacCUMTLIBAETCS ANl OKTETOB, MPEeACTaBSOLMX
3HayeHne OCTET STRING, 6Ge3 okteToB Tera u pasmepa. Takum obpasom, Tun atpubyTa countersignature «3aBepsieT» (ewwé
pa3s nognuceiBaeT) Apyryto NoANUCH.

ATpnbyT countersignature gonxeH GbiTb HenognucaHHbIM (unsigned), HeAOMYCTUMO UCMONb30BaHWE NoAnMcaHHbIX (signed),
ayTeHTuduumpoBaHHbix (authenticated), HeayTeHTUdMUMpoBaHHbIX (unauthenticated) n HesawmwéHHbIX (unprotected)
aTpubyTOB.

Hwxe npuBenéx naeHtndukatop obbekra gns atpmbyTta countersignature.

id-countersignature OBJECT IDENTIFIER ::= { iso(l) member-body (2)
us (840) rsadsi(113549) pkcs(l) pkcs9(9) 6 }
3HauveHus atpubyTa countersignature umetot Tun ASN.1 Countersignature

Countersignature ::= SignerInfo
3HadeHusa countersignature MMeEIOT TaKOM Xe CMbICN, Kak 3HayeHus Signerinfo ans oBbluHbIX Nognucen, 3a UCKITHOYEHUEM
OTMEYEHHBIX HIKE Pasnmynii.

1. B none signedAttributes HegonycTumo BkntouaTb atpubyT content-type - ons 3aBepsiomMx nognucen Het Tuna
COAEePXKMMOTO.

Mone signedAttributes gomkHo BkntovaTe aTpnbyT message-digest, ecnv B HeM ecTb Kakne-nnbo apyrve atpubyThl.

3. BxoOHbIMM OaHHLIMM AONS npolecca co3daHua oTnedvatka CooblueHUa SABMATCA OKTeThl codepxumoro DER-
npeacTaBneHus nons signatureValue B s3HayeHun Signerinfo, ¢ koTopbiM cBsi3aH aTpUBYT.

ATpnbyT countersignature MOXeT UMETb MHOXECTBO 3HadeHuin. CuHTakcuc onpenenéH, kak SET OF AttributeValue n momxkeH
npucyTcTBOBaTh X0Tsi Obl 0aMH ak3emnnsip AttributeValue.

CuHTakeuc UnsignedAttributes onpepenéH, kak SET OF Attributes. UnsignedAttributes B signerinfo moxeTt BknovaTb
MHOXEeCTBO 3K3eMNNsapoB atpubyTa countersignature.

Mockonbky countersignature nmeet tun Signerinfo, atpubyT cam no cebe moxeT Bkn4vaTb aTpmbyT countersignature. 370
No3BONSET CO34aBaTh LIEMOYKN 3aBEPSAOLLUX NOANMUCEN NPOU3BONBHOW ANUHbI.
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12. Modynu ASN.1

B naparpade 12.1 npuenéx mogyne ASN.1 gna CMS, a B naparpade 12.2 - onsa ceptudumkarta atpubytos Bepcum 1.

12.1. Moaynb CMS ASN.1

CryptographicMessageSyntax2004
{ iso(1l) member-body (2) us(840) rsadsi(113549)
pkecs (1) pkes-9(9) smime (16) modules (0) cms-2004(24) }

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- DKCHOPTMPYETCsI BCe
-- Tunel ¥ BHaAYEHMsI, ONpPeneNEHHIHEe B 5TOM MOAYJE, SKCIOPTMPYKOTCSI LJIST MCIOJbL3OBaHMUS
-- B ApyTMx MoAynsix ASN.l. Mx MOTryT NPMMEHSITE MAJIsI CBOMX Liejel ApYyTHMe IIPUIIOKEHMUS .

IMPORTS

-- WMnopT m3 RFC 3280 [PROFILE], IlpmnoxeHme A.l
AlgorithmIdentifier, Certificate, Certificatelist,
CertificateSerialNumber, Name

FROM PKIX1Explicit88
{ iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechanisms (5) pkix(7)
mod (0) pkixl-explicit(18) }

-- MunopT m3 RFC 3281 [ACPROFILE], IpunoxexHme B
AttributeCertificate
FROM PKIXAttributeCertificate
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisms (5) pkix(7)
mod(0) attribute-cert(12) }

-- VMnopt ms llpunoxeHmst B K DaHHOMY INOKYMEHTY
AttributeCertificateVl
FROM AttributeCertificateVersionl
{ iso(l) member-body (2) us(840) rsadsi(1135409)
pkcs (1) pkcs-9(9) smime(16) modules(0)
v1AttrCert (15) } ;

-- CuHTakKcucC Kpunrorpapmueckoro coobumeHuss

ContentInfo ::= SEQUENCE ({
contentType ContentType,
content [0] EXPLICIT ANY DEFINED BY contentType }

ContentType ::= OBJECT IDENTIFIER

SignedData ::= SEQUENCE {
version CMSVersion,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos }

DigestAlgorithmIdentifiers ::= SET OF DigestAlgorithmIdentifier
SignerInfos ::= SET OF SignerInfo
EncapsulatedContentInfo ::= SEQUENCE {

eContentType ContentType,
eContent [0] EXPLICIT OCTET STRING OPTIONAL }

SignerInfo ::= SEQUENCE ({
version CMSVersion,
sid SignerIdentifier,
digestAlgorithm DigestAlgorithmIdentifier,
signedAttrs [0] IMPLICIT SignedAttributes OPTIONAL,
signatureAlgorithm SignatureAlgorithmIdentifier,
signature SignatureValue,
unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL }

SignerIdentifier ::= CHOICE {
issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyIdentifier [0] SubjectKeyIdentifier }

SignedAttributes ::= SET SIZE (1..MAX) OF Attribute
UnsignedAttributes ::= SET SIZE (1..MAX) OF Attribute
Attribute ::= SEQUENCE ({

attrType OBJECT IDENTIFIER,
attrValues SET OF AttributeValue }
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AttributeValue ::= ANY

SignatureValue ::= OCTET STRING

EnvelopedData ::= SEQUENCE {
version CMSVersion,
originatorInfo [0] IMPLICIT OriginatorInfo OPTIONAL,
recipientInfos RecipientInfos,
encryptedContentInfo EncryptedContentInfo,
unprotectedAttrs [1] IMPLICIT UnprotectedAttributes OPTIONAL }

OriginatorInfo ::= SEQUENCE {
certs [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL }

RecipientInfos ::= SET SIZE (1..MAX) OF RecipientInfo

EncryptedContentInfo ::= SEQUENCE {
contentType ContentType,
contentEncryptionAlgorithm ContentEncryptionAlgorithmIdentifier,
encryptedContent [0] IMPLICIT EncryptedContent OPTIONAL }

EncryptedContent ::= OCTET STRING
UnprotectedAttributes ::= SET SIZE (1..MAX) OF Attribute
RecipientInfo ::= CHOICE ({

ktri KeyTransRecipientInfo,
kari [1] KeyAgreeRecipientInfo,
kekri [2] KEKRecipientInfo,
pwri [3] PasswordRecipientInfo,
ori [4] OtherRecipientInfo }

EncryptedKey ::= OCTET STRING
KeyTransRecipientInfo ::= SEQUENCE {
version CMSVersion, -- Bcerga ycTaHaBaIMBaeTcs 3BHaueHume 0 mam 2

rid RecipientlIdentifier,
keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
encryptedKey EncryptedKey }

RecipientIdentifier ::= CHOICE ({
issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyIdentifier [0] SubjectKeyIdentifier }

KeyAgreeRecipientInfo ::= SEQUENCE ({
version CMSVersion, -- Bcerjma ycTaHaBIMBaeTCs BHadeHue 3
originator [0] EXPLICIT OriginatorIdentifierOrKey,
ukm [1] EXPLICIT UserKeyingMaterial OPTIONAL,
keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
recipientEncryptedKeys RecipientEncryptedKeys }

OriginatorIdentifierOrKey ::= CHOICE {
issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyIdentifier [0] SubjectKeylIdentifier,
originatorKey [1] OriginatorPublicKey }

OriginatorPublicKey ::= SEQUENCE {
algorithm AlgorithmIdentifier,
publicKey BIT STRING }

RecipientEncryptedKeys ::= SEQUENCE OF RecipientEncryptedKey

RecipientEncryptedKey ::= SEQUENCE ({
rid KeyAgreeRecipientldentifier,
encryptedKey EncryptedKey }

KeyAgreeRecipientIdentifier ::= CHOICE ({
issuerAndSerialNumber IssuerAndSerialNumber,
rKeyId [0] IMPLICIT RecipientKeyIdentifier }

RecipientKeylIdentifier ::= SEQUENCE {
subjectKeylIdentifier SubjectKeylIdentifier,
date GeneralizedTime OPTIONAL,
other OtherKeyAttribute OPTIONAL }

SubjectKeyIdentifier ::= OCTET STRING
KEKRecipientInfo ::= SEQUENCE {
version CMSVersion, -- Bcerja yCTaHaBIMBAeTCs BHaueHue 4

kekid KEKIdentifier,
keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
encryptedKey EncryptedKey }

KEKIdentifier ::= SEQUENCE ({
keyIdentifier OCTET STRING,
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date GeneralizedTime OPTIONAL,
other OtherKeyAttribute OPTIONAL }

PasswordRecipientInfo ::= SEQUENCE {
version CMSVersion, -- BCerjza ycTaHaBJMBaeTcsti BHadeHue 0
keyDerivationAlgorithm [0] KeyDerivationAlgorithmIdentifier OPTIONAL,
keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
encryptedKey EncryptedKey }

OtherRecipientInfo ::= SEQUENCE ({
oriType OBJECT IDENTIFIER,
oriValue ANY DEFINED BY oriType }

DigestedData ::= SEQUENCE ({
version CMSVersion,
digestAlgorithm DigestAlgorithmIdentifier,
encapContentInfo EncapsulatedContentInfo,
digest Digest }

Digest ::= OCTET STRING

EncryptedData ::= SEQUENCE {
version CMSVersion,
encryptedContentInfo EncryptedContentInfo,
unprotectedAttrs [1] IMPLICIT UnprotectedAttributes OPTIONAL }

AuthenticatedData ::= SEQUENCE {
version CMSVersion,
originatorInfo [0] IMPLICIT OriginatorInfo OPTIONAL,
recipientInfos RecipientInfos,
macAlgorithm MessageAuthenticationCodeAlgorithm,
digestAlgorithm [1] DigestAlgorithmIdentifier OPTIONAL,
encapContentInfo EncapsulatedContentInfo,
authAttrs [2] IMPLICIT AuthAttributes OPTIONAL,
mac MessageAuthenticationCode,
unauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL }

AuthAttributes ::= SET SIZE (1..MAX) OF Attribute
UnauthAttributes ::= SET SIZE (1..MAX) OF Attribute
MessageAuthenticationCode ::= OCTET STRING

DigestAlgorithmIdentifier ::= AlgorithmIdentifier

SignatureAlgorithmIdentifier ::= AlgorithmIdentifier
KeyEncryptionAlgorithmIdentifier ::= AlgorithmIdentifier
ContentEncryptionAlgorithmIdentifier ::= AlgorithmIdentifier
MessageAuthenticationCodeAlgorithm ::= AlgorithmIdentifier
KeyDerivationAlgorithmIdentifier ::= AlgorithmIdentifier
RevocationInfoChoices ::= SET OF RevocationInfoChoice
RevocationInfoChoice ::= CHOICE ({

crl Certificatelist,

other [1] IMPLICIT OtherRevocationInfoFormat }
OtherRevocationInfoFormat ::= SEQUENCE {

otherRevInfoFormat OBJECT IDENTIFIER,
otherRevInfo ANY DEFINED BY otherRevInfoFormat }

CertificateChoices ::= CHOICE {
certificate Certificate,
extendedCertificate [0] IMPLICIT ExtendedCertificate, -- OTMeHeHO
v1AttrCert [1] IMPLICIT AttributeCertificateVl, -- OTMeHeHO

v2AttrCert [2] IMPLICIT AttributeCertificateVv2,
other [3] IMPLICIT OtherCertificateFormat }

AttributeCertificateV2 ::= AttributeCertificate
OtherCertificateFormat ::= SEQUENCE {

otherCertFormat OBJECT IDENTIFIER,

otherCert ANY DEFINED BY otherCertFormat }
CertificateSet ::= SET OF CertificateChoices
IssuerAndSerialNumber ::= SEQUENCE {

issuer Name,

serialNumber CertificateSerialNumber }

CMSVersion ::= INTEGER { v0(0), v1(l), v2(2), v3(3), v4(4), v5(5) }
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UserKeyingMaterial ::= OCTET STRING
OtherKeyAttribute ::= SEQUENCE {

keyAttrId OBJECT IDENTIFIER,

keyAttr ANY DEFINED BY keyAttrId OPTIONAL }

-- WpeHTMOMKATOPH THUIA COLEPXMMOT'O

id-ct-contentInfo OBJECT IDENTIFIER ::= { iso(l) member-body (2)
us (840) rsadsi(113549) pkcs(l) pkcs9(9) smime(16) ct(l) 6 }

id-data OBJECT IDENTIFIER ::= { iso(l) member-body (2)

us (840) rsadsi(113549) pkcs(l) pkes7(7) 1 }

id-signedData OBJECT IDENTIFIER ::= { iso(l) member-body (2)

us (840) rsadsi(113549) pkecs(1l) pkes7(7) 2 }

id-envelopedData OBJECT IDENTIFIER ::= { iso(l) member-body (2)

us (840) rsadsi(113549) pkecs(l) pkes7(7) 3}

id-digestedData OBJECT IDENTIFIER ::= { iso(l) member-body (2)

us (840) rsadsi(113549) pkcs(l) pkes7(7) 5 }

id-encryptedData OBJECT IDENTIFIER ::= { iso(l) member-body (2)

us (840) rsadsi(113549) pkcs(l) pkecs7(7) 6 }

id-ct-authData OBJECT IDENTIFIER ::= { iso(l) member-body (2)
us (840) rsadsi(113549) pkcs(l) pkcs-9(9) smime(16) ct(l) 2 }

-- ATpubyTs CMS

MessageDigest ::= OCTET STRING
SigningTime ::= Time
Time ::= CHOICE {

utcTime UTCTime,
generalTime GeneralizedTime }

Countersignature ::= SignerInfo

-- WpeHTMOMKATOPH aTpMBYyTOB O6EEKTa

id-contentType OBJECT IDENTIFIER ::= { iso(l) member-body (2)

us (840) rsadsi(113549) pkecs(l) pkes9(9) 3 }

id-messageDigest OBJECT IDENTIFIER ::= { iso(l) member-body (2)

us (840) rsadsi(113549) pkcs(l) pkecs9(9) 4 }

id-signingTime OBJECT IDENTIFIER ::= { iso(l) member-body (2)

us (840) rsadsi(113549) pkcs(1l) pkecs9(9) 5 }

id-countersignature OBJECT IDENTIFIER ::= { iso(l) member-body (2)

us (840) rsadsi(113549) pkecs(l) pkecs9(9) 6 }
-- YcTapeBumii pacuMpeHHs CHMHTakcuc u3 PKCS#6

ExtendedCertificateOrCertificate ::= CHOICE ({
certificate Certificate,

extendedCertificate [0] IMPLICIT ExtendedCertificate }

ExtendedCertificate ::= SEQUENCE ({
extendedCertificateInfo ExtendedCertificateInfo,
signatureAlgorithm SignatureAlgorithmIdentifier,
signature Signature }

ExtendedCertificateInfo ::= SEQUENCE {
version CMSVersion,
certificate Certificate,
attributes UnauthAttributes }
Signature ::= BIT STRING

END -- pgns CryptographicMessageSyntax2004

.2. Moaynb ASN.1 ansa ceptucpukara atpubyrta Bepcum 1

AttributeCertificateVersionl
{ iso(1l) member-body(2) us(840) rsadsi(1135409)

pkcs (1) pkcs-9(9) smime(16) modules(0) v1AttrCert(15) }

DEFINITIONS EXPLICIT TAGS ::=
BEGIN

-- SKcnopTMpyeTcs BCe

22

www.protokols.ru


https://www.protokols.ru/

MepeBon RFC 3852 SHUMKNoneana ceTeBbIX MPOTOKONOB
IMPORTS

-- WMnopT m3 RFC 3280 [PROFILE], IlpmnoxeHme A.l
AlgorithmIdentifier, Attribute, CertificateSerialNumber,
Extensions, Uniqueldentifier

FROM PKIX1Explicit88
{ iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechanisms (5) pkix(7)
mod (0) pkixl-explicit(18) }

-- VMunopT m3 RFC 3280 [PROFILE], Ipmioxenme A.2
GeneralNames
FROM PKIX1Implicit88
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisms (5) pkix(7)
mod (0) pkixl-implicit(19) }

-- WMnopT m3 RFC 3281 [ACPROFILE], IpunoxeHme B
AttCertValidityPeriod, IssuerSerial
FROM PKIXAttributeCertificate
{ iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechanisms (5) pkix(7)
mod (0) attribute-cert(12) } ;

-- Onpepenenuss B3aT s X.509-1997 [X.509-97], HO mMcHomeByKHTCSa OPpyT'Me MMeHa
-- B LEeJNSxX NpefoTBPalleHMs KOHGIMKTOSB.

AttributeCertificateVl ::= SEQUENCE ({
acInfo AttributeCertificateInfoVl,
signatureAlgorithm AlgorithmIdentifier,
signature BIT STRING }

AttributeCertificateInfoVl ::= SEQUENCE {
version AttCertVersionVl DEFAULT vl,
subject CHOICE ({
baseCertificateID [0] IssuerSerial,
-- CBSI3aHO C CepTMOMKATOM OTKPHTOIO KIKNYa
subjectName [1l] GeneralNames },
-- CBSIBaHO C MMEHeM
issuer GeneralNames,
signature AlgorithmlIdentifier,
serialNumber CertificateSerialNumber,
attCertvValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
issuerUniquelID UniqueIdentifier OPTIONAL,
extensions Extensions OPTIONAL }

AttCertVersionVl ::= INTEGER { v1(0) }
END -- gnss AttributeCertificateVersionl
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14. Bonpocbi 6e3onacHocmu
CuHTakcuc kpuntorpadmyeckmx coobLueHmin obecnevmBaeT cnocob LMdpoBon NoanmncK, co3gaHns oTnevaTkos, WndpoBaHms
n ayTeHTVI(*)VIKaLlVIVI OaHHbIX.

Peanuzaummn pomxkHel obecneunBatb 3aLUNTY CEeKpPEeTHbIX KIloYen noanucbiBalowero. YTeyka CeKpeTHOro Krda Mno3BonuT
310yMbILWUNEeHHNKaM npenctaBuTbCA Apyrum nmLom.

Peanusaumn [omkHbl 3alyiiaTe CEKPETHbIM KoY yNpaBreHus Krvamu, Koy LMPPOBaHMA KIluven, a Takke KIo4
LwndpoBaHMs coaepxmnmoro. KomnpomeTtaums CeKpeTHOro krouva yrnpasneHus Krovamu unv LndpoBaHWs KIoYen MoxeT
NPVBOAUTL K PackpbITUIO BCETO COAEPKUMOro, 3alMLLaeMOro C MOMOLLLIO 3TOrO KMtoya. AHanorMyHo, KOMNpoMeTaums Krnroda
LMpOBaHMSA COAEPKMMOro MOXET NPUBOANTL K PACKPbITUIO COOTBETCTBYIOLLEN 3alundpoBaHHOW MHOpMaLU.

Peann3aumn pOomkHbl  3awmwatb CEKPEeTHbIN KoY  yNpaBMneHUs KrlYaMu W KoY ayTeHTMduKaumMnm  CooBLLEHUN.
KomnpomeTaumsi CekpeTHOro Knwo4va ynpasreHus Kn4amu MOXeT NPMBOAUTL K NoAMeEHe ayTeHTUMULMPOBAHHbLIX AaHHbIX
HeayTeHTUOULMPOBAHHBIMA. AHANOrMYHO, KOMMPOMEeTauusa Krya ayTeHTUdMKaumMnm COOGLLUEHNA MOXeT nNpuBOAWTbL K
HeOoBHapy>XMBaeMOMy U3MEHEHWIO ayTEHTUNLMPOBAHHOIO COAEPKMMOTO.

MeTon ynpaBneHus Krodamu, UCMoNb3yeMbl ONA pacnpoCTPaHEHUs KIouyewn ayTeHTudukauum coobuieHuin, cam no cebe
JomkeH obecnevvBaTtb ayTEHTUMWKALMIO UCTOYHUKOB, MOCKONbKY B MPOTUBHOM cryyae OyayT OOCTaBNSATbCS LENOCTHble
COoO0LEHNST U3 HEM3BECTHbIX UCTOYHUKOB. Anroputmbl RSA [PKCS#1, NEWPKCS#1] n Ephemeral-Static Diffie-Hellman [DH-
X9.42] He obecneunBalT Tpebyemon ayTeHTudMKaumMM UCTovHMKOB. AnropuTm Static-Static Diffie-Hellman [DH-X9.42]
obecneymBaeT Tpebyemylo ayTeHTUdUKALMIO, KOr4a KIoYM WHMUMaTopa M nonydaTtenss oba npuBsidaHbl K NpUeMIIEMOMN
naeHtTudmnkaumm B ceptudmkatax X.509.

Mpn wncnonb3oBaHuy oOLLero knioya ayTeHTUdukaumm Gonee, 4Yem ABYMsS CTOPOHaMW, ayTeHTUMKaUWUA MCTOYHMKA He
ob6ecneymBaeTcs. Jliobas M3 CTOPOH, KOTOPON U3BECTEH OBLUMIA KNIOY ayTeHTUdMKALMKN, MOXET paccuuTaTb KOPPEKTHbIA KOa
MAC, cnegoBaTenbHO, UICTOYHMKOM MOXET CNY>XUTb Ntobasa N3 Takmx CTOPOH.

Peanu3aumn omkHbl reHepupoBaThb CryyvailHble 3Ha4YeHUs Knioyew WndpoBaHUa COAEPXKMMOro, Kroven ayTeHTudmKaumu
coobueHnin, BekTopoB wuHuumanu3aummn (IV) n 3anonHenus. [eHepauusa KMHOYEBbLIX MNap «OTKPbITbIA-CEKPETHBINY TaKke
OCHOBaHa Ha CryyaiiHbIX 3Ha4YeHusiX. Micnonb3oBaHMe HekayeCTBEHHbIX reHepaTopoB nceBaocnyyaiiHbix ymcen (PRNG') npu
co3faHun Kpuntorpadnyecknx Kroden MOXeT MPUBOAUTL K CHIDKEHUIO YPOBHSA WU MONMHOM yTpaTe 3awuTbl. ATakylolemy
MOXeT okasaTbCa ropasgo npoiye sBocrnpoussecTtu cpedy PRNG, B KoTopol cosgaBanuck knouun, nepebpas cpaBHUTENbHO
HebonbLION Habop BapuaHTOB, HEXenn Mcnonb3oBaTb cpeacTsa nopgbopa (brute force) Bo Bcem mpocTpaHCTBE BO3MOXHbIX
Knoden. MeHepaumsa kavyeCcTBEHHbIX CryyaiHbIX Yucen goctatoyHo crnoxHa. B RFC 1750 [RANDOM] npeactaBneHbl BaxHble
pekomMeHAaumm No peLleHntio Taknx 3agau.

[Mpu ncnonb3oBaHWM anNnropuTMOB COrNacoBaHUA KITOYen Uy 3apaHee M3BECTHbIX KIToYen WNpPoBaHUS KNIOYEn, Takue KIo4u
cnyxaT Ans WwudpoBaHnUa KoYen, KoTopble, B CBOIO oyepefb, NMPUMEHAIOTCA AN wudpoBaHns cogepxumoro. Ecnn ans
LWNPPOBaHMA KMHOYEN U COOEPXUMOro MPUMEHSIOTCA pasHble anropuTMbl, 3PAEKTUBHLIA YPOBEHb 3alUmUThl onpeaensertcs
Hanbonee cnabbiM U3 aTMX ABYX anroputMoB. Ecnu, Hanpumep, cogepxrnmoe wmdpyeTcsa ¢ nomoLsto anroputma Triple-DES
C ucnonb3oBaHnemMm 168-6utoBoro knto4a, a And knoya wudpoBaHns kntoven npumensetca anroputm RC2 ¢ 40-6utoBbim
KIOYOM, YPOBEHb 3almThl OyaeT cooTBeTcTBOBaThL 40-0MTOBOMY KNtOYy. TpuBManbHbI Nouck Ans onpegenenns 40-6utosoro
kntoya RC2 nossonuT pacwudposath kntod Triple-DES, KoTOpbI Nocne 3Toro MOXET MCMONb30BaThCs AN1S paclunMdpOBKM
cogepxumoro. CrnepgosaTenbHO, pa3paboTyMKM [OIMKHbI FrapaHTUMpoBaTb, YTO ANS WMQPOBaHWA KloYerh MCcnonb3yeTcs
anropuTMm He MeHee (a BO3MOXHO 1 6onee) CuMbHbINA, HeXenn Ans WngpoBaHns COAEPXNMOro.

Pa3p860T‘-WIKaM cnegyet nNoOMHUTbL, YTO CTOWKOCTb KpunTorpauyecknx anroputMOB CO BPEMEHEM ocnabeBaer. Paspa60TKa
HOBbIX METOO4OB KpunToaHalm3a W NoBbllUEeHWe Nnpoun3BoAUTENIbHOCTU KOMMNbHOTEPOB YMEHbLUAKT BpeMmd, I'IOTpe6HO€ ana
B3lOMa TOro MnM MHOro Kpuntorpaduyeckoro anroputma. CrnegoBaTtenbHO, peanu3auumn KpuntoanroputMoB LOSTKHbI ObITb
MOAYyINbHbIMW, 4YTOObI 06ecneYnTb BO3MOXHOCTb UCMOMb30BaHMS HOBbIX anroputmoB. T. e., peanusaunm SOSMKHbI ObITb FOTOBbI
K CMeHe nogaepxmeaemMbiX ariroputMoB C Te4eHNeM BpeMEHN.

HenoanucanHbin atpnbyT 3aBepsiolien noanucy BkNYaeT B cebs umdpoBylo NOANUCH, KOTOpas paccyuTbiBaeTcs Ans
3HayYeHnss NOANUCU COAEPXUMOro, MO3TOMY NPOLIECCy 3aBepeHns NoANncK He TpebyeTcsa 3HaTb MCXOAHOE coaepXunmoe. Takon
nogxon obecneuynBaeT peanusaumsM 3PEKTVBHOE NPEMMyLLEeCTBO, OOHako OH MOXET MO3BOMNWUTL TaKke 3aBepeHve
Henpvemnemon nognucu. CnegoBaTenbHO, peanv3auvsaM, WCMONb3YHLWMM 3aBepsiolwme MnoANUCK, CcriedyeT npoBepsATb
WCXOAHOE 3Ha4YeHune MoAanvcu o €€ 3aBepeHus (3To TpebyeT 06paboTkM MCXOOHOrO COOEPXUMOro) UMM 3aBepsiTb MOAMMUCHU
NNLLb B KOHTEKCTE, KOTOPbI 06ecneymBaeT KOPPEKTHOCTL 3aBepseMblX MOAMUCEN.

15. BnazodapHocmu

OTOT AOKYMEHT BKITHOYaeT pe3yrnbTaTel paboThl MHOMMX NpodeccroHanoB. ABTOp OTMeYaeT 3HaYUTENbHbIN BKNa BCEX YIIEHOB
pabouen rpynnel IETF S/IMIME. OtgenbHble 6narogapHoctu Rich Ankney, Simon Blake-Wilson, Tim Dean, Steve Dusse, Carl

'Pseudo-random number generators.
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17. [NonHoOe 3asi851IeHUe aeMmOPCKUX rpae

Copyright (C) The Internet Society (2004). K asTomMy AOKYMEHTY NPYMEHMMbI MpaBa, MLEH3UN U OFPaHNYEHNs], YKa3aHHble B
BCP 78, u, 3a UCKIIOYEHNEM YKa3aHHOro TaM, aBTOPbl COXPaHAKT CBOW NpaBsa.

OTOT LOKYMEHT M coAepXallasicss B HEM MHpopMaumsa NpeacTaBneHbl "Kak ecTb" 1 aBTOp, OpraHu3aums, KOToOpyr OH/OHa
npepcraBnsieT UM KOTopasi BbICTynaeT CMOHCOPOM (ecnu TakoBow umeetcs), Internet Society n IETF oTka3sbiBaroTcs
OT KaKux-nmbo rapaHTui (ABHbIX MNU nNoapa3ymeBaeMbix), BKIlOYasi (HO He OorpaHMYMBasCb) NOble rapaHTUM TOro,
YTO WCMNoNb30BaHWe MNpeAcTaBlieHHOW 34ecb WMHdoOpmauuuM He OyaeT HapywaTtb 4YbuMX-NMMGO npaB, U nO6Gble
npeanonaraeMbie rapaHTMM KOMMEPYEeCKOro MCNoNb30BaHUA UM NPUMEHUMOCTU ANA TeX UNU UHbIX 3aA4au.

MHTeH.HeKTyaH bHasA COGCTBEHHOCTb

IETF He npuvHMMaeT Kakon-nmbo no3uumm B OTHOLLEHWUU OENCTBUTENBHOCTM UK obbema Kaknx-nubo npaB MHTENNEeKTyanbsHom
cobetBeHHocTn (Intellectual Property Rights nnu IPR) unu mHbix npaB, koTopble, kKak MOXeET ObITb 3asiBNIEHO, OTHOCATCS K
peanusauuy unyM UCMosfb30BaHWIO OMUCAHHOW B 3TOM AOKYMEHTE TEXHOMOrMu, Unu CTeneHu, B KOTOPON Mnbas nuueHsus, no
KOTOPOW Mpasa MOryT Unu He MoryT BbITb AOCTYMNHbI, HE 3aABNAETCA TaKKe NPUMEHEHME KakuxX-Nnbo ycunui Ansa onpeaenexHms
Takux npas. CeegeHuns o npoueaypax |IETF B oTHoweHun npae B gokymeHtax RFC moxHo Havitu B BCP 78 n BCP 79.

Konun packpbitua IPR, npepoctaBneHHble cekpeTtapuaty |ETF, n nmobble rapaHTum JOCTYNHOCTU NUUEH3MIW, a Takke
pes3ynbTaThbl NONbITOK NOMYYNTb OOLLYIO MULEH3NIO MW NMPaBO Ha MCNOMb30BaHNe TakMx NpaB COBCTBEHHOCTU pa3paboTynkamm
unu none3oBaTenaAMn 3TOM crneumdukauumn, MOXHO nonyyntb w3 cetesoro penosutopus |ETF IPR no cceinke
http://www.ietf.org/ipr.

IETF npegnaraet no6ow 3anHTepecoBaHHOW CTOPOHE 06paTUTb BHUMaHUE Ha aBTOPCKME Npaea, NaTeHTbl MU NCMOoNb30BaHWe
NnaTeHToB, a TakKkKe WHble npaBa COOCTBEHHOCTM, KOTOpble MOryT noTpeboBaTbCA ANS peanusauum 3TOro craHgapTa.
MHdopmaumio cneayet Hanpaenate B IETF no agpecy ietf-ipr@ietf.org.

MoaTBepxaeHune

duHaHcupoBaHue dyHkumii RFC Editor o6ecnedeHo Internet Society.
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