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MporpammHo-onpeaensiemMble CETU C TOUKM 3peHUsA CepBucC-npoBanaepos

Software-Defined Networking: A Perspective from within a Service Provider Environment

AHHOTauus

MporpammHo-onpeaensemble cetn (SDN') B TeyeHe HECKOMNbKMX MOCNeAHUX neT Obinv oaHUM 13 HauGonee oGcyxaaembixX
BOMPOCOB B CETEBON MHAYCTPUWU. TeM He MeHee YETKOro M obLuenpuHsaToro onpegenenus SDN fo cux nop He gaHo. JToT
[AOKYMEHT nblTaeTcs onucaTb «NaHawadT» SDN, ykasae TpeGoBaHusi, npobrnembl U Apyrue cBasaHHble ¢ SDN Bonpockl ¢
TOYKW 3PEHNS NMOCTaBLLMKOB CETEBbLIX YCIYT.

370 He BeckoHe4Hble 060y)KJJ,eHVIF|, yTo e Takoe SDN, a CKopee nonbiTka npeanoXutb (byHKLI,I/IOHaJ'IbHy}O CUCTeMaTuky
MEeTOAO0B, KOTOPbIE MOTYyT NPUMEHATLCA «No4 30HTUKOM» SDN, 1 npeanoXunTb BapmnaHTbl pelleHna «noaBeLlleHHbIX» BOMPOCOoB,
CBA3AHHbIX C KOM6VIHI/IpOBaHHbIM npumMmeHeHnem Takux metogos. OnpegenexHne SDN YNOMAHYTO NULlb ONnA ACHOCTU.

CraTyc AOKYMeHTa
OTOT AOKYMEHT He siBNsieTcs cneuundukaumen ctangapta Internet n ny6nvkyeTtcs ¢ MHGOPMaLMOHHLIMK LeNsaMu.

[lokymeHT siBnsieTcs pesynbTaTom paGoTel IETF? 1 npefcTaBnsieT cornacoBaHHbli B3rnsg coobuwectsa |ETF. [JokymMeHT
npoLwén oTKpbiToe 06cyxaeHue u 6bin ogobpeH ans nyenukaummn IESG®. He Bce AokymeHTbl, ogobpeHHble IESG, npeTeHaytoT
Ha cTtaTtyc ctaHgapTa Internet (cm. pasgen 2 nokymenTta RFC 5741).

WHopmaumsa o ctatyce STOro AOKyMeHTa, OBGHapyXeHHbIX olwmubkax u crnocobax ob6paTHOM CBs3W AOCTYMHA MO CCbIfKe
http://www.rfc-editor.org/info/rfc7149.
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1. BeedeHue

CeTb Internet ctana ceteBow denepaumen, NoOAAEPXKMBAIOLWEN LUMPOKMIA CMNEKTp npeanaraemMbix ycnyr. [NpepocTtaBnexue
ycnyr tuna IP VPN npepgnonaraeT COBMECTHYIO akTMBAaLMIO pasfnW4YHbIX BO3MOXHOCTEW, KOTOpbIE BKMOYAKT (HO He
0653aTenbHO OrpaHMYMBalOTCs) MEPECHINKY Y MapLupyTusauumio (ynpasreHve cxemammn agpecaumm 3akazyumkoB, AUHAMUYECKUN
pacuyét nytn ana Habopa npedurKCoB agpecaToB, AMHAMUYECKask OpraHu3auus TYHHenem v T. n.), ynpaBrieHWe Ka4yecTBOM
obcnyxuBaHua (Hanpumep, knaccudukaums, MapkupoBKa, KOHOULMOHMPOBAHWE W MaHvpoBaHue Tpaduka), obecnedeHune

'Software-Defined Networking.
2Internet Engineering Task Force - komuccusi Mo peLueHnio nHxXeHepHbIX 3aaad Internet.
®Internet Engineering Steering Group - KOMUCCUS MO UHXXEeHEPHbIM pa3paboTkaM Internet.
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dHUuMKnonegusa ceTeBbiX NPOTOKONOB MepeBon RFC 7149
Oe3onacHoCTM (unbTpaumnsa ANs 3awuTbl CaNTOB 3aKa3uMKOB OT aTak U3 CeTu, NpefoTBpalleHue Cco3[aHusi OMOOYHBIX
MapLUpyTOB 1 T. N.) U NoAAepxKy (Hanpumep, o6HapyxeHne n obpaboTka O0Tka3oB).

MockonbKy pacTET He TONbKO pasHoobpasmne, HO 1 CIIOXHOCTb YCNYT, UX YCTPOMCTBO, AOCTaBKa U paboTa Takke CTanm CroXHON
anxmmuen, 3a4acTylo TpebyloLen pa3nnyHbIX HaBbIKOB. JTa cuTyaums ycyrybnsercss pocTom yncna (CeTeBbIX) MPOTOKOMOB U
WHCTPYMEHTOB, a TakkKe COBpPEMEeHHbIMU TeHaeHuuamu conumkeHna ATAWAD', korga KoHeuHbld nonb3oBaTernb MOXeT
nomnyyaTb LUMPOKWUIA CMEKTP YCIYT, HA KOTOPbIE OH MOAMNWCaH, HE3aBUCUMO OT TEXHONOMMM AOCTYNa U YyCTPOUCTBA - rae 6bl 3ToT
nonb30oBaTenb HW NOAKIMIOYNICS K CETU, [aXe €CMU OH HAXOAUTCS B ABWKEHUN.

Tem He MeHee, BONbLUNMHCTBO TaKMX ycnyr ObIno paasépHyTo B nocriegHee gecAatunetune npexane Bcero Ha 6ase cTaTuyeckux
npouenyp npenoctaBneHna ycnyr, KOTOpble BCe CWUllbHEee noaBepXeHbl PUCKY BBOAA OWNBOYHBIX KOMaHA HaCTPONKM
KOHd)VIpraLI,VIVI. Kpome Toro, OONbLUMHCTBO TaKMX ycnyr He npeanonaraet Kakoro-nmbo cneumndmyeckoro cornacoBaHuns Mexay
3aKa34yMkoM 1 NOCTaBLLUMKOM yCnyr cBepx 0ObIYHbIX (PMHAHCOBbLIX COrMnaLleHnA.

B nydywem cnyyae naTuneTHUE reHeparbHble NnaHbl 3a4alT MONUTUKY NNaHMPOBAHUS CeTW, KoTopas OyaeT BbIMOMHATLCA
CepBUC-NpoBaiaepoM C y4€TOM npeanonaraemblX NEepCrneKkTUB pasBuTUMS OGU3Heca, pacCyMTaHHbIX BPYYHYH MNpenckasaHuin
Tpacduka M CONMXKEHUS pPbIHKOB ((PUKCMPOBAHHBLIA - MOOWMbHLIA, OOMALHWA - KOprMopaTuMBHLIA). Takas nonuTuka
NNaHNpoOBaHNS CETU MOXET CYLLEeCTBEHHO MOBMNMATL HA pacnpeferneHve pecypcoB B CETW, HO OHa SIBHO He MO3BONUT
afeKBaTHO pearMpoBaTb Ha AMHaMWYHbIE 3aMNpOChbl 3aKa34yMKOB B CTWME «Bcerga Ha cBaau». [MOTpeBGHOCTb B yryulleHHbIX
npouegypax npeaocTaBneHus ycnyr (Bknioyas Bpems, Tpebyemoe Ans AOCTaBKM NoOcne 3akmoyeHus cornaweHus) ang
KOpropaTMBHbIX 3aKa34nKoB eLLé Gonee BaxHa.

Kpome TOro, ans ynpaeneHnsi NpMMEHSIOTCA pa3Hble MHCTPYMEHTbI, MOPON OPUEHTUPOBAaHHbLIE HA KOHKPETHLIA CePBUC, HO NX
NpMMEHeHNe He Bcerga KoopAWHUPpYeTCs C LensMu arpervpoBaHus, comnocTaBreHus u obpaboTtkum cobbitnii. HepoctaTok
KoopAMHaUMM MOXET MPUBOANTL K YCIOXHEHMIO CUCTEM U CHUDKEHUIO KayecTBa.

Mo3TOMY MYyNbTUCEPBUCHBIE, MYNLTUMPOTOKOMbHLIE CETU HA OCHOBE MHOXECTBA KOHBEPreHTHbIX TEXHOMOMMIA C AMHAMWUYECKON
afjanTauveii B GnvkaiiemM OyayLiem CTaHyT OQHOW 13 OCHOBHbIX MPOGIieM CepBUC-NPOBanaepoB.

B atom gokymeHTe npeanpvHATa nomnbiTka NposcHUTE cepy npumeHeHna SDN Ha ocHoBe (hyHKUMOHaNbHOW CMCTEMATUKM
MeToAO0B, KOTOPble MOTYT NpUMeHaTbCs B SDN, ¢ TOUKM 3peHns NOCTaBLLMKOB YCIyT.

2. BeedeHue SDN

2.1. TaBTonorua?

PaspgeneHune ypoBHen nepecbinkv n ynpasneHns (TOMUMO BOMPOCOB, CBA3AHHbIX C peanu3aumeit) ctano npakTu4ecku yroBKon
ONa  nNpoaBwxeHuss mMBkocTM Kak kroveBoro ceowctBa mogenu SDN. TexHuyecks OGONbLUIMHCTBO MapLlpyTU3aTopoB
UCMNONb3YIOT Takoe pasdeneHne yxe B TedeHve gecatunetyin. Mpoueccel Maplupytnsaumm (Takme kak pacyért mappyTos IGP
n BGP) 3ayacTyto BbINOMHATCA Ha MPOrpamMMHOM YPOBHE, a (PyHKLMU Nepechiniki 0ObIYHO peanuayroTcs annapaTHo.

Takum 00pa3om, Ha MOMEHT HamnuCaHWsl 3TOr0 [AOKYMEHTa CrioBa O pasfdefieHMM YpPOBHEN MNPEeACTaBISOTCA CKOpew
TaBTONIOrMEWN, HEXENN YEM-TO HOBbIM.

O PEKTMBHOCTD XKe LEHTPanmn3oBaHHOrO, «BCTPOEHHOTO B KOHTPOMMEp» YPOBHSA YyNpaBneHusa ANA OnNTUMMU3aumy pacyéTa
MapLUpYTOB A0 3anonHeHus 6asbl FIB2 aBnsieTcs He BNonHe o4eBUaHOMN.

2.2. TnokocTtb

MponaraHguctel SDN yTBepxaawT, 4YTO MX noaxon obecneyMBaeT LOMOMHUTENbHY rMBKOCTb B paboTte ceten. 37O,
HEeCOMHEHHO, ABNAeTCA O}J,HOI7I N3 OCHOBHbIX u,ene|7|, K KOTOPbIM CTPEMATCA CepBMC-I‘IpOBaVI,D,epr. anILWIHa 3aKr4aeTcd B TOM,
YTO CNOCOBHOCTbL ONHaMn4ecKun I'IpI/ICFIOC&ﬁﬂMBaTbCH K LULMPOKOMY CNEKTPY KIMEHTCKUX 3anpocoB Ond rmoKoro npenocrtaBneHnda
ycnyr ABnAaeTcA BaXXKHbIM KOHKYPEHTHbIM NpenMyLeCcTBOM. Ho rmbkocTb - 9TO He TOJbKO pasaeneHune ypOBHeVI ynpasneHua u
nepecobInkn AN YNpOoLLEHNs NPOLECCOB NPUHATUS PELUEHWI.

Hanpumep, cnocobHOCTb BOCNPUHATL KPATKOCPOYHYHO MOTPEBHOCTL KNMeHTa B OOMONHUTENBHON MPOMYCKHOW CMOCOBHOCTH
Ansi NpocMoTpa NOTOKOBOro BUAEO Ha YCTPOMCTBE SABMSETCH NPUMEPOM TMOKOCTU, KOTOPYIO pearnbHO XOTAT MOMyYnTb MHOrue
COBpEeMEHHbIE onepaTopbl.

B atom nnaHe cnocobHOCTb npeackasaTb NoBedeHue CeTW B 3aBUCMMOCTM OT NMpeaocTaBnseMblX YCnyr MMeeT peluatoLiee
3HayeHne Ans CcepBUC-NPOBAWAEpPOB, YTOObI OHM MOFMU OLEHWUTb BIIUSIHWE HOBbIX YCNYr, akTUBM3auuWM [ONONHUTENbHbLIX
YHKUMA Unn NpMMeHeHnst aHHoro Habopa (HOBbIX) NpaBun ¢ PUHAHCOBON M TEXHUYECKON CTOPOHLI. OTO FOBOPUT B MOMb3y
uccrefoBaHns yCOBEPLUEHCTBOBAHHbLIX MEXaHN3MOB aMynsuun ceTewn, Hanpumep, [LS-DISTRIB].

C y4éToM JOBOSIBHO LUMPOKOWM 0GriacT NPUMEHEHUst TEPMUHA «TMOKOCTb» crieayeT OTMETUTb NPUBEAEHHbIE HUXKE acneKTbl.

- CoBpemeHHble pelweHns SDN cuuTaloTcs rmbkumu, XOTS MOHATME TMOKOCTM BpsA4 v onpegerneHo. TouHble
XapaKTepUCTUKM TOTO, YTO B peanbHOCTN O3Ha4vaeT rMbKoCTb, Nnoka He 3adaHbl. [103TOMy HYXXHO MpoAdomkaTb paboTy
no onpefenexHnio NrMbKOCTU B CBETE PasnMNyHbIX KpuTepmes (Hanpumep, CocobHOCTU pasBMTUSA CETU B 3aBUCUMOCTM
OT CIOXHOCTEW, co3gaBaemblx MHTerpaument metogos SDN, M BO3MOXHOCTSMW 3BOMIOLIMOHHOIO PasBuTHS, T. €.
nocTeneHHoro BHeapeHus yctponcTe SDN 6e3 HapyLueHns paboTel ceTn 1 CeTeBbIX YCnyr).

- Wcnonb3oBaHue nporpaMmmMmunpyembix WHTepencos camo no cebe He sBnsieTCA UENbHO, CKopee 3TO Cpenctso
obneryeHus npouenyp HaCTPOWMKN A1151 NOBbILLEHNS YPOBHA rmbkocTu.

2.3. NpenBaputenbHoOe onpeaerieHne

Mbi onpepensaemMm SDN kak Ha6op MeToa0B, UCMNONb3yeMbIX ONA obneryeHus NPOEKTNPOBaHUA, OOCTAaBKM U 3KCnnyaTaunn
ceTeBbIX Yycnyr getepmMunHupyembiM, OWHAMUYHbIM WU paclimpaemMbiM cnocoboM. YkasaHHbI OeTepMUHNU3M OTHOCUTCA K
CNOCOBHOCTU MOMHOCTbLIO ynpaenaTtb pasfiMyHbiIMM KOMMNOHEHTaMN Leno4vkn npenocrtaBiieHna ycnyr Tak, 4yTOoObI 3TN ycnyru
COOTBEeTCTBOBarnu cornacoBaHHbIM C I'IOTpe6VITeJ'IeM yCrnoBmAM KOHTpaKTa.

Takum obpasom, [JeTepMrHU3M npeanonaraetT ynpaBfieHue CTPYKTYpOW CEeTEBbIX YCNyr, WX OpraHusauven u
npegocTaBneHneM, a Takke Nepechinkon Tpaduka Yepes ceTb ANS ONTMMU3aLumM UCNOMNb30BaHUS PECYPCOB. XOTH 3TO ABHO He
yKa3aHo B JOKYMEHTE, AEeTEPMUHN3M FEXUT B OCHOBE NOOLIX AENCTBUW, KOTOPbIE CEpBUC-NMpoOBangep MOXeT npeanpuHnMaTh
rnocrne cornacoBaHus nMapameTpoB YCnyrv, OT 3afady HacTPOWKM napameTpoB A0 NpeAocTaBrieHvs ycnyrn m obecneveHus
rapaHTu obcnyxusaHusa (naparpad 2.4).

'Any Time, Any Where, Any Device - Bceraa, Be3fie U Ha Nnio6oM yCTpoiicTBe.
2Forwarding Information Base - 6a3a faHHbIX 4Nnsi NePechInku.
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MepeBon RFC 7149 SHUMKNoneana ceTeBbIX MPOTOKONOB
Takoe onpegeneHve npegnonaraeT BHeOPEHUE BbICOKOrO YPOBHA aBToMaTtusauuu npoueayp nNpeaocTaBrieHus yenyr u
ceTeBblx onepauui. [lockonbKky ceTeBOe B3avMOAENCTBME MO CBOEW MpUpOoAe YNpaBnseTcs MporpaMMHbIM - MyTEM,
npvBeAEHHOE BbilLe onpeAeneHne He BblgenseT «NporpaMMHo-onpeaensiemMblx» CBOWCTB peweHnin SDN.

2.4. ®yHKUMOHaNbHbIE MeTafOMEHbI
MeTO,D,bI SDN MOoXxHO KJ'IaCCVId)VILI,MpOBaTb Nno nepeyvyncrieHHbIM H1XxXe beHKLl,MOHaJ'IbeIM MeTagoMeHaM.

- OuHammnyeckoe 06Hapy)K9HVIe ceTeBOW TOMOSOMnK, yCTpOVICTB N UX BO3MOXHOCTEN BMECTE C OTHOCSALLENcs K 3TOMY
MHOpMaLMEN U MOOENAMM AaHHbIX, KOTOPblE TOYHO ONUCHLIBAOT TaKyl TONOJ10runio, yCTpOVICTBa N NX BO3MOXXHOCTMW.

- [emoHCcTpauusi ceTeBbIX YCMYr U WX XapaKTepuCTUK, a Takke AMHaMWUYecKoe corracoBaHve Habopa napameTpoB
cepBuca, KoTopble ByayT CnyxuTb AN U3MEepPeHUsl kKayecTBa, CBSI3aHHOIO C NpeAoCTaBeHWEM YyCryri unu Habopa
ycnyr. Mpumepom MoxeT cnyxuTb [CPP].

- MeToapl, NpUMEHSIEMbIE CUCTEMAMU OMHAMUYECKOrO pacnpeseneHnsi pecypcoB U CXeMamu UCMONHEHUsI NpaBun As
COOTBETCTBYIOLLETO MPOrpaMMUPOBaHUsl ceTeil. PelleHnss Ons  AUMHaMUYECKOro pacnpefenieHust pecypcoB U
NPUMEHEHUST NpaBun OBbIYHO SIBMSOTCS PE3yNbTaTOM COMOCTABMNEHUS! PasfUYHbIX BXOAHbLIX AaHHbIX, TakKUX Kak
COCTOSIHWE AOCTYMHbLIX PECYPCOB CETW B AaHHbI MOMEHT, YACNO 3anpocoB aboHEHTOB Ha o6CnyxuBaHWe, KOTopble
HYXXHO 0BCnyxuTb B AaHHOe BpPeMsl, MPOrHo3bl Tpadwuka, BO3MOXHAsh NOTPebHOCTb B 3anycke AOMONHUTENbHbIX
LMKIOB NpeaoCTaBIEHNst PECYPCOB B COOTBETCTBUM C MHOTOSIETHUM reHepasibHbIM NiaHoM U T. M.

- MexaHn3mbl gnHaMmmyeckon obpaTHOM CBA3M AN OLEHKM 3h(PEKTUBHOCTM OAHHON NONMTUKK (M Habopa npasun) ¢
TOYKM 3pEeHMS NpefoCTaBneHns ycnyr n obecnevyeHnss rapaHTuin.

3. PeanbHoCMb

CeTeBasd oaKocuctema cTana '-IpeSBbILIaVIHO CITOXHON U TpeﬁOBaTeJ‘leOVI C TOYKM 3peHusa OTKaSOyCTOVIHVIBOCTVI,
npon3BoaNTESNIbHOCTU, paCLUNPAEMOCTH, FVI6KOCTVI, 3MacTUYHOCTU U T. M. ITO O3Ha4aeT, B YaCTHOCTU, 4YTO CepBVIC-I'IpOBaVI,CI,epr
N ceTeBble onepaTtopbl AOJMKHbI UMETb AeNio C TakoW CIOXHOCTbIO U 3KCnnyaTnpoBaTtb CeTeBYHO MchpaCprKTypy, KOTOpada
MOXET J1Ierko pa3BmnBaTbCA, COXPaHATb paclUNpAeMOCTb, rapaHTUpOBaTb OTKa30yCTOI7HMBOCTb N OOCTYNHOCTb, a TaKxXe ObITb
yCTOVI‘-MBOVI K aTakamMm Ha OTKa3 B 06CJ‘Iy)KVIBaHMM.

Mpy BHEAPEHUM HOBLIX CETEBbLIX (byHKLI,Mﬁ Ha ocHoBe SDN, ouveBmgHo, cnegyeTt npuHMMaTb BO BHUMaHUE 3TOT KOHTEKCT,
0COBEHHO C TOYKM 3pEeHnA ero BInaAHnA Ha pacxobl.

3.1. MloMHUM O npowsiom

Metogbl SDN - aT0 He cneayowmin GoNbLIOK LWar BNepéa, a ckopee NepecMoTp NpeanoXeHun, KOTopble nccnegoBanuncs B
TEYEeHMe HEeCKONbKMX NeT, TakuxX Kak akTuBHble unu nporpammupyemble cetn [AN] [PN]. ®aktnyeckn, HekoTopble u3
00 BbABNEHHBIX «HOBbIMUY» oyHKUMIA SDN yxxe Obinu peanusoBaHbl (Hanpumep, NMS' 1 PCE? [RFC4655]) 1 nogaepxuBatotcs
NPOV3BOANTENAMM B TEHYEHNE [OCTAaTOYHO AOMTOr0 BPEMEHM.

HekoTopble 13 aTux pyHKUMA Bbiny cTaHa4apTM30BaHbl (Hanpumep, MapwpyTu3auusa Ha ocHoBe DNS [RFC1383]), 4to MOXHO
cyMTaTh UNMOCTPaLUMen pa3aeneHns ypoBHel ynpaBneHus 1 nepecsinku unu ForCES?® [RFC5810] [RFC5812].

Kpome Toro, mogenb ceTeBOro ynpaeneHus Ha ocHoBe npasun [RFC2753], npeanoxeHHasa B Hadane 2000-x rogos, Gbina
pa3paboTaHa pAns opraHusauuyM [OCTYMHbIX PecypcoB C nomolbio PDP*  KoTopble yNpaBRsitoT — paclUvpeHHbIMU
BO3MOXHOCTsIMM aBTOHOMHoro (offline) moctpoeHus Tpadwuka. OTa Mofenb MOXET B3aMMOAENCTBOBATb C MPOrpamMmmMHbIMU
MOoZynsIMW, BCTPOEHHBIMU B YNpaBnsieMble YCTPOWCTBA, MO OCHOBHOMY KaHany (in-band).

PDP siBnsieTc TOYKON NpUHATUA pelueHnid B nonutuke. PDP ncnonb3ytoT cnyx0y KaTtanoros B ka4ecTBe peno3utopusi npasur,
XpaHsiLero nHpopmMaumio, kKotopasi MOXeT usBnekaTbesi U obHoBnATbes PDP. Toukn PDP gocTtaBnsioT npaBuia NonUMTUKK B
TOYKW UcnonHeHus npasun PEP® B chopme MHdopMaLmi 0 peanvsaumm NoUTUKK, BKIOYaloLWen gaHHbIe KOHUIypaLwuu.

B Toukax PEP wcnonHstotca peweHuss nonutuku. PEP BcTpauBatoTcs B (CceTeBble) YCTpPOWCTBA, KOTOpble AMHAMUYECKM
HacTpaMBaloTCsl Ha OCHOBE AaHHbIX B dopmaTte MOoNUTUKK, KoTopble obpabaTtbiBatotcss B PEP. Toukn PEP 3anpawwueatot
KoHdurypaumio y PDP, coxpaHsia gaHHble koHdurypauun B 6a3e PIB® 1 genervpys npuHatue peluenuii Toukam PDP.

MeTtoabl SDN B Lenom sBAsOTCA NPUMEPOM MOAENM ynpaBneHus CeTbio Ha ocHoBe npasun. B aTom koHTekcTe Mmetoabl SDN
MOXHO MPUMEHATb ANS aKTMBaLMM BO3MOXHOCTEN NO 3anpocy, AMHAaMUYECKOro NOAKIMIOYEHUSA PECYPCOB CETU UMW XpaHUnuLua,
a Takke Ang ynpaerneHusi aganTUBHbIMU CETAMU MO COObITMAM (HanpuMmep, U3MEHeHne Tonornorun), Tpurrepam (Hanpumep,
yBegomneHue ob oTkase kaHana) U T. n.

3.2. byaem nparMatu4HbIMU

Mopxoabl SDN gomkHbl O6bITe LENOCTHBIMK B rmobansHoM 1 ceTeBoM Maclitabe. Peub He MOET 0 HAaCTPOIKe YCTPOWCTB OOQHOIO
3a ApyruMm A58 UCMONTHEHUS] KOHKPETHOWM NONMUTKKK nepeckinkn. Bmecto atoro metoabl SDN HaueneHbl Ha HacTpoviky 1 paboTy
uenoro psga ycTponcTB B MacwTabe ceTu ans aBTomMaTtusvpoBaHHoro npepoctaenenus ycnyr [AUTOMATION] ot
cornacoBaHus (Hanpumep, [CPNP]) n oprannsaunm (Hanpumep, [SLA-EXCHANGE]) ycnyrn oo eé 3aBepeHus U UCMONHEHUS.

|_|OCKOJ'Ibe CMNOXHOCTb akTMBauum Bo3moxHocTen SDN B 3HaunTenbHOMn Mepe CKpbiTa OT KOHEYHbIX Mofb3oBaTenen wu
06CJ'Iy)KMBaETCF| nporpamMmmMmamu, Tp66yeTC$| YETKOE MOHMMaHNE BCEW 3KOCUCTEMbBI A5 PELLEHNS BONPOCOB O6CJ'Iy)KVIBaHI/IF| 3ATnNX
CKpbITbIX CNIOXXHOCTEN M NpefoTBpaLLEHMs no6o4Horo BNUsSIHUSA Ha pa60Ty ceTen.

Hanpumep, cuctembl SDN, npeanonaraioliye LEHTPanuM3oBaHHOE MPUHATUE PeLUeHW, AOMKHbl u3beratb Hanuuns
KPUTUYECKUX TOYeK OTKasoB. VM HeZonmycTUMO BNMSTb Ha MNPOM3BOAUTENIBHOCTb MEPECHINKM MakeToB (Hanpumep, Ha
TPaH3UTHbIE 3a0EepPXKKN).

MeToabl SDN He siBnsitoTcs 0653aTenbHbIMM A4S CO34aHWUsA HOBbIX ceTeBbix ycnyr. basoBol ceteBon ycnyron octaértcs (IP)
CBSI3HOCTb, KOTOpasi 3anpalunBaeT pecypcbl, pa3MeLLéHHble B ceTu. Takum obpasom, metoabl SDN MOXHO paccMaTpmBaTh Kak
Apyron cnocob B3aMMOAENCTBUS C MOLYNAMU CETEBbIX CNyX6 M BbI30Ba PECYpPCOB CBA3HOCTU W XPaHEHWUs AN BbINONHEHNS
3arnpocoB KOHKPETHbIX YCMYT.

'Network Management System - cuctema ceTeBoro ynpaeneHus.

2Path Computation Element - anemeHT pacyeTta nyTu.

Forwarding and Control Element Separation.

“Policy Decision Point - Touka NpuMHATUA peLLeHns ans npasun (NonUTUKK).
®Policy Enforcement Point.

5Policy Information Base.
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Mo onpepeneHuto akTuBauus M wucnonb3oBaHne meTogoB SDN orpaHuuMBatoTcsl cpeactBamu, NOAAEPXMBAEMbIMU BO
BCTPOEHHbIX Mporpammax u obopygosaHun. He cnegyet oxugaTe, 4to Mmetoabl SDN 6yaoyT nogaepxvmeatb HEOrpaHUYEHHbIN
Habop HacTpauBaembix OYHKLUNNA.

3.3. CpaBHeHMe pe3ynbTaToB C OXXUAAHUAMU
[MocKonbKy HECKONbKO MPOrpaMmMHbIX MOAynen MoryT ynpaBnsaTbCA BHELWHUMM obbekTamu (06biMHO PDP), HyxHbI cpefacTBa
KOHTPOJIA COOTBETCTBUA NpeoCTaB1€HHOIo cornnacoBaHHOMYy. Takne cpeacTtsa OTHOCATCA K MeTo4aM SDN.

OTMM TUNUYHBIM METOLaMm, OCHOBaHHbIM Ha NpaBunax, criegyeT B3aMMOAENCTBOBATb Kak C MalUMHaMMU CTPYKTYpPUPOBaHWS
ycnyr (KOTopble NpefHasHayeHbl Ans AEMOHCTpaUunM U, BO3MOXHO, COrNacoBaHWs XapaKTEPUCTUK YCMYr), Tak U C CceTbio Ans
NMOCTOSIHHOM OLeHKU COOTBETCTBUS MOBEOEHUS CEeTW UensiM, 3agaHHbIM MEXaHW3MOM CTPYKTYPUPOBAHWSA YCNyr, U LEensiM,
KOTOpble MOryT AUHAMUYECKM COrNacoBbIBATLCS C KMMEHTOM (Hanpumep, kak ykasaHo B CPP [CPP] [CPNP]). 3to TpeboBaHue
NPYMEHMMO K HECKOJTbKUM YYacTKaM CeTu, BKITKOYas nepeyncrneHHble HuxXe.

1. WNHTepderc mexay AByMs CMEXHbIMKU NpoBariaepamm ceten IP.
2. WHTepdelic gocTtyna mexay cepBuc-npoBangepomM v nposangepom cetu IP.
3. WHtepdbeinc mexay aboHeHTOM 1 npoBarigepom ceTw IP.

B ngeane nomHOCTbI0O aBTOMAaTU3MPOBAaHHYKO CMCTEMY NpedoCTaBNeHns YCMyr, BKMo4asi corfiacoBaHue, 3akas, obpaboTky
3aKkasa Ha npegocTaBneHve, rapaHTMm U UCMONHeHWe credyeT NoaaepxuBaTb 3a CYET MOCMEACTBUM, PAacCMOTPEHHbIX B
naparpacpe 4.1. 3TOT noaxoA Tawkke npeanonaraeT MCNOMb3OBaHUE LUMPOKO PacnpoOCTPaHEHHbLIX CTaHOAPTHLIX MoAdenen
AaHHbIX 1 MHOPMaLMM B AOMNOMHEHNE K nHTepdencam.

3.4. NpoeKkTUpyemM OCTOPOXKHO
MpegoctaBneHve  OTKPbITBIX  MpOrpamMuMpyeMbiX — MHTepdencoB obecneumBaeTcss 3a CYET  paclUMPAEMOCTM U
Npou3BOANTENBHOCTU.

MpuBeTCTBYETCA MOAAEPXKKA XECTKO 3aKOAMPOBAHHbIX METOAOB OMTMMM3aumMu. TO XXe caMoe OTHOCUTCA K uHTepdercam,
KOTOpble MO3BOMSAT MPAMOE yrnpaBneHne HEeKOTOPbIMW MexaHu3mamu (Hanpumep, maplipytu3auuend u nepecbinkon) 6e3
Kaknx-nmbo npomMexyToYHbIX YPOBHEW aganTtaumu (HanpyumMep, oT 6a30Bbix 06bLEKTOB K hpmeHHbIM nHTEpdericam CLI). Tem
He MeHee, MUCNosnb3oBaHNe MPMEHHOrO AOCTyna Ans HEKOTOPbIX MEXaHW3MOB O3HA4yaeT, YTO 3TO MOXeT ObiTb BbIFOAHO C
TOYKW 3PEHUSI NPOU3BOANTENBHOCTM 332 CYET YCIOXHEHNS HACTPOMKM.

MeTtogbl SDN B ntobom cny4ae [OOJDKHbl Y4YUTbIBaTb (PMPMEHHbIE KOMMOHEHTbI NPOU3BOAUTENEN, NOCKOJ1bKY OHWU He
nepectaHyT NpUMeHATbCA No NpU4nHe KECTKON KOHKYpeHLUnn.

Cne,qyeT nsberatb MM xoTa Obl TwaTesnbHO npoaymMmbiBaTb BHeApPeHUEe HOBbIX (byHKLl,VIVI n yCTpOVICTB, KOTOpble MOryT
NoCTaBUTb NOA yrposy rMMBKOCTb ceTel, B CBETe BO3MOXHOI0 BINSIHUS Ha NPON3BOANTENBHOCTb U pacLUMPAEeMOCTb. YCTponcTBa
¢ nogaepxkon SDN omkHbI cocyllecTBoBaTh C yHacnegoBaHHbIMU CUCTEMaMU.

PassépTtbiBaHne SDN B MacLTabe cetu MaroBepoATHO 1 BMECTO 3TOIo 6y/:|,eT nocrnenoBaTenbHO pa3BépPTbIBAaTbCA MHOXECTBO
3K3eMNNSApoB pasHbix peanu3aumin SDN, koTopkle 6y,D,yT I'IpVICI'IOCﬁ6ﬂI/IBaTbCF| K pa3HbIM CEerMeHTam ceTen n ycnyr.

3.5. OpenFlow

PaclwnpeHne BO3MOXHOCTEN ceTel C ynpaBnseMbiMW MO OCHOBHOMY KaHamny MOAYMSMU MOXeT OnupaTbCA Ha NPOTOKON
OpenFlow nnu nHble NpoTokonbl 0bmeHa nHopmMauren Mexay YPOBHAMU YNpaBneHus N AaHHbIX.

[JeicTBUTENBHO, UMEETCSI MHOTO MPOTOKOMOB, KOTOPbIE MOXHO MPUMEHUTb ONS PELLUEeHNs 3TUX U boree WMPOKMX (HanpuMep,
pe3epBupoBaHNe pecypcoB) 3afad. Mepeckinika KOHPUrypaUMoHHOW UHDOPMaLMK, HanpumMep, MOXeT ObiTb peanusoBaHa Ha
OCHOBe Takux npoTtokoros kak PCEP' [RFC5440], NETCONF? [RFC6241], COPS-PR® [RFC3084], RPSL* [RFC2622] v T. .

CnepoBatensHo mexay OpenFlow n SDN HeT ogHo3HauHom cBsisan. Ckopee OpenFlow sBnseTcs ogHMM M3 BO3MOXHbIX

NMPOTOKONOB ANA nepejayn yCTPOMCTBaM KOH(PMrypauuoHHbIX AaHHbIX. Takum obpasom, OpenFlow saBnsetca ogHom w3
COCTaBHbIX YacTen MHCTpyMeHTapusa SDN.

3.6. lononHutenbHbIe cOobpaxeHusn
HensbexHble KOMNPOMUCCHbI MeXAy 3KCnnyaTauuen CyLecTBYHOLWEN CEeTEBOW 3KOCUCTEMbI W BHEOPEHUEM HEKOTOPbIX
TexHonornii SDN BO3MOXHO peLlaroTcst 3a CHET BHeApEeHMsi HOBbIX TexHonorui. OnepatopaM He TpebyeTtcs BbliOupaThb,
nockonbky obe cpefpbl 4OMKHbLI COCYLLIECTBOBATD.
B vacTtHocTW, Ha pa3BépTbiBaHue MeTooB SDN MoryT noBnuaTe NpUBEAEHHbBIE HIKE COOBpaxeHus.

- 'mbkocTb NOMHOCTLIO NPOrPaMMHbIX peanusauuii orpaHM4YMBaeTCs BO3MOXHOCTSIMU NporpaMM 1 o6opyaoBaHus.

- [MonHocTbio MoaynbHaA peanusauma TpyaHO OOCTMXMMa (I'IO npUYNHE HesABHOMN CJ'IO)KHOCTVI) n MOXeT I'IOTpe6OBaTb
OONMOJTHUTENIbHbIX yCVIJ'II/IIZ ana TectupoBaHuA, NpoBepKn N NOUCKa Henos1aaok.

- B nomHocTbl0 LEeHTPanu3oBaHHOW cUCTEMe YMpaBreHusl o4eBMAHO OyayT BO3HMKAaTe Npobrembl paclmMpsemMocTw.
PacnpegeneHHble NpoToKOnbl M X CNOCOBHOCTbL pearvpoBaTb Ha HeKoTopble COobbITUA (Hampumep, OTka3 KaHana)
OCTaloTCA KpaeyrornbHbIM KaMHEM CMOCOOHbLIX K pacluMpeHuio ceTei. JTO O3HavaeT, 4To pelweHus SDN moryt
onupaTbCA Ha normyeckoe mnpeacTaBneHne LEeHTPanuM3oBaHHbIX GYHKUMA (Hanpumep, YpoBeHb abcTpakuuu,
nogaepxveaoLLmin Bzaumogenctene mexay PDP).

4. Obcyx0deHue

4.1. BhmaHuwe nonHon aBToMaTu3auum
|_|yTb K NOfHOW aBTOMaTuU3auun ctalikmBaeTcd C MHOXeCTBOM np06neM, BKItO4aA nepevncrieHHble HMXe.

- ABTOMaTM3aUMA [OMKHA ObITb XOpowo peanusoBaHa AOnsd obneryeHus TecTupoBaHuA (BK.I'IIO‘-IaFI npoBepKn
I'IpVIFO,D,HOCTVI) M NOUCKa Hemnonaaok.

'Path Computation Element (PCE) Communication Protocol - koMMyHUKaLMOHHbI NpoTokon PCE.
2Network Configuration Protocol - npoTokon HacTpoinku ceTu.

3COPS Usage for Policy Provisioning - npumeHeHvne COPS ans peanusaumu NonuTHKU.

“Routing Policy Specification Language - si3blk 3agaHus npaBun MapLupyTUsaumm.
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- STO Tpe6yeT NUMUTALUNOHHBbIX I/IHCprMeHTOB, KOTOpre Nno3BONAT OUEHUTb BIIMAHUWE BbICOKOIo ypOBHFI

aBTOMaTM3aumMM Ha BCH Npoueaypy npegoctaBneHus ycnyr, 4tobbl nsbexarb «cuHgpoma 6e3ymHoro poboTtay,
nocnencTeng KOTOpOFO MOryT 6bITb 3HaYNUTEsrIbHbIMKX B nraHe KOHTpOJ'Iﬂ QOS n opyrux ACMNeKToB.

- 3710 Takke npegnonaraeT BHAMaTESbHbIN y\'IéT YenioBEeYEeCKOro onbiTa, YTobbI onepaTtopbl MO NUCNoJib3oBaTb
HagéxHble n rmbkme cpeacTtea aBToMaTnU3aunm NOBTOPALWLMNXCA UKW NOOBEPXEeHHbIX owmnbkam 3agay, a 3aTem
onupatbCA Ha aBTOMaTu3auuio Unn ob0beauHeHne MHOXecTBa onepauum Ona pelleHnsa Bce bonee CrnoXxHbIX
3afay C MeHbLNM yHacTnem 4HernoBseka (ynpaBneHme 1 BBOL ﬂaHHbIX).

- YnpouwieHue n YCKOpeHue npenocraBiieHns, rapaHTui 1 BbIMNOMHEHUS ycnyr, a Takke OGHapy)KeHVIﬂ ceTeBblX OTKa30B,
ONarHOCTUKMN U aHanm3a npuynH ana ontuMmnsaunmn pacxogos.

- Takas onTMMM3aums 3aTpaT cBsi3aHa C YCKOpeHneM npenoctaBieHuna ycnyr, a Takxe onTuMmnsaumen y4yacTtuna
nogen (CM. BbILLle) 1 rnobanbHbIMK, HE3aBUCUMbIMKU OT TEXHONOMUM npouenypamm CTPYKTypupoBaHuUAa WU
npenocTtaBneHna ycnyr. B yacTHOCTM, BOBMOXHOCTb BHELPEHUS HOBbIX beHKLIMVI B nmewwmecd yCTpOVICTBa He
OOJDKHa npeagnonaratb 3aMeHbl 3TUX yCTpOVICTB, obecneynBas pa3yMHyto Kanntanmsauuio BIOXEHUN.

- OTOro MOXHO OOCTUIHYTb 3a CHET aBTOMaTM3aLMKW, BO3MOXHO OCHOBAHHOW Ha MOMMYecKM LEHTPanv3oBaHHOM
npeacTaBneHMn ceTeBON WMHpacTpykTypbl (MnNn e€ vacTu), 4To BegéT K HeobxoauMmocTu aBToMaTtu3auum
cnocoboB 0GHapYXeHWs1 TONOMOrMK, YyCTPOMUCTB U X BO3MOXHOCTEN, a Takke paboyumx npoueayp.

- OcHoBHOM uHTennekt coxpaHsietca B PDP, 4yto npeanonaraet poOKyCMPOBKY 3HAYMTENbHOW 4acTu YCUMuN,
cBsA3aHHbIX ¢ SDN, Ha nogpo6Hou cneuundukauny dyHkumin PDP, Bkntovas anropuTmbl U MEXaHU3Mbl COCTOSIHUN
1 noBefeHnsa obopyaoBaHNs, OCHOBAHHbIE HA CTaH4APTU30BaHHBLIX AaHHbBIX U MHPOPMALMOHHBIX MOAENSAX.

- 3T uWH(MOPMALMOHHBIE MOAENnM W [AaHHble [AOMKHbl OblTb YETKO CTPYKTypupoBaHbl Ans obecneveHus
adbdekTMBHOCTM U MBKOCTU. JTO MOXeT npepnonarate Habop ynpoLwéHHbIX nceBaobrnokos, cobupaembix B
COOTBETCTBMM C XapakTepoM NpeaocTaBnsiemMbiX yCryr.

- HeobxogumocTb ypoBHeln abcTpakummn, obecnedmBaoLmx YETKUN nHTepdenc mexay cybbektammn busHeca n mexay
ypoBHAMKU. Takne ypoBHM abCTpakuum BbI3bIBAOTCS B KOHTEKCTE CTPYKTYPUPOBAHUA U MpencTaBleHust YCnyr,
ynpowas peleHne nepedncrieHHbIX HXKe 3aaay.

- TpenctaBnenne ycnyr cBasHocTu IP gns nonb3oBaTtenen, NapTHEPOB, MPUIIOXEHWI, MOCTABLUUKOB YCNyr U
COAEPXKMMOro 1 T. M. (Mpumep MOXHO HanTu B [CPP]).

- Pewennus, cornacytowme TpeboBaHnsa cBA3HocTM IP ¢ Lensamun npoekTupoBaHus ceTen.

- AganTuBHble nNpPOLECCbl AMHAMWYECKOTO TMPUHSATUS pPELUEHUN, KOTopble MOryT KOPPEeKTHO pabGotaTb B
COOTBETCTBMM C BXOAHbIMW AaHHbIMA W METpUKamu, TakMMKU Kak TeKyllee WCMoNib30BaHME pPEecypcoB U
NoTpebHOCTb B HKX, NPOrHO3bl M NapameTpbl Tpaduka 1 T. N. Ans obecnevyeHnss AMHaMUYECKOro pacnpeaeneHns
PECYPCOB U CXEM WCTONHEHWS NpaBu.

- S(ZbcbeKTVIBHOG cornacoBaHMe TexXHONorM4eckn pa3HopoaHbIX CeTeBbIX Ccpen 3a CUéT YKa3aHHbIX HWXe mMmep.

- HesaBucumble OT npousBoguTenen npoueaypbl HaCTPOWKWM, OCHOBaHHbIE HA WCMNOSIHEHUW HEe CBSA3AHHbLIX C
npounssoaunTenAamMmm npasui BMECTO 3adaHHbIX Npon3BoanTenAMmn A3bIKOB.

- CpepfcTsa ynpoLleHvsi Nnpoueayp ynpaereHusi 1 OpKeCTPOBKM PECYPCOB.

- WcknioyeHne NpoMexyTouHbIX YCTPOWMCTB 1 NpsiMoe B3auMoAencTBue ¢ cuctemMamu (Hanpumep, MapLUpyTu3aumm
W NepeChISIKN).

4.2. 3arpy3ka SDN

HyxHo obecneunTb cpeicTBa AMHAMUYECKOTO OGHApYXeHUs1 (YHKLMOHANbHbIX BO3MOXHOCTEN YCTPOUCTB, ynpasnsemebix PDP,
[Nsi aBTOMATUYECKOrO NPefoCTaBMNeHNs ycnyr. ATO CBA3aHO C TEM, YTO MOINyYeHne MHOPMaLMK O pearbHbIX BO3MOXHOCTSX
CeTV NO3BONUT CTPYKTYpUpOBaTh HTennekt PDP ansa nonyyeHus nHcopmMaLumm o npasunax npegocTaBneHust yenyr.

TUNUYHBIM  NpUMEPOM  SIBNSIETCA  [AOKYMEHTUPOBaHWE MOMUTUKU OpraHusauum Tpadmka Ha OCHOBE AMHAMWYECKOrO
obHapyxeHus pasnuuHbIX OyHKLUMI, NogaepKuBaemMbIX CETEBbIMY YCTPONCTBaMM, B 3aBUCUMOCTM OT NPeAoCTaBNsAEeMbIX yCnyr
Tak, YTOObl OpraHM3aumsi pasHbIX MapLUPYTOB K OAHOMY Mofy4vaTento 3aBmcena oT Tuna Tpadmka, MeCTONONOXeHN (OYHKLNNA,
TpebyeMbix ANsi Nepechbinku 3Toro Tpaduka, 1 T. n.

Takoe guHamunyeckoe obHapyxeHne MoxeT 6asmpoBaTbCcs Ha o6meHe onpeaenéHHon nHdopmaumen no npotokony IGP nnu
BGP mexay ceTeBbiMM yCTpOWCTBaMM U Mexagy ceTeBbiM ycTponcTBoM n PDP B yHacnegoBaHHbIX ceTeBbix cpegax. PDP
MOTyT TaKke nepefaBaTb CETEBbIM YCTPONCTBAM He3anpoLUeHHble KOMaHabl ANS NOMyYEeHUss ONMCaHNA UX PYHKLUMOHAmNbHbIX
BO3MOXHOCTEN 1 ONpeAeneHns Ha OCHOBE 3TWX AaHHbIX TOMOMOrMM CeTU U cepBuca.

MeTogbl SDN (kak oTmeueHo B naparpadpe 2.4) moryT GbiTb pa3BépHyThl B cpege 6e3 nogaepxku npotokonos IGP n BGP, Ho
npoueaypa HavanbHown 3arpyskv SDN B Takon cpege npeanonaraet NogAepPXKY NepevnCrieHHbIX HKe BO3MOXHOCTEN.

- OunHamwnyeckoe obHapyxeHue ydacTBytowmx y3noB SDN (Bkntoyas PDP) 1 ux Bo3MOXHOCTEN rMbknuMu cpeacTeamu,

npegnonaralowymMm B3aMMHy0 ayTeHTudukaumio PDP  u  yyacTtBytowmx ys3noB (pasgen 5). [JomkHa Takke
obecneynBaTbCs 3alumMTa LLENOCTHOCTU MHOpMauuK, nepeaasaemont mexay PDP 1 yyactsyowmmy yanamm.

- OuHammnyeckoe nogkntodeHne PDP k yyacTByoLWMM y3riam ¢ npeoTBpalleHnemM netenb.

- [OuHammyeckoe BKMOYEHME CETEBbLIX YCMAYyr B 3aBUCMMOCTM OT BO3MOXHOCTEMW YCTpPOMCTBA M (BO3M0)KHO)
OWHaAMMYEeCKOro cornacoBaHmsa Mexay cepBuc-npoBangepom u abOHEHTOM.

- OuHamunueckas npoBepka cBa3HOCTU Mexay PDP u yyacTBylowyMM y3namu Ans NpeaocTaBneHust AaHHON ceTeBow
ycnyrv (unu Habopa ycnyr).

- [OmHammnyeckas oueHka 06nacTu JOCTYMHOCTU Kak DYyHKLMW NpefoCcTaBnsieMon yenyru.

- [nHamundyeckoe obHapyxeHue 1 AuarHocTuKa 0TKas3oB, a TakKe MPUHATME COOTBETCTBYIOLLMX Mep.

AHarnorMyHbIM cnocobom crieqyeT NpeacTaBnsTb CpeAcTBa MoNyyYeHUss onucaHuii (Bknioyasi 6as3oByto KOHGUrypaumio) noéoro
CEeTEBOro YCTPOWCTBA, KOTOPOE MOXET y4acTBOBaTh B NPeAOCTaBNEHUN daHHOM ycnyru, 4Tobbl nomMoyb PDP cTpykTyprpoBaTh
YCInyru, KoTopble MOryT GbiTb NPefoCTaBMeHbl B 3aBUCHMOCTU OT AOCTYMHbIX PECYPCOB, UX PACTIONOXKEHUS U T. M.

Takum obpasom, B cpepax 6e3 IGP u BGP moxeT noTpeboBaTbCA cneumarnbHbIl NMPOTOKON HayanbHOW 3arpy3ku Ans
NOAAEPXKKN YNOMSIHYTbIX BO3MOXHOCTEN WM KOpPEeKTHOW paboTbl ycTpowcTB ¢ nopaepxkon PDP n SDN B gononHeHue K
BO3MOXXHOW NOTpeBHOCTM B AONOMHUTENBLHOW CETU, KoTopas byaeTt obecneunBaTb PyHKLMN OOHAPYKEHNS N CBA3HOCTMU.

5 www.protokols.ru



https://www.protokols.ru/

dHUuMKnonegusa ceTeBbiX NPOTOKONOB MepeBon RFC 7149
B w4actHocTu, opraHusauma u pabota SDN B cpegax 6e3 IGP n BGP pomxHbl obecneunBaTb Mpou3BOAUTENBHOCTb,
aHanornyHyt XxapakTepmcTnkam yHacneaoBaHHbIX cpeq, rae ucnonbaytotcs npotokonsl IGP n BGP. Hanpumep, 6a3oBoin cetn
cnegyeT coxpaHsiTb paboTocnocobHOCTL Aaxe npu notepe coeavHeHns ¢ PDP. Kpome Toro, onepatopam crnegyeTt OLEHUTb
CTOMMOCTb BHEOPEHMS1 HOBOTO MPOTOKOMA HavarnbHOW 3arpy3ky Mo CPaABHEHWUIO C MHTErpaumen ynomsiHyTbiX BO3MOXHOCTEN C
MMerLLIMMNCa MexaHmamamm npoTtokosos IGP n BGP.

MockonbKy cBsidaHHble ¢ SDN BO3MOXHOCTY MOTYT BCTPauBaTbCsA B MMENLLYIOCS CETEBYH MHMPaCTPYKTypy, He Bce Takue
BO3MOXXHOCTU MOTYT GbITb BKITHOYEHbI CPa3y C TOYKM 3PEHUSt HAYarlbHOW 3arpysku - MOXeT NoTpeGoBaTbCA NO3TanHbIi Noaxom.

TUNUYHBIM NPUMEPOM pPa3BEPTLIBAHUA MOXET CNy>XuUTb WUCNOJIb30OBaHME npouecca NpUHATUA peLueHnmn SDN B kayecTtBe
nnatopmbl aAMynaunn, KotTopad 6y,ueT nomoratb CepBuC-NpoBangepaMm M onepartopam MNpvHUMaTb cooTBeTCTBYyHOLMEe
TEXHUYECKME peLLeHns 40 UX akTUYEeCKOro pasBepTbiBaHNSA B CETU.

3aBepLueHV|e npouenypbl 06Hapy>|<eH149| He obsi3aTenlbHO O3HavaeT NOJNHYHO paGOTOCI'IOCO6HOCTb ceTn. (DyHKLl,VIOHaJ'IbHOCTb
ceTn 06bI4HO npegnonaraeT HagéXHoe peLleHne, OCHOBaHHOE Ha OTKaSOyCTOVI‘-IVIBOCTVI 1 BbICOKOM OOCTYMNMHOCTW.

4.3. PaboTta SDN

C ToukM 3peHuss OAM' [RFC6291] npu paboTe ceTu ¢ noaaepxkon SDN BO3HMKAET HECKOMBKO BOMPOCOB, NPUBEAEHHBIX HIXKE.

- Kak cepuc SDN B3aumopgeiicTByeT ¢ 6rnokamu ynpaBneHus ceTbto? Hanpumep, kak pesynbTaTbl AUHAMUYECKOrO
cornacoBaHus napameTpoB YCNYrn C KITMEHTOM UMW rPYNMon KMWEHTOB B AaHHLIV Nepuof BpeMeHn ByayT BNUSATL Ha
npouecc nNpuHaTua pelenn PDP (pacnpegeneHune pecypcos, pacyér nytm u T. n.)?

- Yrto nopxoaut B kavecTBe nHcTpymeHtoB OAM ansa pabotsl B cetn SDN (Hanpumep, Ana nposepku goctynHoctn PDP
unu PEP)?

- Kak ontummanpoBaTb NPOM3BOAMTENBLHOCTL (Hanpumep, BpeMs MpeaoCTaBMneHWs ycnyrn) npu  ynpasneHun
NporpaMMHbIMM MOZYNAMU CO CTOPOHBI BHELLHEro ycTporictea (06b14Ho PDP)?

- [o kakon cteneHun peanusauusa SDN ynpoliaeT ynpaBneHue ceTblo, BKIHOYasa ANarHOCTUKY ceTu U cnyx6?

- CnepyeT NpMMEHATb MPUHLMN pasfeneHus YpoBHEW YNpaBrneHus U AaHHbIX K CeTU UMM e€é YyacTu B 3aBUCUMOCTU OT
nNpupoAbl NPefoCTaBNAEMbIX YCIYT UNKU C YY4ETOM Pa3BEPHYTOW B HACTOsILLLEE BPEMS TEXHONOMMnN?

- Kakoso BnusHMe Ha npouenypbl U METOAOMNOMMI0 TECTMPOBAHUSA Y CEpPBUC-NPOBangepoB (NpoBepka NPUrogHoCTU U
MOAroTOBKa K pa3BépTbiBaHMIo)? B yacTHocTw, (1) kak ByayT onpeaenaTbCa U BbIMONHATLCA TECTOBbIE CLEHapuv npu
aKTMBauun HacTpamBaemblX mogynew, (2) kakoBa MeTOAONorns OoueHKn nosedeHus ynpasnaemMbix SDN ycTpowcTs,
(3) Kak BbINOMHAETCA BbIXOA U3 TECTOBOIO CLeHapus (4) U T. n.

- Kak metoabl SDN BnusitoT Ha npefocTaBrneHne U rapaHtum ycnyr? Kak crnefyeTt oueHuBaTh MoBefdeHue YCTPOWCTB
SDN (Hanpumep, BbINOMHEHWE KOHMUIYpaUMOHHBIX 3ad4ad) MO CPaBHEHWO C TeM, YTO ObiNo AVHaMUYecKM
cornacoBaHo ¢ KnueHTom? Kak naMepsiTb 3pdeKTUBHOCTb AMHAMUYECKN WUCTIOSHSEMbIX MPaBuil B 3aBUCUMOCTU OT
npegocTaBnsemblx ycnyr? Kak oueHvBaTb COOTBETCTBME MpenoCTaBreHHOro cornacoBaHHomy? Kak metogbl SDN
BNUAIOT Ha NPaKTUKY YCTpaHEHUs! Hemnonagok?

- BosHMKaeT nu puck «3amMopakmBaHWA» apXUTEKTypbl B pesyrnbTaTe BO3MOXHbIX NpobreM npu B3aumodencTsum
MexXay ynpaensieMbiMy yCTpOUCTBaMK U KOHTpornnepoM SDN?

- Kak BHegpeHve MeTopoB SDN BnusieT Ha cpok cryx6bl yHacrnefoBaHHbIX cuctem? BosHukaeT nu puck (GbicTporo)
yCTapeBaH1si UMEeIOLLMXCS TEXHOIOMMIA MO MPUYKMHE UX NPOrPaMMHBIX UMK annapaTHbLIX OrpaHUYEHNIA?

OTBeTbI Ha 3TN BOMPOCLI CKOPEN BCero OyayT pasHbIMK Yy KaXZoro cepBuc-NpoBaigepa B 3aBUCUMOCTU OT TEXHOMOMMU U
TpeboBaHui GusHeca.

4.4. UutennekT octaérca B PDP

MpennoxeHHoe B naparpade 2.3 onpeaenexHne SDN npeanonaraet, YTO MHTENNEKT COXPaHSAETCH HA YPOBHE YNpaBneHus unm
agMUHMUCTPMPOBaHMA (unNn B 06oMX). JTOT uHTennekT ob6blYHO npeacTaBnseTcs Todkamu npuHATMA pewexun (PDP)
[RFC2753], koTOpble SBASIOTCS OOQHON N3 BaXKHbLIX KOMIMOHEHT MOAENN yNpaBneHns Ha OCHOBE NpaBwn.

CneposatenbHo, cetn SDN onupatotca Ha dyHkumm PDP, koTopble cnocobHbl o6pabaTbiBaTh pasnuyHble BXOAHbIE OaHHbIE
(nporHosbl Tpadwuka, pesynbTaTbl COMMacoBaHUS Mexay KIMeHTaMu U CepBUC-NPOBaniaepoM, COCTOSHME pPecypcoB,
nokasaHHoe B noaxoasiien nHdopmMaunoHHon mogenu 6assl PIB v T. n.) Ana NpuHATUS peLueHni.

YcTponctBo M paboTta Takoro umHTennekra Ha ocHoBe PDP ¢ BO3MOXHOCTBIO paclUMpeHusi OCTaéTcs 4acTbio obnacrtewn,
TPeOyLMX AOMNONHUTENBHBLIX UCCREAOBAHMN.

OuyeBMAHO, YTO ANA NPEeAOTBPALLEHNST U3NULLIHE LEHTPANM30BaHHbLIX CXEM HY>XXHbl CBA3WN Mexay PDP, uto TpebyeT pelueHus
CBSA3aHHbIX C 3TUM BOMNPOCOB. B goMeHe MOXeT OblTb HECKOMBbKO aKTMBHbIX 3k3emnnsipoB PDP. MockonbKy Kaxabli U3 3TWX
ak3emnnapoB PDP moxeT oTBevaTb 3a NPUHATUE peLleHuin 06 MCNOMHEHUU KOHKPETHbIX npasun (Hanpumep, PDP ana QoS,
6e3onacHocTu 1 T. Nn.), TpebyeTcst cxema kKommyHukauui mexay PDP ans rmo6ansHol koopanHaumm todek PDP.

MoxeT Takke noTpeGoBatbcsi o6MeH mexay PDP B pasHbiXx [oMeHax, NpuMepamu KOTOpOoro MoryT cryxutb (1) obmeH

WHGOPMaUMel Npu NOLKIOYEHUN MOBUINBHOTO y3na K Yy>KoW CeTu Ansi NofnyyeHns oT gomaluHen Touku PDP npaBun ans satoro
yana unu (2) szaumogericteue PDP ans pacuyéta nyten mexay 4OMeEHamMu, COOTBETCTBYOLUX NapaMeTpam Tpadumka.

4.5. NpocToTa U afanNnTUBHOCTb NPOTUB CITOXKHOCTU

®PyHKUMOHanNbHbIE MeTafoMeHbl, BBeAéHHble B naparpade 2.4, npepnonaratT BbICOKMA YpPOBEHb asToMaTuM3aumu OT
cornacoBaHusi cepBuca OO €ro npegoctaBneHuns U paboTel. ABTOMaTM3auus BaxHa Ans NpoCTOTbl, HO €€ HedomnycTUMo
cyMTaTh «BONLIEBGHON KHOMKOM», KOTOpas MO3BOMUT aAMWHUCTPATOPY OAHWM HaxaTueMm peluTb BCce 3agaqn no obpaboTtke
3anpocoB KNWeHTa Y BbiAENEHNIO AOMNOMHUTENBHBIX PECYPCOB.

YposneTBopeHue noTpebHocTel B MPOCTOTE M adanTMPyeMocTu 3a CHET aBToMaTtMsauum npouegyp OObIMHO NPUBOAUT K
YCINOXHEHMWI0 aBToMaTm3aumm.

4.6. NMpou3BoaAUTENIbHOCTb U PacLUMPAEMOCTb
CoyeTaHne rmbkocTu ¢ nporpaMmMHbIMK peleHnAaAMn Hens3bexHo COS,CI,aéT I'Ip06J'IeMbI npon3BoaNTENIbHOCTN U paclunpAaemMoCcTU
B 3aBUCUMOCTK OT YnUCna un tmna npenocrtaBndaeMbIX yCryr u CBSA3@HHOW C HUMW ANHaAMUKN.

'Operations and Management - onepauum 1 agMUHUCTpUPOBaHUeE.
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MepeBon RFC 7149 SHUMKNoneana ceTeBbIX MPOTOKONOB
Hanpumep, cetn LIO[', peanusoBaHHble Ha koMmmyTaTopax OpenFlow, Bpsa Ny CTONKHYTLCS ¢ NpoGrieMamy paclumpsieMocTt

FIB. N HanpoTuB, coeamHenns mexay LIO[, HaueneHHble Ha guHamMuyeckoe yrnpasneHne MobnnbHOCTBIO BUPTYarbHbIX MaLlvH

(VM?), BO3MOXHO Ha OCHOBe onpefenéHHbIX npaBun QoS, MOryT CTONKHYTLCA C Npo6rnemMamu pacluMpseMocTy.

3asaBneHHas rmbkocTb ceTenn SDN B TakOM KOHTEKCTe TpebyeT TLaTenbHOro N3y4yeHus Co CTOPOHbI ONepaTopoB.

4.7. OueHKa pucKoB
Hwxe nepevncrieHbl BO3MOXHbl€ PUCKU, KOTOPbIe cneayeT NnpuHMMaTb BO BHUMaHUe.
- 3aBNCUMOCTb OT TEXHONOMMKU KOHTpoOnnepa BMeCTO 3aBUCUMOCTU OT TEXHOJ10TUN yCTpOVICTB.
- Bo3moxxHoCTb «3aMopaxnBaHUA» CUCTEMbI B pe3yrnbTaTe npo6neM BSaVIMOJJ,eVICTBVIﬂ yCTpOVICTB C KOHTpO1Iepom.
- CrapeHue pewwenun SDN B pesynbTaTe NporpaMmMHbIX U annapaTHbIX OrpaHuyeHnin. C TEXHUYECKOM TOYKM 3peHus
BO3MOXHOCTb AWHaMMU4YeCKOoro npenocrtaBfieHnAa pecypcoB B 3aBUCUMMOCTU OT nNpenoctaBidAeMblX YCIyr MOXeT
okasaTbCA HEeCOBMECTUMOW C yHacnenoBaHHbIMKM  CMCTEMaMKU  MapLlpyTmnsauun, HanpuMmep, B pegynbTate ux

annapaTHbIX orpaHuyeHnii. C 3KOHOMUYECKON TOYKM 3peHns npumeHeHune pewennit SDN ana obecneyeHms rmbkocTu
1 aBTOMaTM3aLMN MOXET CyLLECTBEHHO yBenuunTh kanuTtansHble (CAPEX?®) n onepaumoHHble (OPEX*) pacxogpbi.

5. Bonpocbl 6e3onacHocmu

BesonacHocTb sBNseTcs BaxHbIM acnektom nwbon cuctembl SDN, nockonbky oOHa obecneyvBaeT HagéXHOCTb U
OTKa30yCTOMYMBOCTb B3aMMOLEWCTBUMN MEXAY CeTbio U NpunoXeHuaMn And 3M@EKTUBHOrO KOHTPONs Jdoctyna u
onTMMU3MpoBaHHoOW 3awmTbl pecypcoB SDN ot artak nmwoboro tuna. B yactHoctu, nonutuke 6esonacHoctu SDN [SDNSEC]
cnepyet obecneumBaTb Haanexailyw 3sawmty pecypcos SDN oT pgencrtsuii, cnocobHbix yrpoxatb paboTe cetn unu
MPUNIOXEHWUN.

CepBuc-npoBaiigepam crnegyet onpeaenuTb npoueaypbl OLUEeHKM HaOEXHOCTU MporpaMMHbIX Mogynei B yanax SDN. Takue
npoueaypbl OOMMKHbI BKIOYATh OLEHKY MOBeAEHWs MPOrpaMMHbIX KOMMOHEHT (nog Harpyskoi), oGHapyXeHue JobbIx
ySI3BUMOCTEW, HadéXHoe OBHOBMeHMe nporpamMm U T. N. ATU CpeacTBa 3aluThl crnefyeT akTMBMPOBaTb NpU passépTbiBaHUM
yanos SDN 1 npumeHsTb B NpoLuecce paboTel, YTo NpeanonaraeT npoLleaypbl OGHOBIEHMS NPOrpamm.

XoTs 9T npouenypbl MoryT 6biTe He cBadaHbl ¢ SDN Hanpsimyto (Hanpumep, onepaTop ymeeT OOHOBMATbL NPOrpaMMHbIV KOZ,
YCTPOWCTB C OCTaHOBKOW OOCMyXvBaHusi wunu 6e3 TakoBOW), crnegyet NepecMOTPeTb TEKyLLyH MpPakTUKy C Y4ETOM
pa3sépTbiBaHUA 1 akcnnyaTauum SDN.

B3aumopeiicteua mexay PEP 1 PDP npegnonarator HeobxogumocTb npoBepuTs, YTo (1) PDP MMeeT npaBo 3anpawmeath y
PEP wncnonHeHusa npunsateix PDP pewenun, (2) PEP umeeT npaBo nepegasatbh 3anpockl PDP (gononHutenbHble OaHHble
KOHpurypauun, ysegomneHve no pesynstatam HacTponku u 1. n.), (3) PEP moxeT BocnpuHmumath peluernnsa PDP n (4) cBAsb
mexay PDP BHyTpuM AOMeHa wnum Mexay AOMeHaMu HagéxHo 3awuuleHa (Hanpumep, kaxgon Toyke PDP paspelueHo
B3anMoAencTBue ¢ NnapTHEPOM 1 obecnedmBaeTca KOHPUAESHUMANBHOCTL AaHHbIX Npu obMeHe mexay PDP).
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