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PacnpocrtpaHeHme mapuipyroB EBGP 6e3 nonurukm

Default External BGP (EBGP) Route Propagation Behavior without Policies

AHHOTauus

OT10T OoKymMeHT ob6HoBnsieT RFC 4271, onpepenss nNpuHATOE MO YMONYaHUIO MoBeAdeHue noBedeHue y3noB BGP npu
OTCYTCTBUM MOSNIMTUKM UMMOPTA UIN 3KCMOpPTA, CBSA3aHHOM ¢ ceccuei External BGP.

CTtaTyc AOKyMeHTa
HokymeHT oTHocuTCA K KaTeropum Internet Standards Track.

[lokymeHT siBnsieTcss pesynbTaTom paGotel IETF' u npefcTtaBnsieT cornacoBaHHblii B3rnsg coobuectsa |IETF. [dokymeHT
npoLweén oTkpbiToe obcyxaeHne u 6bin ogobpeH ans nybnukauum IESG2 He Bce ogobpeHHble IESG goKyMeHTbI NpeTeHayoT
Ha ctatyc Internet Standard (cm. pasgen 2 8 RFC 7841).

NHbopmaumio o TekyLeM ctaTyce AOKYMEHTa, olumbkax n cnocobax obpaTHOM CBSA3N MOXHO HaWTW No ccbinke http://www.rfc-
editor.org/info/rfc8212.
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1. BeedeHue

[ns obecneyeHnst bonee crabunbHon paboTsl Internet TpebyeTca pewnTs BONpoCkl 3almThl Maplipytnsaumm BGP. YTeukn
MapLpyToB [RFC7908] aBnsaTca YacTbio 3TOM Npobrnembl, HO B HEE MOTyT BHOCUTL CBOM BKNad AedeKTbl MPOrpaMmm 1 ownbkm
onepaTtopoB. [aHHbIn JokyMeHT 06HoBnsieT [RFC4271] Tak, 4To aKcnopTa U MMnopTa MapLUpyTOB HE NMPOUCXOANT, Noka 3TO He
OyneT sBHO paspeleHo B KOHdurypauun. OTO CMAr4aeT nocrneacTBusa  YNOMSAHYTOW npobrnembl M MOBbIWAET
yCTaHaBMMBaEMbIN MO yMONYaHWI0 ypoBEHb Ge3onacHoCT MapLupyTm3aumm Internet.

MHorne un3 pasBépHyTbix y3noB BGP (speaker) mepegaloT M BOCMPUHMMAOT MO YMOMNYaHuio niobble M Bce MapLupyThl,
aHoHcupyeMble mexay coceasamu BGP. Takas npakTuka BO3HMKNa Ha paHHUX aTtanax pa3sutus Internet, korga onepaTtopam
6bINo paspeLLeHO NepefaBaTb MapLUPYTHYO MHAOPMaLMIO ANs TOro, YTobbl BCe CETU MOMMU OOMEeHMBAaTLCS AaHHBIMU MEXOY
coboi. Mo mepe pocta NAOTHOCTU coeduHeHun B Internet puck HekoppekTHoro nosefeHus ysnosB BGP Havan Bbi3biBaTb
3HauMTenNbHbIN PUCK ANS MapwpyTusauum Internet B Lenom.

JaHHasa cneuundukaumns npegHasHayYeHa Ans pelleHns ykasaHHOW Bbile npobnembl 3a CHET TpeboBaHWsA SBHOW KOHUrypaumum
npaeun umnopTta u akcnopta BGP ang mobon BHewHern (EBGP) ceccum ¢ 3akasyvkamu, napTHEpPaMy Mnu rpaHvLammu
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KOHbeaepauu ans Bcex paspeLléHHbIX CeMencTB agpecoB. 3a CYéT koandukaumm atoro TpeboBaHWs onepaTopbl nonyyat
NperMyLLIECTBO B pe3yrbTaTe cornacoBaHus NoBeAeHUs pasHbix peanusauni BGP.

Yanbl BGP, cOOTBETCTBYHOLINE OAHHOM CnieumMdUuKaLmMm He UCMOoMb3yoT U He nepedalT MapwpyToB B ceccun EBGP, noka ato
SIBHO He 3a[1aHO B KOHUrypaumm.

2. TepmuHonoz2us

B [RFC4271] onucaHa wHdopmaumoHHasi 6asa npaeun (PIB'), comepxalyasi nokanbHble npaBuna, nprvMeHsiemMble K
UH(opMaLmn U3 6asbl MapLIPYTHBIX AaHHbIX RIB2. [aHHbI OOKYMEHT pasfensieT TUMbl Npasun (NONUTUKM) Ha OCHOBE WX
NpUMEHeHws.

Monutuka uMnopT - nokanbHble npaswuna, npumeHsiemble K MHMOpMauun, cogepxauwenca B Adj-RIBs-In. Kak onucaHo B
naparpadpe 3.2 [RFC4271], Adj-RIBs-In cogepxut nHdopmMaumio, nonyyeHHyo oT apyrux y3noB BGP un npumeHeHue aton
nonuTVKN OaéT B pesyrnbTaTe MapLupyTbl, KOTopble ByayT y4mTbiBaTbCA B npouecce NpuHsaTua peweHun (Decision Process)
AaHHbIM y3nom BGP.

Monutrka akcnopTa npumeHsieTcs npu Beibope nHdopmaumu, cogepxallencsa B Adj-RIBs-Out. Kak ykasaHo B naparpade 3.2
[RFC4271], Adj-RIBs-Out copepxuT nHdopmaumio, BbIOpaHHyto AN aHOHCUPOBaHuUst Apyrum yanam BGP.

2.1. YpoBHU TpeboBaHuUn

KnioueBblie cnosa Heobxoanmo (MUST), Hegonyctumo (MUST NOT), tpebyetca (REQUIRED), HyxHo (SHALL), He HyXHO
(SHALL NOT), cnegyet (SHOULD), He cnegyeT (SHOULD NOT), pekomeHgyetca (RECOMMENDED), He pekomeHAayeTcA
(NOT RECOMMENDED), Bo3moxHo (MAY), Heob6s3aTtenbHo (OPTIONAL) B pgaHHOM [JOOKyMEHTE  [OOMXKHbl
WHTEpnpeTmMpoBaTbca B cootBeTcTBuM ¢ BCP 14 [RFC2119] [RFC8174] torgpa w TOnbKO TOrda, korga OHWM HabpaHbl
3arnaeHbIMK BykBamu, Kak NokasaHo 34echb.

3. Omnuyusi om RFC 4271

OtoT pasgen obHoBnseT [RFC4271] ¢ uenbto ykaszaHusi KOHKPETHOro noeeaeHust yanos BGP npu oTcyTcTBMM NpaBun umnopTa
UNn 3KCnopTa, CBA3aHHbIX C KOHKpeTHoW ceccuein EBGP. Y3en BGP moxeTt nogaepxuBaTbe KOHUIypaUMOHHbIE napameTpbl,
obGecneymBaloLLme OTIIMYHOE OT OMMCaHHOMO HXE NOBeAEHME.

MpuBenérHbIn HMxe ab3al gobaensieTca B naparpad 9.1 «[lMpouecc Bbibopa mappyToB (Decision Process)» nocne naTtoro
ab3aua, KoTopbIi 3aKkaHYMBAETCS CoBaMU «0GbeAMHEHNE MapLLIPYTOB U CHKEHE 06 bEMa MapLUPYTHON MHGopMaLm»®.

MapuwpyTbl n3 Adj-RIB-In, cBasaHHble ¢ gaHHbIM napTHEpom EBGP, He cnemyeT paccmartpuBaTbh, Kak XenaTenbHble
(eligible) B Decision Process, ecnu k HUM He Obina SBHO NpuMeHeHa nonutuka nvnopTta (Import Policy).

MpuBenéHHbIn HMXe ab3al aobasnsieTcs B naparpad 9.1.3 «®dasa 3: PacnpoctpaHeHve maplpyTtoB (Route Dissemination)»
nocne TpeTbero ab3aua, KOTOPbIN 3aKaHYMBAETCS CroBamMu «C nomoLbio coobwernnss UPDATE (cm. naparpad 9.2)».

MapuwpyTbl He cneayeT fob6aenATb B Adj-RIB-Out, cBA3aHHylo ¢ gaHHbIM napTHépom EBGP, ecnu k HUM He Gbina siBHO
npYMeHeHa NonMTUKa aKcnopTa.

4. Bonpocb! 6e3onacHocmu

Monutuka MapLpyTM3aumMmn C paspelueHneM Mo YMOSYaHWI0 MOXET MpUBOAUTL K HexenaTenbHbiM ahdekTaMm Tuna yTeyku
mapuwpyTtoB [RFC7908], uto B 06wWeM crnyyae BeOET K MapwpyTusauum Tpaduka no HeOXMAaHHbIM MyTAM. XOTs onepaTtopsl
MOFYT MPUMEHSATb MOHUTOPUHI ANns OBHApY)XEeHUs HeOXWAAHHbIX MOTOKOB, AN 3TOrO He CyLleCcTByeT CKOMb-nnbo obluen
mMogenu. Takne npasuia Takke MOryT packpblBaTb HEKOTOPbIE MPOrpamMmmHble AedeKTbl NN HEKOPPEKTHbIE KOHMUIypauum, 4To
MOXeT AaBaTb HexenaTenbHble TEXHUYECKNEe N 9KOHOMUYeckne adpdeKTbl.

O6HoBneHue [RFC4271], onncaHHoe B 3TOM [AOKyMeEHTe, NpefHa3HayeHo Ans ocnabneHus aTux HexenartenbHbiX 3dhdeKToB.
OnepaTopbl JOMKHbI IBHO 3aaBaTtb MOMUTUKY MMMNOpTa U 3KcrnopTa AN OOCTMXKEHUS CBOMX Lienei. EcTtecTBeHHO, YTO 3TO He
MOXeT obecneunTb 3aLmThl OT KOH(PUIYPaLIMOHHbLIX OLLUMGOK 1 3NTIOHAaMEPEHHBLIX BO3AENCTBUNA.

Bonpocbkl 6e3onacHoctu, paccmoTpeHHble B [RFC4271], n ananu3 ysassumocTtein B [RFC4272] npumeHuMbl M K gaHHOMY
AOKYMEHTY.

5. Bzaumodeticmeaue c IANA

OTOT AOKYMEHT He TpebyeT kakux-nmbo aenctaun IANA.

6. Jlumepamypa

6.1. HopmaTuBHbIE AOKYMEHTbI
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, DOI
10.17487/RFC2119, March 1997, <http://www.rfc-editor.org/info/rfc2119>.

[RFC4271] Rekhter, Y., Ed., Li, T., Ed., and S. Hares, Ed., "A Border Gateway Protocol 4 (BGP-4)", RFC 4271, DOI
10.17487/RFC4271, January 2006, <http://www.rfc-editor.org/info/rfc4271>.

[RFC8174] Leiba, B., "Ambiguity of Uppercase vs Lowercase in RFC 2119 Key Words", BCP 14, RFEC 8174, DOI
10.17487/RFC8174, May 2017, <http://www.rfc-editor.org/info/rfc8174>.

"Policy Information Base.
2Routing Information Base - 6a3a AaHHbIX 0 MapLUpyTU3aLun.
339710 nocnepgHuii ab3au naparpadea, n c). Mpum. nepes.
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6.2. lononHuTenbHaa nutepaTtypa
[RFC4272] Murphy, S., "BGP Security Vulnerabilities Analysis", RFC 4272, DOI 10.17487/RFC4272, January 2006,
<http://www.rfc-editor.org/info/rfc4272>.

[RFC7908] Sriram, K., Montgomery, D., McPherson, D., Osterweil, E., and B. Dickson, "Problem Definition and Classification
of BGP Route Leaks", RFC 7908, DOI 10.17487/RFC7908, June 2016, <http://www.rfc-editor.org/info/rfc7908>.

lNMpunoxeHue A. Bonpocbl nepexoda 0sns1 pazpabomyukoe BGP

3710 NpuUnoXeHne He ABNdAeTcA HOPMaTUBHbIM.
Ons pa3pa60le|KOB Cco3aHne COBMECTUMbIX C AaHHbIM JOKYMEHTOM peanunsaunm BGP moxeTt I'IOTpe60BaTb HECKOJT1bKUX IeT.

[MOHATHO M NOATBEPXAEHO, YTO onepaTopsbl, ncnonb3ywwine npenmyuiectsa HeonpenenéHHOro NoBeaeHuns, 6y,D,yT YONBNATLCA
N3MEHEeHUAM 3TOro noBeaeHu4.

A.1. Ctpaterna N+1 N+2

PaspaboTunkn MOryT ucnonb3oBaTb MOAENb, ONUCaHHYI0, kak ctpaterns Bbinycka «N+1 n N+2». B Bbinycke N+1 BBOgATCA
HOBbl€ KOH(UIypaLMOHHbIE NapaMeTpsbl, UCNOMNb3yeMble MO YMONYaHUIO ANs MHAMKaumMn pabotkl yana BGP B HeGesonacHom
pexume (ebgp insecure-mode). Kpome fobGaeneHne HOBOro napametpa pa3paboTymku moryT fobGaBuTb Bblgady onepaTtopy
npeaynpexaeHuin 0 ToOM, YTO B HEKOTOPLIX YacTsaX KOHurypaumsa He nomnHa. B Beinycke N+1 onepatopbl Takon peanusauuu
BGP 6yayT 3HaTb, YTO MMeeTCA BO3MOXHOCTb HACTPOWMKN KOHUIrypaLmum U MoryT cCOOTBETCTBYIOWMNM obpasom eé caenatb. B
Bbinycke N+2 nnun nosgHee MoxeT ObiTb BBEAEH UCMOMb3YEMbI MO YMOMYaHUIO NapamMeTp, ¢ 06paTHbIM MO OTHOLeHue K N+1
CMbICIIOM.

B pesynbtate HOBble MHCTannsUuuu Boinycka N+2 6yayT cooTBeTCTBOBaTb AAHHOMY AOKYMEHTY. MHcTannsiumm Beinycka N+1
OyoyT cnefoBaTb MpEXHEMY, He3alWLEHHOMY MOBEAEHUI0, €ClM KOHMUrypauMoHHbIA napameTp ebgp insecure-mode He
OyneT N3MeHEH.
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