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Reclassification of Suite B Documents to Historic Status

AHHOTauus

3710T foKymeHT nepeBoant RFC, oTHOcsWMecs kK Habopy kpuntorpadudeckmx anroputMoB Suite B AreHTCTBa HaLMOHanbHOWM
6esonacHocTn CLUA (NSA'), B cTaTtyc ycTapeBLlunx (Historic) u paccmatpuBaeT npuymnHbl 3TOro. [JOKYMEHT NepeBoauT B YMCIO
ycTapeBLmx nHdopmaumoHHele RFC 5759, 6239, 6318, 6379, 6380, 6403 1 6460. Kpome Toro, B ctatyc Historic nepeBogsatcs
Tpu oTMeHEHHbIX (obsoleted) nHdopmaumoHHbix RFC 4869, 5008 n 5430.

CtaTyc fAOKyMeHTa
[okymeHT He cogepxuT cneundukaumm Internet Standards Track u ny6nukyeTcs ¢ MHpoOpMaLMOHHBIMW LENSIMU.

JokymeHT aBnsetcs pesynbtatom pabotel IETF? u npefdctaBnsieT cornacoBaHHblii B3rmsig coobuectsa IETF. [dokymeHT
npoLwén oTkpbIToe obcyxaeHve 1 6bin ogobpeH ans nybnukaumm IESG®. He Bce aokymeHTbl, ogobpeHHble IESG, npeTeHaytoT
Ha cTaTyc cTtaHaapToB Internet, kak ykasaHo B pasgene 2 B RFC 7841.

MHbopmaumio o TekyLlem ctaTyce AOKYMeHTa, owmbkax n cnocobax o6paTHOM CBSA3N MOXHO HaWTu no cebinke https://www.rfc-
editor.org/info/rfc8423.

ABTOpCKUe npaBa

AsTopckue npasa (Copyright (¢) 2018) npuHagnexat IETF Trust n nuuam, ykasaHHbIM B Ka4eCTBe aBTOPOB AOKyMeHTa. Bce
npasa 3aLluLLeHbI.

K OOKyMEeHTy npvMeHWMbl npaBa U orpaHudeHus, ykasaHHble B BCP 78 u IETF Trust Legal Provisions n oTHocswmecs K
pokymeHTam IETF (http://trustee.ietf.org/license-info), Ha MOMeHT ny6Gnukauum gaHHOro AokyMeHTa. lMpoyTuTe ynoMsiHyTble
AOKYMEHTbl BHMMaTenbHo. ®parMeHTbl MPOrpaMMHOrO Koda, BKIIOYEHHblE B 3TOT [AOKYMEHT, PacnpocTpaHslTcs B
COOTBETCTBMM C YMNpPOLUEHHON nuueH3anen BSD, kak ykazaHo B naparpade 4.e pokymeHta IETF Trust Legal Provisions, 6e3
Kakunx-nnbo rapaHTun (kak ykasaHo B Simplified BSD License).
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1. BeedeHue

Heckonbko RFC 3agaBanu npoduny npoToKonoB 3awuTbl Ans Ucnosnb3oBaHus ¢ kpuntorpadpuen AHB Suite B. Anroputmsl
Suite B Gonbwe He nogaepxuBatotca AHB n web-cTpaHuubl co cneumMdUukaumsmm 3TUX Kpuntorpadnuyeckmx anropuTtMoB
6onblle He JOCTYMHBI.

A WON =

o ~NO O

A none 2015 roga AHB ony6bnukosano Committee for National Security Systems Advisory Memorandum 02-15 B kavecTtBe
nepBoro wara no 3amMeHe anroputmos Suite B anroputmamu Habopa CNSA*. MHdopmaumio 06 3TX anroputMax MOXHO HanTu
B [CNSA].

'United States National Security Agency.

2Internet Engineering Task Force - komuccus no peLueHmnio MHXeHepHbIX 3aaay Internet.

%Internet Engineering Steering Group - KoMUCCUs MO MHXEHEPHBIM paspaboTkam Internet.
“Commercial National Security Algorithm - koMMepYeckuii anropuTM HauMoHasibHo 6e30NacHOCTy.
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dHUuMKnonegusa ceTeBbiX NPOTOKONOB MepeBon RFC 8423
2. ObocHoBaHue

Kak ykasaHo B [CNSA], AHB nepexoaut ¢ anroputmoB Suite B k anroputmam CNSA. B pesynbtate npodunu npoToKoros
3awuTbl Ans anroputMmoB Suite B B AanbHenwem NpeacTaBnsioT NULLb MCTOPUYECKUIA UHTEPEC.

3. RFC, omHocsiwyuecs K Suite B

B nHTepsane ¢ 2007 r. no 2012 r. 66ino onybnukoBaHO HeCKonbko oTHocsAwwmxcs kK Suite B gokymeHtoB RFC ¢ npodunamum
NPOTOKOSOB 3aLLMThbl, MCMOMb3YOLWUX anroputMbl Suite B. 3Tn AOKYMeHTbI NepeyncrieHbl HUXe.

- [RFC4869], "Suite B Cryptographic Suites for IPsec" (otmeHeH RFC 6379).

- [RFC5008], "Suite B in Secure/Multipurpose Internet Mail Extensions (S/MIME)" (otmeHeH RFC 6318).
- [RFC5430], "Suite B Profile for Transport Layer Security (TLS)" (otmeHeH RFC 6460).

- [RFC5759], "Suite B Certificate and Certificate Revocation List (CRL) Profile".

- [RFC6239], "Suite B Cryptographic Suites for Secure Shell (SSH)".

- [RFC6318], "Suite B in Secure/Multipurpose Internet Mail Extensions (S/MIME)".

- [RFC6379], "Suite B Cryptographic Suites for IPsec".

- [RFC6380], "Suite B Profile for Internet Protocol Security (IPsec)".

- [RFC6403], "Suite B Profile of Certificate Management over CMS".

- [RFC6460], "Suite B Profile for Transport Layer Security (TLS)".

4. [lokymeHmblI, ccbinnaroujuecsi Ha cesizaHHble ¢ Suite B RFC

3™ RFC HeodHOKpaTHO CCbINalTCA OAWMH Ha Apyroi. TakMe NepekpecTHble CCbiNku fdarnee B 9TOM [JOKYMEHTe He
paccMaTpusaloTcs.

B ppyrux RFC Takke mMeloTcsi ccbinky Ha cBsA3aHHble ¢ Suite B RFC, 3T ccbinkn paccmaTtpuBaloTcs B CreayoLmx
naparpacax.

4.1. okymeHTbI co ccbinkamu Ha RFC 4869
B ogHom RFC umeeTcs cebinka Ha RFC 4869 [RFC4869].

RFC 6071, "IP Security (IPsec) and Internet Key Exchange (IKE) Document Roadmap" [RFC6071] yka3biBaeT, 4to RFC 4869
nobaenseT 4 npegonpenenénHbIxX Wmdgpa Ha ocHoBe cneuundmkaumii Suite B:

- wwndp IKE/ESP "Suite-B-GCM-128";
- wwndp IKE/ESP "Suite-B-GCM-256";
- wudp IKE/ESP "Suite-B-GMAC-128";
- wundpp IKE/ESP "Suite-B-GMAC-256".

B kaxgom cnydae aTu wndppbl MCNOMb3YIOT anroputMmbl, onpedenénHole B apyrux RFC. Ecnu peanusauums npogorpkaet
MCMNonb3oBaTb MMeHa 3TUX WM pPOoB, Kaknx-nnbo npobnem B3aMmogencTens nnm 6e3onacHoOCT! He BO3HMKaET.

4.2. [lokyMmeHTbI co ccbirikamu Ha RFC 5759
B ogHom RFC umeetcs cebinka Ha RFC 5759 [RFC5759].

RFC 6187, "X.509v3 Certificates for Secure Shell Authentication” [RFC6187] ykasbiBaet, 4to RFC 5759 cogepxwut
[OMNOnHUTEnNbHblE PEKOMEeHZaLmMKn AN Ucrnonb3osaHusa knodein ECDSA' ¢ Suite B.

4.3. IoKyMeHTbI €O ccbifikamu Ha RFC 6379
B ogHom RFC umeetcs cebinka Ha RFC 6379 [RFC6379].

RFC 7321, "Cryptographic Algorithm Implementation Requirements and Usage Guidance for Encapsulating Security Payload
(ESP) and Authentication Header (AH)" [RFC7321] ykasbiBaeT, 4yto anroputM AES-GCM ucnonb3yetcsa B Suite B n aToT
anropuTtM cTan NpeanovYTUTENbHBIM METOAOM ayTeHTudmumpoBaHHoro wndposaHusa B IPsec. RFC 7321 6bin otMeHeH RFC
8221.

4.4. lokyMeHTbl co ccbinkamu Ha RFC 6403
B aByx RFC umetotca cebinkun Ha RFC 6403 [RFC6403].

RFC 6402, "Certificate Management over CMS (CMC) Updates" [RFC6402] ykasbiBaeT, 4To paspaboTka npocpuna ans Suite B
nokasana Heobxo4MMOCTb BHECEHHbIX 3TUM JOKYMEHTOM OOHOBMEHUN.

RFC 7030, "Enroliment over Secure Transport" [RFC7030] yka3biBaeT, 4to cueHapumn un3 MNpunoxeHna k RFC 6403 oyeHb
NOXO0XXWN Ha TPU ONUCaHHbIX CUeHapu4a.

4.5. [lokyMeHTbI co ccbinnkamu Ha RFC 6460
B oByx RFC nmetotca cebinkn Ha RFC 6460 [RFC6460].

'Elliptic Curve Digital Signature Algorithm - anroputm L1MdPOBOI NOANUCK HA OCHOBE ANSIUMNTUYECKON KPUBOIA.
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MepeBon RFC 8423 SHUMKNoneana ceTeBbIX MPOTOKONOB
RFC 6605, "Elliptic Curve Digital Signature Algorithm (DSA) for DNSSEC" [RFC6605] 3asBnsetr o KONMpoBaHWM 4acTu
maTtepmana u3 RFC 6460. Cratyc Standards Track ana RFC 6605 He meHsieTca B pesynbrate nepesoga RFC 6460 B
cocTosiHne Historic.

RFC 7525, "Recommendations for Secure Use of Transport Layer Security (TLS) and Datagram Transport Layer Security
(DTLS)" [RFC7525] otmeyaeT, 4to npocunb Suite B gna TLS 1.2 ucnonb3yeT pasHble windpoHabopsl.

RFC 8253, "PCEPS: Usage of TLS to Provide a Secure Transport for the Path Computation Element Communication Protocol
(PCEP)" [RFC8253] ykasbiBaeT Ha RFC 6460 gns wndpoHabopos TLS_ECDHE_ECDSA_WITH_AES_ 128 _GCM_SHA256 u
TLS_ECDHE_ECDSA WITH_AES 256 _GCM_SHA384. O6a a3t wwudpoHabopa onpegeneHol B [RFC5289], Ha koTOpbIN
6bino 6bl nyywe cocnatbes. Ctatyc Standards Track ans RFC 8253 He meHsieTcs B pesynbTtate nepesoga RFC 6460 B
cocTosiHune Historic.

5. BnusiHue nepeeoda cesi3aHHbIx ¢ Suite B RFC e cmamyc Historic

He BO3HMKaEeT kakmx-nmbo npobnem B3anmogencTemsa unu 6e3onacHocTu B pesynbTate nepeBoaa cBsidaHHbIX ¢ Suite B RFC B
ctatyc Historic. Kak ykasaHo B pasgene 4, HM OOWH M3 nepeBedéHHbIX B uncno yctapeBwnx RFC He comepxuT siBHOW
cneumdukauumn kpuntorpadmyeckoro anroputmMa unu naeHtTudmkaTopa KpunToanropuTma.

6. Bzaumoodeticmeue c IANA
[lokymeHT He TpebyeT gencTteuii co cTopoHbl IANA.

7. Bonpocbl 6e3onacHocmu
He Bo3HuKaeT Kaknx-nmbo npobnem B3avMmoaencTensa nnm 6esonacHocTu B pesyrnbTaTe nepesoaa cBasaHHbIX ¢ Suite B RFC B
cratyc Historic.

AHB oTka3bliBaeTcsi OT HEKOTOPbIX KpunTorpacuyecknx anropuTMOB M pa3MepoB KIHOYERn, KoTopble ObinyM MUCNonb3oBaHbl B
npodunsax Suite B.

8. Jlumepamypa

8.1. HopmaTuBHbIE AOKYMEHTbI
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[RFC5008] Housley, R. and J. Solinas, "Suite B in Secure/Multipurpose Internet Mail Extensions (S/MIME)", RFC 5008, DOI
10.17487/RFC5008, September 2007, <https://www.rfc-editor.org/info/rfc5008>.
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10.17487/RFC6403, November 2011, <https://www.rfc-editor.org/info/rfc6403>.

[RFC6460] Salter, M. and R. Housley, "Suite B Profile for Transport Layer Security (TLS)", RFC 6460, DOI
10.17487/RFC6460, January 2012, <https://www.rfc-editor.org/info/rfc6460>.
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[CNSA] National  Security = Agency, "Commercial National Security Algorithm  Suite", August 2015,
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6071, DOI 10.17487/RFC6071, February 2011, <https://www.rfc-editor.org/info/rfc6071>.

[RFC6187] Igoe, K. and D. Stebila, "X.509v3 Certificates for Secure Shell Authentication”, RFC 6187, DOI 10.17487/RFC6187,
March 2011, <https://www.rfc-editor.org/info/rfc6187>.

[RFC6402] Schaad, J., "Certificate Management over CMS (CMC) Updates", RFC 6402, DOI 10.17487/RFC6402, November
2011, <https://www.rfc-editor.org/info/rfc6402>.
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August 2014, <https://www.rfc-editor.org/info/rfc7321>.

[RFC7525] Sheffer, Y., Holz, R., and P. Saint-Andre, "Recommendations for Secure Use of Transport Layer Security (TLS)
and Datagram Transport Layer Security (DTLS)", BCP 195, RFC 7525, DOI 10.17487/RFC7525, May 2015,
<https://www.rfc-editor.org/info/rfc7525>.
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the Path Computation Element Communication Protocol (PCEP)", RFC 8253, DOI 10.17487/RFC8253, October
2017, <https://www.rfc-editor.org/info/rfc8253>.
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