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Asbik P4 npegHasHayeH AN BbipaXeHus cnocoboB 06paboTkM NakeToB MIOCKOCTbI AaHHbLIX NMPOrpaMMupyeMbiX YCTPONCTB
nepecbinku. lMporpammbl P4 3apaloT noBedeHUE W CBA3WM MeEXAY pasfuyHbiMK MporpammMupyeMbiMi OriokaMu LieneBown
apXUTEKTYpbl. ApPXUTEKTYpa NepeHoCUMbIX kKoMmyTaTopoB (PSA') - 3To apxuTekTypa Lenesoi NnaTgopMbl, OnuckIBatoLLas
o6LWme BO3MOXHOCTWM YCTPOMCTB CETEBOW KOMMYyTauuu, obpabaTtbiBaloux U MNepechinarlwmx naketbl 4Yepe3 MHOXECTBO
MHTEePENCHBIX NOPTOB.
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1. Modenb uernesoli apxumeKkmypbl

PSA pnsa sasbika P44 siBNsSieTCs aHanorom craHgapTHou 6ubnuoTteku ans sisblka nporpammupoBaHus C. PSA onpepensiet
O1bnMoTeky TMNOB, BHELLHME 3nemMeHTbl P44 (extern) anst 4acto Mcnonb3dyemMbix OyHKUMIA (TAaKUX Kak CYETUMKA, U3MEPUTENM U
perucTphl), a Takke Habop nyTel nakeToB (packet path), no3sonsiowme cosgasaTte nporpammel P4 Anst ynpaeneHust noTokamu
NnakeToB B KOMMYyTaTOpe C MHOXECTBOM NMOPTOB (Hanpumep, HECKONMbKUMK aecsiTkamy noptoB Ethernet). MNprBeaéHHble 3gecb
API n pekomeHgaumy no3sonsitoT pa3paboTyunkam co3gaBaTh nporpammbl P4, nepeHocMMble MeXay pasHbIMU YyCTPOMCTBaMMU,
cooTBeTCTBYyOWMUMN PSA.

XoTa HekoTopble YacTn PSA cneuudmyHbl ansg kommyTaTtopoB n apxutektypa Portable NIC Architecture (ecnun takasa 6yger
pa3paboTaHa) OyaeT cyLecTBEHHO OTnM4YaTbeca oT PSA B 9TMX 4acTax, NpeanonaraeTcsi, YTo onpeaenéHHble 30eChb BHELHME
3NEMEHTbI MOXHO OyAeT NPUMEHSITb B pa3HON apxutektype P4 .

Mogens PSA Bkntovaet 6 nporpammupyembix 6nokoB P4 n 2 dukcmpoBaHHbIX OyHKUMOHaNbHbLIX Groka, Kak nokasaHo Ha
pvicyHke 1. MoBedeHWe nporpamMmMupyemMblx GriokoB 3apaétcsa Ha asbike P4. Briokn PRE' n BQE? 3aBucAT oT nnatdopmbl U
MOryT HacTpamnBaTbCs Ha BbINOMHEHWE hMKCpoBaHHOTO Habopa onepauui.

Packet Buffer
Parser [—»| Ingress [—»| Deparser [—»| Bufferand Egress Deparser —{ Queueing
Replication Engine.

PucyHok 1. KoHeeliep kommymamopa PSA.
Bxoaswme nakeTbl aHanM3WpylTCA M MPOBEPSTCA Ha NPUrodHOCTb, @ 3aTeM MepefalrTcs BO BXOAHOW koHBeriep CL,
(conoctaBnenue-gericteue, match-action), NpuHMMalOWM pelleHne O fanbHelrlemMm MyTu naketoB. BxogHonm cHoplyuk
(deparser) P4 3apaét comepxumoe naketa, oTnpaBrnsiemMoe B Oydep, M conpoBoOXpalolue nakeT MeTagaHHble. [Mocne
BXO/ZIHOrO KOHBenepa nakeT MOXeT ObiTb pennuuupoBaH (T. €. co3aaHbl KOMUU ANsi HECKONbKUX BbIXOAHbIX MOPTOB), @ 3aTem
coxpaHeH B bydepe.

[ns kaxporo BbIXOAHOIO NMopTa NakeT NPOXOAUT Yepe3 BbIXOAHOW aHanusaTop u koHeeirep C[ nepen Tem, kak 6yaeT cobpaH
3aHOBO Y NMOMELLEH B 0Mepelib Ha BbIXOAE U3 KOHBelepa.

'Packet buffer and Replication Engine - mawuHa 6yghepusayuu U penukayuu nakemoa.
2Buffer Queuing Engine - mawuHa o4epedell.
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ApxuTtekTypa nepeHocUMbIX KOMmyTaTopoB P4_16 SHuUuKNoneaus ceTeBbIX NPOTOKONOB
PaspaboTunk nporpammel agna PSA gomkeH onpeaenvTe 06bekTbl B NporpammupyemMbix 6nokax P4, koTopble COOTBETCTBYOT
onpepeneHHoiM Huxe API (5. Mporpammupyemble 6noku). Ong BXOOHbIX U BbIXOAHbIX A@HHbBIX MpOrpaMMupyemblix 6rmokoB
NPUMEHSIIOTCA WabnoHbl 3aA4aHHbIX B MporpaMMe 3arofioBKOB M MeTafaHHblX. [locne onpepenenus 6 nporpaMMupyembix
6nokoB nporpamma P4 ansa apxutektypbl PSA co3gaéT ocHOBHOM 0ObeKT (MakeT, package) ¢ nporpammMupyeMbiMu Orokamu B
KavecTBe aprymeHToB (CM. Hanpumep, 7.3. Bnok pennukaummn nakeTos).

Ons ynydweHna nepeHoCMMOCTU NporpamMmmbl P4 cnenyet BbINOJIHATD npUBEAEHHbIE HMXE pekoMeHaaLnn:

- He uCcnosfb3oBaTb HEONpenenéHHbIX 3Ha4YeHun, KoTopble MOryT BIUATb Ha BbIXOAHble MNakeTbl WA OKa3blBaTb
nobo4Hoe BNUSIHME HA CHETUUKM, n3mepuTenun Unmn perncTpbl,

- Mcnonb3oBaTb Kak MOXHO MeEHbLle pecypCoB, TakKMX KakK pasmep Kno4enm noucka, pasMep MacCUBOB, o6bem
CBA3aHHbIX C NakeToM MeTagaHHbIX U T. .

B atom pokymeHTe npuBefeHbl parMeHTbl HECKOMbKMX nporpamm P4, mcnonb3yowmx BKhoYaembin dann psa.pd u
AEMOHCTPUPYOLLNX BO3MOXHOCTM PSA. MicxoaHbIn KOA 3TUX Nporpamm AOCTYNeH B Peno3nTopun, CoAepXallueMm opuumnanbHyo
crneumdukauuio.

2. CocnaweHust o6 umeHax

B foKyMeHTe ucrnonb3yeTcs psia NPUBEAEHHBIX HUXKEe cornalleHnin 06 MMeHOBaHUN OO HLEKTOB.
- WmeHa TvnoB ncnonbaytoT «cTunb Bepbnioga» (CamelCase) n cydpdukc _t, Hanpumep, Portld_t.

- Tunbl anemeHTOB ynpaeneHusi (control) n BHelwHUx o6bekToB (extern) nmeHytotca B ctune CamelCase, Hanpumep,
IngressParser.

- CTpyKTypHble TUMbl UMEHYIOTCA C UCMOMb30BaHNEM CUMBOMOB HWXHErO perncTpa, pasgenutenen _ un cyddukca _t,
Hanpumep, psa_ingress_input_metadata_t.

- WmeHa gencrtBuii, BHELWHUX METOAOB M (PYHKUMI, 3arofioBKOB, CTPYKTYP W 9K3EMMIMSPOB 3MEMEHTOB YynpaBneHus
HaYMHAaKTCHA C CUMBOMA HUXHEro perncTpa n UCnomnb3yloT pasgennuteny cnos _, Hanpumep, send_to_port.

- [Mepeuncnsiemble aneMeHTbl, ONpeaeneHns KOHCTaHT U KOHCTaHTbl #define UMeHytoTCcs ¢ MCNoNb3oBaHWEM CUMBOJOB
BEPXHEro peructpa v pasgenutenei _, Hanpumep, PSA_PORT_CPU.

NS 3aBUCMMBIX OT apXUTEKTYPbl MeTadaHHbIX (Hanpumep, CTPYKTYp) ucnonbayeTcs npedmke psa_.

3. lNlymu nakemoe
Ha pucyHke 2 nokasaHbl BCe BO3MOXHbIE MYyTWN ANA NakeToB, KOTOPble AOMMKHA Noaaepxueath peanusauusa PSA. Kpome Toro,
peanu3aunsa MOXeT NnoaaepXvBaTtb AONOMHUTENbHbIE MYTW, HE ONUCaHHbIE 34eCh.

NFP
—
NFCPU,
Ingress | ot jngress
Parser

RESUBMIT

NU,

NTP
AL
Packet Egress Egress | NTCPU
> » | NTEPY,
Buffer Parser Egress Deparser ,1

Ingress
Deparser

CE2E

PucyHok 2. lMymu nakemoe e PSA.
B tabnuue 1 onucaHbl COKpalleHWs, MpUMeHseMble Ha puUCyHKe 2. Mexay MCTOYHMKOM M noryyatenem nakera Moxet
pasmMeLLaTbCa OAMH NN HECKOMbKO annapaTHbIX, MPOrpaMMHbIX UMW apXUTEKTYPHbIX KOMMOHEHTOB PSA. Hanpumep, 06bI4HbIN
rpynnoBOW NakeT NPOXOAMT Yepe3 6ok pennuvkaumm (06bI4HO Takke Bydep NakeToB) MeXay BbIXOAOM M3 BXOLHOMO cbopLuymka
M BXOAOM B BbIXOAHOMW aHanmusaTop. B Tabnuue ykasaHbl Takke nporpaMMupyeMble KOMMOHEHTbl apXWUTEKTYpbl, Crlyxalime
MCTOYHMKaMM 1 nony4vaTensammn Ha nyTn nakeTos.

Tabnuya 1. ImeHosaHue nymetl nakemos 8 KOMMymamope.

O603Ha4yeHue OnucaHue UcmoyHuk TMonyyamens

NFP OGbIYHBIV NakeT 13 nopTa MopT BxogHon aHanusaTop

NFCPU MakeTt 13 nopta CPU Mopt CPU BxoagHown aHanusaTop

NU OObIYHbIV MHOVBMAYANbHbIVA NAKeT U3 BXOAHOro BxogHowm cbopLumk BbixogHon aHanusaTtop
KOHBeKrepa B BbIXOQHOW

NM OOGbIYHbIV PEMMUUMPOBaHHbIV rPyNnoBoi nakeT BbixogHon cboplumk ¢ BbixogHom aHanusaTtop
N3 BXOQHOro KOHBEenepa B BbIXOOHOW nomotlbto PRE (BO3MOXHO HECKOINBKO KOMUiA)

NTP OOGbIYHbIV NakeT B NOPT BbixogHoi cbopLimk MopTt

NTCPU OOGbIYHbIV nakeT B nopT CPU BbixogHol cbopLimk Mopt CPU

RESUB lMoBTOPHO NpeAcTaBneHHbIN NakeT BxogHon cbopLymk BxogHow aHanu3aTop

CI2E KnoH nakeTa 13 BXogHOro KoHBeliepa B BxogHon c6opLumk BbixogHoM aHanu3aTop
BbIXOQHOWN

RECIRC PeuLmpkynMpoBaHHbIN nakeT BbixogHou coopLumk BxogHon aHanusaTop

CE2E KroH 13 BbIXOAHOIO KOHBENEepa B HETO Xe BbixogHom cbopLimk BbixogHoOM aHanu3aTop

B Tabnuue 2 nokasaHbl pe3ynbTaTbl OAHOKpaTHOW 0OpaboTkM nakeTa BO BXOOAHOM MWNW  BbIXOOAHOM KOHBeWepe.
PaccmaTtpuBatoTcst Te e nyTu, 4To U B Tabnuue 1, HO OHWM CrpynnMpoBaHbl MO criedylowemy atany obpaboTtku (ctonbel
«[anbHenwasn obpaboTtka).
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SQHUMKINIoneausi ceTeBbIX NPOTOKONOB ApxuTekTypa nepeHOCUMbIX KoOMmyTaTopoB P4_16
Ta6nuya 2. Peaynsmamsi 00HOKpamHol o6pabomku nakemog 80 8XOOHOM U 8bIXOOHOM KOHeelepe.

O603HavyeHue OnucaHue HanbHelwas Pesynbmupyroujue nakemsoi
obpabomka

NFP OOGbIYHbIV NakeT U3 nopTta He 6onee 1 naketa CI2E, nntoc He

NFCPU MakeT 13 nopta CPU 6onee 1 naketa RESUB, NU unn NM.

BxoagHow koHBenep

RESUB [MoBTOpPHO NpeacTaBneHHbIN NakeT Cwm. naparpad 6.2. NoBeaeHne nakeToB
RECIRC PeLmpkynMpoBaHHbI NakeT no 3aBepLUeHn BXOOQHOM 06paboTKu.
NU OO6bIYHbIM UHAMBMAYANbHbLIA NAKeT U3 BXOAHOTO He 6onee 1 naketa CE2E, nntoc He
KOHBeWepa B BbIXOOHOWM 6onee 1 naketa RECIRC, NTP wunu
NM OBGbIYHbIV pennUUMPOBaHHbLIN rPYNNOBOW NakeT NTCPU. Cm. naparpac 6.5. NoeeaeHne
13 BXOAHOrO KOHBEeNepa B BbIXOAHON BbIxoaHOM KOHBEVEp NakeToB MO 3aBEPLUEHWM BbIXOLHON
CI2E KnoH nakeTta n3 BXOAHOro KOHBeNepa B o6paboTku.
BbIXOQHOMN
CE2E KroH 13 BbIXOAHOIO KOHBENEpPa B HETO e
NTP OOGbIYHbIV NakeT B NOpT YCTpOonCTBO Ha OnpegenseTcs opyrum YCTPONCTBOM
OpYyrov CTOpoHe
NTCPU OGbIYyHbIN NakeT B nopT CPU CPU Onpepensietcs CPU

B PSA vmetoTcsl nons MeTafaHHbIX, No3BossioLlme nporpammam P4 ykasaTb NyTb, N0 KOTOPOMY MPOXOAMT KaXabli NakeT, 1
CreayroLmin aneMeHT ynpaBneHus 4ns Kaxaoro naketa (cMm. pasgen 6. OnucaHve nyTten nakeTos).

[nsi BbIXOOHbIX MaKeToB BbIGOp OAHOrO M3 BbIXOAHLIX NopToB, nopta CPU wunu nopta peumpkynsiuMu BbINOMHSAETCH
HernocpeAcTBEHHO NpeaLlecTByOWMM 3TanoM obpaboTtkm (BxogHomn koHBenep ans NU, NM un CI2E, BbixogHOM koHBeWep Ans
CEZ2E). Mpu BbixogHoi o6paboTke MOXeT ObiTb NPUHATO pelleHne o6 oTOpacbiBaHUM MakeTa BMECTO ero nepegayu B
BblOpaHHbLI paHee MNopT, HO HEBO3MOXHO M3MEHUTb BbIXOAHOW nopT. BeiGop BbixogHOro noprta (Mnu nopToB) O6LIYHO
npoucxoauT BO BXOOHOM KOHBenepe nporpammbl P4. EAMHCTBEHHBIM UCKMIOYEHNEM ABRSeTCs BbIOOp BbIXOQHOro noprta Ans
knoHoB CE2E, cosgaBaembix HEMNOCPEACTBEHHO MpeaLWecTBYWNM 3Tanom obpaboTtku. [MpuuMHbI 3TOrO  WUCKMYEHMUS
paccmoTpeHbl B npunoxeHnn D.2. HenameHHOCTb BBIXOAHOMO NopTa B NpoLecce BbiXxogHOM 06paboTku.

OOMHOYHBIN MakeT, NonyyYyeHHbIM cucTemon PSA 13 noprta, MoXeT GbiTb OTGPOLIEH WM NepeaaH B OOMH UMM HECKONbKO
BbIXOZHbIX MOPTOB B COOTBETCTBMM C MNporpammoit P4. Hanmpumep, nporpamma P4 MoxeT 3afjaBaTb AN OTAENbHOMO
NoJy4YeHHOro NakeTa Habop OMUCaHHbIX HKE AEUCTBUN.

- McxogHbin nakeT npuHumaeTtcsa kak NFP yepes nopT 2. BxogHasi o6paboTka co3gaét knoH CI2E, agpecoBaHHbI B
nopt CPU (konuss 1), wn rpynnoBo naket NM pgna multicast-rpynnbl 18, koTopas HacTpoeHa B
PacketReplicationEngine Ha co3gaHne «konui pgna  nopta 5 (konms  2) M nopTa  peuuvpkynauum
PSA_PORT_RECIRCULATE (konusa 3).

- [ng konuwn 1 BeINONHsETCS BbixogHas obpaboTka ¢ nepegaden naketa no nytu NTCPU B nopt CPU.

- [ns konuu 2 BbiNonHsieTcs BbixogHast obpaboTka, kotopasa co3gaét knoH CE2E ans noprta 8 (konua 4) u nepenaét
naket NTP B nopT 5.

- [ng konun 3 BeINONHsETCH BbixogHas obpaboTka, koTopas BosspalwiaeT RECIRC obpaTtHo Ha Bxog (korusa 5).
- [ns xonuu 4 BbINONHAETCA BbiIxogHast 0bpaboTka, nepenatowan naket NTP B nopt 8.

- [ns konuu 5 BbiNonHseTca BxogHas obpaboTka, nepeaatowas naket NU, HanpaBneHHbI B nopT 1 (konust 6).
- [ng konuwn 6 BbINONHsIETCS BbixogHas 0bpaboTka, koTopas oTbpackiBaeT nakeT BMECTO nepegaym B nopt 1.

MpenctaBneHHble Bblle AEWCTBUS SABMSIOTCS MPOCTO NPUMEPOM, KOTOPbIA MOXeT ObiTb peanusoBaH nporpammon P4. He
0653aTenbLHO MCNoNb30BaTh BCe AOCTYMHbIE MyTW NakeToB. Hymepauus konvi Bbile NpMBEAEHA NWLb ANs TOro, Ytobbl KX
pasnuyaTb B npumepe. MopTbl B NpMMepe Takke yka3aHbl Npou3BofibHO. Peanu3aums PSA MOXET BbIMOMNHATE yKa3aHHble
BhILLIE LIArM B pa3HOM Mopsiake.

B PSA HeT 06si3aTenbHOro MexaHuama ansi npeoTBpalleHusi co34aHus U3 O4HOro NMPUHSTOTO MakeTa MHOXECTBa MaKkeTos,
nopoxaaroLmnx 6ecKoHeUHy peLmpKynsaumio, NOBTOPHOE npeacTaBneHne unu knoHmposaHne CE2E. Takoe noBeaeHMe MOXHO
npenoTBpaTUTb TecTupoBaHMeM nporpamm P4 wu/wnn BknodeHunem B nporpammy P4 meTagaHHbIX «BPEMEHM XKU3HUY,
nepeagaBaeMbIX C KONUAMK nNakeToB NnogobHo nonto TTL B 3aronoskax IPv4.

Peanusauus PSA moxeT oTbpackiBaTb npeacTaBneHHble NMOBTOPHO M peuupKynupylowme naketbl, a Takke knoHsl CE2E no
OOCTWXKEHUN 3a1aHHOTO €10 Yncrna Konuin ucxogHoro naketa. B Takux cnyvyasx peanu3auun crnegyeT NoAAepXnBaTb CHETYMKM
nakeToB, OTOPOLUEHHbIX MO 3TOW MPUYMHE, U XenaTenbHO 3anucbiBaTh TY UMW UHYIO OTNAA0YHYI0 MHPOPMALIMIO O HECKOSbKMX
(Bo3MOXHO 1) NepBbIX NakeTax, OTOPOLUEHHbIX MO 3TON NPUYMHE.

4. Tunbl aHHbIX PSA

4.1. OnpepeneHus Tunos PSA

Kaxpas peann3aumna PSA nmeeTt KOHerTHbIVI pa3mMmep B outax AnAa OnNUCaHHbIX HWXXe TUMOB B MJTOCKOCTU OaHHbIX. 3HayeHus
pasmepa onpegendalTca BO BKOYaemMoM cbanne psa.pd4 Ang KOHKpeTHow nnatdopmebl. [peanonaraetcd, 4To B pasHbIX
peanusaunsax PSA MOryT NpUMEHSITbCA pasHble pasmepsb’.

Ona kaxgoro us aTux TUNoB uMHTepdeinc P4 Runtime API? moxeT Mcnonb3oBaTb He3aBUCUMbIE OT NnaTdopMbl pasmeps,
KoTopble onpegenstoTca cneundukaumen P4 Runtime API, ogHako npegnonaraetcsi, YTO 3T pa3mepbl 6yayT He MeHblue
cooTBeTcTBylOLWMX TMNOB InHeader_t, nepeuncneHHbix Hxe, 4ToObl X MOXHO BbINo NpuMeHsiTb ¢ nbor nnatcdopmoii. Bee
peanusaumn PSA gomkHbl NPUMEHSTb B MAOCKOCTU AaHHbIX pa3Mepbl TUMOB, HE MpeBblllaoLlLe COOTBETCTBYHOLWMIA pasmep
onpegenéxHbix InHeader_t Tunos.

'Mpednonazaemcs, Ymo ekmoyaembie ¢alinbl psa.p4 Onsi pasHbix naamgopm 6ydym e 0CHOBHOM OX0XU 00UH Ha Opyaoll. Kpome pasnuduli
8 pasmepax 0na munoe PSA oxudaromcs pasnuyusi 8 aHHomauyusix briokoe extern u m. ., noasonswouwue komnunsamopy P4 dna nnamgopmebi
8bIMOMHUMb Cc80t0 pabomy.

2P4 Runtime API onpedensiemcs kak ¢halin Google Protocol Buffer (protobuf) .proto, onucaHue komopo2o docmyrHo o CChlike.
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/* B ompepeneHusix npuMmeHsiercst typedef, a He type, NO3TOMy OHM NPOCTO
BamanT ApyrMe MMeHa Insi Tuna bit<W> c kxoHkpeTHmM BHaueHmeM W.

B oTiMuMe OT NPMBEAEHHBIX HUXKE OINpefiesleHuMi type, BHaueHUsi, OOGBABIEHHEBE
c mMeHamm TunoB typedef MoXHO CBOGOIHO NepeMelMBATE B BHPAaXeHMUSIX Kak
M OpyTMe BHadYeHMusi, OOBsABJIeHHEEe C TunoM bit<W>. [IpuBenéHHIIEe HMXe

MMeHa C type HeJb3s CBOGONHO NEepeMEeNMBAaTH, €CIM OHM He OmuIM CHadana
IPMBEZEHH K COOTBeTCTByWmeMy Tuny typedef. Xors sTo MoxeT okaBaTkcst
Heyno6HIM npu paboTe c apubMeTHMUECKMMM BHPaXEHMUSIMM, TaKOM IONXOXR
IIOBBOJIIET OTMETMTE BCE BHAYEHMSI TMIOB type B cCoBmaBaeMOM aBTOMaTUYECKM
API mJIOCKOCTM YNpPaBJICHMUS.

* % ok ok % ok Ok Ok F F *

OrmeruM, uro pasMep typedef <name>Uint t mBcergma coemagaer c pasmepom
* type <name> t. */

typedef bit<unspecified> PortIdUint_t;

typedef bit<unspecified> MulticastGroupUint_t;

typedef bit<unspecified> CloneSessionIdUint_t;

typedef bit<unspecified> ClassOfServiceUint_t;

typedef bit<unspecified> PacketLengthUint t;

typedef bit<unspecified> EgressInstanceUint_t;

typedef bit<unspecified> TimestampUint_t;

@p4runtime_translation("p4.org/psa/vl/Portld t", 32)

type PortIdUint t Portld t;
@p4runtime_translation("p4.org/psa/vl/MulticastGroup_t", 32)
type MulticastGroupUint_ t MulticastGroup_t;
@p4runtime_translation("p4.org/psa/vl/CloneSessionld t", 16)
type CloneSessionIdUint_t CloneSessionId _t;

@p4runtime translation("p4.org/psa/vl/ClassOfService t", 8)
type ClassOfServiceUint t ClassOfService_t;
@p4runtime_translation("p4.org/psa/vl/PacketLength t", 16)
type PacketLengthUint t PacketLength_t;
@p4runtime_translation("p4.org/psa/vl/EgressInstance_t", 16)
type EgressInstanceUint_t EgressInstance_t;
@p4runtime_translation("p4.org/psa/vl/Timestamp_t", 64)

type TimestampUint t Timestamp t;

typedef error ParserError_t;

const PortId t PSA PORT RECIRCULATE = (PortId t) unspecified;

const PortId t PSA PORT CPU = (PortId t) unspecified;

const CloneSessionId t PSA CLONE SESSION TO CPU = (CloneSessiontId t) unspecified;
/* lpumeuanme. Bce Tunm c InHeader B uMMeHax NpefHAaBSHAYEHH JMUUE IJISI BHAYEHMUNA
COOTBETCTBYKIMX TUIIOB B BarojIOBKax [IaKeTOB MexXAy yCTpoMcTBOM PSA m cepBepoM
P4Runtime, KoOTOpPHNI ynpaBisieT MM.

*

YxasaHHIE 3IeCk pasSMepH NOJIKHEH OHTE He MEHblle, YeM 6ymeT NpPMMEHSTH
AJNsT ®TOro TUna Jw6oe u3 ycTpoicTB PSA. TakmMM o6paBoOM 3TM THUIIE MOTYT
OHITE IIOJIESHH MJIsI ONPEeNeJIeHMsI NaKeTOEB, NepefaBaeMHX ycTpoucTsoM PSA
HanpsiMyo OPYI'MM YCTPOMCTBaM 6e3 npoxoxpaeHuss depes cepBep P4Runtime
(HanpuMep, NpM OTNpPaBKe IIaKeTOB KOHTPOJJIEPY MIM CHUCTeMe c6opa HaHHBIX
Ha CKOPOCTsSX, MNpPEeBHIalIMX BOSMOXHOCTM cepBepa P4Runtime). B Takmux
cnydyasix He TpebyeTcsi aBTOMaTMYECKOI'O npeobpasoBaHMSI BTUX TUIIOB
IUIOCKOCTBI HNaHHHX PSA kak npmu nepepave cepeepy P4Runtime. Bce Takxme
npeobpasoBaHmusl CleAyeT BKIKOYATE B nporpammy P4.

Bce paBMepH [OJXHEH OHTL KpaTHH 8, uTO6H j06oe IMONMHOXECTBO 3THX IIONen
MOXHO OBUIO MCHONBBOBATEL B ONHOM ONpefejleHMM BarojoBka P4 gmaxe B cnydasix,
Korgma peammsaumm P4 TpeByloT OT cofepXallerc NOojsl BarojloBKa KpaTHEN 8
6uramM pasMep. */

/* Npuumus ucnonbsoBauust typedef ommcanm Brmre. */

* Ok % ok ok Ok ok Ok O F 3k % ¥ F F *

typedef bit<32> PortIdInHeaderUint t;

typedef bit<32> MulticastGroupInHeaderUint_t;
typedef bit<16> CloneSessionIdInHeaderUint t;
typedef bit<8> ClassOfServiceInHeaderUint t;
typedef bit<16> PacketLengthInHeaderUint_t;
typedef bit<16> EgressInstanceInHeaderUint_t;
typedef bit<64> TimestampInHeaderUint_t;

@p4runtime_translation("p4.org/psa/vl/PortIdInHeader_t", 32)

type PortIdInHeaderUint t PortIdInHeader_t;
@p4runtime_translation("p4.org/psa/vl/MulticastGroupInHeader_ t", 32)
type MulticastGroupInHeaderUint t MulticastGroupInHeader_ t;
@p4runtime_translation("p4.org/psa/vl/CloneSessionIdInHeader_t", 16)
type CloneSessionIdInHeaderUint_t CloneSessionIdInHeader_ t;
@p4runtime_translation("p4.org/psa/vl/ClassOfServiceInHeader t", 8)
type ClassOfServiceInHeaderUint_t ClassOfServiceInHeader_ t;
@p4runtime translation("p4.org/psa/vl/PacketLengthInHeader t", 16)

type PacketLengthInHeaderUint t PacketLengthInHeader_ t;
@p4runtime_translation("p4.org/psa/vl/EgressInstanceInHeader_t", 16)
type EgressInstanceInHeaderUint_t EgressInstanceInHeader_t;
@p4runtime_translation("p4.org/psa/vl/TimestampInHeader t", 64)
type TimestampInHeaderUint t TimestampInHeader_t;
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4.2. NoppepxnBaemblie PSA TUnbl MeTagaHHbIX
enum PSA_ PacketPath t {
NORMAL, /// Iony4YeHHsI BXOIHBIM KOHBEMEepOM NaKeT, He OTHOCSUMICA K NPMBELNEHHBIM HMXE .

NORMAL_UNICAST, /// OBHUHENI MHIMBUAYANBLHENI MAaKEeT, IIOJYYEHHEN! BHXOMHHM KOHBENEPOM.
NORMAL MULTICAST, /// OBHuHENI T'PyNnoBOM NaKeT, NOJYyYEHHHII BHXOLHHM KOHBENEepOM.
CLONE_I2E, /// THaker, cospaHHmN omepamnmert clone BO BXONHOM KOHBelepe u

/// npenHasHauYEHHENI AJST BHXOLHOT'O KOHBelepa.
CLONE_E2E, /// NakeT, cospaHHHM omepauuer clone B BHXOLHOM KOHEelepe M

/// npemHasHauYEHHENI AJST BHXOLHOT'O KOHBelepa.
RESUBMIT, /// NakeT, nojyuYeHHH B pesylbTaTe omnepauum resubmit.
RECIRCULATE /// TNakeT, nojyueHHH B pesylbTaTe onepauum recirculate.

}

struct psa_ingress_parser_input_metadata_t {
PortId t ingress_port;
PSA PacketPath t packet_path;

}

struct psa_egress_parser_ input_metadata_ t {
Portld t egress_port;
PSA_PacketPath t packet_path;
}

struct psa_ingress_input_metadata_t {
// Bce nepeumcieHHHE BHAYEHNMS MHULMANMBUPYOTCS apXMTEKTypOi RO
// navana BunonHeHmst 6jioka ynpaBneHust Ingress.

PortId t ingress_port;
PSA PacketPath t packet_path;
Timestamp_t ingress_timestamp;
ParserError_t parser_error;

}

struct psa_ingress_output metadata t {
// B KOMMEHTapwusiX IOCJIE MOJeil yKaBSaHH MCXORHEE BHAUEHMSI Ha MOMEHT
// Hauana BHNOJHeHMsT 6JOKa ymnpasJyieHMst Ingress.

ClassOfService_t class_of_service; // 0

bool clone; // false
CloneSessionId_t clone_session_id; // He ompemeneHo
bool drop; // true

bool resubmit; // false
MulticastGroup_t multicast group; // 0

PortId t egress_port; // He ompepeneHo

struct psa_egress_input_metadata_t {

ClassOfService_t class_of_service;

PortId t egress_port;

PSA_PacketPath t packet_path;

EgressInstance_t instance; /// »xsemmnsip or PacketReplicationEngine
Timestamp_t egress_timestamp;

ParserError_t parser_error;

}

/// 3Ta cTpykTypa SIBIsIeTCsI BXOAHHM (in) mnapaMeTpoM BHXORHOT'O cOOpUMKA .
/// Ona BxIKHUaeT [OCTATOYHO NAHHHX, UYTO6H COOPWMK MOT PEUMTE BONPOC O
/// peuuipxynsiuMm nakera.
struct psa_egress_deparser_ input metadata t {

PortlId t egress_port;
}

struct psa_egress_output_metadata_t {
// B xoMMeHTapwusiX MOCJe MOJeil yKaBaHH MCXONHHE SBHAaUeHMUs HAa MOMEHT
// navana BunonHenust 6j0ka ynpaBneHust Egress.

bool clone; // false
CloneSessionId t clone_session_id; // He ompepgeneHo
bool drop; // false

}

4.3. Tunbl conocTaBneHuns
PSA nogaepxuBaeT gononHuTtenbHble Tunbl match_kind ceepx 3, onpegenéHHbix B cneumgukaumm P4 .

match_kind {
range, /// Cnyxur nns npencTaBJIeHMsI MHTEPBAJIOB min-max.
selector /// Cnyxur nnss OUMHaAMMYECKOT'O BHOOpPa HENCTEMII C
/// mnomompbi BHemHero 6mokxa ActionSelector.
}
Twn selector nogaepxmnBaeTca TONbKO Ans Tabnuu B peanusauunen cenekropa aencteui (7.12. Cenektopbl 4ENCTBUN).

4.3.1. Tabnuuysbi range

Ecnn B Ta6nmue ecTb XOTd Obl OOHO none range, O4HOMY KoYy MOUCKa MOXEeT COOTBETCTBOBATb MHOXECTBO 3anucen
Ta6J'Il/1LI,bI. C Ka)K,ElOI7I 3anncbio AOIMKHO ObITb CBA3aHO YMUCNEeHHOoe 3HaYeHue npuoputeTa npu ,D,OGaBJ'IEHMVI 3anucu I'IpOFpaMMOVI
NNOCKOCTU ynpaBneHua. an COOTBETCTBUN KInKO4Ya NMOUCKA HECKOJIbKMM 3anuncam Ta6nmub|cpenm HUX BHGMpaeTCH 3anucb C
HanbonbLWUM NMPUOPUTETOM U BbINOJIHAETCA eé ﬂeﬂCTBMe.ECﬂM MMEEeTCH HEeCKOJIbKO 3anucen ¢ MakcumarbHbIM 3HaYeHuem
npuoputeTa, BbIGOp cpeau Takux 3anucert OocTaéTcs 3a peanu3auueir. [lporpamMmamM NoOCKOCTW yhpaBneHust crnegyet
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ApxuTtekTypa nepeHocUMbIX KOMmyTaTopoB P4_16 SHuUuKNoneaus ceTeBbIX NPOTOKONOB
Ha3Ha4yaTb pasHble 3HAYeHUsA NpuopuTeTa Ans 3anucen, KOTopble MOryT COOTBETCTBOBATb OLHOMY MakeTy, 4YToObl nsbexaTb
3aBUCALLErO OT peanunsalmmn noBeaeHuns.

Ecnun gnsa 3agaHusa npuoputeTa ncnonedyetca P4Runtime API, 6yaeT BoiOpaHa ogHa U3 3anncen ¢ MakcumarsbHbIM 3HAa4YEHNEM
npuoputeTta. [Npn wncnonbsoBaHun Apyrmx APl MAOCKOCTM yMNpaBneHns MOXeT MPUMEHSTbCA BblGOp MO HavMeHbLuemy
3HayeHuto, NO3TOMY criegyeT o6paTUTbCH K AoKkymeHTaumm APL.

B tabnuuax range moryT npucytcteoBaTtk nons Ipm. B Takux cnyyasx Ans sbibopa 3anvcu npuMeHsieTcs AnvHa npedukca, Ho
NPy HanMyMnm HECKOMbKMX COBMagaloLux 3anucent pasmep npedukca He onpedenseT WX OTHOCUTESbHbIA NPUOpUTET U
NPUMEHSIIOTCA NULWb 3HAYeHUs1 NpuopuTeTa, 3adaHHble NIOCKOCTbIo ynpasneHwusa. Ecnu B Tabnuue range mvmeroTcs 3anucy,
3afjaHHble C MOMOLLbI CBOWCTBa const entries, OTHOCWUTEMbHBIN MNPUOPUTET 3anucert onpegensieTcd No nopsaky WX
pa3melleHns B nporpaMmme P4 (nepBasi 3anvcb MMeEeT HanbOobLLWI NPUOPUTET).

4.3.2. Tabnuusbli ternary

Ecnu B TGGJ‘II/ILI.G HeT nond range, HO MMeeTCA XOTA Obl OAHO none ternary, OOHOMY KN4y noucka MoXXeT COOTBETCTBOBATb
HECKONMbKO 3anucert Tabnuubl, NO3TOMY AN KaXKAOW 3anvcy nporpaMmma MniiocKoCTU YNpaBneHus OOMMKHa 3a4aTb 3HayYeHue
npuopuTteTa Kak and Ta6J'IVILI, range. ﬂpVIBe,D,éHHbIe BbilLe 3amMe4yaHnd O nondx Ipm M 3anucsx, Co3gaHHbIX C NoMoLb const
entries, coXxpaHslOT cuny Ans TPOUYHbIX Tabnuy,

4.3.3. Tabnuusbi Ipm

Ecnus Ta6nmu,e HeT nonen range un ternary, HO nmMmeeTcd none Ipm, Takoe nosne OO0JNKHO ObITb €ONHCTBEHHbIM. B AONoJIHEHnE K
HEeMY MOryT NpucyTCcTBOBaTb Nond TMna exact. Xota OOHOMY KN4y MOXEeT COOTBETCTBOBATb HECKOJIbKO 3anuncen Ta6J'IVIL|,bI, He
MOXeT ObiTb Oonblie 1 3anumcu, COOTBeTCTBy}OLLI,eVI Ka>XOoMy BO3MOXHOMY pas3mepy npeq)MKca B none Ipm, NOCKOIbKy B€e
npucyTcreyrouine oOOHOBPEMEHHO 3annch He MOryt MMeTb O,EI,VIHaKOBbIVI KN4 NoucCka. Bcer/:la Bbl6|/lp86TC9| 3anncb C
MaKCuMalbHbIM pa3MepoM coBnagatrLuiero npecbvu(ca. [MnockocTb ynpasleHna He MOXeT 3adaBaTb NMPUOPUTET NpU Co3gaHNN
3anncen B Taknx Ta6n|/1u,ax, NOCKOIbKY NpuopuUTeT BCerga onpeaendaetcqa pasmepom npe(twn(ca.

Ecnn B Tabnuue tvna Ilpm umetoTca 3anucu, onpefenéHHble C MOMOLLBI0 CBOWCTBA const entries, MX OTHOCWMTENbHbIN
npuopuTeT onpegenseTcs ANMHON npedukca, a He NOPSAKOM pa3meLleHus B nporpamme P4.

4.3.4. Tabnuusbi exact

Ecnn Tabnuua BkntovyaeT nuwb nonga Tuna exact, nobomy kntody nomcka OyneT cooTBeTcTBOBaTb He 6Gonee 1 3anucw,
nockonbky AybnukaTtbl Kntoyen noncka He 403BOMEHbI B Tabnuue. B peaynbtate none npMoputeTa CTAHOBUTCS HEHYXXHBLIM AN
onpefeneHnss CooTBETCTBYIOLEA Kkniody 3anucu. Mpu Hanuuum B Tabnuvue exact 3anuceir, onpedenéHHbIX C MOMOLLbIO
cBoKcTBa const entries, KoYy noucka He MOXeT COOTBETCTBOBATbL 6ofiee 0AHOM 3anuncu, NoSTOMY OTHOCUTENbHLIN NPUOPUTET
3anuncein B COOTBETCTBUM C UX pasMeLLeHneM B nporpamme P4 Takke He MMeeT 3HaueHusl.

4.4. NpepctaBneHne AaHHbIX B NSIOCKOCTU yrpaBrieHUA U AaHHbIX

Peanusauuun nnockoctn gaHHbix PSA, nogaepxusatowme P4 Runtime API, BkntovatoT nporpammy P4 Runtime Server, kotopasi
Nno3BONISET NporpaMMmnpoBaTh ycTponcTBo PSA B npouecce paboTbl ¢ NOMOLLBLI 0gHOro unu mHoxectea P4 Runtime Client.
Ona kpatkoctn P4 Runtime Server 6ygeT HasbiBaTb areHToM, a P4 Runtime Client - koHTponnepomM. KoHTponnep moxet
yNpaBnsTb MHOXECTBOM YCTPONCTB C pa3HbiMu peanusaumsamu PSA.

Kak otmeueHo B naparpade 4.1. Onpegenenus Tunos PSA, npegnonaraetcs, 4To pasHble peanusauum PSA moryT 3agaBaTb
pasMepbl TWMOB [aHHbIX, KOTOpble HanpsMyl CBA3aHbl C OObEKTaMu MMNOCKOCTW [aHHbIX, Hafnpumep, nopTamu,
naeHTudunkaTopamm multicast-rpynn un 1. n..

MNpepnonaraetcs, 4TO HekoTopble peanu3auun PSA 6yayT ncnonb3oBaTh 3aMeTHO MeHbLUE PecypcoB AN Taknux 0ObEKTOB Kak
Krtoun Tabnuuy M napameTpbl AENCTBUIA, €CNK MITOCKOCTb AaHHbIX COXpaHseT nuilb HebonbLoe Yncno 6utoB, Tpebyemoe ans
3HayveHu kaxgoro Tuna. Hanpumep, peanusaums MoxeT onpegensTb Portld_t kak bit<6> BmecTo bit<16> 1 cbepeyb 3a CHET
aTtoro 10 M6uT xpaHunuiia Nnpy MUNNnoHe sanuceit B Tabnuue”.

P4 Runtime API| ncnonb3yeT BenuuuHbl, GUTOBLI pa3mep KOTOPbIX HE 3aBUCUT OT LenesBon nnatdopmbl, ANS TUMOB,
yka3aHHbIX B naparpade 4.1. Onpegenexusa tunos PSA, ¢ Uenblo ynpoweHnsa paboTbl ¢ 9TMMM TUNamun B NporpaMmMax areHTa
1 KoHTponnepa. Ana paboTbl NNOCKOCTW ynpaBreHus ¢ Tabnvuamm noucka Bce onepaumu OTCEYKU UNM AOMOMHEHWs nonen
BbINOMHATCA areHTom (0ObI4HO OTCeYKa BLIMOMHAETCS NPV nepefade OT KOHTponnepa K yCTPOWCTBY, a AOMOIMHEHME - Mpu
nepepave OT YCTPOMCTBA B KOHTPOMNEP).

MmeeTca MHOXeCTBO BapMaHTOB obmMeHa Takumu Tnamm MeXAy KOHTPOnepoM M NiTOCKOCTbH AaHHbIX.

- Onepauuu nNnockocTn ynpasneHus Hag Tabnuuamu, rae 3HavyeHust 3TUX TUMOB MOTYT BKIOYATBCS Kak MapameTpbl
OENCTBUN NI KITHOYN.

- Onepauuu NNoOcKoCTV ynpasneHusi o aHanmay HabopoB 3HAYeHWI, FAe 3TU TUMbl MOTYT ObITb YaCTbIO KIOYa.
- [NakeTtbl, nepegaBaemblie CPU (BXOAHbIE C TOUKM 3pEHUSI KOHTpONepa) unu nonyvyaemble OT HEro (BbIXOAHbIE).
- Mons B yBegomneHusix BHelwHero 6noka Digest (7.14. JangxecT naketa).
- [Monga gaHHbIX B Mmaccuse Register (7.9. Pernctpel).
OTmMeTMM, YTO NPUBEAEHHBIN CMNCOK HE ABNSAETCS UCHEPMbIBAOLNM.

[ns nakeToB Mexay MNIOCKOCTbI0 ynpaBneHus u yctpoctBoMm PSA cyuwiecTtByeT npobnema, cBsidsaHHasi C Tem, YTO MHorune
peanusaummn PSA mMoryT orpaHuymBaTth B nporpammax P4 pasmepbl nonen 3arofoBkoB KpaTHbIMK 8 6uTam 3HaveHusaMu. YTobbl
CcobMCTN 3TO OrpaHUYeHne M Mo3BONUTL OMNpeaerneHne TUMOB 3arofioBkoB P4 ¢ nonamu cneumdunudHbix ans PSA Tunos,

Xoms 10 M6um He kaxemcsi 6onbwum 06bEMOM Ofis KOMMbIOMEPo8 C naMsmbio 8 comHu [6alim, ckopocmHble peanusauyuu PSA
senaomces ASIC, 20e mabnuypl xpaHamcs 80 8CMPOEHHOU namsamu (Kak Kkaw-namsams 0bbiyHbix CPU). Intel i9-7980XE (2017 e.) umeem Kaw-
namsme L3 198 Mbum, ucnione3yemyto ssidpamu CPU. B npouyeccopax Intel Core ceObM020 NMoKoneHus, 8binyueHHbIx 8 2017 e, ¢ naMsambio He
meHbwe 100 M6um L3-kawa cmoumocms cocmasnsiem okoso $9/M6um (https://en.wikipedia.org/wiki/List_of Intel_microprocessors).
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SQHUMKINIoneausi ceTeBbIX NPOTOKONOB ApxuTekTypa nepeHOCUMbIX KoOMmyTaTopoB P4_16
COBMECTMMbIMKU C pasHbiMu peanusaumamum PSA, Obinn onpegeneHbl OOMNOMHUTENbHbIE TUMbl, COAEPXAalUMe B UMEHax
InHeader. Hanpumep, PortldinHeader_t nogo6eHn Portld_t, HO gormkeH umeTb pa3mep, KpaTHbIn 8 6uTaM 1 He MeHbLLEe pa3mepa
Portld_t.

Mockonbky atn Tunbl InHeader umeroT kpaTHbIn 8 BUTam pa3mep, MOXHO BKIOYaThb Mobyl0 MX KOMOMHaUMIO B onpedeneHne
Tuna 3aronoBka P4, konb CKOpo Apyrue nons 3arofioBka MMetoT pasmep, KpaTHbi 8 6utam. KoHTponnepy nnu nporpamve P4,
reHepyvpyroLLMM MakeTbl C TakMMu 3arofioBkaMu, crieflyeT 3anofHATb cTaplumne O6uTbl nonen Hynsamu. OTO MOXHO AenaTb C
NnoMoLLbl0 OObIYHBIX OMEpaToOpOB MpUCBavMBaHWs B nporpamme P4 c npuBefeHvem npaBol 4actu Kk pasmepy InHeader.
ObpaTtHoe npuBefeHve Gonee AnMUHHOIO 3HadeHust (Hanpumep, PortldinHeader t k Portld_t) BbinonHseTcs nyTém oTceuku
cTaplmx 6utos.

3HaveHusa Tuna Portld_t nmelotr B peanusaumsax PSA HeobblyHOe cBOMCTBO. MOCKOMbKY 9TO MOXET YNpOCTUTb HeKoTopble
annapaTtHble peanu3auumn, YUCreHHble 3HadeHus nonen Tuna Portld_t B nnockocty AaHHbIX P4 MoryT He ObITb MPOCTbIMU
AvanasoHamun (Hanpumep, 0 - 31, kak MOXHO Obino 6bl 3agaTe B nNporpaMme MAOCKOCTM ynpasneHnus and 32-nopToBOro
ycTpowncTtea). lNMpegnonaraeTcs, 4To areHT OyaeT npeobpa3oBbiBaTb YMCNEHHbIE MOEHTUUKATOPLI NOPTOB B KOHTpOMnepe B
naeHTnUKaToOpbl MOPTOB MNIIOCKOCTM AaHHbIX M 0OpaTHO ANA KaXAoro M3 ONMCaHHbIX Bbille KaHanoB B3aMMOOEWCTBUS MEXAy
KOHTPOJIIEPOM M MIIOCKOCTBIO AaHHbIX. Pann psa.p4 cogepXuT aHHoTaumo p4runtime_translation gna onpepenenuii TMnos
Portld_t n PortldinHeader_t. 310 no3BonseT KOMNUASTOPY OTMETUTb BCE Clydau MNPUMEHEHUSI 3HAYEHUM ITUX TUMOB,
aocTynHble 3 P4Runtime API, 4Tobbl Nporpammbl areHTa 3Hanu 0 HeobxoanmocTn NpeobpasoBaHUs MAeHTUUKATOpPOB. ATO
No3BOMAET He yKasbiBaTb CreunanbHO BCE Criydan UCMOMb30BaHNA 3TUX TUMOB B nporpamme P4.

Tako nogxoa TpebyeT sIBHOro mpuBeneHust TUNoB K bit<W> ans BbinonHeHus apudmMeTnyeckux onepaumin. Bkniovaembii
danin psa.p4 onpegensiet PortldUint_t kak typedef c Takum xe pasmepom, kak type Portld_t, 4To nossonsieT npuBecTu
3HadveHus Tuna Portld_t k Tuny PortldUint_t, a 3aTem BbINONHUTL € HUMK apudmeTnyeckme onepaumm P4. Pe3dynbTaT Hy>XHO
SIBHO NpuBecTn obpaTHo K Tuny Portld_t, ecnu ero Hy>xHO nepefaTb B none MeTagaHHbIX 3Toro Tuna. CooTBETCTBYHOLLME TUMbI
¢ Uint B nmeHax onpegeneHsl ansa scex Tunos PSA. M3-3a aToro npeobpa3oBaHus pekoMeHOyeTcs TpakToBaTb 3HaYeHus Tuna
Portld_t kak 3Ha4eHnsa nepeuncnsemoro Tuna (enum). CpaBHeHVe ABYX 3HAaYEHU 3TOro TUMNa Ha PaBEHCTBO WMW HEPaBEHCTBO
AONYyCTUMO, TaK e Kak NnpucBavBaHue 3Ha4yeHu Apyrum nepeMeHHbIM Unm napameTpam TOro Xe Tuna, HO NoYTu Bce npoyne
onepaumn BegdyT K owwubkam. lNpu conoctaBneHun 3HadeHunss Tuna Portld_t kak 4actu knmoda Tabnuubl, HyXHO Bcerga
NpoBepsATb TOYHOE unu WabnoHHoe coBnageHne Ans Kaxaoro buta 3HaveHus (T. e. conocTaBneHue ternary ¢ wabnoHom Ans
Bcex 6utoB mnmn Ipm ¢ npedukcom HyrneBoro pasmepa). [pu nonbiTke BbINOMHUTL NOO0E U3 yKa3aHHbIX HWXe OENCTBUA CO
3HayveHnem Tuna Portld_t nnu PortldinHeader_t uncneHHoe npeobpa3oBaHne NpuBeAET K owmnbkam B Nporpamme.

- ConocTaBneHue knoya Tabnumubl ¢ NOAMHOXECTBOM GUTOB UnNn AnanasoHoM.
- ConocTaBneHue HOMEpPOB NOPTOB C NCNONb30BaHNEM ornepaTopa CpaBHEHUA < UNn >.

- CpaBHeHVe HOMepa MopTa C KOHKPETHbIMW nuTepanbHbIMU 3HadeHuamu (Hanpumep, 0 wnu 0xff). Bmecto atoro
pekoMeHayeTCs CpaBHMBaTb Takne 3HaYeHUs, UCMOMb3ysA MX Kak Mons Kroya noucka B Tabnuue unv nons knwouya
Habopa 3HayeHWn aHanu3aTopa, CO 3HAYeHWsIMW, YCTAHOBIEHHbIMW MMIOCKOCTbIO  yNpaBneHus  (KoTopble
TPaHCNMPYIOTCA B COOTBETCTBYIOLUME 3HAYEHWs Ans YCTPOWCTBaA MNpPOrpaMMON areHTa MNNoCKOCTU YynpasneHus).
PasymMHO Takke cpaBHMBATb 3HA4YeHUA MOPTOB C CUMBOIMbHbIMU  KOHCTaHTamu PSA_PORT_CPU wunn
PSA_PORT_RECIRCULATE, koTOpble UMEIOT KOHKPETHbIE YNCNOBbIE 3HAYeHWsA Ans Nnatgopmel.

- BbinonHeHve apudmeTnyecknx onepauuin Hag 3HAYEHMEM C HaMepeHWeM MOMy4YuTb 3Ha4YeHue, COOTBETCTByLLee
OpYyromy nopTy YCTpPOWCTBa. HeKkoTopble 4MCMOBblE 3HAYEHWS MOrYT HEe COOTBETCTBOBaTb HU OAHOMY M3 MOPTOB
yCTpOWCTBA 1 HOMepa NopToB He 0653aHbl BbITh NOCneaoBaTeNbHLIMU.

MprBeAEHHbIN BbILLE CMMCOK HE ABNAETCA UCHEPnbIBAKOLUM.

MpvBeaéHHbIE Bbile KOMMEHTapuMM OTHOCATCA KO BCEM TUNaMm, AMfs KOTOPbIX BbIMNOSHSAKTCHA YUCIEHHbIE npeo6pasoBaHMﬂ
MeX[y KOHTpOonfepoM M NiIOCKOCTbH AaHHbIX. Hwxe npvBedéH NOMHbIA CANCOK YUCHEHHBLIX TUMNOB, ANSA KOTOPbIX B PSA no
YMOJT4aHUIO NNnaHunpyeTca YNCrneHHoe npe06paaoBaH|/|e:

- Portld_t nnn PortldinHeader t;
- ClassOfService_t unu ClassOfServicelnHeader _t;

[ns nepeuncneHHbIX HbKe TUMOB MO YMOMYaHUIO YMCIeHHble Npeobpa3oBaHust He BoinonHsoTes'. MnockocTe AaHHbIX PSA
OOIMKHa noadepXvBaTb BCE YMCMEHHble 3HadeHus oT 0 oo cBoero Makcumyma. 3a uckniodeHumem Timestamp_t uucno
noaaepXnBaemblX NIOCKOCTbIO AaHHbIX He 06513aHO ObiTb cTeneHblo 2. KoHTponnepbl OOMKHbI MMETb Cnocob onpeneneHuns
MaKCVMMarbHOro 3Ha4YeHus, NoAepPKMBAeMoro ycTponctsoM PSA ans kaxaoro n3 aTnx TUMoB.

- MulticastGroup_t - 0 aBnseTca ocobbIM 3HAYEHUEM, YKa3bIBAOLLMM OTCYTCTBME FPYNMOBONA PennukaumMm ans naketa,
NO3TOMY AaHHbIA TUM SBNSETCA WUCKIIOYEHMEM U3 YKa3aHHOIO Bbille MpaBuna NoAAEpPXKKU MIOCKOCTLIO yrpaBreHus
3HayeHus 0.

- CloneSessionld_t.
- PacketLength_t.

- Egressinstance_t.
- Timestamp_t?

OTmMeTuM, UTO ANs BCeX 3TUX TUMOB UMEKTCA aHHoTauum pdruntime_translation Bo Bknoyaemom daine psa.p4, 4tobbl npu
reHepauun komnunaTopoMm P4Runtime danna P4Info u3 umcxogHon nporpammbl B 9TOT hann 6binn BKAKOYEHbI TUNbI,
ykasaHHble p4runtime_translation, BmecTo 3aBucumbix OT nnatdopmbl pasmepoB Tuna. [nsg paHHow nporpammbl P4
cogepxummoe P4Info pomkHo coBnagatb Ans Bcex nnaTgopm.

'B omkpsimom komnunsimope P4 p4c nnaHupyemcsi noddepxka onyuu Onisi 8KIMOYEHUs YucrieHHbIX npeobpa3osaHuli AononHUMenbHbIX
munoe 6e3 usmeHeHusi npoepamm P4 unu eknovyaemozo gatina psa.p4. dmu munbsl 6yOym yka3bieambCsi 110 UMEHaM.

2TBD. [ns 3HaveHul muna Timestamp_t paccmampueaomcsi YucneHHble npeobpa3ogaHusi 8 fpozpammMe azeHma Mexdy 3aeucUMbIM OM
nnamegopmbl 3Ha4eHUEM U 3Ha4yeHueM obujez2o brioka, a makxe 3Ha4yeHuem 0 Or1s ecex nnamgopm.
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ApxuTtekTypa nepeHocUMbIX KOMmyTaTopoB P4_16 SHuUuKNoneaus ceTeBbIX NPOTOKONOB
Ecnn pasmep Tuna, ykasaHHbIi B KayecTBe BToporo napametpa p4runtime_translation, oTnuuaeTtca ot pasmepa anga
nnatdgopmsl (nnn 6asoBoro Tuna), npegnonaraetcs, 4To cepeep P4Runtime BbInoNHUT noaxoasiiee npusegeHve tuna. Kpome
TOoro, B npouecce paboTbl MOryT ObiTb BKMOYEHbl Goree CroXHble 4YuCrneHHble npeobpasoBaHus ana nwboro Tvna,
aHHOTMpOBaHHOro B p4runtime_translation, xoTss npousBonbHble nNpeobpasoBaHusa obs3aTenbHbl Nuwb Ana  Portld_t,
ClassOfService_t n pgpyrux BapuaHToB InHeader. YTtoObl BbINONMHWTL NPOM3BONBHOE YMCIOBOE Mpeobpa3oBaHne Ans
3apgaHHoro Tuna, cuctema P4Runtime oxugaet URI (nepBbivi napameTtp p4runtime_translation) u HyxxHoro otobpaxeHus.

5. lMpozpammupyembie 6510ku

Hwxke npuBeaeHbl wabnoHbel obbaBneHua nporpammupyemblx 6rnokoB PSA. Paspabotumk nporpammbl P4 oTtBevaeT 3a
peann3aumnio 3N1eMEeHTOB yrnpaBneHnsi, COOTBETCTBYIOLLUMX 3TUM UHTepdericaM, N co3aaHne X 3K3EMMNNAPOB B onpeaeneHnm
nakeTa (package). 3aecb UCNONb3YTCA OAHM NONb30BaTENbCKME TUMbI MeTadaHHbIX IM u 3aronoskoB IH ans Bcex BXOAHbIX
aHanu3aTopoB 1 6nokoB ynpasneHus. BeixogHon aHanusaTop v OroKv ynpaeneHus MOryT MMEeTb T€ Xe UMW MHbIe TWMbl Mo
YCMOTpeHuio paspaboTtymka nporpammel P4.

parser IngressParser<H, M, RESUBM, RECIRCM>(
packet_in buffer,
out H parsed hdr,
inout M user_meta,
in psa_ingress_parser_ input metadata t istd,
in RESUBM resubmit meta,
in RECIRCM recirculate meta);

control Ingress<H, M>(
inout H hdr, inout M user_meta,
in psa_ingress_input metadata t istd,
inout psa_ingress_output metadata_t ostd);

control IngressDeparser<H, M, CI2EM, RESUBM, NM>(
packet_out buffer,
out CI2EM clone i2e meta,
out RESUBM resubmit meta,
out NM normal_ meta,
inout H hdr,
in M meta,
in psa_ingress_output metadata_t istd);

parser EgressParser<H, M, NM, CI2EM, CE2EM>(
packet_in buffer,
out H parsed hdr,
inout M user_meta,
in psa_egress_parser_input metadata_t istd,
in NM normal meta,
in CI2EM clone_i2e meta,
in CE2EM clone_e2e_meta) ;

control Egress<H, M>(
inout H hdr, inout M user_ meta,
in psa_egress_input metadata t istd,
inout psa_egress_output metadata_t ostd);

control EgressDeparser<H, M, CE2EM, RECIRCM> (
packet_out buffer,
out CE2EM clone e2e meta,
out RECIRCM recirculate meta,
inout H hdr,
in M meta,
in psa_egress_output metadata t istd,
in psa_egress_deparser_input metadata_t edstd);

package IngressPipeline<IH, IM, NM, CI2EM, RESUBM, RECIRCM> (
IngressParser<IH, IM, RESUBM, RECIRCM> ip,
Ingress<IH, IM> ig,
IngressDeparser<IH, IM, CI2EM, RESUBM, NM> id);

package EgressPipeline<EH, EM, NM, CI2EM, CE2EM, RECIRCM>(
EgressParser<EH, EM, NM, CI2EM, CE2EM> ep,
Egress<EH, EM> eg,
EgressDeparser<EH, EM, CE2EM, RECIRCM> ed);

package PSA Switch<IH, IM, EH, EM, NM, CI2EM, CE2EM, RESUBM, RECIRCM> (
IngressPipeline<IH, IM, NM, CI2EM, RESUBM, RECIRCM> ingress,
PacketReplicationEngine pre,
EgressPipeline<EH, EM, NM, CI2EM, CE2EM, RECIRCM> egress,
BufferingQueueingEngine bge) ;

6. OnnucaHue nymeu nakemoes

B pasgene 3. yTu nakeToB nepevncrieHbl NyTW MNakeToB, npegocTtaensemMble PSA, 1 ykasaHbl UX COKpalléHHble MMeHa,
npuMeHsiemble 34echb.

6.1. HayanbHble 3HaYeHNA NaKeToB, OOpabaTbiBaeMbIX BXOAHbIM KOHBENEpPOM
B Ta6n|/|u,e 3 npmBeaeHbl NCXoaHble 3Ha4YeHNA CoOaepP>XXMMOro NnakeToB U MeTadaHHbIX B Ha4ane BXOJJ,HOVI 06pa6OTKVI nakeTta.
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SQHUMKINIoneausi ceTeBbIX NPOTOKONOB ApxuTekTypa nepeHOCUMbIX KoOMmyTaTopoB P4_16
Tabnuya 3. HavarnbHble 3Ha4eHus 0nsi makemos, obpabambigaeMbix 8XOOHbIM KOH8EUEPOM.

NFP NFCPU RESUB RECIRC
packet_in CM. TekcT.
user_meta CM. TekcT.
lons IngressParser istd (mun psa_ingress_parser_input_metadata_t)
ingress_port 3HaveHune Portld_t BxogHoro PSA_PORT_CPU Konupyetca ns nostopHo PSA_PORT_RECIRCULATE
nopTa Ansa nakeTa npeAcTaBneHHoro naketa
packet_path NORMAL NORMAL RESUBMIT RECIRCULATE
Bxo0Hble nons istd (mun psa_ingress_input_metadata_t)
ingress_port To xe 3HayeHune, koTopoe nonyyeHo IngressParser (CM. BblLe).
packet_path To e 3HaveHune, KoTopoe nosny4veHo IngressParser (cMm. Bbille).

ingress_timestamp  Bpemsa Havana obpaboTku naketa B IngressParser. [Ina naketoB RESUB 1 RECIRC aTo Bpems Havana
06paboTKM «KOMMUY, a He opuUriHana.

parser_error OT IngressParser. Bcerga error.NoError, ecnv npu aHanuae He BO3HMKIO OLLUMGOK.

OTMeTUM, YTO ANs NOBTOPHO MPeAcTaBIieHHbIX NakeToB ingress_port moxeT nMeTb 3HadeHne PSA _PORT_RECIRCULATE,

€cnuv ANns naketa Ucnornb3oBanachb peuUMpKynsuus, a 3aTeM oH Obin NpeacTaBneH ewé pas.

6.1.1. UcxoOHOe codepkumMoe nakemoe u3 rnopmoe
Ins naketos Ethernet none packet_in naketos B nytax FP n NFCPU copepxut kagp Ethernet, HaumHas ¢ 3aronoska Ethernet.
KoHTponbHas cymma (FCS') kagpa Ethernet He BknioyaeTca?.

PSA He BHOCMT JOMNOMHUTENBHBIX OrpaHu4eHuni Ha packet_in.length() ns cneuudpmkauum P4. He nogaepxuBatowme Takown
pasmep nnatdopmMbl JOMKHBEI 0becneunBaTb MeXaHn3mMbl MHOPMMPOBaHUA 06 oLumnbkax.

B P4 Runtime nmeetca cBorictBo Packet Out ana oTnpaBku nakeToB AaHHbLIX M3 KOHTponnepa B ycTponctso PSA. Takue
nakeTbl nepegatotcs B PSA kak naketbl nyt NFCPU. C aTumMu naketamu He CBA3aHO MeTaJaHHbIX U OHW BKMOYaKT NUllb
copepxmmoe, kotopoe obpabaTbiBaeTca kodom IngressParser B nporpamme P4 o6bluHbIM cnocobom. [Mpu aToM MoxeT
BbINOMHATLCS NPUBEAEHME TUMOB MOJEN 3arofioBka, kak onucaHo B naparpade 4.4. NpeacraBneHne faHHbIX B MIIOCKOCTU
ynpaBneHusl 1 OaHHbIX.

6.1.2. UcxoOHOe codepkumoe NMoemopHO rnpedcmaesieHHbIX NaKemoe
Ons naketoB RESUB B packet_in cogepxutcs To xe, 4To 1 B packet_in go IngressParser ans naketa, Bbi3BaBLLETO NOBTOPHOE
npeacTaBneHve AaHHOro nakeTa (T. e. 6e3 n3aMeHeHui, BHECEHHLIX NpU BXOAHOW 06paboTke).

6.1.3. UcxoOHOEe codepkuMoe peuyupKynupyrouwux nakemoe

Ona RECIRC B packet_in nomelwiaTcs OaHHble, HAYMHAsl C 3arOfiOBKOB, CO3[4aHHbIX BbIXOAHbIM COOPLLMKOM BbIXO4HOMO
nakeTta, OTMNPaBNEHHOIO Ha PELMPKYISUUI0, 3a KOTOPbIMU CrieayeT COAepXKMMOe peumpKyNIMpOBaHHOIO naketa, T. €. YacTb,
KoTOpas He Obina pasobpaHa BbIXOAHbIM aHanM3aToOpPoOM.

6.1.4. lNonb3oeamenbckue MemadaHHbIe OJis1 Cex 8XOOHbIX Makemoe

ApxuTekTypa PSA He TpebyeT nHnumanusauuy nonb3oBaTenbCkUX MeTagaHHbIX M3BECTHbIMW 3HAYEHUAMU nepen OTnpaBKon
naketa BXogHOMYy aHanusaTopy. Ecnvn nonb3oBaTenbckas nporpamma P4 9BHO nHuumanusvpyeTt Takne meTagaHHble 3apaHee
(Hanpumep, npu ctapTe aHanusatopa), oHM OyayT npoxoauTb Yepes aHanusatop B 6mMok ynpaeneHus Ingress, kak u
crnefoBarno oxuaaTte. TO OCTABMIEHO Kak ONuus Nonb3oBaTtens B ero nporpamme P4 n He ABnseTtcsa obasaTtenbHbIM A5 BCeX
nporpamm P4.

NmeeTcs [OBa HanpaerieHuMss BO BXOAHbIX (in) napameTpax BXOOHOrO aHanmusatopa C Mofib30BaTeNbCKUMU  TUNamu
resubmit_meta u recirculate_meta. OHM MOryT NpuMeHsITbCS ONA NepefadyM MeTagaHHbIX B MOBTOPHO NpeacTaBnsembiX U
PeuMpKyNMpoBaHHbIX NakeTax.

PaccmoTpum nakeT, NpUXOAsLLMIA BO BXOOHOW KOHBEWEP WM Monydarolmin B npouecce obpaboTku nporpammoint P4 3HayveHus
CTaHAapTHbIX nonen metagaHHbIx PSA, npuBogswme K NOBTOPHOMY npeactaBneHunto naketa (6.2. MNosegeHue nakeToB no
3aBeplueHun BxogHon obpaboTtku). Bo BxogHOM cboplumke nporpamma P4 3agaét 3HaveHue BbixogHoro (out) napametpa
resubmit_meta. 370 3HaveHve (OHO MOXeT copepxaTb Habop nonewn, CyOGCTPYKTyp, 3arofioBKOB WM T. N.) CBA3bIBaeTCA
peanusauven PSA c nOBTOpPHO npeAcTaBnsieMbiM MakeTOM M MpU BXOLHOM aHanu3e MOBTOPHO MPEeACTaBIIEHHOro nakeTa
CTaHOBWTCS 3Ha4YeHMeM BXOAHOro napameTpa resubmit_meta gna BxogHoro aHanusaTtopa. [ns NOBTOPHO NpPeACTaBIEHHbIX
nakeToB 3HaYeHMe BXOAHOro napametpa recirculate_meta He onpegeneHo.

Ons peuvpKynupyowmx NakeToB 3HayeHne BXOAHOro NapameTpa recirculate_meta cogepkuT gaHHble, NOMELLEHHbIE B HEro
BbIXOAHbIM COOPLUMKOM Yepe3 BbIXOAHOW NapameTp recirculate_meta npu oTnpaBke nakeTa Ha peumpKynsuuio. 3HaveHue
BXOZHOro napameTpa resubmit_meta He onpegeneHo ANs peLnpKyIMpyoLLMX NakeTos.

Ons naketoB 13 nopta (Bkntovast CPU) BxoaHble napameTpbl resubmit_meta u recirculate_meta He onpeaeneHsi.

6.2. MNoBeaeHune NakeToB NO 3aBepLUEHUN BXOAHOM 0OpaboTKu

MpuBeOEHHbIN HWKe NCEBAOKOA YNpaBnseT KOnMpoBaHUEM (KMOHMPOBaHMEM) MakeToB MO 3aBeplueHun paboTbl Gnoka
ynpaeneHns Ingress Ha OCHOBE 3HA4YeHMM HEKOTOPbIX MoMen MeTafdaHHbIX B CTPYKType psa_ingress_output _metadata_t.
OTmeueHHas Hwke dyHKkums platform_port_valid() npuHnmaeT 3HaveHne Tuna Portld_t n Bo3BpawyaeT true, ecnm 310 3HaYeHne
npeacTaBnseT BbIXOAHOW NOPT Anst peanusauun. MNpegnonaraeTcs, YTO B HEKOTOPbIX peanu3aumsax PSA 6yayT npyMeHsiTbes
O6uToBblEe Mackn Anga 3HadeHun Portld_t, He cooTBeTCTBYKOLINX HUKaKoMy nopTy. PyHKUMS BO3BpallaeT 3HayeHue true ans
noptoB PSA_PORT_CPU n PSA_PORT_RECIRCULATE. ®yHkuus platform_port_valid He onpegeneHa B PSA ans Bbi3oBa un3
nporpaMmmMbl P4 NnocKOCTM [aHHbIX, MOCKOMbKY HET W3BECTHbIX BapuvaHTOB €€ Bbi3oBa BO Bpems obpaboTtku nakeTta. OHa
npegHasHayeHa Onis onvcaHus noBedeHus B nceBpokofe. [NpeanonaraeTtcs, YTO NMOCKOCTb AaHHbIX CO34aéT Tabnuubl C
OEeNCTBUTENbHLIMW HOMEpPaMU MOPTOB.

'B opuzuHarne He 8rosiHe KoppekmHo ckaszaHo CRC. [Ipum. nepes.
2TBD. HesicHo, ecez0a niu MUuHUManbHbIU padmep OaHHbIX cocmaensem 46 6atimoe (64 6alima muHuMarnbHo2o kadpa Ethernet 3a ebiyemom
14 6atimoe 3azonoska 14 u 4 6atimos CRC) unu peanu3ayusi MOXem He 8K/llo4amb Hekomopbie 6alimebl.
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KoMmeHTapum «pekomMeHO0BaHO A5 3anvcu owmnbok» He SBNSTCA TpeboBaHNEM U CryxaT pekoMeHaaumen nogaepxueaTe B
peanusaumn PSA cué€Tumku gns Takmx owunbok. NMonesHo Takke 3anucbiBaTb Oonee nogpobHble CBEAEHUS O HECKOMbKMX
nepBbix owwnbkax, Hanpumep, ovepedb FIFO ana nepBbix HeAeNCTBUTENbHbLIX 3Ha4YeHM ostd.egress_port, BbI3BaBLUUX
ownbky, a TawKe Apyrylo MHMOpMauMio O Bbi3BaBLIMX OWMOKM naketax ¢ oTbpackiBaHuem (tail drop) csegenun npwu
nepenosnHeHnn. MNMporpaMMbl MAOCKOCTM YNpPaBfeHUs UnNn gpansep CMOryT CYATbIBATb 3TW CBEAEHMWS, @ Takke CHUTbIBATb U
ounwaTb ovepean FIFO, yTobbl nomoyb paspabotyunkam P4 npu oTnagke koaa.

struct psa_ingress_output metadata t {
// B KOMMeHTapuyu HOCJe KaXAOr'o IOJsl yKaBaHO BHaueHMe B MOMEHT
// nauana BHnonHeHust 6ioka ymnpaBieHust Ingress.

ClassOfService_t class_of_service; // 0

bool clone; // false
CloneSessionId t clone_session_id; // He ompegpeneno
bool drop; // true

bool resubmit; // false
MulticastGroup_t multicast_group; // 0

PortId t egress_port; // He ompegenemno

}
CHavana kpaTko onuweM nosefeHne ansd NOHMMaHNst OTHOCUTESBHOMO NPUOPUTETA BO3MOXKHBIX AENCTBUNA. OTO0 caenaHo nNuib

Ans yooGcTBa yiTaTeneq v He siBNseTcs cneundukaumein noBeaeHns.

psa_ingress_output_metadata_ t ostd;

if (ostd.clone) {
CospaéTcst KJOH (B) C ONUMSIMM, HACTPOEHHEIMM CEaHCOM KJIOHMPOBAaHMS
PRE, c HoMepoM ostd.clone_session_id;

} else { HeT knNOHMPOBaHMS; }

if (ostd.drop) { or6pacmBanHme nakera; }

else if (ostd.resubmit) { nmoBTOpHOe mpepmcTaBneHMe nakera; }

else if (ostd.multicast_group !'= 0) { PRE multicast pemnmuumpyer maker; }

else { PRE nepegmaér 1 xommw naxera B ostd.egress_port; }

MprBeAEHHbIN HUXE NCEeBOOKOA onpeaenseT noseeHne, KOTOPOMY AOMKHa cnegosaTh peanusauunsa PSA.

psa_ingress_output_metadata_t ostd;

if (ostd.clone) {
if (srauenme ostd.clone_session_id nomgmepxmeaercst) {
u3 BHaYeHW), HAaCTPoeHHHX mns ostd.clone_session_id B PRE {
cos = class_of_ service
set((egress_port[0], instance[0]), ..., (egress_port[n], instance[n])) =
nabop nap (egress_port, instance)
trunc = truncate
plen = packet_length_bytes
}
if (sHaveHMe cos He noxmepxmBaeTcsy) {
cos = 0;
// pexoMeHnyeTcsi BanucaTe ouMOKYy (He NOANEPXMBAETCSI BHAaUEHME COS) .
}
Ins xaxpou naps (egress_port, instance) B nabope {
Cospaércst xJIOH naxera u nepepaércs B 6ypep maxeroB c egress_port,
instance u class_of service cos, mocjie uero HauMHAETCsI BHXOJHAS
o6paborka. KiloH 6ymeT BKIOYATE JMIIBL [IepBHe plen 6aiToB makera,
NONMyYEeHHOT'O BXOIHHM aHanms3aTopoM npu trunc = true m uensnt naker
B IPOTMBHOM Cilydae.
}
} else {
// Ko He cosmaércsi. PexoMeHIyeTCsi BanmcaTk oumMOBKy, CBSIBaHHYKO C
// BenompepxmBaeMmM 3HaueHmeM ostd.clone_session_id.
}
}

// TpononxeHue HeBaBUCUMMO OT COBHAAHMSI KJIOHA. [IpMBeNEHHHNI HMXKEe KOJ He OKasHBaeT
// BausiHMST Ha COBHAHHEE KJIOHHI.
if (ostd.drop) {
NakeT oT6pacHBaeTCsI.
return; // lNocnenywupe omnepauyuy He BHIIOJNHSIOTCS .
}
if (sHauenme ostd.class_of_ service He noppepxmusaercs) {
ostd.class _of_service = 0; // WcnonbBsyeTcs NPUMHSITEHII O yMondaHmio kjacc 0
// PexoMeHpgyeTCst BammMcaTe OUMOKY, CBSIBAaHHYKW C HENOLLEpPXUBAaEMHIM
// BHauenmem ostd.class_of service.
}
if (ostd.resubmit) ({
lakeT NpenCTaBJsIeTCSI NOBTOPHO, BOBBpPAllasiCk BO BXOXHON aHaJMB3aTOop;
return; // Nocnepywupe onepaumMy He BHIIOJHSIOTCS .
}
if (ostd.multicast group !'= 0) {
MoryT coBZaBaThbCsI KONMM NaKeTa B COOTBETCTEMM C KOHOMTypaumesn
mjockocTM ynpaenenmst pnst multicast-rpynnm ostd.multicast_group.
Kaxpass xommst B6yRyT MMeTh OfMHAKOBOe sHaueHme ostd.class_of service.
return; // lNocnenywupe omnepaunyuy He BHIIOJHSIIOTCS .

}

if (platform port_valid(ostd.egress_port)) ({
NakeT noMemaeTcss B ouepenk AN BHxomHOro nopra ostd.egress port c xmaccom
oBcnyxmeanust ostd.class_of service.

} else {
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[lakeT oT6pachHBaeTCs.
// pexoMeHAgyeTcsi BanmMcaTe OUMOKY, CBSIBAaHHYH C HENOALEepPXMBAEMBIM ostd.egress_port.

}

Bcsakuin pas, korga npvBeaéHHbIN Bbille NCEBAOKOA HaMpaBrseT naket no ToMy Unn MHOMY NyTw, peanusaums PSA moxeT npu
HeKoTopbIX 06CTOsATENbCTBAX OTOPOCUTL MakeT BMECTO ero nepepadvn. Hanpumep, NpUYMHOM MOXET CRyXuTb HexBaTka
ByhepoB MM kako-NMGO 13 MEXaHU3MOB KOHTPOMsS neperpysku, Takoi kak RED' unu AFD? Peanusauusam pekoMmeHzyeTcs
noaaepXnBatb CHETYMKM OTOPOLLEHHBLIX MakeToB, NPEANnOYTUTENbHO pasfenbHble AN pasHbiX NpuyMH oTbpackiBaHMS,
NMOCKOINbKY HEKOTOPbIE M3 3TUX MPUYMH NexaT 3a npegenamMmm OTBETCTBEHHOCTW nporpaMmel P4.

Peanusauust PSA MoxeT nogaepxuBatb MHOXECTBO KNacCcoB 0BCnyXvBaHWa Ans NakeTos, NepefaBaeMbix B Oydep. B Takmx
cnyyasx 6nok ynpaeneHusi Ingress MoxeT HasHauuTb Ans nons ostd.class_of_service 3HayeHue, OTNMYHOE OT NPUHSATOrO MO
ymonyanuio (0).

PSA nuwb 3aaaért, kak 6rok ynpaeneHusi Ingress MoXeT KOHTPONMPOBaTh Kiacc o6CnyvMBaHUA ANsi NakeToB, HO He AUKTYeT
NONUTMKY NNaHMpoBaHUA ONs odyepenen, KoTopble MOryT cyllecTBoBaTb B Gydepe nakeToB. [ns peanusauuni PSA ¢
pasfenbHbIMK oYepeasaMu Ans Kaxaoro Knacca obenyKMBaHUA pekoMeHayeTcs YTo-nMbo CTonb e rmbkoe, Kak B3BelleHHas
GecnpuctpacTHas odepefdb C OMNuUMEN CTPOro npuopuTeTa. PekomeHdaumn no ynopsgoyeHuio nakeToB B ycTpoiicTBax PSA
npueeneHs! B MpunoxeHun F. YnopagoyeHne nakeTos.

Cneumndmkauusa P4 Runtime API 3agaeT anst koHTponnepa cnocobbl 06HapyXeHNsa Ynucna pasnuyHbIX KnaccoB obcnyxmBaHus,
nogaepxvneaeMbix ycTponctsom PSA.

6.2.1. 'pynnoeasi pennukayus

lMnockocTb yrnpaBneHns MOXeT HacTpouTb Ans Kaxaon multicast_group B PRE cosgaHue Hy>XHOro 4Yncna Konun ons nepegayv
B 3Ty rpynny. M3HavanbHO kaxgas rpynna nycra v nepejava naketa B nNycTyto rpynny BeAET K ero otépaceiBaHuto. [nockocTb
ynpaBneHuss MoxeT [06aBnATb B rpynny OAHY WM MHOXeCTBO nap (egress_port, instance), a Takke MOXeT yaanaTb
UMeloLLMecs napbl U3 rpynnsol.

Mpeanonoxum, 4to multicast-rpynna coaepxut NnpMBeaAEHHbIA HXe Habop nap.

(egress_port[0], instance[0]),
(egress_port[l], instance[l]),

(egress_port[N-1], instance[N-1])

Mpun oTnpaBke nakeTa B 3Ty rpynny co3gaérca N konun naketa. Konua ¢ HoMepowm i, nepegaHHas Ha BbIXOAHY0 06paboTky,
OyneT umeTb CTPYKTYpy Tuna psa_egress_input_metadata_t ¢ nonsmu egress_port = egress_port[i] n instance = instanceli].
OTmeTum, YTO rpynna npeacraensieT cobor Habop nap v oT peanusauun He TpebyeTcsa co3gaBaTh KOMUKU B MOPSIAKE, KOTOPLIN
MOXeT 3ajaTb MNMOCKOCTb ynpaBneHus. PekoMeHZauun no ynopsgoyveHuio naketoB B ycTpowcTBax PSA npuBeneHbl B
Mpunoxenun F. YnopsagoydeHne nakeTos.

B opgHon multicast-rpynne Bce napbl (egress_port, instance) AomkHbl OoTnMYaTbCA Apyr OT Apyra, HO paspelleHo UMeTb
coBnagatoulee 3HaveHue egress_port unu instance B no6om yucne nap. Iliobas napa (egress_port, instance) MoxeT BXoAUTb
B NPO13BONbHOe Ymucno multicast-rpynn.

Peanusauus PSA pgomkHa noggepxusatb NULb 3HaYeHUs egress_port, npeacTtasnslolmne OAMHOYHbIE NOPThI YCTPOMCTBA
PSA, T. e. He TpebyeTcs nogaepxka 3Ha4YeHW egress_port, NpeAacTaBnsawoWNUX MHTepdencel LAGS, koTopble sBNswTCA
Habopom hr3n4ecKkrx NOPTOB C pacnpeseneHnemM Harpysku.

YctporictBo  PSA  pomkHO  noppepxuBatb  Anst  egress_port B rpynnax  3HadeHns PSA_PORT_CPU wu
PSA_PORT_RECIRCULATE. Konuu rpynnoBbix NakeToB, CO34aHHble ANA 3TMX NopToB, OyaoyT BecTn cebs npu BbIXOOHON
06paboTke Kak 0bbl4HbIE MHAMBUAYAmNbHbLIE NaKeTbl ANs COOTBETCTBYIOLLEro nopTa (T. €., He Oyayyn OTOPOLIEHHbIMK, NonagyT
B nopT CPU unu peunpkynupyoTcs Ha BXon).

6.3. encTBMA NO HanpaBfeHUIO NaKeToOB NPU BXOAHOW 06paboTke

Bce onucaHHble Hwke OEWCTBUSA MEHSAT OAHO WM HECKOMbKO MOMen B CTPYKType Tuna psa_ingress_output_metadata_t,
KoTopas siBnsieTcs napameTpom inout ans 6noka ynpaBneHust Ingress, M He OKasblBAOT WHbIX HEMNOCPEACTBEHHbIX
Bo3aencTeuin. Cyapba nakeToB onpeaensieTcst 3Ha4YEHUSIMU BCEX NOMeEW CTPYKTYpbl MO 3aBepLUeHUM BXogHON 0bpaboTku, a He
B MOMEHT BbI30Ba Aencteuii (M. 6.2. lNoBeaeHne NakeToB NO 3aBepLUEHMM BXOOHOW 06paboTku).

OTn pencrteuns npenocrtaBnAaArTCA And yﬂOGCTBa BHECEHUSA W3MEHEHWN B nNons MeTagaHHbiX. lNpegnonaraeTcs, 4Tto WX
pe3ynbTaTom 6y,D,6T 00bIYHOE M3MEHeHMe, KOTOpO€e cneayeT BbINONHATb B nporpaMmve P4. Ecnn pencteus He COOTBETCTBYIOT
3agayaM, MOXHO U3MEHATb NOMs MeTadaHHbIX HEMNOCPEACTBEHHO N3 NporpaMmmbl P4, Hanpumep, onpeaensisi CBov AeNCTBUS.

6.3.1. UHOueudyanbHbIe onepayuu
OTnpaeka nakeTta B NopT. 3Ha4YeHWs Nosel B Hayarne BbIXoAHOW 06paboTku nakeTa nokasaHbl B ctonbue NU tabnuupl 4.

/// WsMeHsOTCS BHXOIHBE MeTalaHHHE BXONHON OBpPaBOTKM IJsSI OTHPaBKMU
/// nakera Ha BHXOmHYKO 06paBoTKy, a BaTeM B egress_port (B mpomecce
/// BExXOZnHON 06paBoTKM MaKeT MOXeT OHTE oT6GpomeH). 3TO HelCTBME He
/// Bnusiler Ha omepauuy KIJIOHMPOBAHWUSI M NOBTOPHOTI'O MNPEACTAaBJICHMSI .
action send to_port(inout psa_ingress_output metadata_ t meta,
in PortId t egress_port)

{

meta.drop = false;

meta.multicast_group = (MulticastGroup_t) O;

meta.egress_port = egress_port;

'Random Early Detection - ynpexdarowee ombpacbieaHue cry4aliHo2o nakema.
2Approximate Fair Dropping - cpagHumensHo 6ecripucmpacmHoe omépacbigaHue.
3Link Aggregation Group - epynna azpeaupogaHusi KaHasos.
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6.3.2. pynnosbie onepayuu
Otnpaeka nakeTa B multicast-rpynny unm nopt. 3HayeHus nonen B Hayane BbIXOAHON 06paboTkM NakeTa nokasaHbl B CTONOLE
NM Tabnuubi 4.

MapameTp multicast_group sBnseTca naeHtTudukaTtopom multicast-rpynnel. [nockocTb ynpaBneHus [ofbkHa HacTpauBaTb
multicast-rpynnbl ¢ NOMOLLbIO OTAENbHOro MexaHuama, Hanpumep, P4 Runtime API.

/// VsMeHeHMe BHIXOLHHX METafaHHHX BXONHOM OBpaBGoOTKM IJIsT COBNAHUS KOMNMIL
/// nakera, nepefaBaeMix Ha BHXOOHYKW O6paBoTKy. 3TO HEeMCTBME He BIMSIET
/// Ha onepauuM KJIOHMPOBAHMSI M MNOBTOPHOT'O NPEeICTaBJIEHMS .
action multicast(inout psa_ingress_output_metadata_t meta,
in MulticastGroup_t multicast_group)

{

meta.drop = false;

meta.multicast group = multicast_group;

}

6.3.3. OmbpacbieaHue nakema
MakeT He nepenaéTcs Ha 06bIYHYH BbIXOAHYH 06paboTky.

/// VsMeHeHMe BHXOZIHEIX METafaHHHX BXOLHON OBPaBOTKM AJST OTMEHSH!

/// obmuHOM BHXOZHOM OB6paboTkM. ITO AEMUCTBEBME HEe BIMSIET Ha

/// xnoHMpOBaHMe NaKeTOE, HO NPeNOTEpAllaeT NOBTOPHOE MpPeACTaBJICHNE.
action ingress_drop(inout psa_ingress_output metadata t meta)

{

meta.drop = true;

}

6.4. UcxopoHble 3Ha4YeHUA NakeToB, oOpabdaTbiBaeMbIX BbIXOAHbLIM KOHBEMEPOM
B TaGJ‘II/ILI,e 4 nokasaHbl MUCXodHble 3Ha4YeHnda cogepXXMmMoro nakeTos U MetTagaHHbIX B Ha4vane BbIXO,lJ,HOVI O6pa60TKM.

Tabnuua 4. HayanbHbie 3Ha4eHus1 055l nakemos, obpabambigaeMbixX 8bIX00HbIM KOHE8EelUEepOM.

NU NM CI2E CE2E
packet_in CM. TekKcT.
user_meta CM. TekcrT.
lMons EgressParser istd (mun psa_egress_parser_input_metadata_t)
egress_port 3HauveHue ostd.egress_port 3 koHdurypaunm PRE W3 koHdurypaummn PRE ans ceaHca KnoHWpoBaHuUs.
BO BXOZIHOM MakeTe ans rpynnol
packet_path NORMAL_UNICAST NORMAL_MULTICAST CLONE_I2E CLONE_E2E

BbixodHele nons istd (psa_egress_input_metadata_t)
class_of_service 3HaueHune ostd.class_of_service Bo BxogHom nakete W3 koHdurypaumm PRE ans ceaHca KNOHMPOBaHMS.

egress_port To xe 3HayeHune, koTopoe nonyyeHo EgressParser (cm. Bbiwwe).
packet_path To e 3HayeHne, KoTopoe nony4vyeHo EgressParser (cMm. Bbiwe).
instance 0 M3 koHdurypaumm PRE N3 koHurypauumn PRE ans ceaHca knoHmpoBaHua
AN rpynnol
egress_timestamp Bpems Havana obpaboTtku naketa B EgressParser. 3anonHseTca He3aBMCUMO A5 KaX4on konum
pennmuupoBaHHOro naketa.
parser_error Ot EgressParser. Bcerga error.NoError, ecnu npn aHanuae He BO3HWKIIO OLIMOOK.

6.4.1. UcxoOHoe codepkumoe 06bIYHbLIX Nakemoe

Ons naketoB NU n NM 3HaueHue packet_in 6epétcs n3 BXogHOro nakeTa, Bbi3BaBLUEro nepefavy AaHHOro nakeTa B BbIXO4HOM
koHBenep. OHO HayMHaeTCs C 3arofioBKOB NakeTa, BblAaHHbIX BXOAHbIM COOPLUMKOM, 3a KOTOPbIMU criefyeT CoAepXumoe
nakeTa, T. €. 4acTb, He pa3bnpaemMasn BXOAHbLIM aHanM3aTopomM.

MakeTbl Ans peuupkynsumun, T. e. nepepasaemble B nopT PSA PORT_RECIRCULATE no o6blMHOMY rpynmnoBoMy unmu
WHOMBUAYaNbHOMY MyTUW, TaKKe nonaaarwT B 3Ty KaTeroputo u peanusaums PSA He oTnnyaeT nx ot 0BblYHbIX MHAMBUAYATbHbIX
UNU rpynnoBbiX NakeToB A0 NonagaHus B BbIXOAHOW COOPLLUK.

6.4.2. UcxodHoe codepkumoe Ki1oHoe CI2E

Ons naketoB CI2E 3HayeHune packet_in Gepétcs u3 BXOAHOro nakeTa, Bbi3BaBLUEro co3gaHue knoHa. OHO coBnagaeTt C
cogepxmmblM  packet_in  BxogHoro naketa p[o IngressParser 6e3 W3MEHEHUIN, BHECEHHbIX BXOOHOW 06paboTKOW.
MopnepxuBaeTcst oTceyka AaHHbIX (payload) B nakeTtax.

MakeTbl, KIMOHMPOBaHHbIE BO BXOAHOM KOHBeNepe C ceccuen KroHupoBaHus, rae egress_port = PSA_PORT_RECIRCULATE,
Takke OTHOCHTCS K 9TOW KaTeropuu.

6.4.3. UcxoOHoe codepxkumoe Kr1ioHoe CE2E

Ona naketoB CE2E 3HauveHune packet in GepéTtcsi M3 BXOOHOro nakeTa, Bbi3BaBLUEro cosfdaHue knoHa. OHO HauuHaeTcsi ¢
3arofioBKOB MakeTa, BblAaHHbIX BbIXOAHbIM COOpPLUMKOM, 3a KOTOpbIMWM CrefyeT COAEepXWMOe nakeTa, T. €. 4acTb, He
pa3bupaemasi BbIXOOHbIM aHanusaTtopoMm. MNoaaepxunBaeTca oTcedka AaHHbIX (payload) B nakeTax.

MakeTbl, KNOHMPOBaHHbLIE B BbIXOAHOM KOHBEWepe ¢ ceccuen knoHmpoBaHus, rae egress_port = PSA_PORT_RECIRCULATE,
TaKkKe OTHOCATCH K 9TOW KaTeropuu.

6.4.4. lNonb308amersnibckue MemadaHHbIe OJis1 8CceX 8bIXOOHbLIX NaKemos
MCI'IOJ'Ib3OBaHVIe MeTaAdaHHbIX B BbIXOAHbIX NAaKETOB O4YEHb MOXOXe Ha COOTBeTCTBy}OUJ.VIe npoue,uypbl Ang BXOAHbIX NaKeToB,
onucanHble B naparpade 6.1.4. lNonb3oBatenbckne MeTafaHHble A5 BCEX BXOAHbIX NMAKETOB.
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SQHUMKINIoneausi ceTeBbIX NPOTOKONOB ApxuTekTypa nepeHOCUMbIX KoOMmyTaTopoB P4_16
OCHOBHbIM OTNUYNEM SABNSAETCHA UCMONb30BaHNe AnNa BbIXOAHbLIX NAKeTOB MHbIX nyTe|7|. Y BbIXOAQHOIo aHanusaTopa nmMmeeTca 3
BXOAHbIX (in) mapameTpa - normal_meta, clone_i2e_meta n clone_e2e_meta. [Ins kaxgoro n3 naketoB B Hayarne BbIXO4HOM
06paboTkM YCTAaHOBIEH OAMH U3 3TUX NapaMeTPOB, a [Ba OCTaBLUMXCS HE ONpeaeneHsbl.

Ons naketoB NU 1 NM ycTaHaBnvBaeTcs nulib napameTp normal_meta, NnpuHumMas 3HayeHne 0LHOUMEHHOTO BbIXOAHOTO (out)
napameTpa BXOAHOro c6opLumka Npy 3aBepLleHni BXOAHON 06paboTkM 06bIMHOMO NakeTa.

Ons naketoB CLONE_I2E yctaHaBnuBaeTtcst nuwib napameTp clone_i2e_meta, npuHMmas 3Ha4yeHne 0gHOMMEHHOTO BbIXOO4HOIO
napameTtpa BXogHOro cbopLumka npu KNoHMpoBaHUM nakeTa.

Ons naketoB CLONE_EZ2E ycrtaHaBnuBaetcs nuvwb napametp clone_e2e_meta, npuHumas 3HavyeHWe OOHOUMEHHOro
BbIXOJHOIO NapamMeTpa BbIXOAHOrO COOpLLMKA NPU KMOHMPOBAHMM NakeTa.

6.4.5. (pynnoeas adpecayusi u K/IOHbI
MpuBeaéHHbIE HMXKE MONA MOMyT pasnuyaTbCa B PasHblX KOMUAX rPynnoBbIX NakeTos, obpabaTbiBaembix Ha Bbixoae, Nogo6HO
pasnuuuaM B konusx, obpabaTtbiBaeMbIX Ha BXOAE.

- egress_port 06blYHO pa3nunyaeTcd B pas3HbiX KOMMWSX PEnnULMPOBaHHOIO naketa, HO MOXeT coBnagatb y ntoboro
yucna Konum B COOTBETCTBUM C KOHGUrypaumen nrockoctn ynpaenernus ans PRE. MNpegnonaraeTcs, YTo NNOCKOCTb
ynpaBneHus HacTpavBaeT PRE Tak, 4ToObl y KaXxgoi KonvMm ncxogHoro naketa 6bina yHvukanbHas napa (egress_port,
instance).

- instance - cMm. egress_port.

- egress_timestamp ycTtaHaBnMBaeTcA He3aBUCUMO AJIS Kaxdon konuu. B 3aBucMmocTM oT obbéma Tpadmka Ha
KaXKOOM BbIXOAHOM MOPTY 3HAYEHMSI MOTYT CYLLECTBEHHO PasnuMyaTthCs Y KON OOQHOro naketa.

- parser_error B obwem cnyyae 6ygeT coBnagath Y Kaxgon KOnvMu OgHOro pennuumMpoBaHHoro naketa. OgHako B koge
P4 pna EgressParser none onpefeneHo He3aBUCMMO ONA KaXAOW KOnuw, MO3TOMY MpW pasHOM NoBedeHUw,
HanpvMep, ANg pasHblX egress_port, 3HaYeHns parser_error Takke MOryT pa3nnyaTtbCs.

OcTarnbHoe coaepXXUmMoe NakeToB U CBsI3aHHbIE C MakeTOM MeTafaHHble OyayT coBnadaTh Afsi BCeX KONuiA MCXOOHOro nakeTa.

6.5. MoBegeHWe NnakeToB NO 3aBepLUEHUUN BbIXOAHOW OOpaboTKM
rlpMBe,D,éHHbIVI HWXXe nceBaokoa onpenendeT co3gaHune KOMNWI NakeToB Mo 3aBepLueHnn paGOTbI Onoka ynpasneHna Egress Ha
OCHOBE COAEPXMMOro HECKOIbKUX MONen MeTadaHHbIX B CTPYKTYpe psa_egress_output_metadata_t.

struct psa_egress_output_metadata_t {
// B KOMMEHTapwusix [MOCJe MOoJjell yKaBaHH HadallbHHE BHaueHus IO
// BaBepwenuyu paboTm 6s0ka ymnpaeBineHust Egress.

bool clone; // false
CloneSessionId_t clone_session_id; // He ompegpemneno
bool drop; // false

}

psa_egress_input metadata_t istd;
psa_egress_output metadata_t ostd;

if (ostd.clone) {
if (smauenme ostd.clone session_id nopmpmepxmeaercst) {

V3 BHaueHWii, HACTPOeHHHX Ans ostd.clone_session_id B PRE {
cos = class_of_service
set((egress_port[0], instance[0]), ..., (egress_port[n], instance[n])) =

Habop nap (egress_port, instance)

trunc = truncate
plen = packet_length bytes

}

if (sHaveHMe cos He nommepxmBaeTcsr) {
cos = 0;
// PexoMeHpayeTcsi BammMcaTe oumMbKy, CBSIBaHHYKO C
// HenoxmepxuBaeMEHM BHaYEHMEM COS.

}

Ons xaxpou naps (egress_port, instance) B nabope {
Cosmaércst KJIOH mnakeTa M nepemaércss B 6ybep c nonsmm
egress_port, instance, class_of service cos, nocne
Yero HauMHaeTCsI BHXOLHasi ob6paBorTka. KioH 6yAeT BKIOYaATHE
He Gojsiee plen HavanbHHX 6GafTOB IakeTa, MNOJYYEHHOTO OT
BEIXOQHOT'O c6opumka, NpM yCTaHOBKe trunc = true m Bech
nakeT B MHOM Clydae.

}

} else {
// Kinor He cospaércsi. PexoMeHAyeTcst chesaTh 3anuck o6 oumbke,
// cCBsi3aHHON C HENOILEPXMBAEMEHM BHAUEHMEM ostd.clone_session_id.

}

// TNpononxeHMe He BaBMCUT OT COSBHAHMS KJIOHA M He BIMSIET Ha
// cospaHHHE paHee KJIOHH.
if (ostd.drop) {

Or6pachBaHMe nakxera

return; // locnenywupe omnepauyuy He BHIIOJHSIOTCS .

// Buauenme istd.egress_port Hmke coBmajaeT CoO BHaueHMEM B Hauane
// BHXOZHOM OBpPaBoTKM B COOTBETCTBMM C PelleHMEeM MpemlleCTBYLen
// BxommoOM oBpaboTkmM makera (MaM BamaHO KOoHburypaumerr PRE nms
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// ceaHca KJIOHMPOBAHMsI HEBAaBMCMUMO OT COSBHAaHMsI KJIOHA Ha BXOJe MM
// BRIXOZE) . BHXOZHOMY KOOy He paspelaeTcsi MSMEHSITE ero.
if (istd.egress_port == PSA PORT_ RECIRCULATE) {
PelMpKyJIMpPOBaTE IIaKeT, BOBBpalasi ero BO BXOHONM aHaIMB3aTop;
return; // Mocnexnymomme onepauuy HEe BBIINIOJIHSANTCS .

}

PasMelleHMe rnakeTa B oudepenu nJisi BHXOIHOI'O IopTa istd.egress_port

Kak n npu obpaboTke naketa mocrne BXOAHOrO KoHBeWepa, peanusauma PSA moxeT oTbpackiBaTb NakeTbl MOCMe BbIXOAHOMW
obpaboTku gaxe B criyyasx, korga npvBeA&HHbIN Bbille NCeBAOKOA yKkasbiBaeT ux oTnpasKy. Hanpumep, moryT oTbpackiBaTbcs
KMOHbI nocne BbIxogHoW obpaboTku, ecnu Gydepbl 3anonHeHbl UK NakeT NpeacTaBneH MOBTOPHO Ha BXoAHylo obpaboTky B
MOMEHT MOSIHOW 3arpy3ku BXOAHOrO KoHBenepa. Peanusaumsim pekomeHOyeTcsl MOALEPXKMBaTb CYETUMKM OTOPOLLEHHbIX
nakeToB, MNpPeanoYTUTENbHO He3aBMCUMble, MOCKONbKY OTOpacbiBaHMe MakeToB MOXeT BbIXOAUTb 3a npegernbl
OTBETCTBEHHOCTU nporpammsl P4.

6.6. [lencTBMA NO HaNpaBIEHUIO NAaKeTOB NPU BbIXOQHOM 0O6paboTke

6.6.1. OmbpacsnieaHue nakema
MakeT He nepenaéTcs 3a Npeaerbl YCTPONCTBA MO 3aBEPLLEHUN BbIXOAHOW 06paboTku.

/// WsMeHstoTCST MeTanaHHEeE XIJIsT OTMEHH NepefaYy IaKeTa BOBHE.
/// 3Ta onepaumst He BAMSIET Ha NOBEHEHNME KIIOHMPOBAHMSI.
action egress_drop(inout psa_egress output metadata t meta)

{

meta.drop = true;

}

6.7. Conep)lcumoe nepepgaBaemMoro B nopT naketa
C naketamu NTP 1 NTCPU He cBsA3biBaeTca MeTagaHHbIX.

MakeT HaumMHaeTca c nocnegoBaTenbHOCTM 6aWToOB, BO3BpaLUEHHbLIX BbIXOAHbIM cOoplivkoMm. [anee cnegyloT AaHHble
(payload), koTopble He pa3bupatoTcsl BbIXOAHLIM aHaNM3aTopoM.

Ona noptoB Ethernet nobasnswoTca 6anThbl 3anonHeHns, obecneyvmBatoLLme OOCTMKEHNE MUHMMANbHOrO pasMmepa naketa, a
Takxe paccyutbiBaeTcs 1 4o6aBNsSeTCs B KOHeL, KOHTposbHas cymma kagapa Ethernet (FCS').

Mpepnonaraetcs, 4to nporpammel P4 GyayT SBHO NpoBepATb pasmMep nakeToB AN NpefoTBpalleHus nepepadv naketoB C
n3bbITOYHbIM pasMepoM Kagpa. TunoBas peanu3aumsi OyaeT otbpackiBaTb Kagpbl, pasMep KOTOpPbIX MpeBbillaeT
nogaepXvBaeMbii MakcuMmym. PekomeHayeTcs NoAAepKMBaTh CHETUMKM OLLIMBOK ANS Takoro oTbpackiBaHUS KafapoB..

P4 Runtime umeeT concteo Packet In ana npnéma naketos, oTnpaBneHHbIX ycTponcteom PSA B nopt PSA_PORT_CPU. C
TaKUMK NakeTaMu He CBSI3aHO MeTafaHHbIX M OHW BKIOYAOT NLLb COAEPXKUMOE MakeTa, BblaaBaeMoe kofom EgressDeparser
B nporpamme P4. Mpu 3ToM MOryT BbINOSHATLCA HEKOTOPblE NpeobpasoBaHUs MONel 3aronoBka, kKak onucaHo B naparpacde
4.1. Onpegenexus Tunos PSA.

6.8. KnoHnpoBaHue nakeToB

KnoHupoBaHve npeacrasnseT cobon MexaHu3m nepegayv NakeTos B yKa3aHHbIN NOPT B AOMNONHEHWE K nepeade «0bbl4HOro»
naketa. OgHa onepauus KnoHMpoBaHus (clone) MoXeT co3gaBaTb MHOXECTBO KOMUI B 3aBUCMMOCTW OT HacTPOMKM MITOCKOCTU
yrnpaBneHus.

OOHUM 13 MPUMEHEHUI KITOHMPOBAaHUSA SIBNAETCS MONHOEe OToOpaxeHwe Tpadvka B Apyrov nopT (mirroring), T. €. o6bluHas
oTrnpaBka NakeToB agpecaTy B COOTBETCTBUM C nporpamMmMoi P4, conpoBoxaaemasi nepefdayeit KonMu naketa B Apyroi nopr,
Hanpumep, AN CUCTEMbI MOHUTOPUHIA.

KrnoHvpoBaHne nakeToB NPOUCXOAMT B KOHLE BXOOHOTO W/UMM BbIXOOHOrO KoHBewepa. CemaHTvKa KnoHuposaHusi B PSA
onucaHa Huxe. [Npu Bbi3oBe onepaumu clone B KOHLE BXOAHOIO KOHBeepa Kaxabli KIOH SBNSeTCs Konuen nakeTa, nonasLiero
BO BXOAHOW aHanusaTop, a Npu Bbi30BE B KOHLE BbIXOAHOrO KOHBeWepa KIOoHbl SIBASIOTCH KONUAMW WU3MEHEHHOro naketa,
nony4aeMoro oT BbIXOAHOro cboplumka. B obomx cnyuvasx KNOHMpOBaHHble MakeTbl NonagaltoT B BbIXOAHOW KOHBeWep Ans
AanbHenwen obpaboTku.

Jlornyeckn PRE peanu3dyeT mexaHu3mbl konvpoBaHus nakeTta. KnoHupoBaHuem ynpasnstoT Nonst MeTafdaHHbIX CTPYKTYP
psa_ingress_output_metadata_t n psa_egress_output_metadata_t, umeHa koTopbIx HaumMHalTCA ¢ clone.

bool clone;

CloneSessionld t clone_session_id;

Ter clone ynpaBnseT knoHvpoBaHuem nakeTta. [Npu 3Ha4yeHun true kNOH NakeTa (NakeToB) cO30aéTcA B KOHLEe KOHBewepa. Mone
clone_session_id ykasbiBaeT OA4HY MM HECKOMNBbKO CECCUIN KMOHUPOBaHWS, KOTOPbIE NMOCKOCTb YNpaBreHUs MOXeT HacTpOUTb
B PRE. Ona kagow CeccuMu KNOHMPOBAHUSA MMOCKOCTb YNPaBNEHUS MOXET 3a4aTb yKa3aHHble HWXKe 3Ha4YeHusd, KoTopble
cnepfyeT CBA3bIBaTb C CO3aBaEMbIMM CECCMEN KITOHaMM.

/// B xaxgmoy ceccmm KIOHMPOBaHMSI MOT'YT COBOaBaTLCSI mapH (egress_port, instance).
PortId t egress_port; /// egress port B mape (egress_port, instance).
EgressInstance_t instance; /// instance B nape (egress_port, instance).

/// Komdpurypaumss ceaHca KIOHMPOBAHMsSI B3aJaéT B TOYHOCTM 1 BHauUeHMEe IJIsT yKaBaHHHX

/// uwxe nonemn.

ClassOfService_t class_of_ service;

bool truncate;

PacketLength_t packet_ length bytes; /// NpuMensieTrcst Tonmbko mpm truncate = true

KoHdurypauusi Habopa nap (egress_port, instance) 4ns ceaHca KNOHMPOBAHUSI NOXOXa Ha KoHdUrypauuto nap ans multicast-
rpynn (6.2.1. I'pynnoBas pennukaums) B 4actu TpeboBaHWI N OrpaHNYEHWA.

'B opuzuHarne He 8rnosiHe KoppekmHo ykasaHo CRC. [pum. nepe.
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B kayecTtBe 3Ha4eHus egress_port MOryT yKa3blBaTbCA nobble nopThbl, NpuroaHble Anda 0ObIYHbIX nHonBmnayanbHbIX MNakeTos, T.
e. 06bi4HbIe nopThl, PSA_PORT_CPU, PSA_PORT_RECIRCULATE. B aByx nocrnegHux cny4asx KnoHel OyayT nepegaBaTbes
B CPU nnu Ha peumpKynsauuio B KOHLE BbIXOAHON 06paboTkm Kak 006bIYHbIE MHANBMAYAbHbIE NAKETHI.

[nsa cokpalleHns pacxoaa NpPOoMyCKHOW CMOCOBHOCTN MOXET MPUMEHATLCS OTCeYKa Mpu KMOHMPOBaHWUM NakeToB C nepeaayen
NWLWb 334aHHOTO YMCra HavyanbHbIX 6aToB NakeTa. ATO MOXeT ObITb NOME3HO NP OTNPaBKe 3arofIOBKOB MAKeTOB MIIOCKOCTU
ynpasneHusi, a Takke cuctemam cbopa AaHHbIX AN MOHWTOpWUHra Tpadwuka. 34ecb TEPMUHOM «3arofloBoK» 06o3HavaeTcs
NpPOCTO HeKOTOpoe Yncno 6anToB B Ha4Yane nakeTa, a He 3arofloBku, onpedenéHHble U aHanuanmpyemble B nporpamme P4. Ecrin
ANS ceccun yCTaHOBMEHO 3HadveHue truncate = false, BbINOMHsIETCA KNOHMPOBaHWE MakeToB LEenMkoM. B nHom crnyyae KroH
BKMovaeT nuwb nepsble packet_length_bytes 6aiitoB ncxogHoro naketa. OTceyka nNakeToB He OKasbiBaeT BWSHUS Ha
COMpOBOXAaloLLmMe NakeT MeTadaHHble U pa3Mep MeTagaHHbIX He yunTeiBaeTcs B packet_length_bytes. OTceuka BbinonHseTcs
ANsi UCXOA4HOro nakeTa, NepefaHHoro B napameTpe packet_in BxogHOMy aHanm3aTtopy (Ans KNoHOB M3 BXOOHOIO KOHBeWepa B
BbIXOAHOWN), UNN NepedaBaeMoro Hapyxy kak napameTtp packet_out n3 BbixogHoro cboplumka (Ans KNOHOB U3 BbIXOAHOMO
KOHBeMepa B BbixogHow). Peanusaumm PSA  MoryT nogaepkvBaTb INUlb  OrpaHWYEHHbI  Auanas3oH  3HayYeHuwn
packet_length_bytes, Hanpumep, kpaTHbIi 32 BanTam.

Mockonbky B 06Lem crnyvyae npegnonaraetcs KnoHupoBaHue naketos B CPU, kaxpas peanusaumsa PSA HaunHaeTcs ¢ ceaHca
knoHunpoBaHuss PSA_CLONE_SESSION_TO_CPU, wHuumanuanpyemoro napol (egress_port, instance) ¢ egress_port =
PSA_PORT_CPU u instance = 0. [lns aTon ceccumn Takke yctaHaenmeaeTca class_of service = 0 u truncate = false.

6.8.1. [lpumepbI KITOHO8
Hwxe npuBeaéH doparMeHT Koga AN KNOHMPOBaHUS NAKETOB.

header clone_i2e_metadata_t {
bit<8> custom_tag;
EthernetAddress srcAddr;
}
control ingress(inout headers hdr,
inout metadata user meta,
in psa_ingress_input metadata_t istd,
inout psa_ingress_output_metadata t ostd)

action do_clone (CloneSessionId t session_id) {
ostd.clone = true;
ostd.clone_session_id = session_id;
user_meta.custom clone_id = 1;
}
table t {
key = {
user meta.fwd metadata.outport : exact;
}
actions = { do_clone; }
}
apply {
t.apply();
}
}
control IngressDeparserImpl (packet out packet,
out clone_i2e metadata t clone_ i2e meta,
out empty metadata t resubmit meta,
out metadata normal_meta,
inout headers hdr,
in metadata meta,
in psa_ingress_output metadata_t istd)

DeparserImpl () common_deparser;
apply {
// HasHaueHMe BHXOZHOTO napaMeTpa clone_i2e meta HOMKHO BHIIONHSITECS
// DNpu BHIOONHEHMM NPUBEREHHOTO HUXKE YCJOBMSI .
if (psa_clone_i2e(istd)) {
clone_i2e meta.custom tag = (bit<8>) meta.custom clone_id;
if (meta.custom clone_id == 1) {
clone i2e meta.srcAddr = hdr.ethernet.srcAddr;
}
}

common_deparser.apply (packet, hdr);
}

6.9. MoBTOpHOE NpeacTaBrieHNe NakeToB

MoBTOPHOE NpeAcTaBreHne NakeToB CYXWT A5 NOBTOPEHUs nx 06paboTkv BO BXOAHOM KOHBENEpPE W BbINOMHAETCSA B KOHLE
3TOro KoHseviepa. [pu NOBTOPHOM MpeAcTaBfieHnn nakeTa 3aBepluaeTcs ero obpaboTka BO BXOOHOM KOHBeWepe, nocre yero
nakeT CHoBa MNpeAcTaBnseTcs BXOAHOMY aHanusatopy 6e3 BbinonHeHusi coopku (deparse). VIHbIMM crioBamu, NOBTOPHO
npeacTaBneHHbIi NakeT MMeeT TOT Xe 3arofioBOK M AaHHble, KOTOpble ObiNM y MCXOOHOrO MakeTa, COXpaHseTcsl Takke
3HayeHue ingress_port. 3HavyeHne packet_path gna noBTopHO NpeacTaBneHHoro naketa MmeHseTca Ha RESUBMIT.

BxogHon aHanusatop OTnuyaeT MOBTOPHO MpeAcTaBleHHble NakeTbl OT MCXOAHbIX No nonto packet _path B MeTagaHHbIX
ingress_parser_intrinsic_metadata_t. lNMpu aHanuse nOBTOPHO nNpeAcCTaBNEHHOro nakeTa MoxeT ObiTb BbiGpaH Apyron
anroputMm. Kpome Toro, BXOAHOW KOHBEMep MOXEeT MPUMEHUTb AMNS Takoro nakera MHoe AeWCTBUE, HeXenu ONA UCXOOHOrO.
Ecnn nnatdopma nossonseT HEOAHOKPaTHO BbIMOMHATL MOBTOPHOE NPeACTaBrieHve, Nnonb3oBaTtenbckas nporpamma MoXeT
pasnuyaTbh TakMe nakeTbl MO AOMOMHUTENbHbIM MeTaAaHHbIM, CBA3aHHbIM C HUMU. OTMETUM, YTO MaKCMMarbHOe 4YWCMOo
MOBTOPOB 3aBMCUT OT nratdopmel (cMm. 3. Myt nakeTos).
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PSA 3ap0aéT BO3MOXHOCTb WCMONb30BaHUSA onepauuu resubmit nuwb BO BXOOAHOM KOHBEWepe, a BbIXOAHOW HE MOXeT
npeacTaBnATb nNakeTbl MOBTOpHO. Kak ykasaHo B pasgene 3. lMytu naketoB, PSA He nmeeT o6sA3aTenbHOro mexaHu3ama
npefoTBpalLeHnst 6ECKOHEYHOrO MOBTOPA, PEUMPKYNALUU UKW KNoHMpoBaHus. OgHako nnatdopMbl MOryT 3adaBaTh Takue
orpaHuyeHus.

OgHuM u3 NPUMEHEHUIN MOBTOPHOIO MPEACTaBIEHNS MakeToB SABNSETCA MOBbILEHWE EMKOCTU U rmbkocTu KOHBeKepa
06pa60TKVI naketoB. Hanpumep, HeogHokpaTHas o6p360TKa naketa BO BXOAHOM KOHBeEWepe MNo3BonsdeT YBENUYNTb YUCIO
NPpUMEeHAEMbIX K NakeTy onepaumn B N pas, rae N - 4yicno NoBTOPOB NpefCcTaBrieHns nakeTa.

Opyrvm npumepoM sIBMsSieTC UCMonb3oBaHWe pasHbiX anroputMoB Anst 06paboTkm ofHoro nakeTta. VcxoAHbl nakeT MOXeT
GbITb, HAaNpUMep, NPoaHanNU3MpPoBaH U NOBTOPHO NpeACTaBneH C AONOMHATENbHBIMU METaAaHHLIMM, NO3BONSAOLWMMY BbIGpPaTL
WHOW anroputMm obpaboTku. 3aTeM NpeAcTaBneHHbI NOBTOPHO NakeT MOXET GblTb NMpoaHanuaMpoBaH, U3MEHEH U cobpaH C
UCMNoIb30BaHWEM BbIGPaHHOro anropuTma.

[ns ynpouweHua nepegayn uHMOpMauum npu NOBTOpPHOM 06paboTke nakeToB MexXaHW3M MNOBTOPHOro NpeACcTaBreHus
nogaepXvBaeT OOMONMHUTENbHbIE MeTagaHHble. OTW MeTafaHHble CO34alTCA MpU NPOXOXAEHUW MakeTa yepe3 BXOAHOMW
KOHBeNnep n 3aTeM NPYMEHSTCH NPy CrieayloLemM npoxoae.

Peanusauun PSA nopaepxmBaloT KoHdurypauuoHHein dnar resubmit gna PRE, paspewarowmin MmexaHu3m MOBTOPHOIO
npeactaesnexHns. [pn ycTaHOBNEHHOM drare WCXOAHbI MakeT npeacTaBnsieTcs CHOBa BMeCTe C HeobsAsaTenbHbIMM
MeTadaHHbIMKW, CO3AaHHBIMY MpY NepBoM npoxoxaeHnn. Ecnn dnar cbpoweH (false), mexaHn3aM NOBTOPHOrO MpeAcTaBneHus
OTKMoYaeTca U MeTagaHHble resubmit_meta He ycTaHasnueatoTcs.

6.10. PeumnpKynsaumsa naketoB

Peunpkynauusa obecneumBaeT MexaHn3M NoBTOopa BXOAHOM 06paboTkM nakeTa nocre 3aBepLUeHns ero BbIXO4HON 06paboTku.
B otnunune oT noBTOpHOro npeacTtaBneHusa (resubmit), roe copgepXumoe MOBTOPHOrO MNakeTa MAEHTUYHO WCXOOHOMY,
PEUMPKYNMPYIOLNIA  NaKeT MOXET WMETb W3MEHEHHbIe 3arofioBkM. JTO MOXET ObiTb MOME3HO Mpu  MCMOSb30BaHWUM
MHOIOYPOBHEBOW TYHHENbHOW MHKAaNCynsiuMm U gekancynsaumm.

Bonpoc peuupkynaumM naketa pellaeTtcs BO Bpemsa BXxogHOM 06paboTkum MyTéM ero OTnpaBku B cheuuanbHbld NopT
PSA_PORT_RECIRCULATE. Cama peunpKynaumsa npoucxoauT B KOHLE BbIXOLHOroO KoHBenepa. Npu oTnpaBke naketa B nopT
peuvpKynsauum ero BbixogHas obpaboTka 3aBepluaeTcs (BKM4Yas BbIXOAHOW COOPLUMK) M NakeT BO3BpaLLAeTCs BXOAHOMY
aHanusatopy. lMone ingress_port npu peunpkynsaummu naketa nonyyaet 3HadyeHne PSA_PORT_RECIRCULATE, a packet_path
- RECIRCULATE.

Mpu peumpKynsaumm Takke BO3MOXHO CBSI3blBaHWE C NAakeTOM AOMONHUTENbHBLIX MeTaJaHHbIX, KOTOpblE CO3JalTCs B NpoLiecce
BbIXOAHOW 06paboTky M nepenarTcs B BbIXOAHOM napameTpe recirculate_meta BbixogHoro copluuvka. OTM MeTagaHHble
[OCTYMHbI BXOAHOMY aHanu3atopy BMeCTe C NakeToMm.

7. BHewHue 6510ku PSA

71. OrpaHquva Ha UCNOJNb30BaHMe BHELWHNX 6510KOB

Bce aksemnnspbl o6bekToB B nporpamme P4 co3galoTcs npu KOMOUNAUMM UM MOrYT ObiTb OpraHu3oBaHbl B OEepeBO
peanun3auun. KopeHb atoro gepesa (T) npeactaBnseT BEPXHUI ypOBEHb NPOrpamMmbl, @ ero NOTOMKaMun ABNATCA nporpamma
(nakeTt) PSA_Switch (cm. 5. MNMporpammupyemble 6mnoku) 1 Bce BHelHUEe 6rnoku, co3aaHHble Ha BEPXHEM YPOBHE MpOorpammbl.
MoTtomkamu ysna PSA_Switch sBnsioTcs nakeTbl 1 BHelWHWe 6nokv, nepegaHHble Kak napameTpbl akdemnnapa PSA_Switch.
Ha pucyHke 3 nokasaHO MUHMManbHO BO3MOXHOE AepeBo And nporpammbl P4, ncnonbaytowlen apxutektypy PSA.

[ [ I ]

[Cremsewane | [ roamrte I

[

| IngressParser |

PucyHok 3. [lepeso muHuMansHo20 ak3emspa PSA.
Ecnun kakon-nmbo 13 aHanM3aToOpOB WM 3NIEMEHTOB YMNPaBfeHUS CO3AaET 3K3EMMNsApbl APYTMX aHanM3aToOpOB, 3NIEMEHTOB
yNpaBneHnsi N BHELIHUX GrOKOB, AepeBO peannsaumm OyaeT BKIIOYaTb 3TN 3K3eMMNIIsSpbI.

Kaxabl aK3eMnnap, y3en KOToporo ABfAseTcd NOTOMKOM y3na Ingress B 3TOM pAepeBe, OTHOCUTCA K 3K3eMnnapy Ingress.
(aHaJ'IOFVI‘-IHO ona apyrmx BXOAHbIX UMW BbIXOAHbIX aHannM3aTtopoB U 3J1IEMEHTOB yl'lpaBJ'IEHVIﬂ). Bce npouve ak3semnnspbl
OTHOCATCA K BEPXHEMY YPOBHHIO.

Peanusauusm PSA paspelleHo oTBepratb Mporpammbl, CO34aloliMe UMW Bbi3biBalOLWME BHELHWE GroKM C HapyLleHUeM
npvBeaEHHbIX B Tabnuue 5 ycnosui.

Tabnuya 5. dnemeHmsbI ynpaereHusi, Komopblie Mocym cos0asamb U 8bi3blamb 8HeWHUe 610KU.

Tun eHewHez0 6510Ka Bnoku, Mmoe2ywjue cozdasams U 8bi3bieamb extern

ActionProfile Ingress, Egress

ActionSelector Ingress, Egress

Checksum IngressParser, EgressParser, IngressDeparser, EgressDeparser
Counter Ingress, Egress

Digest IngressDeparser

DirectCounter Ingress, Egress

DirectMeter Ingress, Egress

Hash Ingress, Egress

InternetChecksum IngressParser, EgressParser, IngressDeparser, EgressDeparser
Meter Ingress, Egress

Random Ingress, Egress

Register Ingress, Egress
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Hanpumep, orpaHudeHne Counter 6nokamu Ingress, Egress o3HauaeT, 4to kaxapii ak3emnnsip Counter gomkeH co3gaBaThes
BHYTpM Gnoka ynpaeneHusi Ingress unu Egress, a Takke MOXeT HacnegoBaTbCsl OT 3TUX Y3rioB B AepeBe peanusauun. Mpu
co3pgaHun ak3emnnspa Counter B 6noke Ingress, CY4ETYMK HENb3s ykasbiBaTb, @ €r0 METOAbl Bbi3biBaTb M3 Apyrux Gnokos
yNpaeneHvsi, He SBMSIIOLLMXCS MOTOMKaMU Ingress B AepeBe.

Peannzaumam PSA HeaonyctuMmo nogaepXxmBaTtb co3daHuMe 3K3eMniAapoB  BHELUHUX 006BbEKTOB Ha BEpXHEM YypOBHe.
Peanusauumn MOryT, HO He 006s3aHbI npuHMMaTb nporpamMmbl, UCNONb3yHOLMEe 3TN BHELWHUE 6nokn B apyrmx mectax (He
YKa3aHHbIX B Ta6n14u,e). Mporpammuctam P4 gna makcumanbHOWM NepPeHOCMMOCTU nporpamm cnegyet orpaHundmBaTb
MCNonb3oBaHUe BHELLUHUX GroKoB YKa3aHHbIMW B Tabnuue mectamu.

Bei3oBbl MeToga emit ans Tmna packet_out moryt B PSA pasmewartbca nuwb B 6nokax cOopLUMKOB, MOCKOMbBKY 3K3eMMNApbI
packet_out BMAMMBI NULWb B Taknx arneMeHTax ynpaeneHus. TO4HO Tak e niobble MeToabl Ans Tuna packet in (Hanpumep,
extract n advance) moryT BbI3biBaTbCs B nporpammax PSA nuwb 13 aHanusaTopoB. P4 s no3BonseT Bbl3oBaTb MeToa verify
NVWb CUHTAKCMYECKUM aHanm3aTopam A58 Bcex nporpamm P46, HE3aBMCUMO OT UX NpeaHasHaveHHocTu ang PSA.

- Mpegnonaraetcs, 4YTO BbiCOKONpou3BoauTenbHble peanusauun PSA He MoryT oB6HOBNATL OOMH U TOT e 3K3eMnnsip
extern n3 Ingress n Egress, a Takke U3 HECKONbKMX aHanM3aTopoOB UK 3NEMEHTOB yrNpaBneHnsi, 3agaHHbIx B PSA.

- B ycTpowicTBax C HECKONMbKMMW KOHBEWepaMu Ha Aefle UMEEeTCS MHOXECTBO 3K3EMMNNSAPOB BXOOHLIX U BbIXOAHbIX
koHBenepoB. OCHOBHOWM NPUYMHOW CO34aHUS MHOXECTBa KOHBEWEPOB SIBMSETCH NMpaKTudeckas CroXHOCTb AOCTyna K
ogoHOMYy OOBEKTY C MOOOEPXKKOW COCTOSHUIA (Tabnvua, CYETYMK M T. M.) CO CKOPOCTbIO, MPEBbLILIAIOLWEN CKOPOCTb
nakeToB B OOHOM KoHBewepe. MoaToMy K 06bekTaM C NOAAEPXKKOW COCTOSHMSA criegyeT obpallaTtbCa Nl U3 OAHOMo
KoHBelepa B ycTporictee (cM. MNpunoxexue E. YcTtponctea PSA ¢ HECKONBKMMU KOHBEEpPaMK).

7.2. CBonctBa Taonuy PSA

B Tabnuue 6 ykasaHbl Bce cBoncTtea Tabnuy P4, onpegenénHbie PSA, KoTopble He BKIOYeHbI B 6a3oByto cneyndmkaumio P4 6.

Tabnuuya 6. Ceolicmea mabnuy, PSA.

Ceolicmeo Tun OnucaHue
psa_direct_counter Mms ogHoro ak3emnnspa DirectCounter 7.7.3. NpsAMon CHETUMK
psa_direct_meter Mmsa ogHoro aksemnnspa DirectMeter 7.8. Nameputenun
psa_implementation Mms ogHoro ak3emnnsapa ActionProfile unn 7.11. Mpodunu pgencteun, 7.12. Cenektopbl 4eACTBUN
ActionSelector
psa_empty_group_action action 7.12. CeneKktopbl 4ENCTBUIA
psa_idle_timeout PSA_IdleTimeout_t 7.2.1. YBegomMneHve o TaiM-ayTe ans 3anucu Tabnmubl

Peannsauumn PSA HegonycTumo nogaepxmeatb oba cBorcTBa psa_implementation n psa_direct_counter B ogHon Tabnuue. To
e OTHOCUTCS K O4HOBPEMEHHOWN NoadepKke cBOMCTB psa_implementation n psa_direct_meter, a Takke psa_implementation n
psa_idle_timeout.

Peanunsauusa PSA gomkHa nogaepxmeaTb Tabnuubl, umetoline oba ceorctBa psa_direct _counter un psa_direct_meter.

7.2.1. YeedomneHue o malimM-ayme 0Onsi 3anucu mabnuuybli

PSA ucnonbayet ceoncTtBo psa_idle_timeout ans Toro, 4ToObl peanusauma Tabnuubl Morna nepefaBaTb yBEOOMIIEHUSA OT
ycTpoictBa PSA no ncreyeHnu 3afaHHOroO BPEMEHM C MOMEHTa MOCNeAHero COBMafeHUs C 3anucbio Tabnuupl. 3To none
MoxeT npuHumaTe 3HadyeHne NO_TIMEOUT wunmu NOTIFY_CONTROL. NO_TIMEOUT oTkntovaeT YyBeAOMMEHUs W
NPUMEHSIETCST MO YMOM4YaHuo, ecnu cBoicTBo Tabnuubl He 3agaHo. NOTIFY_CONTROL BknoyaeT yBeooOMIEHUS U
peanusaumnsi PSA 6yget reHepupoBaTte APl ans nnockocTv ynpaBneHusl, NO3BONSIOWMIA YCTaHOBUTL Ans 3anvcen Tabnuubl
cpok gencteus (TTL), no mucTeveHum KOoToporo ycTpowcTso OyaeT nepegaBaTb yBeAOMIEHWE, ecnu Ans 3anucu He Obino
HaMAEeHO HW OOHOro CoBMageHus npu noucke B Tabnuue. Yactota n pexvm reHepaumn 1 JOCTaBKM yBEOOMIIEHUIN NIOCKOCTH
ynpasneHus onpeaensnTca KoHUrypaumoHHbIMM napameTpamu, 3agasaeMmbiMn API nnockocTn ynpasnexus. Hanpumep,

enum PSA IdleTimeout t {
NO_TIMEOUT,
NOTIFY_CONTROL

}

table t {
action al () { ... }
action a2 () { ... }

key = { hdr.fl: exact; }
actions = { al; a2; }
default action = a2;
psa_idle_timeout = PSA_IdleTimeout_t.NOTIFY_ CONTROL;
}
[ns 3HaveHun TTL n yBegoMneHuin umeeTcs psf, orpaHuyeHniA, NPpUBEAEHHbBIX HUXKeE.

- BeposatHo nobas annapatHaa peanusaums 6yoet MMeTb OrpaHUYeHHOE YMCro GUTOB ANs NpeacTaBneHus 3HaYeHun
M, MOCKONbKY 3HAaYeHWs 3agdarTca B npouecce paboTel, moayntio runtime (P4Runtime wnu wHOM nporpamme
KOHTponnepa) pasyMHO rapaHTUpOBaTb BO3MOXHOCTb MpeAcTaBneHuss 3HaveHu TTL B ycTpowcTBe. OTO MOXHO
caenaTe NyTEM 3ajaHUsa 3aBMCMMOCTW OT [OCTYMHOro Ha mnnatdopme uyncna 6uTtoB, 4TOoObl 06ecneyunTb
npeacTaBneHve OuanasoHa 3HavyeHW’d B pasHbiX  3anucax. Peanusaumam  PSA  cnepyetr  paspewaTtb
nporpaMM1poBaHue NMuLlib COOTBETCTBYHOLMX Tabnuy 1 BelgaBaTh cooblueHre 06 owmnbke, ecnm yCTPONCTBO COBCEM
He noaaepXxuBaeT Tanm-ayT 6e3nencTeus.

- Ecnu Taim-ayT He 3apaH ans 3anvcu Tabnuubl, yBedoOMIeHWs He OyayT nepepaBaThbCs AaXe MpU BKAOYEHHOM
CBOWCTBE.

- PSA He TpebyeTt Tanm-ayTa Ang 3anucu ¢ NPUHATLIM MO YMOMYaHUIO OEVCTBUEM, MOCKOMBbKY MPUHATOE NO YMOMYaHuio
OeNCTBME MOXEeT He MMeTb B Tabnuue ABHOM 3anvcu, a Takke MO MpUYMHE OTCYTCTBMSA yBeamuTenbHbIX MPUYMH
UCMOMb30BaHNA KOHTPONNepoM MHAOpMaLum O AONroM OTCYTCTBMU COOTBETCTBUIA C KOHKpeTHoW Tabnuuen. 3anvcb
ANsi NPUHATOrO MO YMONYaHWIo OEVCTBUS HUKOrA4a He ycTapeBaer.
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- B HacTosiee Bpems Tabnuubl, peanv3oBaHHble ¢ ucnonb3osaHmem ActionSelector n ActionProfile, He nopgaepxusatoTt
cBowcTBo psa_idle_timeout. 310 orpaHnyeHne MoxeT ObITb MCKINOYEHO 13 ByayLuMx Bepcuin cneumdurkaumu.

7.3. Bnok pennukauum nakeToB
BHewHuin 6nok PacketReplicationEngine (PRE) siBnsieTca yacTbto koHBenepa PSA, koTopas He nporpammupyeTcs kogom P4.

XoTa PRE HEBO3MOXHO nporpammupoBaTh ¢ NoMoLLbio P4, aToT 6Gnok MOXHO HacTpamBaTb ¢ ucnonb3oBaHveM API nnockoctu
yrnpaBsneHus (Hanpumep, NyTém HacTpouku multicast-rpynn u ceccuii knoHnposaHusl). Ons kaxgoro naketa nporpamma P4
00bI4HO OyaeT ycTaHaBNMBaTh 3HAYEHUSA BHYTPEHHUX MeTadaHHbIX B TakMX CTPYKTypax, kak psa_ingress_output_metadata_t n
psa_egress_output_metadata_t, koTopble ynpaBnsawT onepaumsamu PRE Hap naketom. B dhaiine psa.p4 onpepeneHbl
HeKoTopble [AEeWCTBMSA, MOMOrarllme YCTaHOBUTb 3HayeHWss 3TUX nonen B Haubonee pacnpoCTPaHEHHbIX CUTyauumsx,
onucaHHbIX B naparpacdax 6.3. [enctBua no HanpaeneHuio nakeTtoB npu BxogHon obpabotke u 6.6. Oencrteus no
HanpaBneHWIO NakeToB NMpu BbIXOAHOW 0bpaboTke.

Oksemnniap BHelHero 6rnoka PRE gomkeH cosgaBaTbCa OQHOKPATHO Npu co3daHum ak3emnnsipa PSA_Switch. Onpenenenus
u3 canna psa.p4 gaHbl B KoHue pasgena 5. lMNporpammupyemble 6noku. Huxe npuBeaéH npumep CO3AaHWst 3K3EMMMSpPOB,
Bkntoyass 1 ak3emnnsAp PacketReplicationEngine n 1 ak3emnnsap BufferingQueueingEngine npu cosgaHun ak3emnnspa
PSA_Switch.

IngressPipeline (IngressParserImpl (),
ingress(),
IngressDeparserImpl()) ip;

EgressPipeline (EgressParserImpl (),
egress(),
EgressDeparserImpl () )ep;

PSA Switch(ip, PacketReplicationEngine(), ep, BufferingQueueingEngine()) main;

7.4. Bnok nakeTHbIX oyepeaen

BHewHun 6nok BufferingQueueingEngine (BQE) npeacrasnseTt gpyryto yactb koHBenepa PSA (nocrne BbixogHon 06paboTku),
KoTopasi He nporpammMupyeTcs kogom P4. Xota BQE HeBO3MOXHO nporpammmnpoBaTh € UCMONb3oBaHneM P4, 3ToT 610k MOXHO
HacTpamBaTb Hanpsamyto Yyepe3 AP| NnocKoCcTu ynpaBneHns nnm nyTéM YCTaHOBKU BHYTPEHHUX MeTafaHHbIX.

Ok3emnnsp BHewHero 6rnoka AoMmkeH co3gaBaTbCs OOHOKpaTHO, kak U PRE. [JononHutensHoe obcyxaeHne v npumep Koaa
npencraeneHsl B naparpade 7.3. bnok pennukaumm nakeTos.

7.5. XawmpoBaHue
Hwxe nepe4vncneHbl nogaepxmBaemMmbie anropuTMbl XSLLMPOBaAHUA.

enum PSA HashAlgorithm t {
IDENTITY,
CRC32,
CRC32_CUSTOM,
CRC16,
CRC16_CUSTOM,
ONES_COMPLEMENT16, /// 16-6uToBast KOHTPOJBHAsI CyMMa C JLOMNOJIHEHMeM 1o 1,
/// npumensiemass B BarojoBkax IPv4, TCP m UDP.
TARGET DEFAULT /// Onpepensiercst peanmsBaumen miIaTHOPMEI.
}

7.5.1. Xaw-¢pyHKuyus

MpuMep MCMoNb3oBaHUS NPUBEAEH HUXKE.

parser P() {
Hash<bit<16>>(PSA_HashAlgorithm t.CRC16) h;
bit<16> hash_value = h.get_hash (buffer);

}

MapameTpbl X3LW-YHKUUY NpeacTaBneHbl HUXe.

- algo - ncnonb3dyemebin Anst pacyéta anroputMm (7.5. XawmposaHue).

- O - T¥n BO3BpAaLLAEeMOro yHKLNEn 3HaYeHs.

extern Hash<O> {

/// Komcrpyxrop
Hash (PSA_HashAlgorithm t algo);

/// Pacuér xsm-3HauYeHMUSI OJIST NAHHBIX.

/// @param data - ZaHHIe NI X3UMPOBAHWS.
/// Qreturn - sBHaueHMe xXBW-OYyHKUMM.

O get_hash<D>(in D data);

/// Pacuér xsm-sHaueHust nnst data c MomyneM max u npubaBieHueM base.

/// @param base - MuMHMManBHOe BOSBpAallaeMOe SBHaYEHME.

/// Rparam data - gaHHHE IJIST XBUMPOBAHMSI.

/// Rparam max - xX3m-BHauUEHME [EIMTCS [IO MOZYJO Ha max.

/// PeanmBauusi MOXeT OTPaHMUMBATE MAaKCHMMAJIEHOE MNOANEPXKMBAEMOe BHadYEHMe,
/// nanpumep, BesmumuHOM 32 mum 256 a Takke MOXET paspemaTs NpPUMEHEHMe
/// nvue creneneit 2. PaspaboTumkam P4 crepsyeT BHOMpPATB TaKue BHAYEHMS
/// Momynsi, xoropme oBecneuar TpebyeMyo NEPEHOCHMMOCTL.

/// Rreturn (base + (h % max)), rme h - xsw-sHaueHue.

O get _hash<T, D>(in T base, in D data, in T max);
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7.6. KoHTpOnbHbIE CyMMbI

PSA noggoepxmeaeT (byHKLI,VIVI pacyéTta KOHTPOSbHbIX CyMM 0514 NOTOKa 6anToB B 3arofioBkax nakeToB. KoHTponbHble CYyMMbI
4acToO NPpUMEHAKTCA OANnA 06Hapy>KeHVIF| NOBPEXAEHHDBIX U COAEPXKALLNX UHbIE OLUMOKKN NaKeToB.

7.6.1. bazoeass KOHMpoJsibHasi cyMma

BasoBbIt 6ok pacyéta KOHTPONbHBIX CyMM B PSA nogaepxvBaeT NPou3BOSibHbIE anrOpUTMbl XALLMPOBAHUS U NpuHUMaeT 1
napamertp.

- W - pa3mep KOHTPONbHOW CyMMbI B Butax.

extern Checksum<W> {
/// KomcrpyxkTop
Checksum (PSA HashAlgorithm t hash);
/// C6poc BHYTpPeHHEIr'O COCTOSIHMsSI M IOAT'OTOBKa 6J0Ka k pacuéraM. Kaxmsmi
/// »xsemnnsip obrexTa Checksum MHMIMAIMBMPYETCs aBTOMAaTMYECKM, Kak ByATo
/// Bns Hero BHBBaHa QyHKuus clear (). MHMUManNMBauUUsi BHIIOJHSIETCS IPM
/// cospaHuM Kax[OT'O BKBEMIIsIpa, T. €. IPM KaxAOM NPMMEHEeHMM aHajmsaTopa
/// nnan sneMenTa ynpaBienuss ¢ obsexToM Checksum. Bce cocTosiHuS
/// nopmepxuBanTcst 06BexTOM Checksum HeBaBMCHMMO AJIsI KaXAOTO IIaKeTa.
void clear();
/// DobBaBneHue HaHHHX B KOHTPOJIBHY CYMMY .
void update<T>(in T data);
/// Nonyuenue KOHTPOJLHON CYMMH NIocCje mob6aByieHust (Ho 6e3 ymajeHMs1) NaHHEIX
/// c nocnepuero BmsoBa clear.
w get();
}

7.6.2. UHKpeMeHMHasi KOHMpPOoJsibHasi CyMMma

PSA nopdepxvBaeT Takke WHKPEMEHTaNbHbI PACYET KOHTPOMbHbBIX CYMM, BKMKOYAOWMWIA OOMNOMHWUTENbHBIN  MeTOA,
UCKINIOYEHNA [OaHHbIX, YYTEHHbIX B npegwecTsyloweMm pacyéte. KoHTpomnbHble CyMMbl paccyMTbIBalOTCSt MO anropuTMmy
xewwmpoaHns ONES_COMPLEMENT16, ncnonbayemomy npotokonamu IPv4, TCP n UDP (cm. REC 1624 n lMpunoxeHue B.
Peanunszauus BHelwwHero 6noka InternetChecksum).

// KOHTpOsBHHE CyMMEH Ha OCHOBe anropmrva ONES COMPLEMENT16 npumeHnsuorcst B IPv4,
// TCP u UDP. [onmepxXmMBaeTCsl MHKPEMEHTHOe OOGHORBJIeHMEe C MOMOWBI MeTona subtract.
// Cu. IETF RFC 1624.
extern InternetChecksum {

/// KomcrpyxTop

InternetChecksum() ;

/// C6poc BHYTpPeHHEIroO COCTOSIHMSI M IOAT'OTOBKa 6J0Ka k pacuéraM. Kaxmsmi

/// »xsemnunsip obwexTa InternetChecksum mHMUMANMBMPYETCsI aBTOMAaTUYECKM,

/// xaxk 6ymTo nnst Hero BHSBaHa OQyHKuMs clear (). MHMumanMsauyust NPOMCXOIUT

/// npm cospaHmM KakmOTO SKBEMIISPa, T. €. NPM KaxAoM MNPUMEeHEeHMM aHanmusaTopa
/// unu sneMeHTa ynpaBJeHusI C 3TMM OBBEKTOM. Bce cocTostHuMs

/// nopnpmepxusanTcsi o6sexToM Checksum HeBaBMCUMMO AJIST KaxAOI'O NakKeTa.

void clear();

/// DoBaBneHue HaHHHX B KOHTPOJIBHYO CyMMy. PasMep data gomxeH 6HTB KpaTHBEM 16.
void add<T>(in T data);

/// Ucknwouenme data ms wmmenmerics KOHTPOJILHOM cyMMEl. Pasmep data pmomkeH GHTB
/// xpaTHmM 16.
void subtract<T>(in T data);

/// NonydueHne KOHTPOJBHON CYMMH nocje pobaBneHust (Ho 6e3 ygmajleHMs1) NAHHEIX
/// c nocneprero BmH3OBa clear.
bit<16> get();

/// NonyueHme Tekymero cCraTyca pacuéTa KOHTPOJIBHOM CyMMsl. BosBpamaemoe
/// BHauenme npepHasHaueHO JMubL IS OyOymMX BHBOBOB MeToma set_state.
bit<16> get_state();

/// BoccTaHaBIMBaeT COCTOSIHME sksemMmisapa InternetChecksum B omuo m3 paHee
/// BOBBPAaWEHHEX METOIOM get state. 3T0 cocTositHME MOXET OTHOCHUTBCSI K TOMY Xe
/// wnnu mHOMY BKBeMnisipy BHemHero 6yoka InternetChecksum.

void set_state(in bit<16> checksum_ state);

}
7.6.3. lNpumepsi InternetChecksum

MpuBeLAEHHBbIN HWXKe bparMeHT MporpaMMbl NMoKasbiBaeT UCMONb3oBaHUe BHelLHero 6roka InternetChecksum gnsi npoBepku
Nossi KOHTPONbHOWM CyMMbI B pasoGpaHHOM 3aronoBke |IPv4 u Bo3BpaTta oWwMGKM aHanuaaTopa Npu HEKOPPEKTHOM 3HauYeHuU.
MokasaHbl Takxe oWMOKM aHanusaTopa B Grioke ynpasneHust Ingress u oTGpackiBaHNe NakeToB B Criyyae oWnGku. Mporpammbl
PSA moryT o6pabaTbiBaTb NakeTbl ¢ oMBKaMu MHade, YeM NokasaHo B NpuMMepe, 1 3TOT OTAaHO Ha OTKyn paspaboTynkam P4,

Hu P44, Hn PSA He 3apaloT cneumanbHbiX MEXaHW3MOB 3anuncy Bbi3BaBLUEro owwnbKy aHanu3atopa MecTa B nporpaMmme.
PaspaboTunk nporpammbl P4 MoxeT siIBHO 3agaTb 3anucb 3Tou WHdopmauun. Hanpumep, MOXHO onpegenuTb nons
MeTafaHHbIX Ans 3TON Uenu, ckaxem, COXpaHATb KOAMPOBaHHOE 3HaYeHWe MOCreAHero COCTOosHWUS aHanmMsaTopa WM Ynucno
13BneYEéHHbIX 6ariToB, a 3aTeM NpucBanBaThb 3HAYEHMS STUX NOMNEN Koagy COCTOSHUS aHanu3aTopa.
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// Onpefnenenue [ONONHMTENBHHX KOLOB OWMOGOK AJSI MNaKeTOB C HEKOPPEKTHOM
// KOHTPONMBHOM CYMMOM BaroJjioBka IPv4d.
error {
UnhandledIPv4Options,
BadIPv4HeaderChecksum

}

typedef bit<32> PacketCounter_t;
typedef bit<8> ErrorIndex t;

const bit<9> NUM ERRORS = 256;

parser IngressParserImpl (packet_in buffer,
out headers hdr,
inout metadata user_meta,
in psa_ingress_parser_ input metadata t istd,
in empty metadata_t resubmit meta,
in empty metadata_t recirculate_meta)

InternetChecksum() ck;
state start {
buffer.extract (hdr.ethernet) ;
transition select (hdr.ethernet.etherType) {
0x0800: parse_ipv4;
default: accept;
}
}
state parse_ipv4d {
buffer.extract (hdr.ipv4) ;
// TBD. Bputo 65 XOpPOWO PacCHMPUTE STOT NPMMEP IJsl NEeMOHCTpAaLuyu
// NpoBepKM KOHTPOJNBHOM CYMMH B 3arojioBkax IPv4 c onumsimm, HO
// B maHHOM npuMepe He o6pabaTHBANOTCSI TaKMe NAKETH.
verify(hdr.ipv4.ihl == 5, error.UnhandledIPv4Options) ;
ck.clear();
ck.add ({
/* l6-6uToBOE CIOBO
/* 16-6uTOoBOE CJIOBO

0 */ hdr.ipv4.version, hdr.ipv4.ihl, hdr.ipv4.diffserv,
1 */ hdr.ipv4.totallen,
/* l6-6urosoe cnoeo 2 */ hdr.ipv4.identification,
/* l6-6uroBoe cnoeo 3 */ hdr.ipv4.flags, hdr.ipv4d.fragOffset,
/* l6-6uroBoe cnoeo 4 */ hdr.ipv4.ttl, hdr.ipv4.protocol,
/* lé6-6uroBoe cinoeo 5 mponyck hdr.ipv4.hdrChecksum, */
/* 1l6-6uroBre cynoBa 6-
/* 1l6-6urosBme cnoBa 8-
})
// Oneparop verify, npuMBeméHHHNI Huke, 6yOeT NepeBOAUTH aHAIMBATOP
// B cocTostnme reject, HesaMemNIMTENBHO NpPEpHBAasl aHANMB3 NpU OuMBKe
// B KOHTpPONBHOM CyMMe BarojoBka IPv4. I[lpm >TOM BanmucCHBaeTCsT oumbka
// error.BadIPv4HeaderChecksum, uTo 6ymeT HOCTYIHO B IIOJIé MeTaRaHHHIX
// 6soka ymnpamyeHumss Ingress.
verify(ck.get() == hdr.ipv4.hdrChecksum,
error.BadIPv4HeaderChecksum) ;
transition select (hdr.ipv4.protocol) {
6: parse_tcp;
default: accept;

7 */ hdr.ipv4.srcAddr,
9 */ hdr.ipv4.dstAddr

}

}

state parse_tcp {
buffer.extract (hdr. tcp) ;
transition accept;

}

control ingress(inout headers hdr,
inout metadata user_meta,
in psa_ingress_input metadata_t istd,
inout psa_ingress_output_metadata t ostd)

// Taémnmuua parser_ error_count_and convert, npuMBeméHHast HMKE, MOKaSHBaeT
// omuu mB cnocoBoB yuéTa uMcla PasHHX ONMOBOK aHammsa. XOTsI B NpuMepe
// »To He McCHONBByeTCsI, NOKAaBaHO TaKKe IpeoBpasoBaHmMe Koja OUMOBKM B

// yHmxanpHOe 3HauYeHMe BeKTOpa 6uTOB error idx, KOTOPHNI MOXeT GHTHL

// nomneseH Ans KOAMPOBaHMWSI OUMBOK B BaroJIOBKe akKeTa (HanpuMep, IpM

// ornpaeke CPU).

DirectCounter<PacketCounter_ t>(PSA_CounterType_ t.PACKETS) parser_error_counts;
ErrorIndex t error idx;

action set_error_idx (ErrorIndex t idx) ({
error_idx = idx;
parser_error_counts.count();
}
table parser_error_ count_and convert {
key = {
istd.parser_error : exact;

}

actions = {
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set error idx;

}

default action = set_error_idx(0);

const entries = {
error .NoError : set_error idx(1l);
error.PacketTooShort : set_error_idx(2);
error .NoMatch : set_error_idx(3);
error.StackOutOfBounds : set_error_idx(4);
error.HeaderTooShort : set_error_idx(5);
error.ParserTimeout : set_error_idx(6);
error .BadIPv4HeaderChecksum : set_error_idx(7);
error.UnhandledIPv4Options : set_error_idx(8);

}
psa_direct counter = parser_error_counts;
}
apply {
if (istd.parser_error != error.NoError) {
// IlpuMep Kofa, YYMTHBAKIEI'c KaxXIel TUI OouMOOK aHalamMsaTopa.
parser_error_count_and convert.apply() ;
ingress_drop (ostd) ;
exit;
}
// 3Bmecs BHNonHsieTcst OBHuYHas oBpaboTka nakeTa.
}
}
Hwxe npvBeaéH cdparMeHT nporpaMMmbl, NOKasbiBaOLWMA MCnonb3oBaHue BHelwHero 6noka InternetChecksum ans pacuérta m
3aMofiHEHNs MONA KOHTpPonbHOW cymmbl IPv4 B 6noke cbopuuka. B 3TOM npumepe KOHTponbHas cymMma OOHoBRsAeTcs u
pesynbTaT OyaeT KOPPEeKTHbIM HE3aBUCUMO OT M3MEHEHMI nonen 3aronoBka IPv4 B npepwecTtBytowem O6rnoke ynpaereHusi
Ingress (unu Egress).

control EgressDeparserImpl (packet out packet,
out empty metadata t clone_ eZe meta,
out empty metadata t recirculate meta,
inout headers hdr,
in metadata meta,
in psa_egress_output metadata t istd,
in psa_egress_deparser_ input metadata_t edstd)

InternetChecksum() ck;
apply {
ck.clear();
ck.add ({
/* 16-6urToBOe CIIOBO
/* 16-6urToBOE CIIOBO

0 */ hdr.ipv4.version, hdr.ipv4.ihl, hdr.ipv4.diffserv,
1 */ hdr.ipv4.totallen,
/* l6-6uroBoe csoeo 2 */ hdr.ipv4.identification,
/* l16-6uroroe cnoeo 3 */ hdr.ipv4.flags, hdr.ipv4.fragOffset,
/* 16-6uroroe cmoeo 4 */ hdr.ipv4.ttl, hdr.ipv4.protocol,
/* 16-6uroroe cnoeo 5 mpomyck hdr.ipv4.hdrChecksum, */
/* l6-6urToBbe cyoBa 6-
/* l6-6uroBbe cyoBa 8-
})
hdr.ipv4.hdrChecksum = ck.get();
packet.emit (hdr.ethernet) ;
packet.emit (hdr.ipv4) ;
packet.emit (hdr. tcp) ;

7 */ hdr.ipv4.srcAddr,
9 */ hdr.ipv4.dstAddr

}

}

B kauvecTtBe dmHanbHOro npvmMepa nokasaHo mcrnons3oBaHue InternetChecksum ans MHKpEMEHTHOro pacyéta KOHTPOMbHON
cymMmbl 3aronoBka TCP. HanomHum, 4to KoHTponbHas cymma TCP paccuntbiBaeTcs Onis BCero nakerta, BKIo4Yas OaHHble
(payload). lMockomnbky Teno naketa HedoOCTynHO peanu3auum PSA, npegnonaraetcsd, 4To KOHTponbHas cymma TCP ans
MCXOOHOrO MakeTa KOPPEeKTHa M 3HaveHue OOHOBMSeTCS BbI3OBOM MeTOAOB subtract u add onsg Bcex nmomnew, U3MEHEHHbIX
nporpammMon. Hanpumep, 6nok ynpaeneHus Ingress B NpMBEAEHHOW HWKe MporpaMMe MeHSeT agpec otnpasutens IPv4,
3anucbiBasi ICXOOHbIN afpec B None MeTagaHHbIX.

control ingress(inout headers hdr,
inout metadata user_meta,
in psa_ingress_input metadata_t istd,
inout psa_ingress_output metadata t ostd) {
action drop() {
ingress_drop (ostd) ;
}
action forward(PortId t port, bit<32> srcAddr) ({
user_meta.fwd metadata.old srcAddr = hdr.ipv4.srcAddr;
hdr.ipvé4.srcAddr = srcAddr;
send_to_port(ostd, port);
}
table route {
key = { hdr.ipv4.dstAddr : lpm; }
actions = {
forward;
drop;

}
apply {
if (hdr.ipv4.isValid()) {
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route.apply () ;

}
}
}
Co6opLumnk 06HOBNSIET KOHTPObHYO cyMMYy IPv4, kak nokasaHo Bbille, 3aTEM paccyMTbIBAET KOHTPONbHY cymmy TCP.

control EgressDeparserImpl (packet out packet,
out empty metadata t clone_e2e meta,
out empty metadata t recirculate meta,
inout headers hdr,
in metadata user_meta,
in psa_egress_output metadata_t istd,
in psa_egress_deparser_input metadata_ t edstd)

InternetChecksum() ck;
apply {
// OBHOBNEHME KOHTPOJBHON cyMMsl IPv4. DrTor BH3OB clear ()
// MOXHO ymanmmTe, NOCKOJBKY SksBeMmisip InternetCheckum
// aBTOMaTHMUECKM OUMIAETCSI IJIsI KaXAOIr'o Iakera.
ck.clear () ;
ck.add ({
/* 16-6uToBOEe CJIOBO
/* 16-6uTOBOE CJIOBO

0 */ hdr.ipv4.version, hdr.ipv4.ihl, hdr.ipv4.diffserv,
1 */ hdr.ipv4.totallen,
/* 16-6uroBoe cmoeo 2 */ hdr.ipv4.identification,
/* 16-6uroBoe cmoeo 3 */ hdr.ipv4.flags, hdr.ipv4.fragOffset,
/* 16-6uroBoe cmoeo 4 */ hdr.ipv4.ttl, hdr.ipv4.protocol,
/* 16-6uroBoe cmoeo 5 mponyck hdr.ipv4.hdrChecksum, */
/* l6-6uroBsle cioBa 6-
/* 16-6uToBme cioBa 8-
b
hdr.ipv4.hdrChecksum = ck.get() ;
// OBHOBNEeHMe KOHTPOJNBHON cyMMmel TCP. 3ToT BH3OEB clear () HyxeH,
// MNOCKONBKY MCIOJNBBYEeTCSI TOT Xe SK3eMIIsIp ck Iist Toro xe
// nakera. Ecny NpUMeHMTE BBaMeH IPYTO SK3EMIISID
// InternetChecksum BMecTo ck, BmHBOB clear () He HyXeH.
ck.clear();
// BrumTaHMe MCXOZHON KOHTPOJBHONM cymmsl TCP
ck.subtract (hdr. tcp.checksum) ;
// VickioueHMe MCXOZHOTO ampeca OTnpaBuTesnst 1Pv4, SBISKmEerocs
// dacTei nceesposarosioBka TCP anst pacuéTa KOHTPOJIBHOM CYMME!
// TCP (cM. REC 793), BaTeM yduéT HOBOI'O ajgpeca OTHIpPaBUTEeJsI
// ornpaeuTenst IPv4.
ck.subtract (user_meta.fwd metadata.old srcAddr);
ck.add (hdr.ipv4.srcAddr) ;
hdr. tcp.checksum = ck.get();
packet.emit (hdr.ethernet) ;
packet.emit (hdr.ipv4) ;
packet.emit (hdr. tcp) ;

7 */ hdr.ipv4.srcAddr,
9 */ hdr.ipv4.dstAddr

}

7.7. CYETUYMKM

CYéTumkn obecrneumBaloT MexXaHU3M 060pa CTaTUCTUKN U NNOCKOCTb ynpaBlieHUA MOXeT CHUTbIBaTb 3HAYEeHUA C‘-IéT‘-iI/IKOB, a
nporpammam P4 paspelueHo nuiib o6HOBMATL (63 cunTbiBaHMSA) NoKa3aHUs cHETYMKOB. Ecnn HyXHO peanv3oBaTb CBOWCTBA,
BKM4YawLuime nopagkosble HOMepa nakeToB, And 3TOro cneayeTt NpuMeHATb, HanpuMep, perncTpbl (7.9. PeFMCprI).

MpsMbIMU Ha3bIBAKOT CYETYMKW, CBSI3aHHbIE C KOHKpETHOW Tabnuueh P4 n peannsoBaHHble C MOMOLLLIO BHELLHEro Groka
DirectCounter. Kpome TOro, umeroTcs MHOEKCUPOBAHHbIE CHETUMKWU, KOTOPblE peanu3yrTcs C MOMOLLbK BHellHero 6roka
Counter. OCHOBHbIE pas3nuunst Mexay NpsAMbIMA N MHOEKCUPOBAHHLIMU CYETUMKAMM YKa3aHbl HUXE.

- Yucno He3aBMCUMO OOHOBMNSAEMbIX 3HAYEHUIA CHETYMKOB:

- OOWH 3K3eMMNAp MNPSIMOro CYETYMKA Bcerga COAEPKMUT CTONMbKO HE3aBMCUMBbIX 3HAYEHWI, CKOMbKO 3anucen
nmeeTcs B Tabnuue, CBA3aHHOW C 3TUM CYETUYMKOM;

- ana nHoekCupoBaHHOIo CYETYMKA YNCIO HE3ABMCUMbIX 3HAYEHWUIA MOXHO 3adaTb npu co3gaHum aKksemnnapa n atTo
YMCIIO MOXET OTNIMYaTLCA OT YMcha 3anncemn B Tabnuue.

- OGHoBneHWe 3Ha4YeHUn CYETYMKOB B Nporpamme P4:

- Ona npsMbIX CYETYMKOB BbI3OB MeToda count OOCTYyMeH NMub U3 OeicTBUiA B Tabnuue, C KOTOpPOW CBsi3aH
CYETYMK, MOITOMY 3HAYEHUS CYETUMKOB OBHOBNAITCA NPU COBMNaAeHUN C COOTBETCTBYIOLLEH 3anncbio TabnuLbl;

- ANS VHOEKCMPOBaHHbIX CYETYMKOB MeToA count MOXHO BbI3biBaTb M3 noGoro mecta nporpammbl P4, rae
pa3speLlleHbl Bbi30Bbl BHELUHUX OGLEKTOB (Hanpumep, B AEUCTBUM UMM HanpsiMyio B Gnoke apply anemeHTa
yrnpaBreHusi) U Npu KaxaoM Bbl30BE MeToAa [OIMKeH yKa3biBaTbCs MHAEKC OOHOBMSIEMOro CHETYMKA.

CyéTtumkn npegHasHadeHbl Ans yvyéta naketoB unm 6anmTos, a Tawke KombuHauum Tex u apyrmx (PACKETS_AND_BYTES).
Cuyétumkn 6anToB BCerga yBenuumMBalTCa Ha pa3mep nakeTa, HO yYnTbiBaeMble B pa3mepe Nnons MoryT OTNnyaTtbCs B pasHbIX
peanusaumax PSA. Hanpumep, ogHa peanusauma MOXET Mcnonb3oBaTtb pa3mep kagpa Ethernet, Bkntouasi 3aronosok Ethernet
n 6antel FCS npu nonyyeHun naketa usm4eckum nopTom, a Apyras - He Bkno4yaTtb 6antel FCS B pasmep naketa. Kaxgon
peanusauun PSA cnegyeT ykasbiBaTb MCNOMb3yeMble ANs CHETYMKOB BaiTel pa3mep nakeTos.

Ecnu HykeH nNoACYET ApyrMxX BeENMUUMH WUnn Gonee TO4YHbIA YY4éT pasMepa MaKkeToB B CYETYMKax 6alToB, MOXHO
BOCMOMb30BaTbCA ANs 3TOro pernctpamu (7.9. PervcTpsi).
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7.7.1. Tunbi c4yém4ukoe
enum PSA CounterType t {
PACKETS,
BYTES,
PACKETS_AND_ BYTES

}
7.7.2. Henpsimou c4yém4yuk

/// HenpsimMoy cuérumMk C n_counters HeBaBMCHUMEIX BHAYeHMI, I'He Kaxgoe
/// BHaueHMe uMeeT B IJIOCKOCTM HAHHHX pasMep, BagaHHHII THUIOM W.

extern Counter<W, S> {
Counter (bit<32> n_counters, PSA CounterType t type)
void count(in S index);

/*

/// API njoCKOCTHM YIPaBJIEHMSI MCHOJNBByeT 64-6MTOBHE BHAYEHMSI CUETUMKOR.
/// 3To He oTpaxaeT pasMeps CUYETUMKOE B IUJIOCKOCTM HAaHHHX.

/// NpepnonaraeTcsi, YTO NPOTPaMMH MJIOCKOCTM YIPABJIEHUS [NEPUOOUUECKU
/// cuuTHBaKT BHAUEHMSI CUETUMKOB IUJIOCKOCTM HAHHHX U cCOBMpanT UX B

/// Bomnee KPyIHEHX CYETUMKAX, KOTOPHE MOBBOJSINT ydyéT B TedueHHe

/// npomonxuTensHOT'O BpeMeHM 6e3 NepenoyHeHMsi. 64-6UTOBHE CUETUMKU
/// 6anroB npm ckopocTu noproe 100 I'6ur/c 6ynyT NEepenosHATHLCS

/// npuMepHO uepes 46 jer.

QControlPlaneAPI
{
bit<64> read (in S index);
bit<64> sync_read (in S index);
void set (in S index, in bit<64> seed);
void reset (in S index) ;
void start (in S index);
void stop (in S index);
}
*/

}
MceBnokog BHelwHero 6noka Counter npueeaéx B Mpunoxenun C. MpumMep peanusauum BHellHero 6oka Counter.

Peanusauum PSA HenonycTMo OGHOBNATb 3HauyeHWe CYETYMKA, ecrniv ykasaH HeJOoMyCTUMBbINA (CIMLLKOM GOombLUOii) MHAEKC.
PekomeHayeTcs oMKCMpPOBaThL Takue MOMbITKM, 3anucbiBasi Takke AOMOMHUTENbHYH MHDOPMaLmMio, KoTopass MOXET MOMOYb
nporpammucTam P4 npu oTnagke koaa.

7.7.3. lMpsimoli c4émYuk

extern DirectCounter<wW> {
DirectCounter (PSA_CounterType_t type);
void count() ;

/*

@ControlPlaneAPI

{
W read<w> (in TableEntry key);
W sync_read<w> (in TableEntry key);
void set (in TableEntry key, in W seed);
void reset (in TableEntry key);
void start (in TableEntry key);
void stop (in TableEntry key);

}

*/

}

Ok3emnnsap DirectCounter gomkeH npucyTcTBOBaTh Kak 3HaveHue aTpubyTa Tabnuubl psa_direct_counter He Gonee yem B 1
Tabnuue, KOTOpy HasblBalT Briagensuem ak3emnnsipa DirectCounter. BbizoB MeToga count ansi ak3emnnspa DirectCounter
M3BHe BrnagernbLa ABnseTcs OLNOKONM.

3HayeHune cyéTtumka, 0OHOBNEHHOE BbI3OBOM count, Bcerga cBsidaHo C COBMaaatoLLel 3anmcbio Tabnmubi.

OevictBuio Tabnuubl-Brnagensua He TpebyeTca MMeTb BbI30Bbl MeToAda count anst Bcex ak3emnnsipoB DirectCounter, koTopbiMu
Bnageet Tabnuua. HyxHo ncnonb3oBaTh SABHbIN BbI3oB MeToaa count() ans DirectCounter, 4yTo6bl 0OGHOBUTE CHETUMK.

Peanunsaumnsa BHewHero 6roka DirectCounter npaktnyeckn coBnagaeTt ¢ peanusaument Counter. OTCyTCTBME MHOEKCA Kak
napameTpa MeToda count MO3BOMSET UCKMOUUTL NMPOBEPKY KOPPEKTHOCTU 3HAYEHUSI MHOEKCA.

MpuBeaéHHbIe 3aeck Npasuna o3HadaloT, YTO AeCTBMEM, Bbi3biBaloLWMM count Ang sk3emnnapa DirectCounter, MoXeT 6biTb
NUWb OeicTBUe BNaaetoLen ak3emMnnsapom Tabnuubl. Ecrnn HyxkHo geiicTBre A, KOTOPOE MOXHO Bbi3biBaTb M3 pasHbiX Tabnul,
3TO MOXHO peanu3oBaTb, CO3[aBas YHuKaribHoe AeicTBue Ans kaxgoin Tabnuubl ¢ DirectCounter, koTopoe B cBolo ovepeb
GyaeT Bbi3blBaTh AeicTBMe A B JOMNOMHEHNE K BbI30BY count.

Ok3emnnap DirectCounter gormkeH umMeTb cBA3aHHOe ¢ Tabnvuen-BnaaenbLUemM 3HayeHne cHETYMKa, KOTopoe 0BHOBAETCS Npu
BbIMOSTHEHUW MPUHATOrO NO YMOMYaHWIO AeNCTBUS B Cllyyae OTCYTCTBUS COBMadeHuin npu novcke B Tabnuue. Ecnu tabnuua He
UMEEeT NPUHATOro NO YMONYaHWIo AEVNCTBUSA, MPU OTCYTCTBMU COBNaAeHn (miss) HUKakue U3 CBA3aHHbIX C Tabnuuen CHETYMKOB
He obOHoBnsaTCA. MPUHATBEIM NO YMONYaHWIO AelcTBMeM Tabnuvubl cuMTaeTcs OencTsue, 3afjaHHoe B nporpamme P4 ana
csowicTBa Tabnuubl default_action nnm aBHO HasHadyeHHOe AnA Tabnuubl NNOCKOCTBLIO ynpaBneHus. B octanbHbIX crnyyasx y
Tabnuubl He GyaeT UCNonbL3yeMoro No YMOMYaHuio AeNCTBUS.
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7.7.4. llpumep ucrnosnb308aHuUsi CYHEMYUKOS

MpuBeOEHHbIN HWXe dparmMeHT nporpammbl P4 gemoHCTpupyeT cosgaHue 3K3eMMsipoB M OGHOBEHVMEe 3Ha4YeHun Ans
BHeLLHuX 6nokoB Counter n DirectCounter.

typedef bit<48> ByteCounter t;
typedef bit<32> PacketCounter_ t;
typedef bit<80> PacketByteCounter t;

const bit<32> NUM_PORTS = 512;

struct headers {
ethernet_t ethernet;
ipvd_t ipv4;

}

control ingress (inout headers hdr,
inout metadata user_meta,
in psa_ingress_input metadata_t istd,
inout psa_ingress_output_metadata_ t ostd)

Counter<ByteCounter_ t, PortId_ t>(NUM_PORTS, PSA_ CounterType t.BYTES)
port bytes _in;
DirectCounter<PacketByteCounter_ t>(PSA CounterType t.PACKETS_AND BYTES)
per_prefix pkt byte_count;
action next hop(PortId t oport) {
per_prefix pkt_byte_count.count();
send_to_port(ostd, oport);
}
action default route drop() {
per_prefix pkt byte_count.count();
ingress_drop (ostd) ;
}
table ipv4_da 1pm {
key = { hdr.ipv4.dstAddr: 1lpm; }
actions = {
next_hop;
default route_ drop;
}
default action = default route drop;
// Ta6mmua ipv4_da_lpm BnageeT >TmM 3ksemmisspoM DirectCounter.
psa_direct counter = per_ prefix pkt byte_ count;
} apply {
port_bytes in.count(istd.ingress_port) ;
if (hdr.ipv4.isValid()) {
ipv4_da_lpm.apply() ;
}

control egress (inout headers hdr,
inout metadata user_meta,
in psa_egress_input metadata t istd,
inout psa_egress_output metadata t ostd)

Counter<ByteCounter_ t, PortId_ t>(NUM_PORTS, PSA CounterType t.BYTES)
port_bytes out;

apply {
// 3To OBHOEBNEHMe BHIIONHSIETCS Ha BHXOMAE, IOCKOJBKY TPYINOoBasi
// pennmukaumsi BHIIOJIHSIETCS OO BHIXOAHOM oBpaBoTkmu. B pesynwbTaTe
// obHoBNeHMe 6yHeT BHIONHATHCS IJST KaXOOM KOIMM.
port bytes out.count(istd.egress_port) ;

}

7.8. Uameputenu

Nameputenn (REC 2698) obecneumBaior Gonee CrnoxHble MexaHu3mbl cbopa CTaTUCTUKM MakeToB MO CPaBHEHWIO CO
cyéTumkamun. Mx yaile BCEro NPUMEHSIIOT AN MapKMPOBKU UMK OTOpacbiBaHUSA MNAKeTOB, AN KOTOPbLIX CKOPOCTb (B MakeTax unm
6uTax) npeBblllaeT cpegHee 3HadeHuwe (B nakeTax wunuM 6utax). MapkvmpoBka nakeTa O3Ha4aeT W3MEHEHWe OOHOro unu
HECKOJbKMX MapaMeTpoB KayecTBa OGCNyKMBaHWSA B 3arofioBkax MakeToB, Takux kak 802.1Q PCP' unu DSCP? B GaiiTe Tvna
o6enyxuanus IPv4 unu IPv6. 3agaHHble B PSA nameputenu siBNsitoTCS «TPEXLBETHLIMUY.

Ot nsmeputenert PSA He TpebyeTcs BbINONHEHNe AeNCTBUIN NO OTOpPackiBaHWIO UMW MapKUPOBKE M OHW HE BbIMOMHAKT TakuX
AeNCTBMA aBTOMaTuyeckn. Mameputenn coxpaHsitoT M OOHOBMAIT COCTOsiIHME Mpu Bbi3oBe MeToda execute(), Bo3spalias
3HayeHne GREEN (cootBetcTtBue), YELLOW (136biTOK) unu RED (HapylueHune). Ycnoeusi Bo3Bparta TOro U MHOTO 3HavYeHust
onucaHbl B RFC 2698. MNMporpamma P4 oTBevaeT 3a npoBepKy BO3BpallaeMblX 3HAYEHUA U U3MEHeHUe noBeaeHUs NakeTos B
COOTBETCTBMM C pe3ynbTatoM. HeuHuumanusumpoBaHHOMY wu3MepuTento crniegyet BosBpawaTte 3HadyeHne GREEN (B
COOTBETCTBUM CO cneuudukaumen P4 Runtime).

B RFEC 2698 paccmoTpeHbl ocBegoMneHHble o LgeTax (color aware) n «cnenbie» (color blind) BapmaHTbl nameputenen.
BHewHne 6noku Meter n DirectMeter peanuaytoT o6a BapuaHTa. EQUHCTBEHHbIM pasnuynem ABnseTca MeToq 0OHOBNEHUS, Kak
OTMEYEHO B KOMMEHTaPUSX K NPUBEOEHHOMY HUXKE Koay.

'Priority code point - ko0 npuopumema.
2Differentiated service code point - k00 dughghepeHyupPosaHHO20 06CTyXUBaHUS
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SQHUMKINIoneausi ceTeBbIX NPOTOKONOB ApxuTekTypa nepeHOCUMbIX KoOMmyTaTopoB P4_16
MogobHo cuyéTumkam, wusmepuTenu AENATCA Ha MNpsMble U MHOEKCMPOBaHHble. HenpsiMble M3MepuTenu ykasbiBalTcH
MHOEKCOM, a MpsiMble CBA3aHbl C 3anucsamMu Tabnuy, M OOHOBNAKTCA NMPU COBNaAeHUM 3anvMcy C KIT4YoM nowucka. U3 API
NMOCKOCTM yNpaBneHusa AOCTyN K NpsMbIM 3Meputensam BbinonHset P4 Runtime no 3anvucy Tabnuupl B kKa4yecTBe Krkoya.

Mexay cYETYMKaMmn 1 U3MepUTENSIMU NMEETCSH MHOro obLLEro, Kak Noka3aHo HUXe.
- Yuncno HesaBUCUMBIX OBHOBMSIEMbBIX 3HAYEHUIA.
- TOYKM BO3MOXHOIro 0OOGHOBMNEHMS 3HAYEHMIN U3 NporpaMmbl P4.

- [ns nameputenen Tuna BYTES npu o6HOBNeHun ncnonb3yeTcs pasamep naketa B COOTBETCTBUM C peanu3aumen PSA
(noaxon peanusaunii MOXeT pa3nuyaTbcs).

Y NpsiMbIX CHETYMKOB 1 N3MepUTENen MeeTcsa AONONHNUTENBHOE CXOACTBO, ONMMUCAHHOE HUXE.

- Meton execute ans DirectMeter gormkeH BbI3biBaTbCs M3 AENCTBUS, BbI3BAaHHOrO Tabnuvuein, koTopas Bnageet
ak3emnnsapom DirectMeter. [leincTBus He 0653aHbI Bbi3biBaTb METOA execute, HO MOryT AenaTb 3TO.

- [JonxHo GbITb cocToAHue mameputensa Ansa aksemnnapa DirectMeter, obHoBnsemoe npu OTCYTCTBMM COBMALEHUN
(miss) B Tabnuue-enagensue. Kak n ansa DirectCounter, 3To coctosiHne TpebyeTcs nyb B Tabnuuax, BKITHOYAOLWNX
NPUHATOE MO YMOMYaHWIo OeNCTBHE.

ATpnbyTOM Tabnumubl, ykasbiBaoWMM, YTO OHa Bnageet ak3emnnsipom DirectMeter, aensetca psa_direct_meter. 3HadyeHnem
aToro aTpubyTa Tabnuupl aBnseTca nvs aksemnnspa DirectMeter.

Ecnn ans wnsmeputens Bbi3biBaeTcs execute(idx) co 3HayeHuwem idx, BbIXOAAWMM 3a nNpefenbl AuanasoHa WHOEKCOB,
COCTOsIHWE M3MepuTensa He meHseTcs (kak u Ana c4étymkos). BbizoB execute Bosspaluaet 3HaveHne PSA_ MeterColor_t, Ho
OHO He onpepfeneHo. Nporpamme, xenawuwue obecneynTb NpeackalyeMoe noBedeHWe, OOMKHbI NpedoTBpallaTe BrUsHWeE
TakMX 3HAYeHW Ha BbIXOAHblE MaKeTbl N BO3HWKHOBEHWE WHbIX NMOBOYHBIX 3addekToB. B npuBedEHHOM HMXe npumepe koda
nokasaH oguH M3 cnocoboB obecneunTb npeackasyemoe nosegexHne. OTMETUM, YTO HeonpedenéHHOCTEN B MOBeAEeHUU He
BO3HUKaET, ecrnv 3HauyeHue n_meters ANa UHOEKCUPOBAHHOTO uaMeputens pasHo 2%, a WCMOMb30BaHHLIA ANA CO34aHUs
nameputensa Tun S npeacrtasnaeT cobon bit<W> (B Takunx cnyvasx MHOAEKC NPOCTO HE BbIXOAMT 3a rpaHuLbl AnanasoHa).

#define METER1_SIZE 100

Meter<bit<7>>(METER1_SIZE, PSA MeterType t.BYTES) meterl;
bit<7> idx;

PSA MeterColor_t colorl;

// ... OOIOJNHUTENBLHEM KOI

if (idx < METER1_SIZE) {

colorl = meterl.execute(idx, PSA MeterColor_ t.GREEN) ;
} else {

// Ecnu idx BHXOAMT 3a TPaHMIUE OMANasoOHA, MCHOJIBBYETCsI NPUHSITOe

// mo yMomnuamuMw BHaueHue Iist colorl. MOXHO TakKxXe COXPAaHSITH biar

// oumBxym B mnojie MeTamaHHHIX.

colorl = PSA MeterColor_ t.RED;
}
Ons nio6or peanu3aummn gnanasoH 3HadeHuin Peak Burst Size u Committed Burst Size aBnsieTcs KOHEYHBIM U B JOKYMEHTaLUN
cnegyeT ykasblBaTb NOAAepXMBaeMble pa3mepbl NMKOB. Ecnn peanunsauus BeiNOMHAET BHYTPEHHIOK OTCEYKY 3anpallnBaemMbIxX
NMOCKOCTbIO YNPaBneHns 3Ha4YeHnn, 3aTo Takke cnegyeT ykasaTb B JOKYMeHTauun. B kayectBe MakcMmMarnbHOro pasmepa nukos
peKkoMeHOyeTCsl yCTaHaBnNuBaTb 3Ha4YeHMe He MeHbllue Yucna 6anToB, nepeaaBaeMbiX C MaKCUMManbHOW CKOPOCTbIO nopTta B
TeyeHne 100 mcek.

Peanunsauumn moryT Takke orpaHu4MBaTth AManas3oH M TOYHOCTb 3HayveHwu Peak Information Rate n Committed Information
Rate. B pokymeHTauuu cnegyeT ykasblBaTb MaKkCUMarbHOE MOLAEPKMBAEMOE 3HAYEHME, a Takke TOYHOCTb 3agaHust
3HayeHun. PekomeHnOyeTCcs OrpaHuyMBaTb MaKCUManbHO MNOAAEPKMBAEMYH CKOPOCTb 3HAYEHWEM HE MeHbLUe CKOpPOCTU
Hanbonee GbICTPOro NopTa, a hakTUYECKYI0 CKOPOCTb YCTaHaBNMBaTb C OTKIIOHEHUEM B npegenax 0,1% oT 3anpoLLeHHOMN.

7.8.1. Tunbi usmepumeneu
enum PSA MeterType_ t ({

PACKETS,

BYTES
}

7.8.2. ljeema dns usmepumerneu
enum PSA MeterColor_t { RED, GREEN, YELLOW }

7.8.3. Henpsimou u3amepumerb
// VHOEeKCUPOBAHHHI M3MEPUTENE C n_meters HeB3aBMCHUMBIX BHAYUEHMI.
extern Meter<S> {

Meter (bit<32> n_meters, PSA MeterType t type);

// BmsHBaeTCst AJsT OCBENOMIIEHHHX O LiBeTax musMepurenen (cM. RFC 2698) .
// lUeeT makeTa mepexn BHSOBOM MeTOIa YyKasHBaeTCsI napaMeTpoM color.
PSA MeterColor_t execute(in S index, in PSA MeterColor_t color);

// BusmBaeTcst Lisi OBHOBJEHMSI «CJenoro» musMmepurenst (cM. RFC 2698) .

// MeTom MoxHO peammsoBaTEL BHBOBOM execute (index, MeterColor_t.GREEN),
// obecrneumpamuyM TakKoe Xe MNOBEIEeHNe.

PSA MeterColor_ t execute(in S index);

/*
@ControlPlaneAPI
{
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reset (in MeterColor_t color);
setParams (in S index, in MeterConfig config);
getParams (in S index, out MeterConfig config) ;

}
*/
}

7.8.4. lNpsimolii usmepumernsb
extern DirectMeter {
DirectMeter (PSA_MeterType_t type) ;
// CM. onmcaume MeTomoB nist Meter.
PSA MeterColor_t execute(in PSA MeterColor_t color);
PSA MeterColor_t execute();

/*
@ControlPlaneAPI
{
reset (in TableEntry entry, in MeterColor_t color);
void setConfig(in TableEntry entry, in MeterConfig configq);
void getConfig(in TableEntry entry, out MeterConfig config);
}
*/

}

7.9. Perncrpbl

Peructpbl obecneyrBaloT 3anucb B NaMsTb COCTOSIHWN, KOTOPbIE MOTYT CUYMTBIBATLCS M OBHOBNATLCS B npouecce obpaboTtku
nakeToB Mo ynpasneHunem nporpammbl P4. Pernctpbl MOXOXW Ha CYETYMKM U U3MEPUTENN B TOM, YTO MX COCTOSIHUS MOTyT
MEHATLCA B pesynbTate 06paboTki NakeToB, HO OHW ABNSIOTCA dnemMmeHTammn 6onee obLLero HasHa4YeHus.

XOoTs coepKMMoe permcTpoB MOXHO HaNPsSIMYo NPUMEHSITb B KIkoYax noucka Ans 1abnuu, gonyckaeTcs Takke meton read() B
npaBoi YacTu onepaTopoB MPUCBaWMBaHWUS ANS CYATBIBAHWS 3HAYEHUsI pernctpa B none. MOXHO KonupoBaTb COAEPXMMOE
pernctpa B MeTafaHHbIe 1 3aTEM MCMONb30BaTb MX AJ1si CONOCTaBNEHUs B NMOCNeayoLmx Tabnmuax.

Ons ak3emnnspoB Register umeeTcs OBa pasHbiX KOHCTPYKTOpa. 3HayeHusi, BO3BpallaeMoe AN HevumanusupoBaHHOro
BapuaHTa, 6yaeT HeonpeaenéHHbIM, a ANs MHULMANU3MPOBaHHOTO - 3aAaHHbIM NapaMeTpoM KOHCTpyKTopa initial_value.

MpoCTbIM NPUMEPOM MCMOMb30BaHUS CAYXUT huKcaums oBHapyXeHUs «NepBoro» naketa Ans onpefenéHHoro Tuna noToka.
Bblgensiemas ons notoka siyeika peructpa UHMUManmanpyeTcs nycToi, a npu oOHapyXeHWM NMPOTOKONOM MepBOro naketa m3
3TOro noToka Tabnuua JacT coBnageHune u siyelika peructpa nepeiaér B coctosHue marked. Crnegytolmne nakeTbl NMoToka
OyayT COMOCTaBNATLCA C STOW Xe SAYENKOW, a TeKyllee 3HayeHue ayenkn OydeT COXpaHATbCA B MeTadaHHbIX ANd naketa,
4yTOObI NOCNeayoLWme Tabnuubl MOrnM NPOBEPUTL HanNMYMe Mapkepa y NoToka.

extern Register<T, S> {
/// Cospamme maccuBa mB <size> permcTpoB. HauanbHile BHaUeHUST He
/// onpegnenemsi.
Register (bit<32> size);
/// MBuumanusammst MaccMBa us <size> permucTpoB C YyCTaHOBKOL
/// nauvanpHOTO BHaueHmst initial_ value.
Register (bit<32> size, T initial_value);

T read (in S index);

void write (in S index, in T value);

/*

@ControlPlaneAPI

{
T read<T> (in S index);
void set (in S index, in T seed);
void reset (in S index);

}

*/

}
Hwxe npvBeaéH apyron npyMep ¢ y4ETOM NakeToB 1 6anToB, rae CHETUYMKM MOTyT OGHOBNSITECA pasMepoM NakeToB, 3aAaHHbIM
nporpammoin P4, a He peanusauumen PSA.

const bit<32> NUM PORTS = 512;

// Bonee yHOGHO MNPUMEHSITE AJIsI NPEACTABJIEHMST KOMOMHMPOBAHHOT'O CY&TUMKA
// nmaxeToB M 6anTOB, a Takke APYTMUMX KOMOMHMPOBAHHEIX BHaueHMii Tum struct
// u xpaHuUTE BHaueHust B sKkBeMmsipe Register. OmnHako Bepcust pdtest ot

// 10.02.2018 He nosEONsIET BOBBpAallaTe TUN sStruct M3 BHBOBOE, MNONOBHHIX
// Register.read().

// 3Tor BOmpoc obcyxpmaercss Ha Github (cMm.

// https://github.com/p4lang/p4-spec/issues/383)

#define PACKET COUNT WIDTH 32

#define BYTE COUNT WIDTH 48

//#define PACKET BYTE_COUNT WIDTH (PACKET COUNT WIDTH + BYTE_COUNT WIDTH)
#define PACKET BYTE COUNT WIDTH 80

#define PACKET COUNT RANGE (PACKET BYTE_COUNT WIDTH-1) :BYTE_COUNT WIDTH
#define BYTE_COUNT RANGE (BYTE_COUNT WIDTH-1):0

typedef bit<PACKET_ BYTE COUNT WIDTH> PacketByteCountState_t;
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action update pkt ip byte count (inout PacketByteCountState_t s,
in bit<16> ip length bytes)

{
s [PACKET_ COUNT_RANGE] = s[PACKET COUNT RANGE] + 1;
s[BYTE_COUNT_RANGE] = (s[BYTE COUNT RANGE] +
(bit<BYTE COUNT WIDTH>) ip_length bytes) ;
}
control ingress(inout headers hdr,
inout metadata user_meta,
in psa_ingress_input metadata t istd,
inout psa_ingress_output metadata t ostd)

Register<PacketByteCountState_t, PortId_t>(NUM_PORTS)
port _pkt ip bytes in;
apply {
ostd.egress_port = (Portld t) O;
if (hdr.ipv4.isValid()) {
Qatomic {
PacketByteCountState_t tmp;
tmp = port pkt_ ip bytes_in.read(istd.ingress_port);
update_pkt_ip byte_count(tmp, hdr.ipv4.totallLen);
port_pkt_ip bytes_in.write(istd.ingress_port, tmp);

}
}
OTmeTum ncnoneb3oBaHWe aHHoTauum @atomic B 6noke, BknoyatLLeM Bbi3oBbl MeTofoBs read() n write() aksemnnspa Register.
CuuTtaeTtcs, 4To B 00OLEeM criyyae npu AOCTyne K permctpam HyxkHa aHHoTauua @atomic ansa 6noka koga, 4Tobbl obecneunTb
Hy>xHoe noBefeHue. Kak ykasaHo B crneuudpmkaunm P4, 6e3 aHHOTaumm @atomic B 3TOM nNpuMmepe peanusauus MOXeT
napannenbHo obpabatbiBaTb ABa naketa P1 n P2 ¢ gocTynom K pernctpam B NOKa3aHHOM HUXe nopsake.

// BOBMOXHENI MOPSIAOK ONepauMi OJsI NporpaMMil 6es aHHoTauym @atomic.
tmp = port pkt_ ip bytes in.read(istd.ingress_port); // HIns nmaxera Pl
tmp = port pkt ip bytes in.read(istd.ingress_port); // Ins nakera P2

// Bnmece naxerm Pl um P2 OpMXOAST M3 OJHOTO ingress port m BHaueHms

// tmp Ons HUX COBNAJAlT.

update pkt ip byte count(tmp, hdr.ipv4.totalLen) ; // Ins nakera Pl

update pkt ip byte count(tmp, hdr.ipv4.totalLen) ; // Ins nakera P2

port pkt ip bytes in.write(istd.ingress_port, tmp); // Dns nakera P1

port_pkt ip bytes_in.write(istd.ingress_port, tmp); // Ins naxera P2

// Onepaumst write() nnst nakera Pl 6ymeT morepsiHa.
Mockonbky peanusauuM Mo pasHOMY MOryT OfpaHMYMBaTb CHOXHOCTb Koda, BOCMpUHMMaemoro B Grioke (@atomic,
pekomMeHayeTca aenatb ero No BO3MOXHOCTU KOPOTKUM.

BbI30Bbl OTAEMbHLIX METOAOB AN CYETUYMKOB U U3MEPUTENEN He HYXXHO BKMNoYaTb B Ornoku @atomic, MOCKOMbKY Ans HUX
rapaHTMpoBaHa HefenuMocTb 6e3 NMoTepu BHECEHHBLIX M3MeHeHun. XoTs cneuudukaums P4 v1.0.0 TpebyeT oT kaxzgoro
pencteus (action) B Tabnvue HegenvMMOro NoBeAEHWs, Kak MpU MCMONb30BaHUM aHHOTaLuuM @atomic ona Bcero AencTBuS,
pekoMeHAyeTCs SBHO MCMONb3oBaTb aHHOTaLUuM @atomic BHyTpu Terna AeNCcTBuUiA, MOCKOMNbKY (a) aTo 6e3onacHo u, Yto Gonee
BaxHo, (b) ynomsiHyToe TpeboBaHne MOXeT ObITb UCKMOYEHO B ByayLLMX BEPCUSIX cneundukaumm.

Kak n ans vHOEKCMPOBaHHbIX M3MepuTenen U CHETYMKOB, AOCTYN K WHAOEKCUPYEeMbIM peructpam OOSMKEH BbIMONHATLCA C
cobniogeHnemM rpaHuL, 3Ha4eHnn nHaekca. 3anuck B PErMcTp C BbIXOASALLMM 3a rpaHuLy MHOEKCOM He ByAeT MEeHATb COCTOsIHNE
CUCTEMBI, @ uYTeHWe BEepHET HeonpegenéHHoe 3HayeHne. B npumepe naparpacda 7.8. W3ameputenn nokasaH Kog,
rapaHTupyloWwnii NpegoTBpaLleHne YNnoMmsaHyTbiX HeonpeaenéHHocTen. Bbixoa 3a rpaHuubl MHOEKCa perncrpa CTaHOBUTCS
HEBO3MOXHbIM, €CIV 3K3eMMIISIP percTpa oobsBeH ¢ TMNoM S kak bit<W> u paamepom 2%,

7.10. Cny4anHble yucna

BrewHunin 6nok Random obecneuvBaeT reHepauuio NcCeBAOCIyYaWHbIX YMCen W3 3a4aHHOro AuanasoHa C OAHOPOAHbIM
pacnpegeneHveMm. Ecnum HyxHO HeogHOpoOHOE pacnpefernieHne Cco3gaBaeMblX 3HAYEHUW, MOXHO BOCMOMb30BaThCSA
CO30aHHbIM 3Ha4YeHNeM C OAHOPOAHLIM pacnpeferneHvem, a 3aTeM NPUMMEeHWTb MNOUCK B noaxoasiwen Ttabnuue w/wnu
apndmMeTMYeCKylo onepauunio Hag pesynbTaToM Ans nonyyveHus xenaemoro pacnpegenenuns. OT peanusauuin He TpebyeTcs
co3gaHue KpUNTOCTOMKMX MCeBAOCNyYalHbIX 3HaveHu. Hanpumep, B HEAOpOron peanu3aumn MOXeT NPUMEHSATLCS PerncTp
caBuvra ¢ NIMHeHon obpaTHOM CBA3bLHO.

extern Random<T> {
/// BossBpamaer cnyualHoe BHaueHMe M3 AmanasoHa [min, max]. PeammusaumsM
/// paspemeHo NommepXMBaATL AMANaBOHH, T'Ae BHaueHMe (max - min + 1)
/// siBnsiercsi crenenwmo 2. PaspaBorumkaM P4 clefyeT OIpaHMUMBATE SHAYEHUS
/// apryMeHTOB COOTBETCTBYKOWMMM UMCJIAMM IJIsi NEPEHOCUMOCTM MIPOTPaMM.
Random (T min, T max);
T read();

/*
QControlPlaneAPI
{

void reset();

void setSeed(in T seed);

28 www.protokols.ru



https://www.protokols.ru/

ApxuTtekTypa nepeHocUMbIX KOMmyTaTopoB P4_16 SHuUuKNoneaus ceTeBbIX NPOTOKONOB

7.11. NMpodunun gencTteumn

Mpodounu gencreui ABnsATCA aTpubyToM peanu3aummn Tabnuubl 1 obecneunBaloT MEXAHU3M 3aMoNIHEHNsT 3anucen Tabnuupbl
cneumdukaunsmm OencTBuin, onpedenéHHblX 3a npegenamu Tabnuubl. Ok3emMnnsp BHewHero 6rnoka npoduns genctesui
MoxeT OblTb co3gaH Kak pecypc B nporpamme P4. Wcnonb3aywwas Takon npodwuns Ttabnuua [orkHa ykasaTb B CBOEM
aTpubyTe psa_implementation aToT ak3emnnsip npodunsa AeACTBUNA.

Table entry | Key (h.f: Ipm) [ Action spec
t1 01001* set_port(1)
2 1100* set_port(2)
3 101* set_port(1)

(a) Direct table

Table entry | Key (h.f: Ipm) | Member ref Member ref Action spec

tl 01001* ml ml set_port(1)

2 1100* m2 m2 set_port(2)

3 101* ml

(b) Indirect table with action profile implementation.
PucyHok 4. lNpogpunu deticmsuti 8 PSA.

Ha pucyHke 4 cpaBHuBatoTcst npsimble (direct) Tabnuubl n Tabnuubl ¢ peanusauunei npoduns gencteuin. Mpamas Tabnuua, kak
nokasaHo Ha pucyHke 4(a), cogepXut cneumdukaumio OeNCTBUA B Kaxadou cBoer 3anucu. Ha pucyHke nokasaH npumep
Tabnuubl ¢ conoctaeneHnem LPM ans nons 3aronoeka h.f. denctBuem cnyxut Bbibop nopTta. BugHo, yto 3anucu t1 u t3
MMEIT OHO AencTBue, T. e. ycTaHaBnueaoT nopT 1. MNpodunm AencTBuii NO3BONAIOT COBMECTHO UCNONb30BaTh AEUCTBUE B
3anucax pasHblX Tabnuu, kak nokasaHo Ha pucyHke 4(b). Tabnuvua ¢ peanusaumen npoduna AENCTBUA MMEEeT 3anucw,
ykasblBaloLme anemeHT npoduns BMecTo cneuudmkaumm KOHKpeTHoro aencteud. ConoctaBneHme anemMeHToB npoduns co
cneumdmkaumamm OencTeuMin nogaepxuMBaeTcsa B OTAENbHOM Tabnuue, KoTopas sIBNSETCS YacTblo npoduns LeNCTBUN,
3agaHHoro atpubytom psa_implementation. Mpu ncnonb3oBaHum Tabnuubl ¢ peanusaumen nNpounsa OeWCTBUA CCbINIKa Ha
3neMeHT npocunsa npeobpasyeTcs B cneumndmKaumio KOHKPETHbIX OENCTBUI, MPUMEHSIEMbIX K NaKeTY.

OnemeHTbl Npodmna AeNCTBUA MOryT 3agaBaTtb NULLb TUMbl AENCTBUIA, onpeaenéHHbie B aTpubyTe actions peanm3oBaHHOMN
Tabnuubl. Jk3eMnnsAp npocunsa 4eNCTBUA MOXET COBMECTHO UCMONMb30BaTbCA HECKONbKMMK Tabnuuamy nulb B TOM crydae,
ecnu Bce 3Tu Tabnuubl umetoT obwui Habop AencTBuin B cBoux aTtpubyTax actions. Tabnuupl ¢ peanusauuert npoduns
OEeNCTBUI He MOryT 3afilaBaTh NPUHSITOE MO YMOMYaHUo OeNcTBUE (B KAYeCTBE TakOBOro HesIBHO ycTaHaBnmBaeTcst NoAction).

MnockocTb ynpaBneHuss MoxeT [00aBnsATb, U3MEHSITb WM yAansTe anemMeHTbl AaHHOro npodwnsa genctsuii. HasHaueHHble
KOHTPOSNEPOM CCbIfIKW Ha 3dnemMeHTbl Npodunst SOMkHbl ObiTb YHUKaNbHbIMU B 0bnacTu OercTBUst ak3emnnsapa npoduns.
Sk3eMnnap nNpoduna MoXeT BKMNoYaTb He Bonee size aneMeHToB, Kak ObINO yka3aHO B napameTpe KOHCTpykTopa. 3anvcu
Tabnuu OOMKHbI yKasbiBaTb AEWCTBME MO Ha3HaYeHHbIM KOHTPOMMEepoM ccbinkam. [psmoe ykasaHve OencTBus B 3anvcu
Tabnuubl He pa3spelueHo aAna Tabnuy ¢ peanusaunen npoduna AencTBuii.

extern ActionProfile {
/// Cospanme mpodmist OeMCTEMI C UMCIOM BJIEMEHTOB size.
ActionProfile (bit<32> size);

/*
@ControlPlaneAPI
{

entry handle add_member (action_ref, action_data);

void delete _member (entry handle);

entry handle modify member (entry handle, action_ref, action_data);
}
*/

}

7.11.1. NMpumep npodpunsi delicmaul

Bnok ynpaBneHua P4 Ctrl B npuBeg&HHOM Hmxe MpuMMepe co3daéT 3k3emnnsp npoduns OeWCTBUIM ap, KOTOPbIA MOXEeT
BkNtoyaTb 00 128 anemeHToB. Tabnuua indirect npumeHseT 3TOT 3K3eMNNAP NYTEM YCTaHOBKM aTpubyTa psa_implementation.
MnockocTb ynpaBneHnst MoxeT [06aBNATb aNeMeHTbl B ap U Kaxabli aNeMeHT MOXeT 3agaBaTb AencTtaue foo unu NoAction.
Banucy Tabnuupl indirect 4OMKHBI yKa3biBaTb AEWCTBUS, UCMONb3Ys 3a4aHHbIe KOHTPOMNIIEPOM CCbISIKU HA 3NEMEHTbLI Npodurns.

control Ctrl(inout H hdr, inout M meta) {
action foo() { meta.foo = 1; }
ActionProfile (128) ap;
table indirect {
key = {hdr.ipv4.dst_address: exact;}
actions = { foo; NoAction; }
psa_implementation = ap;
}
apply {
indirect.apply() ;
}
}

7.12. CenekTopbl 4EeNCTBUN

CenekTopbl OeNcTBMIA ABMAKOTCA aTpubyTamu peanusauumn Ttabnuubl 1 obecnevvBaloT ewé OAMH MEeXaHW3M 3anofiHeHus
Tabnuy cneundurkaumamMm OEeNcTBUK, onpenenéHHbIMU BHe Tabnuupl. 3TO Oonee MOLLHbIA MO CPaBHEHMIO C MpPoUnsMu
OENCTBUIN MeXaHn3M, MOCKONbKY OH obecneunBaeT Takke AUHAMUYECKNIA BbIOOp crneuudmkaunm AeicTBus npu Beibope 3anucu
Tabnuubl. JK3emMnnap BHewHero 6roka cenektopa OevcTBUMA MOXeT OblTb Co3daH Kak pecypc B nporpamme P4, nogoGHo
npodomnio gencreuii. Kpome Toro, ncnonbaytowlas cenektop tabnvua fomkHa ykasaTb B CBOEM aTpubyTe psa_implementation
3K3eMNNAp cenekropa AENCTBUN.
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Table Key Member/ Group Members Member ref. | Action spec

entry | (h.f: Ipm) Group ref ref ml set_port(1)
tl 01001* gl gl ml, m2
2 1100* m2 g2 ml
3 101* g2 g3 m2
PucyHok 5. Cenekmopsi deticmeuli 8 PSA.

Ha pucyHke 5 nokasaHa Tabnuua c peanusaumei cenekropa AeWCTBUIA, ucnoneaytowas conocrasneHve LPM gnsa nons h.f.
BTopoii cenekTop TMna conoctaBneHus CRyXuT AN 3afaHus nonen, UCNonb3yemblX Npu Noucke cneumndukaumm 4encTens B
npouecce paboThbl.

m2 set_port(2)

Tabnuvua ¢ peanusaunen cenektopa AeWCTBMA COCTOMT M3 3anucen, ykasbiBaloLMX CCbINKY Ha aneMeHT npodwuna OencTBui
unu npodunb rpynnbl AENCTBUI. JK3EMMNSAp CernekTopa OeNCTBUMA MOXHO FOrM4ecku MNpeAcTaBUTb Kak aBe Tabnwuubl,
nokasaHHble Ha pucyHke 5. MNepBas Tabnuua cogepXXmT ConoCcTaBnEHME CCbINOK Ha rpynnbl C HAGOPOM CChINIOK Ha ANEeMEHTHI, a
BTOPasi COMOCTAaBMAET CCbIMKN Ha 3N1EMEHTbI CO crneundukaunsMm eNCTBUNA.

Korpga B npouecce pa60TbIO6HapyXMBaeTCH COOTBETCTBME MakeTa 3anvMcy Tabnuupl, CYMTbIBAETCS 3agaHHas KOHTpOnnepom
CCblfika Ha 3neMeHT npoduna LEeNCcTBUA WUNnun rpynny. Ecnn 3anucb YKa3blBaeT Ha 3NeMeHT npodunsl, BbINOMHAETCA
COOTBETCTBYyWOLLEE eMy pencteue. Ecnun xe 3anucb YKasblBaeT rpynny, UCnosibdyetca anroputMm OuHamMun4eckoro Bu60pa
anemMeHTa u3 gaHHomn rpynnbl, @ NOTOM NMPUMEHAETCA COOTBETCTBYHOLLEE eMy aencreme. AnroputMm guUHaMMUYeCKOro Bbl60pa
3agaéTcsa NnapameTpoM Npu Co3gaHnm 3K3eMNsipa cenekropa 4eNCTBUN.

OnemeHTbl cenekTopa AeNCTBU MOryT ykasblBaTb NWLb TUMbl AEWCTBUIA, yKa3aHHble B aTpubyTe actions peanv3oBaHHOMN
Tabnuubl. Hnxe npmBeaeHsl MMHUMarnbHble TpeboBaHNS K cenektopamM AencTBui B peanusaumm PSA.

- [Moppepxka HenycCTbIX rPynm, B KOTOPbIX BCE AENCTBUS OOHOMN rPynMbl UMEKOT OAHO UMS.
- [Moppepxka BHYTPW rpynmbl NPOM3BOSbHBIX 3HAYEHU NapamMeTpoB AeNCTBUM ANA Pa3HbIX YNEHOB rpynmbl.
- lMNoppepxka pasHbiXx MMEH AENCTBUM B pa3HbIX rpynnax.

- OrtcytctBre TpeGoBaHMIA K NpPenckasyeMoCTy MoBedeHust MIOCKOCTU [AaHHbIX Npu BbiBope 3anucu, yKasbiBaloLen
nycTyto rpynny.

He6Gsi3aTenbHble pacluMpeHns:

- noAaepkka HemnycTbiX rpynmn, rae pasHble 3NeMeHTbl OAHOM rPYMbl UMEIT pasHble UMEHa U MPOU3BOSbHbIE 3HAYEHUS!
napameTpoB;

- noAaepXka 3anucei, yKasblBaloLWMX Ha MycTble rpynmnbl, NP COBNadeHUM C KOTOPbIMK BbIMONHAETCS OeicTBue,
3agaHHoe CBOWCTBOM Tabnuupbl psa_empty group_action.

CaovicTBo Tabnumupl psa_empty_group_action noxoxe Ha cBowicTso default_action:
- oba ucnonb3yloT AeNCTBME B KA4YECTBE 3HAYEHUS;
- HavanbHoe 3HadeHue 3agaéT kog P4;
- Npw OTCYTCTBMU CBOWCTBA psa_empty group_action B koge P4 ncnonsdyetca NoAction();
- MOXeT NMpuMeHATbLCH MoaudukaTop const, 3anpeLuaroLwmnn nporpamMmme yrnpasreHns U3MeHATb AeNCTBIE;
- Npw OTCYTCTBMM MoaudmkaTopa const ynpasnstowas nporpaMmmMa MoxeT MeHATb AencTBne psa_empty _group_action.

PaspaboTtunkam PSA criegyeTt yunTbiBaTh, YTO MogaepKka NycTbiX rpynn ¢ npeackasyembiM NoBeAeHNEM NIIOCKOCTU AaHHbIX
MOXeT ObITb BKMtoyeHa B Oyaylwime Bepcum PSA. B HekoTOpbIX cryvasx >Kenaemoro noBefeHUs MOXHO AoOWUTbcs yepes
KOMOMWHaLuM0 nnockocTu AaHHbix PSA u nporpamm cepepa P4Runtime, Hackonbko MOXeT yBMOETb MporpaMMma KImeHTa
P4Runtime B koHTponnepe (cM. MpunoxeHne G. Mopaepxka NycTbiX rpynn B cenektopax AeicTBUi).

CoBMeCTHOE UCMONb30BaHME IK3EMMIISipa cenekTopa AeNCTBUA pasHbiMu Tabnuuamm BO3MOXHO NWLb NPW YCNOBUM, YTO BCE
3TK Tabnuubl 3agatoT o6LWMI Habop AeNCcTBUA B cBOMX aTpubyTax actions. Kpome Toro, nons conoctaBneHusl Ans cenekropa B
3TUX Tabnuuax A0MmKHblI ObITb MAEHTUYHBLI U 3afaHbl B OQHOM Nopsiake Anst Bcex Tabnuvu, NnpuMeHsitowmx aToT cenektop. B
Tabnuuax ¢ peanusaumen cenekropa AENCTBUA HE MOXET ObiTb NPUHATOrO MO YMOMYaHUIO OENCTBUS U BMECTO 3TOr0 HESIBHO
3apaétcsa NoAction.

Anroputm AnMHamuyeckoro Bblbopa TpebyeT Ha BXode CMMCOK Moren ANns reHepauum MHAEeKca YreHOB rpynnbl. OTOT CMMCOK
CO3[aéTCcs. C UCMOMb30BAHMEM CeneKkTopa Tuna COMOCTaBMNeHus Mpu 3adaHuu Kr4va conoctasneHus Ans tabnuubl. Mons
conocTaeneHnst Tuna selector opraHu3yoTca B CMMCOK MO NOpAAKy nx ykasanus. Co3aaHHbIV CMMCOK NepeaaéTcs Kak BXOOHON
napameTp peanu3auun cenektopa gencrteuin. Hegonyctmo onpepenaTb Nons conoctaeneHns tuna selector, ecnu tabnuua
He BKIMOYaeT peanu3aunm cenektopa 4encTeui.

MnockocTb ynpaBneHust MoxeT 400aBnATb, U3MEHATb UNW yAanaTb 3anncy 3NEeMEHTOB UK rpynn Anst JaHHOro 3K3emnnsipa
cernekTtopa [OeWCTBUA. OK3eMMnsip Cenektopa MOXET BKM4vaTb He Oornee size 3neMeHTOB, Kak yka3aHO B napameTtpe
KOHCTpyKTOpa. Yncno rpynn He MOXeT npeBbillaTbh pa3vep Tabnuvupbl, peanuayoLlen cenektop. 3anvucu Tabnuubl SOSKHbI
3aaBaTtb AEeNCTBUE C UCNOSMb30BAHNEM CChINKM HA HY>KHBIA 3NeMeHT unu rpynny. MNMpsimoe ykasaHvue AeACTBUI HE JOMYyCKaeTes
B Tabnuuax c peanusaumnei cenekropa ENCTBUN.

extern ActionSelector {
/// Cospaume cenexTopa HelCTBMII C size Bammceir.
/// @param algo - anTOpMTM XEWMPOBAHMS AJIsi BHOOPA UJI€HA TPYIIH.
/// @param size - umcno Bammces B CeJNeKTOpPe HECTBMIN.
/// @param outputWidth - pasmMep ximoua.
ActionSelector (PSA_HashAlgorithm t algo, bit<32> size, bit<32> outputWidth);

/*
@ControlPlaneAPI
{

entry handle add_member (action_ref, action_data);
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void delete member (entry handle);

entry handle modify member (entry handle, action_ref, action_data);
group_handle create_group 0

void delete_ group (group_handle) ;

void add_to_group (group_handle, entry handle);

void delete_ from group (group_handle, entry handle);

}
*/
}

7.12.1. llpumep cenekmopa delicmeul

Bnok ynpaBneHusi P4 Ctrl B NnpvBeLEHHOM HWXe NpuUMepe CO3AaET IK3EMMNAP Cenektopa AEWCTBUIA as, KOTOpbIA MOXET
BKNtoYaTb A0 128 anemeHToB. Cenektop npumeHsieT anropntM crc16 ¢ 10-6utoBbiM pesdynbTatom Ans Belbopa anemMeHToB B
rpynne.

Tabnuua indirect_with_selection npumeHsieT 3TOT aKk3emnnsAp NyTém ycTaHOBKM aTpubyTa psa_implementation. Mnockoctb
ynpasneHnsa MoxeT [06aBNATb aNeMeHTbl U rPpynnbl B as 1 Kaxaasa 3annucb MoxeT 3agasatb Aevicteme foo nnm NoAction. MNpu
nporpaMMMpoBaHuKn 3anucein Tabnuubl NAOCKOCTb YNpaBneHUs He BKYaeT Mons conocTtaBneHns tuna selector B knioy
conocraeneHns. BMecto 3TOro nons cComocTaBneHus cenekTopa MCNomnb3ylTca ANA CO34aHus Crnucka, nepeaaBaemMoro
3K3eMnnsApy cenektopa pfgencteun. B npuBegéHHoM Hwxke npumepe cnucok {hdr.ipv4.src_address, hdr.ipv4.protocol}
nepefaéTcs Ha BXoA anroputMa XalmpoBaHus crc16, ncnonb3yemoro Anst AMHaMu4eckoro Bbibopa Cenektopom AENCTBUN as.

control Ctrl(inout H hdr, inout M meta) {
action foo() { meta.foo = 1; }
ActionSelector (PSA_HashAlgorithm t.CRC16, 128, 10) as;
table indirect with_selection ({
key = {
hdr.ipv4.dst_address: exact;
hdr.ipv4.src_address: selector;
hdr.ipv4.protocol: selector;
}
actions = { foo; NoAction; }
psa_implementation = as;
}
apply {
indirect with selection.apply();
}
}
YnpaBneHue sanucsiMu cenektopa AeWCTBMI MpU HanMynyM OTKa3oB Ha KaHanax BbixoauT 3a pamku PSA. [ns 6bicTporo
BOCCTaHOBIEHUS HY>KHbI AaHHbIE MITOCKOCTU ynpaBneHns n 3ToT Bonpoc byaeT pewatbces paboyen rpynnon P4 Runtime API.

7.13. BpeMeHHble MeTKN

Peanusauus PSA npepoctaBnsieT 3HayeHue ingress_timestamp gns kaxxgoro nakerta, Bxogsilero B 6nok ynpaeneHus Ingress,
Kak none CTpyKTypbl Tuna psa_ingress_input_metadata_t. B aTy BpemeHHyi0 MeTKy cregyeTt BKItoYaTbBpeMs, Onu3koe K
MOMEHTY npméma yCTpOVICTBOM nepBoro OuTa naketa unu (KaK BapVIaHT) Hayana CUMHTaAKCU4YeCcKoro aHanmsa. dta MeTka He
BKIo4aeTcd aBToMaTU4eCKMN B NakKeT Ha BXo4e B onok ynpasneHua Egress M Xenawuwasa ncnosib3oBaTtb ingress_timestamp B
BbIXOQHOM KoO4e nporpamma P4 AOJKHa KonupoBaTb €€ B rnore nosib3oBaTenbCKnX MeTadaHHbIX, NnepeaaBaemMoe BbIXOOHOMY
KOHBeWepy.

Peanunsauua PSA Takke npepocTtaBnsieT MeTKy egress_timestamp gns kaxgoro nakeTta, Bxogsiulero B 6ok ynpaeneHusi
Egress, kak none cTpykTypbl psa_egress_input_metadata_t.

OaHMM U3 OXuaaemblX NPUMEHEHUIN BPEMEHHBLIX METOK SIBNSAETCS UX COXPAHEHUE B 3K3eMMnspax Tabnuy unvm permctpos Anis
peanu3auum KOHTPONSA MPOTOKOMbHbIX TaWM-ayToB, rAe MWMMMCEKYHOHOW TOYHOCTM [OCTaTtovHO Ans  6onblivMHCTBA
NpOTOKONOB. [pyrum oXxugaeMbiM BapuaHTOM MNpuMeHeHus siensetcs TenemeTpus INT', roe TpebyeTcs TOYHOCTb Mnopsaka
MUKPOCEKYHA U Ny4lle ANs U3MepeHns 3agepxek B ovepensax (nepegadva kagpa Ethernet jumbo pasmepom 9 K6awnT no kaHany
100 Mout/c 3aHumaeT 740 Hcek).

Ons Taknux NpunNoxeHWn pekomeHayeTcss OOHOBNSATb BPEMEHHblE METKU C MHTepBanom He 6onee 1 mkcek. OBHOBReHve B
kaxgom Takbe ASIC nnmn FPGA obecneunBaeT pasymHoe pelueHue. YactoTy oGHOBNEHNS BPEMEHHbLIX METOK criefyeT aenatb
nocTosiHHoW. Hanpumep, ons atoro He cnegyeT MCNONb3oBaTb MNPOCTOM MOACYHET TaKTOB, MOCKOMbKY TaKTOBasi yactoTa
YCTPOWCTBA MOXET ANHAMUYECKN U3MEHATLCS?,

BpemeHHble MeTkm umetoT Tmn  Timestamp_t, koTopbii dABnsetca bit<W>, a 3HayeHne W 3apaét peanusauus.
Mpepnonaraetcsi, YTO 3HAYEHWs BPEMEHHbIX METOK OyayT B TeYeHWe HEeKOTOpPOoro BpeMEHW MOBTOpATbCA B pesynbTarte
nepenonHexHus (wrap). PekomeHayeTcst BblIbnpaTb YacToTy OGHOBMEHUSA M YMcno GUTOB Tak, YTOObI MOBTOP 3HAYEHMIA METOK
NpouCXoaun He yalle OAHOro pasa B Yac. OTO MO3BONUT CAeNaTb METKM NOMEe3HbIMY AN1A YKa3aHHbIX HUKE MPUMEHEHWN.

- KoHTponb Tarm-ayToB npoTtokosios hello u keep-alive, coctaBngaoLWwmx cekyHabl MY MUHYTHI.

- Ecnu BpemeHHble MeTkM BKIOYAOTCH B MeTafaHHble 6e3 npeobpasoBaHus hopMaTta, MHOTMM BHELLHUM cUCTEMaM
aHanusa fgaHHbIX MOTyT noTpeboBaTbcs NpeobpasoBaHusl, HanpuMep, Ans CPaBHEHWUS BPEMEHHbIX METOK U3 pasHbIX
ycTpoicTe PSA. 3TuM cuctemam noTpebytoTca pasHble opMynbl W/unM napameTpbl ANs y4éta UMKIUYHOCTU
BPEMEHHbIX METOK MUN AoGaBNeHne CChINOK Ha BHELLUHWE UCTOYHUKN BPEMEHHBIX AaHHbIX AMS 3anMcaHHbIX 3HauYeHWU.
Yem anutenbHen ByayT LUMKMbI MOBTOPEHUS BPEMEHHbIX METOK, TEM MeHbLLe GyaeT 06bem AoMNoNHUTeNbHOW paboThbI.

- Ecnu nporpamma P4 npeobpasyeT cdopmaT BpeMeHHbIX MeTOK, eli noTpebyeTcsi 4OoCTyn k mapameTpam, KOTopble
MOTyT MEHSATLCA B KaXdOM LMKNe co3gaHus MeTok (Hanpumep, 6a3oBoe BpeMs, AobaBnsemMoe K 3HaYEeHUIO MeTKW).
MpocTbiM cnocobom peanusaunn atoro 6yaet o6HOBNEHNE NNOCKOCTLIO YNpaBneHus Takux AaHHbix 1 unu 2 pasa B
TEeYeHVe uMKna reHepaumm 3Ha4eHUn MEeTOK (3anonHeHns cYéTymka).

'In-band Network Telemetry - menemempusi Mo 0OCHOBHOMY KaHarly cesiau, http./p4.org/p4/inband-network-telemetry
2https.//en.wikipedia.org/wiki/Dynamic_frequency_scaling
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- [Tporpammam, ncnonb3yrlwmm 3HadeHne (egress_timestamp - ingress_timestamp) ana pacuérta 3agepkku NakeTos,
HY>XHO, YTOObI NPOAOIMKUTENBHOCTbL LIMKINA METOK MpeBbIllana MakCMMarnbHyH 3a0epXKy B ovepeasx.

Mpu reHepaumMm MeETOK C paspsaHOCTLI0 32 OuTa KaKay MUKPOCEKYHOY MPOAOIDKMTENBHOCTL UMkna coctaBut 1,19 vaca, a
ans 42-61TOBbIX METOK C OOHOBIEHNEM KaXXAYH HAaHOCEKyHAY - 1,22 yaca.

OT peanusauum PSA He TpebyeTcs CMHXPOHU3aUMsi YacoB, Hanpumep, no npotokony PTP! unu NTP2,

®parmeHT API nnockoctu ynpasneHus, NpuBeaEHHbIN HUXe, MOXeT ObITk YacTblo P4 Runtime API.

// Coobmenust TimestampInfo u Timestamp crnexmyer nobaensTe B oneof coobmenuiz Entity.
// Coobmenme TimestampInfo npemHaSHAUEHO JMIE OJST YTEHMSI M MOMHTKM MSMEHUTH €r'o
// He 6ymyT umeTr sddexTa, OomHaAKO clemyeT coobmaTe O HMx (oumbka) .
message TimestampInfo {
// 4ucno 6uroe TmMna Timestamp_t B ycTpoiicTme.
uint32 size in bits = 1;
// BHaueHMe BPEMEHHON METKM B 3TOM YCTPOICTEE OGHOBIsETCS
// increments_per period pas kaxnmie period in seconds cexyH&.
uinté4 increments_per period = 2;
uinté4 period in_seconds = 3;
}
// BuHauenme timestamp mocTynHO mNs uUTeHus M Banmucu. OTMETMM, UTO NPM HAIMYUUK
// BHaueHut METOK B DKBEMIISIPaxX TabJul, UM PEeruMCTPOB OHM He BYyAYyT OGHOBISITHLCS
// B pesynbTaTe Banucy BHauYeHMsT timestamp. Banmck BpeMeHHO METKM yCTPOICTBA
// mpepHasHaueHa MVMBL IJIST OJIST MHALMANMSAUMY U TECTUPOBAHMS .
message Timestamp {
bytes value = 1;
}
Ona kaxpgoro naketa P, obpabaTbiBaemMoro BXOOHBbIM W BbIXOOHbIM KOHBEMEPOM C MUHUMANbHOW 3agepxkon B Oydepe
NnakeToB, rapaHTMpyeTCcs, YTO 3Ha4YeHne egress_timestamp OygeT Takum xe unu 4yTb Gonblue 3HadyeHus ingress_timestamp,
3aaHHOro Ans naketa Ha Bxoge. «[1oyTv» B JaHHOM crnyvae O3HavaeT, YTo pa3HoCTb (egress_timestamp - ingress_timestamp)
OOJDKHa ObITb JOCTATOMHO TOYHOWM OLIEHKOW 3afepXku B Oydiepe nakeToB, BO3MOXHO HYNEBOW, €Cnv 3Ta 3agepxka Oyaer
MeHblle nHTepBana OOHOBMEHUS METOK.

PaccmoTpuM [Ba nakeTa, KOTOpbIM OLHOBPEMEHHO (HampuMmep, B OAWH MAaLUWMHHbIA TakT) Ha3Ha4YeHbl BPEMEHHblE METKM -
ofHoMmy ingress_timestamp B Hauane BxoaHoW 06paboTku, Apyromy egress_timestamp B Hauane BbIXOAHOW. OTU METKU MOryT
OTNNYaTbCA Ha HECKOMNbKO AECSTKOB HaHOCEKyHO (MNW OAMH «TUK» BPEMEHHLIX METOK, €Cnv OH Oomblue) Mo npuynHe
NPaKTUYECKUX CIIOXHOCTEN CUHXPOHU3ALIMUM.

HanoMHum, 4TO ABOMYHbIE onepauun + 1 - anst Tuna bit<W> B P4 onpepaeneHbl ¢ ncnonb3oBaHvem apudmeTrkn 6e3 3Haka ¢
y4yéToM nepexoaa vyepesd Makcumym (wrap-around). Takum obpasom, Jaxe nNpu nepexoae BpeMeHHbIX METOK Yepe3 MakCUMMyMm
BCEraa MOXHO BbIMUCIUTL Pa3HOCTb Mexay mMeTkamu t1 u t2, ncnonb3ys BbipaxeHue t2-t1 (ecnm uHTepsan npesbiwaet 2%
«TUKOB», 3TO ByAeT NCceBAOHUMOM pesyrbTaTta). Hanpumep, ecnu ans meTok npumersietca W >= 4 utoB nt1 =2% -5, at2 =
3, 70 t2 - t1 = 8. Takum 06pa3om He BO3HUKaET NOTPEOGHOCTM B YCNOBHBIX ONepaumsax Ans BblYMCIEHNS NHTepBana.

WNHoraa nonesHo COKOHOMWTbL MPOCTPAHCTBO XpaHEHWUst MyTEM OTOpacbiBaHWs BUTOB BPEMEHHbLIX METOK B nporpammax P4,
€CMM He HyXHa BbICOKasi TOYHOCTb. Hampumep, NpUNOXeHUI OOCTaTOYHO OOHapyxuBaTb MNPOTOKOMbHbIE TaWM-ayTbl C
TOYHOCTbIO B 1 CEKyHAY U MOXHO OTOPOCUTL MNaaLume GUTbl BpEMEHHO METKM, KOTOpble MeHSTCS Yalle 1 pasa B cekyHay .

Opyrvm nprmepom sIBRSIIOTCS MPUIIOXKEHNS], KOTOPbIM TpeByeTcsi Bbicokash TOUHOCTb C YYETOM BCEX OGUTOB BPEMEHHBIX METOK,
HO NMOCKOCTb yNpaBneHusl U NporpaMma P4 npoBepsitoT Bce 3an1Mcu MaccuBa pPeErmMcTpoB, FAE XPaHSATCS 3T BPEMEHHbIE METKU,
He vawe 1 pasa B 5 cekyHh Ana npedoTBpalleHusi nepexofda vepe3 MakcumyMm. B aTom cnyvae nporpamma P4 moxeT
0oTOpOCUTL cTaplume GUTbl BpEMEHHbIX METOK, YTOObl OCTaBLUMECS GUTHI MEpPEXOauny Yepes MakCUMyM Kaxable 8 cekyHn u
COXpaHsATb 3TV yCeYEHHbIe METKU B 3k3eMnnsipe Register.

7.14. JanpxecTt nakeTta

Jdanpkectbl ABMSATCA OOHVMM M3 MEXaHW3MOB Mepefadv COOOLLIeHW M3 NIOCKOCTW AaHHbIX B MITOCKOCTb YMpaBrieHus, a
OPYrMM CcnocoboMm CrnyXuT OTrpaBKka NakeToB MIIOCKOCTU ynpaBreHuns 4vepes cneumaneHein nopt PSA_PORT_CPU. MMpwu
otnpaeke naketoB B nopt PSA PORT_CPU o6bl4HO nepegatoTtcss Bce MM GONMbLUMHCTBO 3arofioBKOB MakeTa, a MHoraa u
AaHHble. [py STOM [ANs Kaxgoro nakeTa MCMonb3yeTcst oTAenbHoe coobuieHve, npuHUMaemoe W obpabaTbiBaemoe
NnockocTblo AaHHbiX. CopepxvMoe paiaxecta Ans OTAENbHOrO nakeTa OObIMHO ropasfgo MeHbLUe camoro naketa.
Peanusauus PSA MoXeT ncnonb3oBaTtb 3TO NPEUMMYLLECTBO, Hanpumep, o6beanHas AakmKecTbl HECKOMbKUX MaKeToB B OfHO
coobLLeHme Ans CHUKEHUSI CKOPOCTU OTMPaBKMU COOBLLEHNIA NINOCKOCTM YNpaBneHus.

Oanpxect MOxeT BKkNtoyaTb Niobble 3HayYeHMs M3 NIOCKOCTM AaHHbIX. Mockonbky nporpamma P4 moXeT umeTb MHOXeCTBO
ak3emnnapos Digest, kaxabin 13 KoTopbIX nepenaért CBOE copepxmmoe, peanusaumm PSA HyXHO pasnuyaTtb AangxecThbl,
co3gaHHble pasHbiMU ak3emnnsapamu. B PSA pangxect cosgaércs BbI30oBOM MeToda pack B aksemnnsape Digest. AprymeHTom
BbI30Ba SIBNSAETCS BKOYAeMoe B OANKECT COAEPXKUMOE, KOTOpOe 4acTo siBNAeTCss Habopom 3HayeHuin B CTpykType P4.
Komnunatop BbiOMpaeT noaxoaswuin ¢opmMaTt nocrnenoBaTenbHOM MNepedayn COOAePXUMOro Aanakecta JoKanbHOMY
nporpaMmMHOMY areHTy, KOTOpPbIV OTBEYaeT 3a AOCTaBKy JanKecTa B 3agaHHOM cneundukaumen P4 Runtime APl coopmare.

Mporpamma PSA moxeT co3aaTe MHOXeCTBO ak3emnnspoB Digest B ogHom 6noke ynpaBneHusi IngressDeparser n npumeHaTb
He Gonee oaHOro BbI3oBa pack Ans KaXxa4oro 3K3emnnsipa B NpoLecce 0AHOro UCMOoNHeHust atoro 6noka. OT peanusaunm PSA
He TpebyeTca nogaepxka NpumeHeHns BHelwHero 6rioka Digest B 6rioke ynpaBneHusi EgressDeparser.

Mpu cosgaHumM MHoxecTBa coobuieHuit Digest B npouecce 06paGoTkM opHOro nakeTa He TpeGyeTcs ynakoBka Bcex
JalaKecToB B oOHO cooblueHve. Peanusauus MOXeT, Hampumep, MoMellath WX OTAenbHble odepeau AN Kaxaoro
aksemnnapa Digest, a 3aTem [ocTaBnATb UX KOHTPONMepy B »ernaemMom nopsgke. Peanusaumm PSA pekomeHgyeTtcs
nepeaasaTb NMOCKOCTY yrpaBneHns coobLueHns oT ogHoro aksemnnspa Digest B nopsagke ux cosgaHus.

'https://en.wikipedia.org/wiki/Precision _Time_Protocol
2https://en.wikipedia.org/wiki/Network_Time_Protocol
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ApxuTtekTypa nepeHocUMbIX KOMmyTaTopoB P4_16 SHuUuKNoneaus ceTeBbIX NPOTOKONOB
Ecnn HyxHO cBs3aTb Mexay cobow B nporpamme MroCKOCTU ynpaBneHWs MHOXecTBO coobuieHni Digest oT pasHbix
3K3EMMNNIAPOB, MOXHO BKIHOYaTh MOPSAKOBbLIA HOMEP WIM BPEMEHHYI MeTKy BO BCe COOGLLEHUs, CO3faHHble ANs O4HOro
naketa. 3aTeM 9T 3Ha4YEeHNA MOXHO NPUMEHATDL B NJTOCKOCTU ynpaBneHUa anga conoctaBleHna 0006U_leHI/Il7I.

Mockonbky NpegnonaraeTcsl, YTO BbICOKOCKOPOCTHble peanusauun PSA MoryT reHepupoBaTb daimpKecTbl ropasgo GbicTpee,
YyeMm ynpasnsoLwye NporpamMmmMbl CMOTYT NOTPEGNATL UX, BO3MOXHA NOTepsi COOBLLEHW NPW CIULLIKOM ObICTPOM UX reHepaumm.
Peanusauuam PSA pekoMeHOyeTCs yuuTbiBaTb YMCIIO CO3AAHHBIX MIOCKOCTHIO AaHHbIX, HO HE BOCMPUHSTHIX MIOCKOCTbIO
ynpaerneHusi coobLLeHUIA He3aBUCMMO ANs Kaxdoro aksemnnspa Digest.

extern Digest<T> {

Digest() ; /// Onpepensier MoToOk COOBWEHMI HJST IJIOCKOCTU YIPABJIEHMS .
void pack(in T data); /// OrnpaBka HaHHEX B [OTOK.
/*
@ControlPlaneAPI
{
T data; /// Ecnu T - comcok, NJIOCKOCTE yIpaBJjieHMst cospgaér struct.
int unpack(T& data); /// PacnakoBaHHHe JaHHHe HnoMemanrcss B T&, int - xoxm BosBparTa.
}
*/

}
Hwxe npepncrtaBneH dparMeHT nporpaMmbl, AEMOHCTPUPYIOLIUA NPUMEHEHWE AaimpkecTa ONA YBEAOMIIEHUSI MITOCKOCTU
ynpaBneHusi o HoBow kombuHaumu Ethernet MAC 1 BxogHOro noprta B NpMHSATOM NakeTe.

struct mac_learn digest t {
EthernetAddress srcAddr;
PortId_t ingress_port;
}

struct metadata {
bool send mac_learn_msg;
mac_learn_digest_t mac_learn_msg;

}

// 9To uwacTe QYHKLUMOHANBLHOCTM OOBHUHOTO MocTa Ethernet c oByuenmem.
// INOCKOCTE ynpaejeHusl OBHYHO BafaéT OAMHAKOBHE KIIOYUM AJsT Tabmi
// learned sources m 12 tbl. Bammcu B 12 tbl cayxaT miIsT nomMcka no
// MAC-agpecy nojsiyuaTesst ¥ COBNajieHMe HNAET BHXONHOM MNOPT NJIsI MnakKeTa.
// Banmucmu B learned_sources Takme xe, HO HNEMCTBMEM IJISI HMUX CIYXUT
// NoAction. IIpn oTcyTcTBMM agpeca B learned_sources pPasyMHO nepenaTb
// nnockocTu ympaeineHust coobmenme c MAC-aZpecoM OTHNPaBMUTENsSI M HOMEPOM
// npuHsiBero makeTr mopra. INOCKOCTE yNpaBJeHMsI NPUMET pelleHMe O
// mo6aBmemvm sammcm c MAC-ampecoM oTmpaBMTeNst B ofBe Tabmmus m 12 tbl
// namee 6ygmeT HanpaBNATE NaKeTH B ingress_port sToro nakera.
// 3To ;MuE NpPOCTON HpPMMEpP, KOTOPHM He BKIKNYaeT, HaIpMMep, JIaBMHHOM
// paccmuikM, KOTOPYH® MOCT C OByueHMeM OOHYHO MNPMMEHSIeT NPM OTCYTCTBUU
// B Tabnuue MAC-azpeca noJsydaTeJis.
control ingress(inout headers hdr,

inout metadata meta,

in psa_ingress_input metadata_t istd,

inout psa_ingress_output_metadata t ostd)

action unknown_source () {
meta.send mac_learn_msg = true;
meta.mac_learn_msg.srcAddr = hdr.ethernet.srcAddr;
meta.mac_learn_msg.ingress_port = istd.ingress_port;
// meta.mac_learn msg nepema&Tcsi MIOCKOCTM YHNPaBJICHMS
// w3 6noxa ympassenuss IngressDeparser.

}

table learned_ sources {
key = { hdr.ethernet.srcAddr : exact; }
actions = { NoAction; unknown_source; }
default action = unknown_source() ;

}

action do_L2 forward (PortId t egress_port) {
send_to_port(ostd, egress_port) ;

}

table 12_tbl {
key = { hdr.ethernet.dstAddr : exact; }
actions = { do_L2 forward; NoAction; }
default action = NoAction();

}

apply {
meta.send mac_learn msg = false;
learned_sources.apply() ;
12_tbl.apply()

}

control IngressDeparserImpl (packet_ out packet,
out empty metadata t clone i2e meta,
out empty metadata t resubmit meta,
out empty metadata t normal meta,
inout headers hdr,
in metadata meta,
in psa_ingress_output metadata_t istd)
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SQHUMKINIoneausi ceTeBbIX NPOTOKONOB ApxuTekTypa nepeHOCUMbIX KoOMmyTaTopoB P4_16
{

CommonDeparserImpl () common_deparser;
Digest<mac_learn_digest_ t>() mac_learn digest;
apply {
if (meta.send mac_learn_msgqg) {
mac_learn digest.pack (meta.mac_learn msg);

}
common_deparser.apply (packet, hdr);

}
8. Hedenumocmb onepayut API nnockocmu ynpaesieHus

Bce onepaunn pobaBneHus, yaaneHus u nameHeHust Tabnuy JomkHbl 6biTe HegenuMbiMu (atomic) OTHOCUTENBHO NEPECHISKN
naketa. T. e. Ans kaxgon TabnuyHon onepaumn apply M Kaxaon onepaumu NNOCKOCTU ynpaeneHuss no gobasneHuio,
yAaneHuto unn n3amMeHeHuto 3anucu B Tabnuue onepauus apply LomkHa BbINOMHATLCS Tak, 6yATO n3MeHeHns Tabnuupl eLwe He
Hayanocb, NMGO OHO yXe 3aBepLumnocb. lNporpamme P4 Hukoraa He cnepyet BecTu cebs Tak, 6yaTo onepaums NNOCKoCTU
yrnpaBneHus BbINOMHEHa YaCTUYHO.

OTmeTum, 41O 3TO TpeboBaHMe NPUMEHSeTCH MHANBMAYANbHO K kKaxaon TabnuyHon onepauummn apply. OT peanu3aumn PSA He
TpebyeTca nogaepxkka BbIMONIHEHUS MHOXeCTBa onepauui apply Ans ogHon Tabnuubl B OAHOM Bbi30BE Onoka ynpasrneHus.
Ecnn peanu3auma noggepxviBaeT 3TO, MIOCKOCTM YMpaBreHWs paspellaeTcsl BbINOMHWUTE OOHOBNEHWe Mexay [ABYMS
onepaumnsamu apply Ans ogHoro naketa.

Peanusauun PSA cnegyeT BbiAaBaTb OLWMOKY MNU OTKa3 Mpu KOMOMMSUMM nporpamMMm P4, Ans KOTOpbIX OHa He MOXeT
BbINONHUTL TpeboBaHMs HegenumocTu. Hanpumep, ecnu peanusaumsi MOXET BbIMOSMHATL 3TM TpeboBaHUSA C OeNCTBUSIMUA,
BKIIOYaLWMMK He 6onee 128 6MTOB NapameTpoB, Toraa en cnegyeT BblAaBaTb OLIMOKY MpU MNOMNbITKE KOMMUMALUM NPOrpaMMbl
P4, cogepxalen gencteus ¢ 6onbwmnm o6LEMOM NapameTpoB.

MpennonoxuMm, Hanpumep, 4Yto Tabnuua T umeet genctBue A co 100 GuTamm (CymmapHO) napameTpoB, a MMOCKOCTb
ynpaenexusi fobasuna B Tabnuuy 3anuck ¢ kntodom noucka K u aerictenem A. MNMosgHee NnockocTb ynpasBneHns obHoBuna
3anuncb Ang knoda K, He mMeHsaa kntod, HO nameHnB 100 6utoB napameTpoB AencTBUs. [ns kaxaoro nakeTta, Bbi3biBalOLLEro
apply gna Tabnuubl T u 3anucm ¢ knovoM K, HYXHO BbIMOMHUTH Aenctene A co ctapbiMm unu HoebiMm 100 Gutamum
napameTpoB.

P4 Runtime API no3BonsieT kKOHTponnepam rpynnupoBaTbe COOBLEHNSA AN BbINONHEHNS HECKONBbKMX onepauni B 0QuH NPUEM,
Kak onucaHo 3aecb. B atom cnyvae peanusaumm PSA HyXHO nuwb ob6ecneunTb HEAENMMOCTb KaXXAoW OTAENbHOW onepauuun.
[na nocnepgosaTtenbHOCTM onepauunii gobasnexuns, yaaneHus unv obHoBneHns HegennuMocTb He TpebyeTcs.

To xe camoe NpUMEHMMO KO BceM onepauuam APl nnockocTu ynpaBneHust ¢ BHEWHWMM Onokamu (extern), ecrnm B
OOKyMEHTauuM SBHO He ykasaHo uHoe. B yacTHocTu, oamHouHbiv onepauusim ActionProfile n ActionSelector, Takum kak
pobaBneHve B rpynny unu yaanexHue m3 Heé, nobasneHvne unv yaaneHue nycTom rpynnbl U U3MEeHeHNe napameTpoB AeNCTBUS,
[o0aBneHHOro paHee B rpynny, gofpkHa obecneumBaTbCs HeAenumocTb. HegenumbiMu Takke [AOMKHbl ObITb onepauun
NMOCKOCTY YNpaBIeHnsl N0 YTEHMIO 1 3anncy OTAENbHbIX ANeMEHTOB MaccuBa Register, kpome TOro oHM LOMKHBI MPOUCXOAUTL
00 vunu nocne (Ho He B npoLecce) noboro 6rnoka koga P4, nomeyeHHoro aHHoTauuen @atomic. B nnockocTu ynpaBneHus HeT
onepaumi Hag Register, koTopble MOryT HEAENMMO YNTaTb ANEMEHT, a 3aTEM 3anncbiBaTb B HErO N3MEHEHHOE 3HayYeHMe.

Ecnn HyxHO 13 nporpammbl P4 Hegenvmo cuuTtatb, M3MEHWUTb M 3anucatb obpaTHO anemeHT maccuBa Register, cnegyet
caenaTb Tak, YToObl onepaunun YTeHUS, UBMEHEHUS U 3anucKu B nporpaMmmMe P4 BbINOMHANNCH «NAaKeTOM», KOTOPbIN NNOCKOCTb
ynpaBneHns MOXeT BHeAPUTb B MITOCKOCTb AaHHbIX (HanpumMep, yepe3 onepauun packet in n packet out B P4 Runtime API).

BobicokockopocTHas peanusaums PSA moxeT obpabatbiBaTb COTHM MMM ThICAYM NAKETOB MeXAy OTAENbHbIMW OnepaunsMmu
nnockocTu ynpaenenusi. metotca 6a3oBble MeTOAbl «3anucu B Tabnvuy n3 Oyayuiero B NpoLUrioe NnoToka AaHHbIX», KOTopble
uHoraa HasbiBaloT back to front nnm pointer flipping, ncnonb3yemble NNOCKOCTBIO ynpaBneHus AN LOCTUXeHUs addekTa,
nogo6Horo obecneyeHwio HeQenUMMOCTM onepauui Haf nocnefoBaTeNbHOCTHIO Tabnuuy B Mpolecce Mepechiikv nakeTa.
NmetoTcs nccneqoBaHust Takmx MeTodoB B 6onee obLiem KoHTekcTe'.

A. HepeweHHbIe sonpochbl
Mockonbky paboTa eweé He 3aBeplleHa, OCTaéTca psg BOMPOCOB, obcyxaaembix B pabouen rpynne. B gononHeHue K
oTMeyeHHbIM cumBonamu TBD Bonpocam nmeetcs psg 6onee cepbE3HbIX MOMEHTOB, PACCMOTPEHHbBIX HUXKE.

A.1. CenekTopbl 4eUCTBUN

MapameTp size B ak3emnnspe action_selector onpegensieT MakcumanbHOe YMCIIO 3NEMEHTOB cerekTopa. B HekoTopbix
cny4dadax MOXeT OKa3aTbCA MOoJie3HbIM MO3BOJINTb KOHTPOJIEepy AMHaMWUYEeCKM BbiOeNnATb pecypcCbl ONA Cenekrtopa wunm
NPUMEHSITb CENEKTOPbI Pa3HbIX Pa3MepOB Ha pa3sHbIX NnaTopMax, UCnonb3ys ogHy nporpammy P4.

HyxHo Takke dopmann3oBaTtb B3aumogenctame npodunent 1 cenekropoB AENCTBUIA CO CHETYMKAMWN U USMEPUTENAMN.

A.2. OGHapyXeHue N KOHTPOIb Neperpy3ok

B Tekywei peanusaumm PSA HeT MexaHVW3MOB, MO3BONSIOWMX 3aMeTUTb MPUBNUXKEHWEe 3anonHeHus GydepoB nakeToB
OTAENbHOIO BbIXOAHOrO MopTa uUnu odepean. HeBo3MOXHO peanuaoBaTtb 3TO 6€3 UCMONb30BaHMSA BHELLHUX MO OTHOLLEHWIO K
PSA MexaHn3MoB, Nodo6HbIX SBHOMY YBeAOMIIeHMI0 0 HacbiweHnn - ECN2. MoxHo 3agaTb HeGonbLioe none (ckaxem, 1 6uT)
B MeTafaHHbIX, CBS3blBaeMOEe C KaXablM NMakeToM B Havarne BbixoAHoW o6paboTku, koTopoe OyAeT ykasbiBaTb Afsl nakeTa
neperpysky 6ydepos.

B HacToswee Bpems PSA He BknioyaeT cnocoba nepedaTe M3 BxogHoro koga P4 uvHdopmauuio 0 nakete B cuUcTemy
Bydepunsaummn ong UCNONb30BaHUA 3TUX AaHHLIX MEXaHW3MOM KOHTPOSsS Neperpysok, TakMMm kak 6nuskoe k 6ecnpuctpactHomy

'Pavol Cerny, Nate Foster, Nilesh Jagnik, and Jedidiah McClurg, « Consistent Network Updates in Polynomial Time». International Symposium
on Distributed Computing (DISC), Paris, France, September 2016.
2Explicit Congestion Notification, https://en.wikipedia.org/wiki/Explicit_Congestion_Notification
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ApxuTtekTypa nepeHocUMbIX KOMmyTaTopoB P4_16 SHuUuKNoneaus ceTeBbIX NPOTOKONOB
ot6pacbiBaHve (AFD'). 3T0 B TOW UMM UHO CTeNeHu CBA3aHO C 0GUNUEM MEXaHU3MOB KOHTPOSS NEPerpy3ok B COBPEMEHHbIX
KOMMyTaTOpax.

XKenateneHo 3apatb B PSA HeGombwon Habop nonew, kotopble OyayT CRyXuTb BXOAHBIMWM AaHHBIMW ANS MHOXeCTBa
anropuTMOB KOHTpPONsi neperpy3ok. OgHMM 13 BapyaHTOB SBMSIETCSH NCMONb30BaHME X3LLUMPOBAHHOIO NaeHTUdMKaTopa NoToKa,
YyacTo peanusyemoro B oopMe X3L-pyHKLMM OT nonen 3aronoska IP, Takux kak agpeca nonyyartens U oTnpaBUTENS, NPOTOKON
IP 1 Bo3moxHo noptel TCP/UDP gns otnpasutens u nony4yatens. C y4€ToM Toro, Yto nporpamMmmupyembie Ha P4 ycTpoiicTea
MoryT obpabaTbiBaTb He TONbKO NakeThl IP, xenaTenbHoO HanTM MexaHuam Bonee obLlero HasHavyeHus ans ycrporncts PSA.

A.3. BO3MOXHOCTb NOJSIHOW peanu3auvu BHYTPUKaHaNbHOWN TenemeTpum

OpHvM 13 MHoroobelalLwmnx nNpYMEHEHUn nporpaMMmupyembix Ha P4 ceTeBbIX YCTPOWCTB SIBASIETCH BHYTpMKaHanbHas
TenemeTpus INT. XoTta B PSA yxe peann3oBaHbl Takue BaXkHble ANs TENEMETPUN MEXAHN3MbI, KAk BPEMEHHbIE METKU, eLLE He
pa3paboTaHbl MexaHV3Mbl JOCTyNa K MHpoOpMaLMKM O 3arpyske KaHarnoB Ha BbIXOAHbIX NOpTax U 3anofHeHUM oyepeaei?.

A.4. NMpodunu PSA

PaccmaTtpuBaeTcsi BO3MOXHOCTb 3a[aTb pa3Hble OrpaHuYeHusl, KoTopble Ta UM uHas peanusaums PSA gomkHa BbIMOMHATbL
ansa cooteeTcTBUA cneumdukaummn. OcHoBHOW Lenbio PSA aBnsieTcsa BO3MOXHOCTb UCMNONb30BaHUSA Ha pasHbIX nrnatgopmax,
4YTO MOXET caenatb Takue OrpaHuyeHust UCKYCCTBEHHbIMU. C Opyron CTOpPOHbI, ANsi Haubornee WHTEePEeCHbIX NPUNOXEHUN
TpebyeTcsa 3aaatb MUHMMAnNbHYHO (PYHKLUNOHANBHOCTb.

B. Peanu3sayusi éHewHez20 6510Ka InternetChecksum

B RFC 1071 v RFEC 1141 onucaH 3pdEKTUBHBIA pac4ET KOHTPOMbHbLIX cyMM Internet, ocobeHHO AnNsi NporpamMMHbIX
peanu3auuin. Huxke npvBeaeHsl NpOTOTMNbI peanv3aumn MeTofoB Anst BHelHero 6noka InternetChecksum ¢ ncnonbs3oBaHvem
CMHTaKcnca M ceMaHTukn P44, pacwuvpeHus umkna for m onepatopa return, Bo3BpaliatoLllero 3HadeHne GyHkumn. [Ons
ak3emnnsipa obbekTa InternetChecksum TpebyeTcsi, Kak MUHUMYM, BHYTPEHHEE COCTOsIHME B ¢hopme 16-OMTOBOro BekTopa
(sum B npMBeagéHHOM NpuUMepe).

// OmuH MB CHOCOBOB MOJYUYMUTH HOIMOJIHEHME A0 1 CyMMEl OBYX
// 16-6uTOBEHX BHaAYEHMSI.
bit<16> ones_complement_ sum(in bit<16> x, in bit<16> y) {

bit<1l7> ret = (bit<1l7>) x + (bit17>) y;

if (ret[l16:16] == 1) {

ret = ret + 1;
}
return ret[15:0];

}
bit<16> sum;

void clear() {
sum = 0;

}

// PasMep data pgomxeH GHTB KpaTHHM 16 6uTam
void add<T>(in T data) {
bit<l6> d;
for (xaxgpon l1l6-6uroBom uwacTm d ms data) {
sum = ones_complement_sum(sum, d);
}
}
// PasMep data gmosnxeH O6HTB KpaTHHM 16 6uTam
void subtract<T>(in T data) {
bit<16> d;
for (xaxpon 1l6-6uroBom uacTm d us data) {
// ~d - orpunamme d B apupMeTMKe C HOONOJHeHMeM no 1.
sum = ones_complement sum(sum, ~d);

}

// Komrpompnast cymMMa Internet siBastercst monosnHeHmMeM no 1 cyMmsl
// nponomnHeHmit Ho 1 COOTBETCTBYWOUMX YacTeM NnakeTa. YKaBaHHHE BHIIE
// MeTOnH BOBEpAamAanT CyMMy HOOIMNOJHEHMI JO 1 B NepeMeHHOM sum.
// get() BoSsBpamaeT NO6MUMTOEBOE OTPMUIAHME SUM, KOTOPOE SIBJISIETCS
// BonomnnenmeM sum mo 1.
bit<16> get() {
return ~sum;

}

bit<16> get_state() {
return sum;

}

void set_state (bit<16> checksum state) {
sum = checksum state;

}

'Approximate Fair Drop.
2https://github.com/p4lang/p4-spec/issues/510
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SQHUMKINIoneausi ceTeBbIX NPOTOKONOB ApxuTekTypa nepeHOCUMbIX KoOMmyTaTopoB P4_16
C. NMpumep peanusauyuu eHewHez20 6510ka Counter

MpuBeOEHHBIN HUXE NPUMEP, B YaCTHOCTU, yHKUMSI next_counter_value CnyxuTt nuwib Ans WAncTpauun u He TpebyeT ero
peanu3auun B PSA. ®opmat xpaHeHns PACKETS_AND_BYTES Ttakke cnyxuvT nuiib npumepom. Peanusaumm mMoryT XpaHuTb
COCTOSIHME MHa4ye, ecnu AP| NnNockocTy ynpaBneHusi BO3BpaLlaeT KOPPEKTHbIE 3HAYEHUsI CHETHMKOB NakeToB 1 GanToB.

[Bymsi 6a30BbIMW BapnaHTaMu peanv3auum CHETYMKOB B NIIOCKOCTU AaHHbIX SBMAAIOTCS:
- KonbueBble (wrap around) CHETUMKY;
- CYETYMKM C HaChbILLEeHMEM, «3acTblBatoLmMey NpyU MakcuManbHOM 3HavyeHumn 6e3 copoca B 0.

CI'IeLI,VICbVIKaLI,VIﬂ He 3a4aéT 1cnonb3oBaHMe TOro UM MHOro MNOAX0AA B NIOCKOCTY AaHHbIX. Peanusaumam cnegyet CTpeMUTbCA
K npenoTrBpalleHnio notepu AaHHbIX B cyétumnkax. basoBbiM mMeTogOM peanusaummn aBndaeTca ncnosib3oBaHne HegenumbixX
onepau,mﬂ YTEHUA n c6poca CYETUMKOB B MJTOCKOCTU LAaHHBbIX, KOTOpble MOXeT BbI3blBaTb NporpamMma nioCKOCTU ynpaBleHUs.
Onepau,mm BbI3bIBAOTCA MJIOCKOCTbLIO ynpaBlieHna AOCTaTO4YHO 4YacTo Anda npeaoTBpalleHnda nepexoaa CYETUMKOB yepes 0 vnn
HacbllWeHnaA, a CHUTaHHble 3Ha4YeHnA I'IpVI68BJ'IFII'OTCFI K XpaHAWnMCA B naMATn npaPlBepa 3Ha4YeHnsiM 6onbLuero pasmepa.

Counter (bit<32> n_counters, PSA CounterType t type) {

this.num_counters = n_counters;

this.counter_vals = HOBmN MacCue u3 n_counters sneMeHTOB pasmepa W;

this.type = type;

if (this.type == PSA CounterType_ t.PACKETS AND BYTES) ({
// TNopcuéT nakeToOB M BafTOB MCHONBSyeT obliee XPaHUIMILE COCTOSIHNSI.
// HyXHBH IM OTHEeNBbHHE KOHCTPYKTOPH C HOMNOJHUTEJBLHEM apT'yMEHTOM,
// BapamuyM pasMep cuéTumMka 6GaiToOR?
W shift_amount = TBD;
this.shifted_packet_count = ((W) 1) << shift_amount;
this.packet_count_mask = (~((W) 0)) << shift_amount;
this.byte count mask = ~this.packet count mask;

}

W next_counter_value (Wcur_value, PSA CounterType_t type) {
if (type == PSA CounterType t.PACKETS) {
return (cur_value + 1);
}
// YumrnBaemile B packet len 6aifTi BaBMCSIT OT peanMBaLMM.
PacketLength t packet len = <pasmep makeTa B Gaurax>;
if (type == PSA CounterType t.BYTES) {
return (cur_value + packet len);
}
// Tpebyercst un PSA CounterType_t.PACKETS_AND BYTES.
// B cuérumke pasMepa W Miamume 6aiTH CIyXaT CUYETUMKOM 6aifToB,
// a cTapume yuMTHBAOT NakKeTH. 3TO NPOCTO OAMH M3 dopMaToB
// XpaHeHMst M peamMsBanMsT MOXKET MHAUEe XPaHMUTB COCTOSIHME
// packets_and byte, ecsm API mIOCKOCTM HaHHEX KOPPEKTHO
// BOBBpamaeT BHAUEHMUSI CUETUMKOB OaliTOB M I1AaKETOB.
W next_packet_count = ((cur_value + this.shifted packet count) &
this.packet_count_mask) ;
W next_byte count = (cur_value + packet_len) & this.byte count mask;
return (next packet count | next byte_ count);

}

void count(in S index) {
if (index < this.num counters) {
this.counter_vals[index] = next_counter_value(this.counter_vals[index], this.type);
} else {
// Buauenme counter vals He OGHOBASIETCSI NpM BHXOZE MHIEKCa 3a
// TpaHuus AmanasoHa. 3anuck OTJIAJOYHHX MHAHHHX OMNMCAHA HUXE.
}
}
|_|pI/I BbIX04e MHOEKCa 3a rpaHuubl Anana3oHa MOXHO 3anncbiBaTb AONONHUTENBbHYO OTNaao4HYyHO Mchopmaumo:

- 4ncno hakToB BbIXOAA MHAEKCAa 3a rpaHuLbl;
- FIFO ans nepsbix N Bbixogos nHaekca 3a rpanuuy (N onpegensertca peanusaunen, Hanpumep, 1);

- pEeKOMeHAyeTCs Takke COXpaHsaTb MHGOPMaLMo O TOYKe Bbi3oBa B nporpamme P4 metoga count() ¢ BbIxOAALMM 3@
rpaHuLpbl MHOEKCOM.

D. O6ocHoeaHue apxumeKkmypsbl

D.1. 3auem HyXHa BbixogHasa obpaboTka?
B yem nonb3a om pa3desieHusi o6pabomku nakemoe 8 KOMMymamope Ha 8XOOHYH U 8bIXOOHYH0?
Nmetotca mukpocxembl ASIC, KoTopble MO CyTW BbIMOMHSAIOT MNWLWb BXOAHYK 006paboTKy, 3aTeM OTNpaBnsioT MakeT B
Oydep ¢ 04HOM UNM HECKOMNBKUMK O4epeasiMun, OTKyAa OH nepefaétcs Hapyxy 6e3 (unv noytn 6e3) BbIXOAHOW 06paboTku.
B Takux ycTporcTBax BO3HUKAKOT CIIOXHOCTM C BbINOMHEHNEM HEKOTOPLIX 3a4au.
1. N3ameHeHve nakeToB B NOCNeAHUA MOMEHT
Ecnn HyXHO u3MepuTb 3afepXxKy B YCTPOWCTBE W MOMECTUTb pe3ynbTaT WM3MEepeHust B nakeT, OObl4HO HeT
BO3MOXHOCTMN y3HaTb 3a4epXXKy B ovepean A0 OTnpaBku naketa B Oydep. B HekoTopbIx 0cobbix criyyasx 3agepxky
MOXHO MpefckasaTtb (Hanpvmep, npu MUCNonb3oBaHnM ogHoln oyepean FIFO ¢ MOCTOSHHOM CKOPOCTbIO BbIXOAHOMO
nopTa nNpv OTCYTCTBMM KaApOB yrpaBlieHnst NOTOKOM AaHHbIX, Nogo6HbIX Ethernet pause).
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ApxuTtekTypa nepeHocUMbIX KOMmyTaTopoB P4_16 SHuUuKNoneaus ceTeBbIX NPOTOKONOB
Ho ana kaHanoB C nepemeHHoOW CKopocTbio, Hanpumep, Ethernet ¢ ynpaBneHnem MOTOKOM AaHHBLIX C MOMOLLLIO
kagpoB pause, Wi-Fi npy nameHeHun Kkayectsa curHana unv npu Hanvymm odepegew no knaccam obCnyxuBaHvs co
B3BELLUEHHbIM MMaHNpPOBaHNEM, HEBO3MOXHO NpeackasaTtb Ha MOMEHT OTMPaBKX NakeTa B oMepedb BpeMS ero Bbixoaa
n3 oyepeaun. 3agepxka B oyepeau 3aBMCUT OT HEM3BECTHbIX COObITMIA B Byayliem, Takmx Kak nonyvyeHue Kagpos
Ethernet nnu yncno n pasmep nakeTos, MOCTYNALWMX B O4EPEAMN C Pa3HbIM KIaccoM OBCIyXMUBaHNS.

B Takux cnyvasx Hanuuue BbIXogHOM 06paboTky NO3BONSET BbINONHUTL Tpebyemble N3MepeHus, nocne Yero nerko
paccunTaTe Bpems npebbiBaHMs nakeTa B oyepedu Kak pasHocTb dequeue time - enqueue time, 4To mossomnseT
AOMOMNHUTENbHO U3MEHUTb NakeT.

2. 3dhheKTUBHOCTb 1 TMBKOCTb rpynnoBorn 06paboTkm
B yctponctee PSA moxHO obpabaTbiBaTh rpynnoBoi Tpaduk, BINOMHAS onepaumun peumpkynsauum n KNoHMPOBaHUS
ansa kaxgon n3 N cosgaBaemblX KONUA, HO 3TO CHWDKAET BO3MOXHOCTM 06paboTku BHOBb MPUOLIBAIOLLMX MAKETOB BO
BXO[AHOM KOHBeWepe, a 3TU nakeTbl MOryT okasaTbCa 6Gonee BaxHbIMM MO CpaBHeHUO C obpabaTtbiBaeMbiMu
rpynnoBbIMK NakeTamu.
3a cuyét Oydhepa nakeToB, KOTOPbIA MOXET MPUHATbL NakeTbl C maeHTudpumkatopoMm multicast-rpynnbl, 3agaHHbIM
NIMOCKOCTbIO YyNpPaBneHnst Ansi Co30aHns KONuUi B HYXXHbIN Habop BbIXOOHBIX MOPTOB, OCBOOOXAAETCH YacTb CUCTEMBI,
BbIMOMHSAOLWAs BXOAHYI0 06paboTKy, Ans 6onee 6bICTPOro 1 npeAckasyemoro BoCNpuATUS NaKkeToB.
[Mo-npexHeMy MOXeT COXpaHATbCA 4acTb MNpobrnembl YCTPOMCTBA CUCTEMbl Pennvkauuv NakeToB, KorAa HYXHO
€034aTb MHOXECTBO KOMWI MpuBbLIBAIOWMX MOYTM OAHOBPEMEHHO FPYMnoBbIX MakeTOB B pasHble NOPTbl, HO 3A4ecCb
npole OTAeNUTb rPynmnoBble NakeTbl OT MHAMBMAYanbHbIX. Hanpumep, paspaboTumkn ycTpoicTsa MOryT caenaTtb
nHaMBMAyanbHbI Tpaduk 6onee NPUOPUTETHLIM 3a CHET HEKOTOPOTrO 3ameaneHns obpaboTku rpynnoBbIX NAKeToB.
Mpn Tako opraHnsaumu multicast-o6paboTkn Bce eLwé coxpaHsieTcss noTpebHOCTb B pasnuuHon obpaboTke pasHbiX
Konui ogHoro naketa. Hanpumep, B KONWIO ANs BbIXOAHOrO nopTa 5 HyxHo nomectutb Ter VLAN 7, a gnsa nopta 2 -
VLAN 18. AHanornyHas 3agada BO3HMKaeT Npu oTnpaske rpynnoBbix nakeToB B TyHHenu VXLAN, GRE u 1. n. 3a cyér
M3MEeHeHUs BbIXOAHOW 06paboTkym Ha ypoBHE nakeTa Norvka pennuvkauMm OCTaéTcs AOCTaTOMHO MPOCTOM - NO
3aBepLUeHun BXOOHOrO KOHBeWepa CO3[4aloTCs WAEHTWYHbIE KONWUW, pasnuyaronecs NUllb HEKUM YHUKarbHbIM
NOEHTUUKATOPOM, MO3BOMSIOWNM pasnmyaTtb 3TW KoMK NPU BbIXOOHOW 06paboTke.

D.2. HeuaMeHHOCTb BbIXOOHOIMO NoOpTa B npouecce BbIXOAHOﬁ 06p360TKM

IMoyemy e npozpamme P4 Henb3s1 cMeHUMb 8bIXOOHOU nopm e rnpouyecce 8bIxo0OHOU o6pabomku?
B MHOronopToBbIX CETEBbLIX YCTPOMUCTBA 32 KOPOTKOE BPEMSI MOXET OblTb NPUHATO MHOXECTBO MaKeTOB, aApPeCOBaHHbIX B
OOMH BbIXOAHOW NopT. B Takmx ycTponcteax obblMHO co3patotes Bydepbl 4ns NakeToB, KOTOpble HEBO3MOXHO OTMPaBUTb
OOHOBPEMEHHO, YTO NO3BONAET m3bexaTb KpaTKOBPEMEHHbIX neperpysok. [Npy aTom Ans AaHHOro BbixogHoro noprta P
MOXHO 3abupaTb 13 Bydepa nakeTbl CO CKOPOCTbIO, PaBHOM CKOPOCTU Nepefaym Yyepes 3ToT nNopT (0ObIMHO MakcUmanbHas
CKOpOCTb Nepegauu nopta P B nuHuio).
PaspaboTaHbl anropuMTmbl MnaHMpOBaHWA OTNPAaBKM NaKeToB, Takne kak OecnpucTpacTHble B3BELLEHHbIE O4Yepeau,
KOTOpble NoMOorat onpeaenuTb 1 yctaHoBuTbL Habop u3 mHoxecTBa ovepenen FIFO ona nocnegoBatensHOro CHMTLIBAHUS
U3 HMX NaKeTOB M OTMPaBKU B NOPT. 3TV anropuTMbl NNIaHUPOBaHUSA paboTaloT B pearnibHOM MacliTabe BpeEMEHU C OYeHb
XKECTKMMM XapakTepucTtukamu. Ecnv OHM CnULIKOM MeAsfieHHbl, BbIXOAHOW MnopT OyaeT yacTuyHo npoctamBaTb. Ecnun
anropuTM CMVLLKOM ObICTp, Mbl BO3BpaLlaeMcsi K YNOMSHYTON paHblue npobrneme cynTbiBaHMsA naketoB u3 Gydepa co
CKOPOCTbIO, MPEBbLILLIAILLEN CKOPOCTL Nepeaayn nopTa u NnpuxoanTcs cHoBa 6ydepu3oBaTtb pakeThbl UM oTopackiBaTh MX.
MexaHunambl nnaHMpoBaHusi, paboTalline C HECKONbKMMMU BbIXOAHbIMW MOpTaMu, OOJPKHbI 3HATb, KakoMy W3 MOPTOB
npegHasHayeHbl NakeTbl A0 pasMelleHus Takux naketoB B Oydepe. Ecnu uenesoi nopt OyaoeT u3MeHEH nocne
CUNTBLIBaAHMA NakeTa, MOXeT BO3HUKHYTb neperpyska o4HoOro noprta npu Hegorpyske gpyroro. lNoatomy Beibop egress_port
OOMKEH BbINOMHATLCHA MPW BXOAHON obpaboTke, a BbIXOAHas HE MOXET ero MeHsATb. ANroputMam NnaHMpoBaHUA Takxe
HY>XHO 3HaTb pa3mep Kaxaoro naketa, T. €. 06beM nepegasaemMbiX B NOPT AaHHbIX.
BbixogHow ko P4 mMoxeT oTOpocuTb MakeT UM U3MEHWUTb €ro pasmep NyTém foOaBneHus Unv yaoaneHusl 3arofioBKOB.
Becbma BepoATHO uCMOnb30OBaHWE B MporpaMMmpyeMbix Ha P4 ceTeBbix YCTPOWCTBaX anropyMTMOB MaHMPOBaHMWS,
paboTarlwmx HeMHoro GeicTpee nopTta Anst obcnyXkvMBaHUS CriyydaeB, Korga pasMep MHOXeCTBa MakeToB yMeHbLuaeTcs
npu BbiIxogHoW obpaboTke, N 30eck NOTPeOyeTCsA KECTKMIN KOHTYP YNpaBneHnsi, OTCNEXUBaoLWNA pa3Mepbl NakeToB Ans
KOPPEKTUPOBKM CKOPOCTU paboTbl NNaHMPOBLLMKA Ha KaXX4oM NopTy.
Mpy BO3HWMKHOBEHMM ONIUTENBHOIO Nepuoaa oThpachiBaHWsi BCEX MAKETOB, HAMpaBfEHHbIX B BbIXOAHOW MOPT, 3TOT MOpT
cTaHeT Ges3gencTBylowMm. Peanusaumn anropyTMoB NnaHMpoBaHUs paboTarT C KOHEYHOW MaKCHMMarlbHOW CKOPOCTbIO
NNaHNpoBaHUsi OTNPaBKM NaKETOB.

D.3. BxogHoOM cO60pLMK N BLIXOAHOW aHanu3aTop

B P4,, Hem exo0HO20 cbopujuka u ebix0o0HO20 aHasluzamopa. 3a4em oHu 8 PSA?
B P44 3T cOopluMKkn He 3adaHbl SIBHO, HO B 3TOW cneuudukaummn SBHO He 3a4aHO U MHOMoe O NMPOXOXAEHUWN KaX[oro
nakeTa CO BXOAA Ha BbIXOA. YacTo aTu acnekTbl OCTaBanucb HesBHbIMU. B HekoTopble peann3aunn BKNIOYEHb! BbIXOAHbIE
cOopLUMKM, B KOTOPbLIX NOPSAOK BblAayn 3arofoBKOB aBTOMaTUYECKM CO34aéTCA U3 Koda CMHTaKCMYeCKoro aHanusartopa B
nporpamme P4+4. 3T0 BEAET Kk orpaHnyeHnam ans nporpamm P44, He ykaszaHHbIM B cneuudukaumm P44, B YacTu Toro, 4to
3arofioBKM M MeTafaHHble AOMKHbl MPUCYTCTBOBAaTb B COCTOSIHUM Ha MOMEHT COOpKW, 3aTem aHanvMsatop AOSDKeH
pa3obpaTb NakeT, NOCKOSbKY B MHOM Cly4vae Ko BbIXOAHOro aHanuaaTtopa P44 (HesiBHOro) 6yaeTt npuBoauTb K 0TKasy.
fABHOe wucnonb3oBaHWe BXOAHOrO cOopLiMKa M BbLIXOAHOTO aHanusatopa no3BonsieT cgenaTtb noBedeHve 6Gonee
onpefeneHHsiM un obecneuntb Gornbllyld NEPEHOCMMOCTb MporpaMM  Mexay pasHbiMu  peanusauusmu  PSA.
Mpennonaraetrca, 4to B 06OLWEM cnyyae KOA4 BXOOHOrO WM BbIXOAHOrO aHanmsatopa OyaeT noyty (MnvM MNOMHOCTLIO)
coBnagaTtb 1 3TO MO3BOMUT C MOMOLLBIO BO3MOXHOCTU P46 Bbi3biBaTb M3 OOHOrO aHanusatopa ApYrov HanmcaTb obwuii
CMHTaKCU4YeCKMIN aHanu3aTop 1 Bbi3blBaTb €r0 U3 BXOAHOTO U BbIXOAHOTO KOHBeWepa.
MoxHo Takke caenaTb pasgenbHble aHanM3aTopbl U MOMHOCTBIO KOHTPONMPOBaTb pasnuuns mexgy Humu. Hanpumep,
MOXHO B BbIXOAHOM aHanu3aTtope obpabaTbiBaTb 4OMOMHUTENbHBbIE 3arofoBKW, MOMELLEHHBIE B KIOHbI NakeToB.
Cutyaums ¢ BbIXOAHbIM COOpLUMKOM Moxoxa. [lenas ero ABHbIM M OTAeNbHbIM BrIOKOM, Bbl MONyvaeTe MOMHbIA KOHTPOnb
Hapg AaHHbIMMW, BKIOYaeMbIMW B MakeT npu oTnpaske ero B 6ydep. B P41, HeaBHO npegnonaraeTcs, 4To Bce MeTagaHHble
nakeTa, NpUMeHsieMble B BbIXOAHOM KOAE, NepeAatTcsi BMeCcTe C nakeToM. OTO MOXHO caenaTh U B nporpammax P4 ans
apxuTekTypbl PSA, HO ceryac 310 JOMKHO ObiTb siBHbIM. B PSA MOXHO orpaHuunTb 06bem nepegaBaeMbix C NakeToM
MeTafdaHHbIX, YTO MOXeT ObITb BaxHO Ans 6110KoB BBoAa-BbliBoAa Oydepa nakeTos.
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SQHUMKINIoneausi ceTeBbIX NPOTOKONOB ApxuTekTypa nepeHOCUMbIX KoOMmyTaTopoB P4_16
E. Yempoucmea PSA ¢ HecKonlbKUMU KOH8eliepaMu

B coBpemeHHbIX BbLICOKOCKOPOCTHbIX CETEBbIX YCTpoicTBax npumeHstotca ASIC ¢ TaktoBom 4vactotom 1 - 2 [Tu. B
nNpuBEeOEHHOM HWxke ob6cyxaeHun npepnonaraetca 4actota 1 [Tu, HO BCe pPacCMOTPEHHbIE acMeKkTbl JIMHENHO
MacLlTabmpyroTcst Mo YacToTe.

O6bI4HO YacTb ceTeBoro ASIC npoekTupyeTcs Tak, YTobbl 06paboTka HOBOro NakeTa HauYMHanacbk OOUH pa3 B KaXJ0M TakTe 1
3aKkaH4YMBanach B kaXkaAoM TakTe. 3afepka OT Hayana 4o 3aBepLueHuss 06paboTkn MOXKET COCTaBNSATbL COTHM TakTOB. Tabnuubl
P4 B Taknx ASIC obbivHo pasmeltatotca B namatn TCAM n SRAM. TCAM nossonseT BbiNonHATE 1 nouck 3a TakT, a SRAM - 1
onepaumio YTeHua unu 3anucu. XoTa UMEKTCH MHOronoptoBble cuctembl SRAM, nossonsiowime BbIMOMHATL HECKOMbKO
onepaumi YTeHWs W/MnNu 3anucy 3a OAWH TaKT, OHM CYLLECTBEHHO MPOWrpbIBalOT MO pa3mepy M noTpebrnsemMon MOLLHOCTU
ogHonopToBbIM cuctema. pu cosgaHum mHoronopToBbix cuctem TCAM pocT pa3mepoB v notpebngemon mowHocTn Gyaet
ewé Gonbwe, yem ans mMHoronoptoBbix SRAM. TunoBbiM cnocobom noBbilweHUs ckopoctu noucka B TCAM saBnsieTcs
napannenbHass paboTta, korga co3gaéTcs. Heckonbko konun TCAM, 4yTto obecneymBaeT JMHEWHbIN POCT pasMepoB U
noTpebnsaemMon MOLLHOCTH.

Mo 3TMM npuuvHam Ans co3faHus kommyTaumoHHbIXx ASIC, obpabatbiBatownx nakeTel B N ObiCTpee TaKTOBOW 4acToThl
(Hanpumep, 2 munnMapga naketoB B cekyHay npu vacTtote 1 Tu), Hanbonee NpocTbIM peLUeHneM SBMsSieTCA napannensHas
obpaGoTka nakeToB' ¢ cosgaHnem N KOHBeNepoB?, kaxablii M3 KOTOpbIX obpaGaTtbiBaeT 1 Munnuapg MakeToB B CEKyHAy.
Co3pgaHHble Ha OocHoBe Takoro nogxopa yctponcrtea PSA o6bi4HO GyayT Brntovatb N BXxogHbIX KOHBENEpPOB M N BbIXOOHbIX.
OBbIYHO K KaxKOOMY KOHBEMNepy >XECTKO NpMBA3bIBaeTCs MHOXeCTBO dusunyeckux noptos ASIC, Hanpumep, B ycTponcTBe c 32
noptamm 100G Ethernet moxHo npuesizate noptel 0 - 15 k koHBewiepy 0, a nopthl 16 - 31 k KoHBenepy 1. Bce nakeThl,
npuHaTele noptamu 0 - 15, obpabaTbiBaloTcAa BXOAHbIM KOHBenepom 0, 3atem nepepatTcsi B Oydep naketoB (ecnu He
OoTOpoOLLEHbl Ha BXoAe), a nocne 3Toro - B BbIXOAHOW koHBewep 0, ecrniv OHM HanpasneHbl B BbixogHble noptel 0 - 15, nnn B
BbIXOAHOWN KOHBenep 1, ecrim HanpaeneHbl B nopTbl 16 - 31. B Takom ycTponcTBe 06bI4HO TPEDYETCA NPUMEHSITL OOHY U Ty Xe
nporpammy P4 B kaxxgom 13 N BXOAHbIX U BbIXOAHbIX KOHBENEPOB.

B Takom ycTponcTBe MoCKOCTb yrnpasneHus Musnyeckn MoxeT 3adaTb pasHble 3anucy Tabnuuy B pasHbiX KOHBeNepax n ectb
npUMepbl MCNONb30BaHWA 3TOr0. Hanpumep, MoXeT NPMMeHATLCA Tabnuua co BXOAHbIM NOPTOM B Ka4ecTBe OOHOMO M3 Monen
Kkrtoya novcka. B atom cnyyae nosegeHne obpaboTku NakeToB He N3MEHUTCS, AaXe ecny 3anvucn Ans nopta X MMerTcs NuLlb
BO BXOAHOM KOHBeviepe, obpabaTbiBatolemM nakeTbl M3 nopta X. BkniouveHne Takon 3anucu B Tabnuubl APYrMx KOHBeVepoB
NPUBEAET K HEHYXXHOMY pacxoay namatv u He OyaeT AaBaTb APYruX 3pdeKTOB, MOCKOSbKY 3anucb B HUX HUKorda He Byaet
AaBaTb coBnageHuns. [JoCTynHOCTb NPeuMyLlecTB Takoro Moaxoda B 3aBUMCUMbIX OT YCTPOWCTBAa Nporpammax ynpaBreHus
ycTponcTBamu PSA 3aBMCHT OT peanunsaumu.

HeszaBucrMo OT onmncaHHOro Bbille Noaxoda, NpUMeHeHne Tabnuy B P4 BbiNONHAETCS B NapannenbHOM peXxume, NMocKOmnbKy
KOHBeWepbl MOryT paboTaTtb HE3aBUCMMO OAMH OT Apyroro 6e3 obmeHa uHopmaLmen mexagy cobon (MmeroLeecs UCKMYeHe
onucaHo Hmxe). To e OTHoCcUTCA K BonbLUMHCTBY BHeLWHUX 6nokos PSA, Hanpumep, ActionProfile, ActionSelector, Checksum,
Digest, Hash, Random. O6wum y Tabnuy P4 n aTux BHELWHUX 3NEMEHTOB ABMAETCA TO, YTO nporpammbl P4 nubo coscem He
MOTyT MEHSATb UX COCTosiHME (Hanpumep, Tabnuupl, ActionProfile, ActionSelector), nM6o MoOryT MoryT MEHsITb €ro nuLlb Tak, 4To
3TO He BnusieT Ha obpaboTky apyrux nakeToB (Hanpumep, Checksum, Digest, Hash). Bnok Random sBnsietcs ocoGbim
cnyyaem - OOHOBIEHME COCTOSIHUSI reHepaTopa MCeBAOCyYanHbIX YMcen MOXeT BNusTb Ha obpaboTky Apyrux naketoB, HO
06bIYHO 3TO CBSA3aHO CO CMOCOOOM MPUMEHEHUsI TakMxX Yucen (Hanpumep, cnydvanHbii BbIOOp nakeTa Ans MapKUPOBKU WK
oTbpacbiBaHusa B anroputme RED).

CocCTosHNS CYETUMKOB NoaaepKMBaOTCS HE3aBMCUMO B KaKOOM KOHBeWepe, HO npu yqéTe OOHUX U TeX Xe napameTpoB
(Hanpwmep, nakeToB, COOTBETCTBYHOLUMX 3annucu C KIo4YoM X BO Bcex KOHBeVIean) MOXHO MNPOCTO CIIOXUTb 3Ha4YeHUsa
COOTBETCTBYHOLNX CYETUYMKOB M3 KaXKooro KOHBeIZepa.

PaccmoTpum yCTpOMCTBO € NOAAEPKKON HE3aBUCUMMbIX U3MEpUTENEen B KaXOAOM KoHBenepe. Ecnm HyxXHO y4ecTb BCe nakeThl,
COOTBETCTBYHOLWME 3anucu Tabnuubl X, HO He Gonee Y 6GanT/cek, MOXHO BbINOMHUTL KOOPAMHALMIO COCTOSIHUIA MexXay
KOHBeWepamMu, HanpmMmep, C NOMOLLIbIO MPOTOKOMOB KOFrEPEHTHOCTU K3Lla, OObIYHO peann3oBaHHbIX ¢ MHorosaepHeix CPU, nnu
peuvpKynsauum naketoB B OOLMIA KOHBeWep, rae CcoxpaHaeTca cocTosHne usmeputend. OGa BapuaHTa MMEKT HU3KYHO
Npou3BOANTENBHOCTbL (MO KpalHen Mepe B 4acTu CryvyaeB) M CIOXHbl B peanusaunv. KommytaTopbl 00bIMHO NOAAEpXKMUBaOT
He3aBNCMMblE COCTOSIHUS U3MepuTenen B KaXOOM KOHBeWepe, He KoopauHWMpys ux. 3Ta npobnema He crneumduyHa Ans
KOMMYTaTOpPOB M OTHOCUTCS K KaTeropum OCTyna K U3MEHSEMOMY COCTOSIHWIO pacnpefeneHHON CUCTEMbI, YTO CBSI3aHO He
TOJBbKO C BONPOCaMM TOYHOCTU, HO U ¢ NpoBremoli NPon3BOANTENBHOCTH.

BHewHui 6nok Register nmeet Gonee obuiee HazHaYeHUE MO CPaBHEHWIO C U3MEPUTENSIMU U ANS HEro XapakTepHbl Te Xe
npobnembl pasgeneHuss COCTOSIHUA  Mexdy MHOXECTBOM KOHBenepoB. PekomeHgyeTcsa o06cyauTe 3TM  BOMPOCHI C
npoussoguTenem yctporctea PSA, ecnu npegnonaraetcs Ux BnusiHMe Ha paboTty nporpammel P4. Ecnn yctporictBo PSA He
cornacyeTt COCTOSIHUSI aBTOMaTUYeECKU, criedyeT NpPUMEHsITb 0Oy cTpaTeruio, NpeAcTaBneHHyo Bhille AN U3MepuTenen -
BOCMPMHUMATb HE3aBWCUMOE MOBEeAEHMEe PEerMcTpoB KaXJoro KOHBeWepa U peumpKkynmpoBaTh HYXHble NakeTbl B KOHBeNep,
nogaepXxueanoLLmi obLiee COCTOSHNE.

OTmeTum, 4YTO NpeanoxeHHoe cBoWCTBO Tabnuubl psa_idle_timeout obecneunsaet cnocob ucnonb3oBaHns onepaumn apply
Anst obHoBneHus cocTtosHui Tabnuy P4. [Ona kaxpow 3anucu Tabnuvupl Tpebyetca no MeHbwen mepe 1 6ut ang
npeacTaBneHnss MOMEHTa MOCrNeAHEero COBMafeHns C 3anucblo M 3TO 3HayYeHne OBOHOBMSETCA Npw Kaxaow onepauun apply.
Ecnn a10 coctosiHue B Tabnuvue ¢ AaHHON OMUMEN He cornacyeTcs aBTOMaTUYeCcKn Mexay KOHBelepamm, 3HaYeHns B pasHbIX
Tabnuuax Moryt pasnuyatbes. 3anucb C Knio4oM X B OOHOM KOHBEWepe MOXeT OocTaBaTbCH HeMcrnonb3yemow Aofblue
3afaHHoro Tanm-ayTa, Torga kak B ApYrMx KOHBelepax oHa MOXeT NpumeHsATbes vawe. OQHUM M3 BO3MOXHbIX peLleHnin 3ToN
npobnembl Ansa yctponctea PSA 1 3aBucsLLen oT peann3aumm NNocKoCTU yNpasreHus SBAseTc ABHOE yKa3aHue NioCcKoCTH
yNpaBfeHnss Hannyins MHOXEeCTBa KOHBENepoB, Hanpumep, MyTEM Ha3HaYeHWs KakAoMy KOHBewepy, Tabnuue n BHeLUHemy
610Ky CBOEro MMeHW.

'https://en.wikipedia.org/wiki/Embarrassingly _parallel

230eck U 8 crieyugukayuu P4 mepmuH KoHeeliep (pipeline) omHocumes k yacmu peanusayuu P4, obecrniequgarowjeli, Harpumep, nogedeHue
bniokoe IngressParser, Ingress, 3amem IngressDeparser & PSA. Omo npuHsmo e P4, xoms cnedyem ommemumb Haniu4due Opyaux
annapamHbiX peweHut, Komopble peanu3yom hyHKUUU KoHeeliepa uHadve, Hanpumep, 8 Habope napannensHo pabomarouwjux ssi0ep CPU,
kaxdoe u3 komopbix obpabambieaem ceoul nakem.
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ApxuTtekTypa nepeHocUMbIX KOMmyTaTopoB P4_16 SHuUuKNoneaus ceTeBbIX NPOTOKONOB
[na nporpammmnpoBaHUsi MHOXECTBa KOHBEWEPOB NPOU3BOAUTENM NNaTdOpM W 3aBUCUMbIX OT MnaTtdopMbl MHCTPYMEHTOB
AOMKHbI yka3daTb cnocob conoctaBneHus nporpamm PSA ¢ pasHbiMM kOHBewiepamu. Peanusauust MOXeT NPUMEHSTb KOMUIo
nporpaMmMbl PSA B KaXX4OM KOHBeWepe, COXpaHsis N30MNsuuio Mexay KoHBenepamu.

F. YnopsiooyeHue nakemoe

B atom npunoxeHuu aaHbl pekomeHgaumm Ansa peanusauun PSA B yactu nopsinka obpaboTku naketoB. To He TpeboBaHus,
NMOCKOJbKY MMEETCs MHOXECTBO MEeTOA0B, OCOOEHHO B 4acTu pacnapasnfenvBaHusi, KoTopble MOryT obecneuvBaTtb pasHble
pelleHnsl, HO OTKa3 OT CneaoBaHWsa 3TUPEKOMEHZAUUAM MOXeT nNpUBOOUTE K CHIWDKEHWIO KadyecTBa peanusauuu.
PaspaboTunkam pekomeHayeTcs npu Belbope ycTponcTB P4 3agaBaTh COOTBETCTBYIOLLME BOMNPOCHI X pa3paboTynkam.

PekomeHndayus 1. NakeTbl, NPUHATLIE OOHMM NOPTOM, cneayeT obpabaTbiBaTh BO BXOAHOM KOHBEWepe B nopsake nx npuéma.

PekomeHndayus 2. MNakeTbl, NnepegaBaeMble Yepes OQuH MOpT, cneayeT OTNpaBnAaTb B TOM Xe MOpsiAKe, KOTOPbIA OHW UMenu B
Havarne BbIXO4HOW 0OpaboTKu.

PekomeHdayus 3. UngueBuayanbHele naketol PRE (T. e. Te, kOTopble MayT MO NyTU «MNOMECTUTb B ovepeab» B MCeBAOKOAEe
naparpacda 6.2. [NoBefeHne NakeToB No 3aBepLUEeHUN BXOAHON 06paboTKM), NPUHATLIE M3 OQHOrO NOpTa, NpoLUeLlne BXOAHOW
KOHBenep oAHOKpaTHO (6e3 peumpKynsaumMmn 1 NoBTOPHOrO NpeacTaBneHns), nepeaaHHele a PRE ¢ ogHMM 3HadeHneMm knacca
ob6enyxuBaHusa (class_of service) n agpecoBaHHble B O4MH BbIXOOHOW MoOpT, criegyeT obpabaTtbiBaTb C TOM e nopsake, B
KOTOPOM OHM MPULLINN Ha BXOLHYI 06paboTKy.

MNpepnonaraetcs, 4YTo HeKkoTopble peanusauun PSA OyayT NpvMeHATb MexaHuW3Mbl KnaccoB OOCMNyXMBaHUSA Ha OCHOBE
oThaenbHbix ovepeden FIFO ana kaxgoro knacca v vHOMBMAYasbHble NakeTbl C COBMNagaloLMMU BXOAHBIM U BbIXOAHbLIM
nopToM, a Takke KnaccoMm obcnyxumBaHus GyayT npoxoautb vepes cuctemy FIFO B ykasaHHOM Bbille MOpsiAke, a nakeTbl C
coBnagaroLymMy nopTamu, HO pasHbiMK Kraccamu obcnyxmnsaHma MoryT obpabaTbiBaTbCst BbIXOAHBIM KOHBEMEPOM B Nopsake,
OTNMYalLLEMCS OT Nopsdka BO BXOAHOM KOHBeNepe.

Ecnn peanusaums cnepyeT pekomeHgauuam 1 - 3, uHOMBMAyanbHbIA Tpadwk C OAHMM Kraccom obcnyxusaHusa Oyget
COXpaHATb OTHOCUTENbHBIN MOPSAOK NAKETOB NPY NPOXOXAEHUUN Yepe3 YyCTPONCTBO.

PekomeHdauyusi 4. PaccmoTtpum rpynnoBble naketbl PRE (nakeTbl, crneaywoowme no nyTM «CO34aTb KMOH» B MCeBOOKOAe
naparpacpa 6.2. lNoBegeHve NakeToB MO 3aBeplUeHWM BxogHou 006paboTku), mMpuxoaswme 4vepe3 OAWMH BXOOHOW MOpT,
npoxogsiine BXOAHYH 06paboTky ofgHokpaTHO M nepepjaBaemble B PRE ¢ oguHakoBbiMu napamu (class_of_service,
multicast_group). Konum ogHoro ucxogHoro naketa, agpecoBaHHble B OAWH BbIXOAHOW MOPT U MMEIOLME OL4MHAKOBbIE Napbl
(egress_port, instance), cnegyet obpabaTbiBaTh Ha BbIXOA4E B Mopsiake MX BXOAHOW obpaboTku. [Anst rpynnoBbIX NakeToB C
pasHbIMK 3Ha4veHuaAMK class_of service 310 He npegnonaraeTcs nNo npudmHe Hanuums B PRE pasgenbHbiX odepenen ans
pasHbIX KNaccoB 00CnyXMBaHUSI.

[MOHATHO, YTO B TEYEHME KOPOTKOrO BPEMEHMW NOCre U3MEHEeHUs NIOCKOCTbIO ynpaBneHusa Habopa konui, co3gaBaemoro Ans
KOHKPETHOro 3HayeHusi multicast_group BbINOMHEHWE pekoMeHOauun 4 MOXET O0Ka3aTbCH CIOXHbIM. OTa pekomeHaaumst
npegHasHayeHa anst NPUMEHeEHUs B YCNoBUSAX CTabunbHoro Habopa konui Ansi rpynnoBbIX NakeToB.

Ecnn peanun3auusa cnegyet pekomeHgaumam 1, 2 u 4, rpynnoBon Tpadmk C OOHUM KrnaccoM obcnyxmBaHusa byaoet coxpaHaTb
OTHOCUTENbHbIVA NOPAAOK MPU MPOXOXAEHNM Yepes3 YCTPOWCTBO B YCMOBUSX 4OCTATOYHO AONTON HEN3MEHHOCTM YNEHOB rpynmn.

OTmeTum OTCYTCTBUE peKoMeHJauun no obecnevyeHnto OTHOCUTENBLHOTO nopAagka mexay rpynnosbiMnu U nHamsmnayanbHbIMU
naketamu. lNpumeHsiemble 0ObIYHO MEeXaHW3Mbl CO30aHUs rpynnoBbIX konun B PRE nossonstoTt nHameuayarnbHbIM NMakeTam
«0bX0aUTL» JIOTUKY pennnkaummn, Kotopada aAnda HUX He HyXHa, N0O3TOMYy OTHOCUTESNbHbIN NOPAA0K NakeToB MeHsieTcs. Kpome
TOro, B 6ycbepax 06bIYHO NPUMEHAITCA pa3Hble ovepenun anda nHanemayanbHbIX U rPYNNOBbIX MAaKeToB.

Hwxe nprBeaeHsbl HEKOTOPbIE OCHOBaHUS ANsl PEKOMEeHOAUUN 3TOro NPUNOXeEHMs.
1.  OXmpaHust XoCTOB.

XoTsa B npoTtokone IP HeT cTpornx TpeboBaHWi B YacTu nopsigka NakeToB, NepeAaBaeMbiX OT OQHOMO XOCTa K ApYromy,
MMEITCH LUMPOKO pacnpocTpaHéHHble peanu3aumm TCP, aAns KoTopbiX NpOM3BOAUTENBLHOCTbL paboTbl B pearnibHOM
mMacwTabe BpeMeHu 3Ha4YMTENbHO CHUXAETCA NPU HapyLLIeHUM nopsaka AOCTaBKu NakeToB B ceTw. [Ang pelueHns aton
npo6nembl ObINO BLINOMIHEHO MHOXECTBO MccneaoBaHUn 1 paspaboTok (Hanpumep, coBpeMeHHble peanusauun Linux
TCP, HaumHasg ¢ 2011 r., korga 6bino BbinyLweHo S4po 2.6.35, 3Ha4YMTeNnbHO YCTONYMBEN CBOMX NPEeALleCTBEHHMKOB),
ofHaKo ocTaétcs ewwé mHoro peanusaumi TCP, cTpagalowmx OT HapylieHus nopsgka. MNpumepbl MOXHO HanTu B
pa6oTtke Kandula 1 coaBTopoB', rae uccnegosaHa yctoinumeocTe TCP k HapyLueHUsM Nnopsiaka OOCTaBKu.

Takvne peanusauumn TCP cuuTtatot noaTBepXaeHna C NOBTOPALWWNMNCA KyMYIATUBHbIMU NOPAOKOBbIMM HOMEpaMu
BEPOATHbIM YKa3aHMeM Ha NOoTepro NakeToB B CETU U COKpaLLakT OKHO nepenayun and npenorspalleHna neperpysok.

Xota npunoxeHuam UDP Takke HY>XHO ObITb FOTOBBIMU K BO3MOXXHOMY HapyLleHUo nopdaaka MnakeTtoB B CeTH,
HEKOTOpble U3 HUX BeayT cebs HEKOPPEKTHO Npu Takom HapyLLIeHMVIZ.

YNOMSHYTble BbIle NPUYMHBI CNYXXaT OCHOBaHWEM ON1S1 UCMOMb30BaHWUS X3LU-3HA4YeHWU Noren 3arofnoBKOB MakeToB
(tTakmx kak IP-agpeca oTnpaBuTenss u nonyyaTens, Homepa noptoB TCP wunu UDP) npu BbiGope wmexagy
paBHOLEHHbIMM nyTamu ECMP?® u kaHanamu LAG. Takoi BbiGOp Mexay napannenbHbIMU NyTamy nomMoraet
COXpaHWTb MOPSAAOK MaKeTOB 3a CYET CHWKEHUA PaBHOMEPHOCTM pacnpegeneHvs Harpysku. Ecnm 6bl BHyTpeHHss
peanusaumsa ceTeBOro yCTpPOMCTBa MEHSNa NOPSAOK NakeToB, 3TO cTano 6bl eLweé 0AgHON NPUYNHON €ro HapyLUEeHUS.

2. Peanusauus npoOTOKOMNOB C COCTOSHUSMM.

OT1a npy4ynHa He TaK BaXHa, KaK npegbiayulada m otMeYveHa 30eCb B OCHOBHOM And TOro, YTOObI pa3p860T‘—WIKI/I
NPOTOKOJI0B HE 3abbIiBanu o He. I'Ip06nema CBA3aHa CO CpaBHUTEJIbHO HebOonbLIMM YMCITOM NPOTOKONOB.

'S.Kandula, D. Katabi, S. Sinha, and A. Berger, «Dynamic load balancing without packet reordering», ACM SIGCOMM Computer
Communication Review, Vol. 37, No. 2, April 2007,

2M.Laor and L. Gendel, « The effect of packet reordering in a backbone link on application throghput», IEEE Network, 2002.

3Equal Cost Multi Path.
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SQHUMKINIoneausi ceTeBbIX NPOTOKONOB ApxuTekTypa nepeHOCUMbIX KoOMmyTaTopoB P4_16
HekoTopbkle npoTokonsl (Hanpumep, GRE co BkntoyéHHOM HyMepaumein) 4o6aBnsAloT B NakeTbl MOPSAKOBbLIE HOMepa U
TpebyoT oTOpackiBaTb NakeTbl, NMPUHATBIE C HaApyLeHWsM nopsaka pocTtaBku. Korga nopaepxuBarollee Takom
NPOTOKON YCTPOWCTBO A06aBNAET UMW NpoBepsieT NOPSAKOBLIN HOMEP B pa3HbIX NMakeTax, NPUHATBLIX UK NepeaaHHbIX
Yyepes U3NYECKUi MOPT, OHO, MO CYTWU, MPUMEHSIET elé OAMH BapuaHT yNopsAoYeHUs MakeToB, KOTOPbI MOXeT
BMUSATb HA MPOM3BOANTENBHOCTL NPOTOKOMA.

MmetoTcss Takke MNpOTOKOMbl (Hampumep, cxkaTusi 3aronoBkoB |IP), Ons KoTopbix paspaboTaHbl BapuaHThl,
pasnuyaloLmecs No yCTOMYMBOCTU K HapyLLEHUIO NOpsiAKa B CETU.

G. lNod0epxxKka nycmbix 2pynn e ceJiekmopax delicmeaull

Kak oTmeudeHo B naparpadpe 7.12. Cenektopbl AeACTBUI, peanu3aunst NIoCKOCTU AaHHbIX PSA He nogaepxuBaeT KOHKPETHO
332 aHHOro NoBeAeHWs Npy NonbiTke 406aBNUTb B Tabnuuy 3anucb, yKasbiBaloLLy HA MYCTYO B JAHHbLIN MOMEHT rpynny.

HekoTopble nonb3osaTenu P4 Bblpa3unvM 3anMHTEPECOBaAHHOCTb B MPedoCTaBNeHUM BO3MOXHOCTU knneHTy P4Runtime
(koHTpONMep) yaanaTe NOCNEAHWA 3ANeMeHT rpynnbl Cenektopa AEWCTBMA M nony4vaTb B pesynbTaTe npeackasyemoe
noBeAeHune NoCcKOCTU AaHHbIX.

Hanpumep, ecnu nmeetca Tabnuua, otobpaxarollas MOeHTUdUKATOPbI NOrMYecknx UHTepdencoB Ha Homepa U3NYEeCcKUX
MOpPTOB, KOTOpasi UCMONb3yeT cenekTop AeicTBui ans peanusaumn LAG, yTo crneayeT denaTb KOHTponnepy, korga B LAG
aKTVBEH NuWb OAWH (PU3MYECKM MOPT, a ocTasbHble OTKMoYeHbl (down)? C TOUKM 3peHUst KOHTpossepa >XenaembiM
nosedeHnem GyaeT BBog komaHabl P4Runtime ona yaanewus nocnegHero afeMeHTa B rpynne U BbiNONHeHWe AeicTBusA Ans
NyCTON rpynnbl Mo oTGpackiBaHWUIO NakeTa Ans BCEX NakeToB, NPUMeHsst Tabnuuy 1 BbIGUpas nycTyto rpynny.

[ns nonHon noaaepKkn NycTbiX rpynn AeNCTBUA cneayeT BbINONHATL NpuBeAéHHbIe Hke TpeboBaHus.

- Bce onepaumn P4Runtime API, Takne kak gobaeneHue anemeHTta B rpynny (4axe 1 amemeHTa B NycTylo rpynmny),
yAaneHue anemeHTa u3 rpynnbl (gaxe nocnegHero), U3MeHeH1e CBA3aHHOIO C 3NIEMEHTOM AeiCcTBuS U T. M., crnegyeT
genaTtb HegenvMbiMi B npouecce obpaboTkn naketoB. T. e. kaxabl naket criegyet obpabatbiBaTth Tak, OyaTo
Tabnuua Haxo4MTCs B CTapOM COCTOSHUM UITM HOBOM COCTOSIHUM C HeonpeaenéHHbiM noseaeHneM obpaboTtku.

- [encteue nyctomn rpynnbl, KOTOPOE BbINOSIHAETCA NPU COOTBETCTBUM 3anucu Tabnumupbl nycTon rpynne, MOXeT UMeTb
MMs, coBrnajarlLlee unm oTnuyaroLeecd oT UMEHU OeNCTBUS, UCNOMNb30BaHHOIO B HEMYCTOM rpynne (,CI,O yaaneHna n3
rpynnbl nocnegHero anemeHTa).

BricokonpoussoantenbHble peanusaumm CNoCOOHbI TaKkKe MEHSITb YNEHCTBO B rpynnax, ucnosmnb3ya 4uUcno onepaummn
OBGHOBMEHUS MNNOCKOCTU AAHHbIX, KOTOpO€e He BO3pacTaeT C yBerindeHmem 4yncna 3anucen Tabnuu, YKa3biBalOLWMX Ha rpynny.

BbinonHeHne Bcex 9TuX Tpe60BaHMIZ He npeacrtaBndeTcaA BO3MOXHbIM - AO5NA peanmsau,mﬂ NIOCKOCTU [AaHHbIX PSA,
yoosneTeopAawWnxX nulb  MUHUMalbHbIM Tpe6OBaHVIF|M K ceneKkTopam aencrteum, T. e. orpaHn4ymBarolLnXca nunllb
OLHOUMEHHBLIMU 3reMeHTaMun rpynn n He nogaepXmBarwWwmnx npeackadyemoe nosefeHne nycrbixX rpynn B NOCKOCTU AaHHbIX.

Hwke onucaH oanH M3 cnocobOB OOCTMXKEHUS 3asIBMEHHbIX Lenewn, KOTOpbIN noaaepXuBaeT OOHOBPEMEHHO MHOXECTBO
pasHbIX UMEH OEWCTBUA B OAHOM rpynne. [ns nnockocTen AaHHbIX, KOTOpble 3TO HE MOAAEPXKMBAIOT, Lenu OOCTUralnTCs He
nonHocTblo. TpebyeTtca, 4ToObl 4eNCTBME NYCTON rPpynmnbl UMENO TO e UMS, YTO U B HEMYCTOW Irpynne cenektopa AeiCTBUNA.
370 MOXeT BbITb 0O6peMeHNTENbHBLIM Anst pa3paboTUMKOB M MPUMEHATb TaKON NOAXOA He crieayeT.

370 noBegeHMe MOXHO peanv3oBaTb C MOMOLLbIO AOMOMHUTENBHOW Norvkn B cepBepe P4Runtime (areHT). Mgesa coctout B
TOM, YTO areHT nory4yaeT nycroe AeNCTBME IPyNMbl CO 3HAYEHVUAMN NapaMeTpoB AENCTBUIN, HAaNpUMep, U3 CKOMMNUIMPOBAHHOMO
npencrasneHns nporpammel P4.

Ecnv Hu ofHa 3anucb Tabnuubl B AaHHbI MOMEHT HE yKasblBaeT Ha MycTylo rpynny G, AeicTBMe Ans nycToi rpynnbl G He
BKMiOYaeTCs B NNOCKOCTb AiaHHbIX. To e npovcxoauT, ecnu rpynna G B AaHHbI MOMEHT He SIBMisieTCs NMyCToi unu B Tabnuue
UMELOTCS 3anucy, ykasbiBatowme Ha G.

I'Ipe,qnono»(mm, uTo B G nmeeTcs oauH 3MNeMEHT m rpynna G YKa3aHa XoTd Obl B oAHoW 3anucu Ta6J’WILI,bI. KOHTpOJ'IJ'Iep Toraa
6yp,eT BBOAUTb KOMaHAy AnA yaaneHna eQuHCTBEeHHOro anieMeHTa rpynnbl G.

AreHT moxeT peann3oBaTb 3T KOMaHObl, BHECA B NJIOCKOCTb yrnpaBlieHNA YKa3aHHble HMXe KoMaHObl.

1. [HobaBute B G HOBbIN 3NEeMEHT, SABMASIOWMIACA NyCcTbiM AencTBuMeMm rpynnbl. B pesynbtate rpynna G Oyger
KpaTKOBPEMEHHO BKMOYaTh 2 3fIEMEHTA.

2. Ygamutb u3 rpynnbl G anemeHT, AN KOTOPOro KOHTPOSfep 3anpocun ydaneHue. B pesynbtate umerowascs B
MIOCKOCTU AaHHbIX rpynna G GyaeT BKMOYaTb €AWHCTBEHHbIV 3NEMEHT, coAepXKalluii MycTtoe AeWCTBME Tpymnnbl,
No3aTOMy BCe NakeTbl, ucnonbaytowye G 6yayT BbINOMHATL 3TO AelCTBUE.

Korgoa G B HacTosiLee BpeMa nyCcta Aonda KoHTponnepa (HO COOEPXKMUT 1 aNeMeHT, yKa3bIBal'OLLI,VIl7I Ha nyctoe nencreme rpynnbl B
NJTOCKOCTU /J,aHHbIX) 1 T0T fo6GaBnsieT B rpynny oAuH 3NeMEHT, areHT MOXeT BbINOJTHUTb YKa3aHHbIE HUXe nencreus.

1. [Hobaeutb G 3anpoLUEHHbI KOHTPOMNEPOM 3neMeHT. [1NoCKOCTb AaHHbIX 6yp,eT BpeMEeHHO UMEeTHb B G OBa anemeHTa,
BKMno4aa nycrtoe nencreue rpynnbl.

2. Ypganutb u3 G nyctoe genctsue rpynnel. ocne atoro G B NnockocT AaHHbIX ByaeT BknovaTb 1 xenaembin ons
KOHTpOnnepa 3nemMeHT.

Peanunsauuna PSA ¢ areHToM, NOAAEPXMBAKOLUM MyCTble TPYNMbl CENEeKTOPOB AEWCTBUMI OMUCaHHbIM CNOCOBOM, AOMmkHa
BbIMOMHATL YKa3aHHble Bbille Napbl LWIAroB HeAenumo, kak onucaHo B pasgene 8. HegenumocTtb onepaumii APl nnockoctu
yrnpaeneHus, Ho gonyckaetca obpaboTka 0gHOro UK ABYX NAKETOB MeXAy ABYMS 3Tanamu.

Ecnn peanusauma PSA nopgaepXvBaeT OOHOBPEMEHHO MHOXECTBO pasHbiX MMEH AEWCTBUIN BHYTPU rPynMbl, NPpUBEOEHHbIE
HWKe CBeAEHVUS MOXHO NpomycTuTb. TaMm OMnuWcaHo MoBeAeHWe Ans MAOCKOCTWM AaHHbIX, KOTopas paspeluaeT Bko4vaTb B
rpynny nuib OAHOUMEHHbIE AeNCTBUS.
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ApxuTtekTypa nepeHocUMbIX KOMmyTaTopoB P4_16 SHuUuKNoneaus ceTeBbIX NPOTOKONOB
Mockonbky B peanusaumm PSA He TpebyeTca nogdepxuBaTb OAHOBPEMEHHO pasHble MMEHa BHYTPW Tpynnbl cenekropa
pencteun (7.12. Cenektopbl AeWCTBMI), B Nporpamme Anst obecnevyeHns NepeHoCuMoCcT MOXeT noTpeboBaTbCa N3MEHeHne
OJHOTO UMW HECKOJbKMX AENCTBUIN NCNOMb3yeEMbIX B Tabnuvuax ¢ cenekropamu.

Hanpumep, B oTMe4YeHHOM paHee BapuaHTe Bbibopa nopta LAG uMeeTcs nub OAHO AeWcTBME ANs Tabnvubl lag, kak
MoKa3aHo HUXe.

action set output _port (PortId t p) {
user_meta.out_port = p;
}
ActionProfile (128) ap;
table lag {
key = {
// ... noms xioua
}
actions = { set_output_port; }
psa_implementation = ap;

}

control cIngress (inout headers hdr,
inout metadata user_meta,
in psa_ingress_input metadata t istd meta,
inout psa_ingress_output metadata t ostd meta)

apply {
// ... npenjwecTByHOUM) KOHA BXOLHOT'O KOHBelepa
lag.apply();
send_to_port(ostd meta, user meta.out port);
// ... nocnepymumit KOJ BXOJHOT'O KOHBeliepa

}
}
Ecnn eanHCTBEHHLIM NapaMeTpoM OeNCTBUSA ABNAsSeTCA (M3MYECKUA HOMEP nopTa BYCTDOMCTBE,MOMHO NPUMEHUTbL OANH U3
PaCcCMOTPEHHbIX HUXXE BapunaHTOB, HO O4YEBUOHO Hann4ne n opyrmx peLueHui, He YNOMAHYTbIX 34€eCb.

lModxod 1. Vicnonb3oBaHne HegencTBUTENBHOIrO HoMepa nopTa.

BbiGupaeTca sHadeHue Portld_t, koTopoe He COOTBETCTBYET HU OAHOMY (PU3NYECKOMY MOPTY YCTPOWCTBA', U NpUMeHsieTcs Ans
nycToro AencTBKSA B MycTon rpynne. B npumepe koaa nocne lag.apply no6aeneH onepatop if ANs NpoBEpPKM 3TOr0 3HAYEHUS.

apply {
// ... mpepjwecTByHWMNi KO BXOLHOT'O KOHEelepa
lag.apply() ;
if (user_meta.out_port == PORT_INVALID VALUE) {
ingress_drop (ostd_meta) ;
} else {
send_to_port(ostd_meta, user_meta.out_port);
}
// ... mocnenymoumii KOJ BXOLHOT'O KOHEelepa
}
lModx0d 2. llobaBneHne [ONONMHUTENBHBIX NapameTpoB AENCTBUS.

B atom cnyyae pobGaBnsieTca 1-6MTOBBIM nNapameTp, yKasbiBawLWMiA OTOpacbiBaHWe naketa. CoxpaHsaeTcss HeobxooumocTb
ucnonbL3oBaHnsa oneparopa if nocne npumeHeHns Tabnuubl (apply).

action set output port (PortId t p, bit<1> drop) {
user_meta.out_port = p;
user_meta.drop = drop;

//
apply {
// ... mpenjuecTByHUM) KOJ BXOLHOT'O KOHBelepa
lag.apply();
if (user_meta.drop == 1) {
ingress_drop (ostd_meta) ;
} else {
send_to_port(ostd meta, user meta.out port);
}
// ... mocnenymoumii KOJ BXOLHOT'O KOHEelepa

}
B niobom crniyyae peanusaumsi MOXET Takke nogaepxuBaTtb nNpMMeHeHne onepatopa if BHyTpu gencteua set_output_port, HO
PSA He TpebyeT Takol noaaepxku.

H. Ucmopusi ebinyckoe

Bbinyck Hdama OnucaHue usMmeHeHul
1.0 1 mapTa 2018 r. McxoaHbIn Bbinyck
1.1 22 Hos16psa 2018 1. Bepcmsa 1.1, cm. Huxe.

H.1. U3ameHeHusn B Bepcun 1.1

H.1.1. YucneHHble npeobpa3oeaHusi mexdy P4Runtime API u nnockocmbro OaHHbIX

Mocne Bbinycka PSA v1.0 6bino NpoBeAeHO HECKOMbKO BCTpeY pabouyelt rpynnbl MO BONPOCaM YUCHEHHbIX NpeobpasoBaHus
mexay 3HaveHuamu Portld_t (a Takke ClassOfService_t 1 Bo3aMoxHO apyrux 3HaveHun B Oyayuiem). B PSA v1.1 oTpaxeHbl
MPUHSITbIE PELUEeHUSs.

'TBD. Bo3moxHo 0518 makoeo nopma crnedyem onpedenums uMsi, HO 8 Hacmosiuee epemsi PSA He ekntodaem makozo onpedeneHus..
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SQHUMKINIoneausi ceTeBbIX NPOTOKONOB ApxuTekTypa nepeHOCUMbIX KoOMmyTaTopoB P4_16
- 4.1. OnpepeneHus Tunos PSA;

- 4.4 TpegcraBneHne AaHHbIX B NMNOCKOCTW YNPaBNeHUs U AaHHbIX.

H.1.2. Bo3MOXXHOCMb cO30aHUsi MHO)XXecmea Kornul e ceaHce KJIOHUpPO8aHUus
B PSA v1.0 3anpockl Ha KNOHMPOBaHWE OrpaHUYeHbl CO3A4aHMeM OLHOW KOonuw, nepefaBaemMon B BbixogHon nopt. PSA v1.1
No3BOMSET HACTPOUTL CeaHC KIOHMPOBaHUA NyTéM 3aaaHus nap (egress_port, instance), nogobHo HacTpoike multicast-rpynn.

- 6.2. NoBedeHWe NakeToB Mo 3aBepLUEHMM BXOOHOW 06paboTku;
- 6.4.5. [pynnoBas agpecaums U KNoHbI;
- 6.5.MNoBegeHve nakeToB NO 3aBePLUEHUWN BbIXOAHOW 06paboTku;

- 6.8. KnoHnposaHue nakeTos.

H.1.3. Jo6aeneHo ceolicmeo mabnuuskl psa_idle_timeout

[o6GasneHne atoro ceorictBa B PSA v1.1 cornacoBaHo ¢ ero nogaepxkoin B PARuntime API. Vicnonb3oBaHne 3TOro cBoncTBa
nomoraeT paspabotunkam P4 ykasaTb, 4TO Tabnuua AorkHa nogaepXvBaTb COCTOsIHME, yKasblBalollee Bpemsi nocrneaHero
COBMNaeHusa Ona Kaxaow 3anvucu, a B criydyae OTCYyTCTBMS COBMAAEHUN B TEYEHUE YCTAHOBIIEHHOIO MIOCKOCTbIO yNpaBreHnst
nepuoaa, nepeaaBatb KOHTPONNEpPy yBeAOMIIEHNME.

- 7.2.1. YBegomneHue o TaiM-ayTe Ansa 3anucu Tabnuubl.

H.1.4. [lo6aeneHo ceolicmeo mabnuybl psa_empty _group_action

PSA v1.0 He 3apaéT noBegeHus tabnuuy ¢ peanusaumen ActionSelector ona cnyyaes, korga nakeT COOTBETCTBYET 3anuncy,
HaCTPOEHHOM C MyCcTOW rpynnon cenektopa gencteui. PSA v1.1 pekomeHayeT (HO He TpebyeT) OT Takux peanusauui
nopgepXKku HOBOro CBOWCTBa Tabnwuu, psa_empty_group_action, 3HavyeHMe KOTOPOro ykasbliBaeT AelCTBMe, BbIMOSIHAEMOe B
TaKUX CUTyauusix.

- 7.12. CeneKtopbl AeACTBUNA.

H.1.5. [Ipo4ue usmeHeHuUs1
B PSA v1.0 nogoepxka BHellHero 6rnoka Digest Tpe6oBanack B 6rokax ynpaeneHusi IngressDeparser n EgressDeparser.
Cenvac oHa He TpebyeTcst ans 6noka EgressDeparser.

- B T1abnuue 5 ykasaHbl 6110ku ynpaBneHus, KOTopble MOTyT CO34aBaTh U Bbi3biBaTb aK3eMMnspbl extern.

H.1.6. MU3meHeHus e c¢hatine psa.pd
- W3meHeHns B COOTBETCTBMM C 4uUCMEHHbIMKM npeobpasoBaHnsmum P4Runtime APl gns Ttunos Portld_t wu
ClassOfService_t.

- UckniouéH yctapeBwwuii BHewHun 6rok ValueSet, nockonbKy KOHCTpykuus value_set Obina pobaBneHa B
cneundukaumio P44 Bepcun 1.1.0.

- VicnpaBneHbl HECKOSBbKO onevaTok B KOMMeHTapuax K APl nnockoctu ynpasneHua.

- WcknwouwéH makpoc #define PSA _SWITCH c¢ aprymeHTamn, nockonbky cneuuduvkaums P4 He TpebyeT oT
npenpoueccopa P41s NogaepKku TakMx MakpOCOB.

H.1.7. U3smeHeHusi e npumepax rpozpamm PSA u3 kamanoza p4-16/psa/examples
- Hebonbwue un3mMeHeHWs [ANs NpUBEAEHUSs B COOTBETCTBME C MOCMEOHUMW U3MEHEHUSIMA B  YUCIIEHHOM
npeobpasoBaHun ans tuna Portld_t B P4Runtime APL.

MepeBoA Ha PyCCKUN A3bIK
Hwukonan Manbix

nmalykh@protokols.ru
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