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MpoTokon o6ecneyeHus AUHaAMUUYECKOro o6MmeHa CUMMETPUYHbIMU KNIo4YaMm

Dynamic Symmetric Key Provisioning Protocol (DSKPP)

AHHoTauunA

DSKPP npepncrtaBnsieT cobol KNMEHT-CepBEPHbIV MPOTOKOMN AN UHUMUMAanM3aummn (M HacTPOWKN) CUMMETPUYHBIX KIOYerd Ha
nokanbHbIX W yAanéHHbIX KpunTorpaduyeckux moaynsx. [lpoTokon moxeT pabotatb C wucrnonb3oBaHMeM unu 6e3
MCMOMNb30BaHNSA (DYHKLMOHANBHOCTM CEKPETHbIX KIOYEH B KPUMNTOMOAYMSX, @ TakKe C opraHusauuent UHEPacTpyKTypbl
OTKPbITbIX KItoder nnm 6e3 TakoBoW.

[lBa BapuaHTa NpoTOKOMa NoAdepPKMBalOT MHOXECTBO CLEHapueB NpUMeHeHusi. B 4eTbipexnpoxofHOM BapuaHTe Krouu
BbINOSIHSAIETCA B3auMMHasi TeHepauusi krodeil oGecneurBaioliMM CepBepoM U KPUNTOMOAYNEM - CO3faHHble Krouu He
nepedatTcs Mo npoeodam Wnu acupy. [BYXNpPOXodHblii BapuaHT obecrneuynBaeT 6e3onacHylo U 3peKTUBHYIO 3arpysky u
YCTaHOBKY B KpMNTOMOAYNM 3apaHee CO3[4aHHbIX CUMMETPUYHbIX KIoYel.

CraTtyc AOKYMeHTa
OTOT AOKYMEHT coaepXuT npoekT ctaHdapTa Internet (Internet Standards Track).

HokymeHT sBnsieTca pesynbTatom pabotbl IETF n BblipaxkaeT cormacoBaHHoe MHeHue coobuiectBa IETF. [JokymeHT Obin
npeacTaBneH Ha nybnuyHoe paccmoTpeHne n ogobpeH ana nybnukaumn IESG. JononHuTensHas nHdopmauma o ctaHgaprax
Internet goctynHa B pasgene 2 RFC 5741.

MHbopmaLmio 0 Tekyllem cTaTyce OOKYMeHTa, OGHapyXeHHbIX OlMOKax u crnocobax obpaTHOM CBA3M MOXHO MOMyYUTb,
BOCMNONb30BaBLUMCh cebinkown http://www.rfc-editor.org/info/rfc6063.
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dHUMKNoneana ceTeBbIX NPOTOKONOB MepeBon RFC 6063

1. BeedeHue

Kpuntorpaduyeckme cuctembl ¢ CUMMETPUYHBLIMUK KIto4aMu (T. e., cucTeMbl, obecrnednBatoLLimMe 3acBUaeTENLCTBOBaHMS TMNa
OOHOKPAaTHBIX Maposel NN MexaHM3MoB 3anpoc-OTKIMK) 06ecnevmBaloT NPEMMYLLECTBA C TOMKN 3PEHNSI NMPOU3BOAUTENBHOCTU
M 3KchfyaTaumMu No CPaBHEHWIO C cucTeMamMu Ha 6ase OTKpbITbIX Krkoyen. [Ans Mcnonb3oBaHUsi Takux cuctem TpebyeTcs
MexaHuM3M obecneyeHusi CUMMETPUYHBIX KItodel, obecneunBarowmnii OyHKUMOHANBHOCTb, 3KBMBANEHTHYH BO3MOXHOCTSM
npoTokona ynpaeneHus ceptudunkatamm CMP' [RFC4210] u CMC? [RFC5272] B HGpaCTpyKType OTKPbITLIX Kroden PKI,

TpaanumoHHO KpunTorpaduyeckue moaynv obecneyumBaloTca Krovammu B NpoLecce Npou3BOACTBA M KIIOYN UMMOPTMPYIOTCS B
KpunTtorpadumyecknin cepsep C UCNONb3oBaHWEM, Hanpumep, komnakT-gucka (CD-ROM) n3 komnnekta nocTaBku YCTPOWCTBA.
HekoTopble npou3soguTeny npegnaralT Tawkke (UPMEHHbIe NPOTOKOMbl obecrneyveHus Knvamu, KOTOpble 3a4acTylo He
JIOKYMEHTUPYIOTCA B OTKpbITOM Buae (MpoTokon CT-KIP* [RFC4758] sBnaeTca eAMHCTBEHHBIM UCKITIOUYEHEM).

B nokymeHTe onncaH DSKPP - knneHT-cepBepHbIn NpoTOKoN obecnedyeHnss CUMMETPUYHBIMU KINI0YaMU, UCNOMb3yeMbI MEXAyY
KpunTomoaynem (cootsetctByeT knmeHTy DSKPP) 1 cepsepom obecneueHus knovamm (cootsetctayeT cepepy DSKPP).

DSKPP obecneunBaeT OTKPbITbIA U COBMECTUMbIA MEXaHU3M WHMUManu3auMmM M HacTPOMKM CUMMETPUYHBLIX KIoven B
KpunTomoaynsix, 4OCTyMnHbIX Yepe3 Internet. OnncaHne ocHoBaHO Ha uHdopmauuu, npueenéHHon B [RFC4758], n BkniovaeT
cneundmryeckue pacluMpeHuns Tuna 3acBuaeTenbCTBOBaHMS nonb3oBartenen u nogaepxkm dopmata [RFC6030] ana nepegaym
Krno4eBoro Matepuana.

DSKPP nogaepXvBaeT OBa OCHOBHbIX BapuaHTa. 4-NpoxoAHbld BapwaHT obecneynBaeT BO3MOXHOCTb npenocraBneHnda
CUMMETPUYHBIX KIOYeHN, BKIKOYawLWyo BKNag B reHepauuto cnyanlelx 3HA4YeHW Ha CTOpPOHE KNMeHTa M cepsepa. 2-
NPOXOOHOMY BapuaHTy HY>XeH OauH prl’OBOIZ o6xof BMecTo OBYX U OH no3BondAeT obecneynTb 3agaHHbIN CepBepPOM KI1HoM.

1.1. KnroyeBble cnoBa

KnioueBble cnoeBa Heo6xoaumo (MUST), Hegonyctumo (MUST NOT), Tpebyetca (REQUIRED), HyxHo (SHALL), He Hy>HO
(SHALL NOT), cnepgyet (SHOULD), He cneayeT (SHOULD NOT), pekomenayerca (RECOMMENDED), BoamoxHo (MAY),
Heobs3aTenbHo (OPTIONAL) B J@aHHOM AOKYMEHTE AOMKHbI MHTEPNPETUPOBATLCA B COOTBETCTBMM C flokymeHTOM [RFC2119].

1.2. NMoppepxka Bepcumn
ObGecneyeHrie BLIMOMHAETCA C MWCMONb30OBaHMEM CMHTaKcMca $IBHOrO YyKka3aHusi HoMepa Bepcuu. B HacTosiee Bpewms
noaaepXvmBaeTcs Tonbko Bepcns «1.0».

Llenblo BBEegeHus Homepa Bepcun NpoTokona siBnsietcs obecneyvyeHve MexaHuaMa, C MOMOLLBI0 KOTOPOro W3MEHeHUs,
TpebyeMble Ansi kpunTorpaduyeckux anroputmos (Hanpumep, SHA-256) n atpubyToB (Hanpumep, pa3mep knoya) MoryT ObiTb
BHeceHbl 6e3 HapylleHuss paboTbl CyllecTBywOLWMX peanu3auuii. Kpome TOro, 310 NO3BOMMT BbLIBOAWUTL YCTapeBLUME
peanusauun 13 akcnnyartauum 6e3 HapyLleHns paboTbl HOBbLIX BEPCUIN NPOTOKOMA.

Homep Bepcun DSKPP nmeeT Bug <major>.<minor>. 3Ha4eHus cTapLiero 1 mnajllero HOMepoB AOJIKHbI TPAKTOBATLCS Kak
pasgenbHble Lienble Yncna u Kaxaoe n3 aTUX YNCern MOXKeT MHKpeMeHTupoBaTbcs bonee 4yem Ha 1. Takum obpasom, DSKPP
2.4 6ypnet nmeTb Gonee HM3KytO (MNaaLwyo) Bepcuto no cpaBHeHuio ¢ DSKPP 2.13, a Ta, B cBoto ovepenb, byaeT Hmwke DSKPP
12.3. Beayuwime Hynu (Hanpumep, DSKPP 6.01) AomkHbl MTHOPMPOBATLCH Nonyvyartensmu, a yctaHoBKa UX HeaonycTuma.

3HaueHne CTapwero Homepa Bepcun cnenyet yBenndimeaTb TOJNbKO AJ1A4 CllyYaeB, Koraa anroputMbl 3allmTbl Unn cdopmaTthbl
AOaHHbIX N3MEHEHbI CTONb CyLLEeCTBEHHO, YTO CTapble BepCUnN HE MOTyT B3aMMOLEeNCTBOBAaTbL C HOBOW BEPCUEN (Hanpl/lmep, OTKa3
OT Nnoaaep>XKn cHMTaBLLUerocAa paHee obszaTenbHbIM anropuTMa, KoTopbln ObIn COYTEH H66930I'IaCHbIM). 3HayeHne mnagLero
HOMEepa BEPCUN MOKa3bIBAET HaNUyMe HOBbIX BO3MOXHOCTEWN (Hanpmmep, BBEAEHME HOBOW OMLUMK anropMTma) N AOJIKHO
UrHOPUpOBaTbCA oObeKkTaMn C MEHbLUMM 3Ha4YeHUeM MIiagLiero HOMEepa Bepcuu, HO MCMOoMb3oBaTbCs AN MHGOPMALMOHHBLIX
uenen obbektamu ¢ 6GoNbLIMM 3HAaYEHMEM MITaaLIero HOMepa BepCun npoTokona.

1.3. UpeHTUdMKaTOpbI NpOCTpaHCTBA UMEH
B nokymeHTe npumeHsitoTca naeHTudmkatopsl pecypcoB URI® [RFC3986] Ans ykazaHUst pecypcoB, anropuTMOB U CEMaHTKM.

1.3.1. OnpedenéHHble 30ecb uOeHMuUguKamopbI
MpocTtpaHcTBo MEH XML [XMLNS] URI ans sepcun 1.0 npotokona DSKPP npeactaensiet cobon

"urn:ietf:params:xml:ns:keyprov:dskpp"
Ccbinku Ha anemMeHTbl cxeMbl DSKPP ucnonb3ytot npedumke dskpp, HO MOXET MPUMEHATLCS U Apyrow npeduKc.

1.3.2. UDeHmugpukamopsbl, onpedenéHHbIe 8 cesi3aHHbIX crneyugukayusx
B STOM [OOKyMeHTe WCMONb3ylTcs 3NeMeHTbl, onpeaenéHHble B npocTpaHcTBe MMEH PSKC® [RFC6030], koTopble
npeacTaBneHbl ¢ NpedrKcoM pskc M 0O bSABNEHbI Kak

xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
1.3.3. CcblnoYyHbIe udeHmugukamopsbl

Kpome Toro, npeacraBneHHbin B AokyMeHTe cuHTakeuc DSKPP ncnonb3yet naeHTudukaTopbl anroputMoB, onpeaenéxHble B
npocTtpaHcTBe MMEH XML Signature [XMLDSIG]:

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
CcblInkn Ha naeHTudmkaTopbl anroputMoB B npocTpaHcTBe MMEH XML Signature ncnonb3ytoT npedmkce ds.

'Certificate Management Protocol.

2Certificate Management over CMS - ynpaeneHue ceptudukatamu yepes CMS.

Public Key Infrastructure.

“Cryptographic Token Key Initialization Protocol - npoTokon kntoyei KpunToMapKkepos.
*Uniform Resource Identifier.

5Portable Symmetric Key Container - kOHTE/iHep NepeHoOCMMOro CUMMETPUYHOIO Kiltoya.
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2. TepmuHonoaus

2.1. OnpepeneHus
Hwxe npuBegeHbl onpegeneHnda TepMnHOB, UCNOJb3yeMbIX B JAaHHOM [JOKYMEHTE. Vicnonb3oBaHue aTux TepMUHOB B OpYyrux
OOKYMEeHTax MOXeT ObITb VHbIM.

Authentication Code (AC) - k00 3aceudemesnibcmeoeaHusi
Kog ayteHTMdwmKkaumm nonb3oBaTens npeacTaBnseT coboM CTPOKy LIEeCTHaAUaTEpPUYHbIX CUMBOSOB, W3BECTHYIO
YyCTPONCTBY W CepBepy W coAepxallylo, Mo KpanWHen mepe, waeHTUdMKaTop KnveHTa u naponb. KombGuHaums
ClientID/password uncnonb3yeTcs nullb OJHOKPATHO M MOXET UMETb OrpaHWYeHHbIi CPOK AENCTBUS, MO UCTEYEHUU
KOTOpOro oHa oTbpackiBaeTcs.

Authentication Data (AD) - aHHbIe 3aceudemesibcmeo8aHusi
[JaHHble 3acBMaeTenbCTBOBaHNSA MOMNb3oBaTens, NonyyYeHHble U3 koga 3acBuaeTensctsoBaHus (AC).

Client ID - uGeHmudgbukamop knueHma
NpeHTudmkaTop, ucnonssyemoin cepeepom DSKPP ana HaxoxaeHus Ha cepBepe pearnbHOro MMeHu nornb3oBaTtens unm
naeHTudunkaTopa y4€THom 3annucn. iaeHTmdumkaTtop MoXeT NpeacTaBnsATb COG0M KOPOTKOE CriydanHoe 3HavYeHue, HUKaK He
CBHA3aHHOE C pearnbHbIM UMEHEM Mnonb3oBaTens.

Cryptographic Module - kpunmozpagpuyeckuli MoGysb (KpunmMomoOoyJsib)
KomnoHeHTa npunoxeHus, kotopas obecneynBaeT OYHKLMOHANBHOCTb LWN(POBAHUS C CUMMETPUYHBIM KITHOHOM.

Device - ycmpolicmeo
Pusnyeckasn 4acTb 060PYAOBAHUS UM NPOrPAMMHON CUCTEMBI, CoAepXallas KpUnToMOAYM C CUMMETPUYHBIM KITIO4OM.

Device ID (DevicelD) - udenmughukamop ycmpolicmea
YHuKaneHbIi naeHTudnkaTop Ans yCTpoMCcTBa, Coaepxallero Kpuntomoayb (Hanpumep, MOBUIbHbIM TenedoH).

DSKPP Client - knueHm DSKPP
YnpaBnsieT 06MeHOM AaHHbIMU MEXAY KPUNTOMOAYEM C CUMMETPUYHBIM KIto4oM 1 cepsepom DSKPP.

DSKPP Server - cepeep DSKPP
CepBep obecneveHnss CUMMETPUYHBLIMU KIlo4aMu, y4acTBYOLWMIA B paboTe npoTtokona DSKPP.

DSKPP Server ID (ServerlD) - udenmugukamop cepeepa DSKPP
YHukanbHbIn naeHTudmkaTop cepsepa DSKPP.

Key Agreement - coznnacosaHue krnoya
MpoTokon opraHv3auuu Kro4va, B KOTOPOM ABe unu 6onee CTOPOHbI MOTyT COrfacoBaTthb KMY Tak, 4Tobbl 06e mornm
BNMATb Ha pe3ynbTar.

Key Confirmation - noOmeepixdeHue Kro4a
OGecneyeHre MNPaBOMOYHLIM Y4YaCTHMKaM MPOTOKOMA OpraHMsauuyM KrYa rapaHTMu TOro, YTO npegnonaraemblii
nonyyaresb pa3aenseMoro Knoya AeACTBUTENBHO BNageeT pas3faensieMbiM KIovoMm.

Key Issuer - aMmumeHm kriro4ya
OpraHun3auus, BbiMyckaroLwas CUMMMETPUYHbIE KIOYM AN KOHEYHbIX NOonb3oBaTenew.

Key Package (KP) - knro4egol nakem
OObeKT, HKaNCynupyoLWwmnii B cebe CUMMETPUYHbBIN KINoY U ero KOHUrypauuoHHbie napameTpbl.

Key ID (KeyID) - udenmugbukamop kiiroya
YHuKanbHbIN nAeHTUGMKaTOP CUMMETPUYHOTO KNtoya.

Key Protection Method (KPM) - Memod 3awjumsi Kro4a
MeTOA, TPaHCMOPTMPOBKM KMtova B npouecce asyxnpoxogHoro DSKPP.

Key Protection Method List (KPML) - cnucok Mmemodoe 3awumsl Kirodel
Cnncok MeTofoB 3alumMTbl KIOYen, NnogaepxMBaeMbiX KpUNToMoaynem.

Key Provisioning Server - cepeep obecrneyeHusi kno4amu
Cuctema ynpasneHusi XXU3HEHHbIM LIMKIOM KItoYen, KoTopas obecneunBaeT SMUTEHTY BO3MOXHOCTb obecrneyeHuns knovemn
Anga Kkpuntomoaynen, pasMmeLéHHbIn Ha YCTPOMCTBaX KOHEYHbIX Nofb3oBaTenei.

Key Transport - mpaHcnopmupoeka kriroyeu
Mpouenypa opraHuMsaumm Knw4a, ¢ nomoLlblo koTopon cepeep DSKPP BbiGvpaeT u wmdpyeT Kno4veBon MaTepuarn, a
notom nepenaért ero knmeHty DSKPP [NIST-SP800-57].

Key Transport Key - k71104 07151 mpaHCcropmupoeKu Kjitoya
CeKpeTHbIV KoY, XpaHAWMACA B KpunToMogyne. JToT kno4 obpasyeT napy C OTKpbITbIM KntodoMm knveHta DSKPP,
npumeHsiembim cepeepom DSKPP ans wndposaHuns kntovesoro matepuana npu gocraske kntoya [NIST-SP800-57]

Key Type - mun kioya
Tun kpuntorpadryecknx METOA0B CUMMETPUYHOIO KIoYa, ANS KOTOpbIX 3TOT Krtod ByaeT mcnonb3oBaTbes (Hanpumep,
ayTeHTUdUkaums OATH HOTP' unu RSA SecurlD, wudposarHme AES n T. n.).

Key Wrapping - ynakoeka Kriro4a
MeTog wndpoBaHus kntoven ans TpaHcnoptuposky [NIST-SP800-57].

Key Wrapping Key - kntoy Ons ynakoeku Kiro4a
Kntoy lwindpoBaHusi cCMMMETPUYHOTO Krtova Anst ynakosku nocriegHero [NIST-SP800-57]

Keying Material - knro4yeeol mamepuan
JaHHble (Hanpumep, kN4 U napameTpbl koHdurypauum), Tpebyemble AnNsS opraHusauum v NOogOepXKKM OTHOLUEHWIA C
KpunTtorpaduyeckummn npeobpasosaHusmu [NIST-SP800-57]

Manufacturer's Key - knroy npouszeodumernsi
YHVKanbHbIN NEPBUYHBINA KNIOY (HanpuMmep, cmapT-kapTa), ycTaHOBMNeHHbIN B 06opyaoBaHve npu ero npoussoacTee. MNpu
HanM4MKn Takoro KItoya OH MOXET MCMOMb30BaTbCA KPUNTOMOAYIEM Afsi CO3AaHNSA CEKPETHbIX KMYen.

Protocol Run - yukn pabomsi npomokosa
MonHoe ncnonHeHne DSKPP, BkntovatoLee oanH (OBYXNPOXOAHbIV) Unn ABa (YeTbIPEXNPOXOAHbIN) 0bMeHa.

Security Attribute List (SAL) - cnucok ampubymoe 3awjumabi
OanHble, Bknovatowme sepceunto DSKPP, BapnaHT DSKPP (aByx- unu 4eTbipexnpoxoaHbiii), dopMaThl KIOYEBbIX NaKeToB,
TUMbI KMKOYEn 1 KpunTorpadgmyeckne anroputMbl, KOTOPble MOXET NOALEPXKMBaTb KPUNTOMOAYIb.

2.2. O603HavYeHunA
I KOHKaTeHauus (CrUsiHUE) CTPOK.

'Open AUTHentication HMAC-Based One-Time Password - ayTeHTUdukauu1si ¢ o4Hopa3oBbIM Knioyom Ha 6aze HMAC.
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2.3. CokpawieHus

Heobs3aTenbHbIN 31EMEHT X.

onepaums ucknovawwlee-UINM Hag ctpokammn A n B, umetoimmm ognHakoBble pasMmepbi.
TMnorpadmyecKkoe cornalwieHune, UCnonb3yeMoe B Tene TekcTa.

ncesgocnyyaviHas yHKUMS C KIIOYOM.

LWMdpoBaHNE M C UCMOSb30BaHNEM Krtoua K.

KntoY, ucnonbsyembivi Ans wudgposanma R_C (K_SERVER wnn K_SHARED) npu pacuyéte MAC nnu
DSKPP_PRF.

CeKpeTHbIA KNioY, nornyyaembld M3 koaa 3acBupgetenctBoBaHus (AC) M mcnonb3yembid B LEnsx
3aCBMAETENLCTBOBAHUS.

CeKpeTHbI K4, nony4vyaembln B npouecce obmeHa DSKPP, ans wcnonb3oBaHus npu
NoATBepPXAEHMM Krtova.

BTOPOW CEKPETHbIN KoY, UCMONb3yeMbIN AN 3aCBUAETENLCTBOBAHMS cepBepa.
nepBUYHbIV KNtoY obecneyeHuns, n3 KoToporo cosgatotcsa aAaa knova - K_ TOKEN n K_MAC

OTKpbITbIA ko4 cepBepa DSKPP, «kotopbin  ucnonb3yetca ans  wudpoBaHns R _C B
YeTbIPEXNPOXOAHOM BapuaHTe.

CEKPETHbIA KoY, KOTOpbIA 3apaHee M3BecTeH KnneHTy u cepepy DSKPP; ucnonbayetca ans
wuncpposaHmsa R_C B 4eTbIpexnpoXo4HOM BapuaHTe.

CEKpETHbIV KIoY, OpraHn3yembin B KpUNTomoayre ¢ ucnonssosaHvem DSKPP.
ncesgocnyyariHoe 3HadyeHune, BbibpaHHoe knneHToM DSKPP 1 ucnonssyemoe ans pac4éra MAC.

nceBgocnyvyanHoe 3HayeHue, BbiopaHHoe knuneHtom DSKPP n ncnonb3yemoe B kadeCTBe BXOAHbIX
OaHHbIx ansa reHepaumm K_TOKEN.

ncesgocnyyvanHoe 3HayeHue, BoibpaHHoe cepeepoM DSKPP 1 ucnonb3yemoe B KayecTBe BXOAHbIX
AaHHbix ang reHepaummn K_TOKEN.

appec cepsepa DSKPP B dbopmaTe URL.

AC Authentication Code - koa 3acBuaeTenbCcTBOBaHUA.

AD Authentication Data - gaHHble 3acBMAETENBCTBOBAHUS.

DSKPP  Dynamic Symmetric Key Provisioning Protocol - npoTokon agnHammnyeckoro obecneyeHms CMMMETPUYHBIMUM KIto4Yamu.

HTTP Hypertext Transfer Protocol - npoTokon nepeaayn runeprekcra.

KP Key Package - kntoueBon naker.

KPM Key Protection Method - meTopg 3aWwuThl Kntoya.

KPML Key Protection Method List - cnucok MeTogoB 3aLmThl Koya.

MAC Message Authentication Code - koA 3acBMAETENBCTBOBAHNS Kto4a.
PC Personal Computer - nepcoHanbHbIN KOMMbIOTEP.
PDU Protocol Data Unit - mogynb AaHHbIX NpOTOKONa.

PKCS Public Key Cryptography Standards - ctaHgapTbl LUIMPOBaHNS C OTKPbITHIM KITHOYOM.

PRF Pseudorandom Function - ncesaocnyyanHasi hyHKLMS.

PSKC Portable Symmetric Key Container - nepeHOCUMbI KOHTEAHEP C CUMMETPUYHBIM KITHOYOM.

SAL Security Attribute List - cnncok atpubyToB 3awwmTbl (CM. naparpad 2.1).
TLS Transport Layer Security - 3awimTa TpaHCNOPTHOIO YPOBHS.

URL Uniform Resource Locator - oqHOTUMHbIN yka3aTernb pecypcos.

USB Universal Serial Bus - yHMBepcanbHasi nocnegoBaTefnibHas LWNHA.

XML eXtensible Markup Language - pacluMpeHHbIi A3blK pa3MeTku (TekcTa).

3. O630p DSKPP

B nocnegywwmx naparpacax gaH 063op BHYTPEHHEero yCTpOVICTBa NPOTOKOMa U B3aMMOAENCTBUSA C BHELLHUMUK Nporpammamm
obecneyeHus. CueHapvn/l MCMNOMb30BaHNs PacCMOTpPeEHbI B [punoxexmm A.

3.1. dneMeHTbI NpoTOKONa
TpaHsakums obecneyeHuns knoyamm DSKPP BkntovaeT Tpu anemeHTa:

Server - cepsep

Cepsep obecneyeHuss DSKPP.
Cryptographic Module - kpunmomoOynb
Kpuntorpaduyeckun mogynb, KOTOPOMY 06eCneunBanTca CUMMETPUYHBIE KUK (Hanpumep, Mapkep ayTeHTudukaumm).

6 www.protokols.ru
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Client - knueHm
Knnent DSKPP, ynpasnstowmin o6meHoM nHdopmaLuuen mexay KpuntoMogynem 1 cepsepom obecneyeHuns Krnoyamm.

OcHoBHbIM cuHTakcucom sBnsetca XML [XML] v ero ypoBHUM Ans TPAHCMNOPTHBIX MEXaHW3MoB, Takux, kak HTTP [RFC2616] n
HTTP Over TLS [RFC2818]. HecmoTpsi Ha TO, YTO KpalHe enaTtenbHa 3almTa Bcero obmeHa faHHbIMU MEXAY KITMEHTOM M
cepBepoMm DSKPP ¢ noMoLLbio TpaHCMOPTHBIX MEXaHM3MOB, obecrnevnBaLLmnX 3aWmnTy KOHUAEHUMANBHOCTM N LENOCTHOCTU
(Takmx, kak HTTP over TLS), Takol 3awuTbl HEe AOCTATOMHO Af11 OOMEHa CMMMETPUYHBIMU KMYaMu Mexay CepBepoM U
kpuntomogynem. [Npotokon DSKPP co3gaH ans Toro, 4tobbl obecneynTb pa3paboTyMkam BO3MOXHOCTb BbINOMHEHMWS
TpeboBaHwuii No 3awmute obMeHa knoyamu.

CepBep 0OMeHVBaeTCst MHpopMaumeid TONbKO C KMMeHTOM. MNpu pacCMOTPEHVMU CepBEPOB KIMMEHTA U KPUNTOMOAY b MOXHO
CYMTaTb EAUHBIM LiEMbIM.

C TOYKM 3peHUst 3alWTbl KMMEHTa, OAHAKO, KIMEHT W KPUNTOMOAYMNb NpPeAcTaBnsioT COOOM pasHble normyeckne obbeKTbl,
KOTOpble B OTAESbHbIX peanusaumnsx MoryT ObiTb pa3aeneHbl U Ha PU3NYECKOM YPOBHE.

MNpepnonaraeTcs, 4TO Ha ycTpowcTBe OyaeT pasmeLlaTbCs NPUIOXEHUe, BbiLUenexallee No OTHOLUEHMWIO K KpMNTOMOZYIo, U
3TO npunoxeHne byget ynpaBnsATe o6MeHOM AaHHbIMKM Mexgy knueHtom DSKPP un kpuntomogynem. Cnocob nepepaun
anemeHToB DSKPP wmexay npunoxeHuem u kpuntomodynem npospadeH ans cepsepa DSKPP. OgvH n3 metodoB Takown
nepegayv onucaH B [CT-KIP-P11].

3.2. bazoBbin oomeH DSKPP

3.2.1. 3aceudemenbcmeosaHue nosb3o8amerns

B notoke coobwernnn DSKPP nonb3oBaTens obpeTaeT HoBoe 060pyaoBaHue nnvm NporpaMMHOE NPUIOXKEHNE CO BCTPOEHHbIM
kpuntomogynem. Lienbio DSKPP sBnsietcs obecnevyeHne equHOro CUMMETPUYHOTO KIkoYa U CBA3AHHOW C HUM MHOopMauum
KPUNTOMOZYIIIO U CepBepy yNpaBrieHus KIovamm, a Takke NpuBsa3ka 3TOro Krova K KOPPEKTHOMY MMEHM (Mn YYETHOWM 3anuciu)
nonb3oBaTensa Ha cepBepe. [Ons BbIMONHEHUs 3TuMx onepauun cepep DSKPP porkeH ayteHTuduumpoBatb (NOAy4nTb
3acBMOeTENbCTBOBaHNE) nonb3oBaTtens, YTobbl 0OpecTM yBEPEHHOCTb B TOM, YTO TOT YMOMHOMOYEH Ha MOMy4YeHUEe HOBOrO
Kroya.

3acBmaeTensCTBOBAHWE MONb30BATENSA BLINOMHAETCA B pamMKax CamMoro MpoTokonia «nocne» Toro, kak knmeHt DSKPP
MHUUMMpPYET nepBoe coobuieHmne. B aTtom cnydae knneHt DSKPP gomkeH nvetb goctyn k URL cepsepa DSKPP.

Kpome Toro, 3acBngeTensCcTBOBaHME MOMb30BaTENsl MOXET BbINONHATLCA € nomolbio web-cepsnuca DSKPP vnnu uHoro web-
NpunoxeHus «ao» nepBoro obmeHa coobueHuamu. B atom cnyyae cepsep DSKPP pomkeHn Server MUST 3anyckatb
MexaHu3Mm (Tpurrep) uHmuumnposaHus knueHtom DSKPP nepsoro coobueHns B pamkax NpoTOKOMbHOIO B3auMOAENCTBUS.

3.2.2. [lpomokon, uHUYuupo8aHHbIl knueHmom DSKPP
B npuBegéHHom Hwxke npumepe knmeHT DSKPP chavana wHuummnpyetr DSKPP, a notom BbIMONHSETCS ayTeHTuduMKaums
none3oBaTens ¢ npumeHeHnem Client ID u koga 3acsuagetenscrTeoBaHus (AC).

Mepen Hayanom paboTtel DSKPP:

- Kopg 3acsupetenbcrteoBaHus (AC) reHepupyetca cepsepom DSKPP n goctaBnsaetcs yepes OTAenNbHbIN JOBEPEHHbIN
kaHan (Hanpumep, B oopme ByMakHOro LOKyMeHTa COTPYAHUKOM AenaptameHTa UT).

- Tonb3oBaTtenb 06blMHO BBOAMT 3HadeHusi Client ID n AC Bpy4YHyt0 (BO3MOXHO, YTO YCTPOMCTBO MMEET mullb
undposyto knasmatypy). o 3TolM npuumHe uaeHTUUKATOP W KO4 3ayacTyl npeacTtaBnsAlT cobor KopoTkue
yncnoBble 3HaveHus (Hanpumep, 8 pecsaTuuHbIX umdp). OgHako cepBep DSKPP moxeT reHepuvpoBaTtb ntobble
3HaYeHUs1 Ha CBOE YCMOTpEHNe.

- Knnenty DSKPP Tpebyetcs URL [RFC3986] cepeepa DSKPP (aTOT ykasaTtenb He sBnsieTcs cneumduyeckum ans
nonb3oBaTensa UnNu CekpeTHbIM U MOXeT ObITb 3afaH 3apaHee) U Habop AOBEpPEHHbIX NPUBSA30K ANS Bepudmkaumm
cepTudmkaTta cepeepa.

- [ns nonb3oBaTens AOMKHA UMETLCS YYETHAs 3anMcCb C UOEHTUMUKATOPOM M LONITOCPOYHOE UMSs B CUCTEME (M1 MHON
naeHTndunkaTop y4ETHOM 3anucu), ¢ kotopbiM OyaeT ceasaH mapkep. Cepsep DSKPP OyaeT ucnonb3oBaTtb 3Ha4eHune
Client ansa noucka cootBeTcTBYyOLLErO kKoga AC, NO3BONAOLLErO ayTeHTUMOMUMPOBATL NOMb3oBaTENS.

Ha atane 1 knueHT opraHn3yeT coeguHeHne TLS naeHTnduumpyeTt cepsep (T. €., NPOBepSAET cepTudmkaT n cpaBHNBAET UMS
xocTta B URL ¢ nonyyeHHbIM cepTudmkaTom), kak onmcaHo B naparpadge 3.1 [RFC2818].

Mocne aToro knueHT n cepeep DSKPP obmenunBatoTca coobeHusmm DSKPP, koTopble nepepatotcs no npotokony HTTPS. B
3TUX COOOLLEHUSIX:

- KnveHT un cepBep cornacylT KpunTorpaduyeckue anroputMbl, KOTOPbIE OHU XOTAT MNPUMEHSTb, anropuTMbl,
nogaepxveaemMble Ans 3awmtbl coobieHnn DSKPP, n apyrne getann DSKPP.

- KnueHT nepenaért cepsepy 3HadeHue Client ID 1 noaTeepxaaeTt, YTO eMy U3BECTEH COOTBETCTBYIOWMIA Kog AC.

- KnneHT u cepBep cornacytoT cekpeTHbIn kntod (kntod Mapkepa unm K_TOKEN); B 3aBUCMMOCTU OT COrnacoBaHHOro
BapuaHTa NpOTOKOMa 3TO OyAeT CBEXWW KN4, MOMyYeHHbIM B npouecce pabotbl DSKPP (4-npoxogHbli BapuaHT,
BkNtovarowmi 4 coobeHns DSKPP) unu creHeprpoBaHHbI cepBepoM (BO3MOXHO, CYLLECTBYIOLUIA Ha CepBepe) u
nepeaaHHbIN KNUEHTY (2-NpOXoAHbIV BapuaHT, B KOTopoM nepefaétcs 2 coobuenns DSKPP).

- CepBep nepefaéTt KnYeBOW nNakeT KNueHTy. lMakeT B 2-NpoXoOHOM BapuaHTe BKMYaeT TOMbKO KoY, a B 4-
npoxogHoM [JobGaBnsioTcs aTtpubyThl, BAMSIOWME Ha TO, Kak MNpedoCTaBMeHHbI krod OyneT BnocneacTsum
NPUMEHATBCA KpunTomodyrneM U Kpuntorpaduyeckum cepBepoM. TOuyHOe coaepXMMoe nakeTa 3aBuUCUT OT
KpunTorpadmyeckoro anroputma (Hanpumep, AN anropyutMa C OAHOPA30BbIM MNapofieM, MNOAAEPXKUBAKOLLEro
3HaveHuss OTP' nepeMeHHOro pasmepa ogHUM 13 atpubyToB B KNioueBoM nakeTe 6yaet pasmep OTP).

'One-time password - ogHOpa30BbIi Naporb.
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Mocne ycnewHoro 3aBeplleHus paboTbl NPOTOKOMA KPUMNTOMOAYNM XPaHAT coaepXuMmoe krtoyeBoro naketa. Kpome Toro,
obecneumnBatowm cepeep DSKPP xpaHUT COaepXumoe KrYeBOro naketa C ykasaHuem KpunTocepBepa U CBsI3bIBAeT 3TO C
KOPPEKTHbIM MMeHeM nonb3oBaTtens. [lonb3oBaTenb Tenepb MOXET MNPUMEHATb CBOE YCTPOWCTBO ANs ofnepauun ¢
CUMMETPUYHBIM KITIO4OM.

To4yHoe pacnpegeneHue onepauui mexagy napon kpuntomonynb - knueHT DSKPP n napon cepsep obecneueHus - cepsep
DSKPP He 3agaétcsa aTum gokymeHToM. Ha pucyHke 1 nokasaH OguH M3 BO3MOXHbIX BapvaHTOB, HO OH MpefHas3HayeH Nulb
ONS MnncTpauun.
Kpunro- Knuent CepBep CepBep obecneueHus:
MOAYJIb DSKPP DSKPP KJIIOYaMmn
| | I I

|

| |CepBep cosmaér |
| |n xpannT |
| |Client ID u AC, |
| |a Taxxe |
| | ocraBnsieT Mx |
| | tonsB0BaTeEMO IO |
| |orpeneH. kaHamy |
I

I

|

|

|

|

e T +
I
e E P e T R + |
|lloneB30BaTENE BBOOUT | |
|Client ID, AC m URL | |
+---—— + |
|
|<-- 1. CormacoBanme TLS c --->|
| BacBMIOeTeNnLCTE. cepsepa | |
| | |
| 2. <KeyProvClientHello> ---->| Baceuger.-->|
| | nombsoBaTens |

|<-- [3. <KeyProvServerHello>] | |

| I
| [4. <KeyProvClientNonce>] -->|

| I
|<- 5. <KeyProvServerFinished>

KioueBOit -->
naker

I

|

|

| |

| |

| | |
<-- Kiwoueron | | |
nakeT | | |

PucyHok 1. basosbili obmeH DSKPP.

3.2.3. [lpomokon, ekno4YeHHbIU cepeepom DSKPP
B nepsom notoke coobuieHnn (npegbiaylwmin naparpad) sHadverus Client ID n AC goctaBnsanncb KINMEHTY C UCMONb30BaHEM
HEKOro He3aBMCMMOrOo KaHana (Hanpumep, Ha Gymare).

Bo BTOpoM mnoToke CcoOOLWEHM nonb3oBaTenb CHavana ayTeHTuduumMpyeT web-cepep (Hanpumep, CcTpaHuua
camoobCcnyxuBaHNs Ha BHYTPEHHEM cepBepe AenaptameHTa UT), ncnons3aysa obbluHbIn web-6paysep n Hekve cyliecTsyoLme
«BepuUTErbHbIE rPaMOTbI».

Mocne atoro nonb3oBaTtenb 3anpaluimBaeT (BblibyMpas ccbinky unm 3anonHss oopMy) NpefocTaBfieHUMe HOBOrO Khwo4va Ans
kpuntomoaynsi. Web-cepsep 6yaeTt Bo3BpallaTh B oTBET coobuieHne <KeyProvTrigger>, cogepxatlee 3HaveHus Client ID, AC
n URL cepsepa DSKPP. 3ta nHdopmaumsa Tpebyetcs Takke cepepy DSKPP; B3aumogeincteue cepsepoB web n DSKPP
BbIXOAMT 3a npeaernbl 3TOro AOKyMeHTa.

| ayTeHTHbMKkaumenr cepsepa |
| |

| ... NPOAONXEHME. . . |

Web- KnuenT Cepsep Web-
6paysep DSKPP DSKPP cepsep
| I | |
|<===-- IIlpocMoTp HTTPS + HeKOT. Op. THMIH AYyTEeHT. [NOJbBB.-——--—-— >|
| I | |
| Hexmit Banpoc HTTP ----—-——————————————————————————————————— >|

| | |

| | |<====m=-mm-mo >
| I | |
|<====mmmmm Orxnuk HTTP c <KeyProvTrigger> |
| I | |
| Tpurrep ---->| [ I
| | | |
| |<-- 1. TLS-corsacoBaHme c --->| |
| |
| |
| |

PucyHok 2. ObmeH DSKPP ¢ Web-aymeHmugpukayued.
CoobueHne <KeyProvTrigger> nepefaértcsa B otknuke HTTP u atoT oTknuk mapkupyetcss MIME-tunom application/dskpp+xml.
Mpepnonaraetcs, 4To web-6paysep HacTpoeH Ha pacno3HaBaHue aToro Tuna MIME; 6pay3ep 3anyckaetcs knveHTom DSKPP n
obecneumnBaet Toro coobuieHnem <KeyProvTrigger>.

Mocne atoro knueHT DSKPP o6pawaetca k cepeepy DSKPP u ucnonb3yet 3HauveHus Client ID n AC (M3 coobuueHus
<KeyProvTrigger>) Tak xe, Kak Oblflo onMcaHo A5 NepBOro NoToka coobLeHnN.

3.2.4. BapuaHmbl

Kak oTmeueHo B npeabigyliem naparpade, nocne crapta NpoToKona KMMEeHT U cepeep MOryT BblbpaTtb 2-X Unu 4-npoxoaHbin
obmeH coobLieHnaMu. 3T BapuaHTbl NPOTOKONa MOAXOAAT ANs pasHbIX CueHapueB pasBépTbiBaHWs. OCHOBHas pasHuua
Mexay 9TVMK BapuaHTaMu 3aKrnioyaeTcs B TOM, YTO 2-MPOXOAHbIN BapuaHT nogaepXuBaeT 4OCTaBKy CyLLECTBYHIOLLEro Knova B
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KpMnTomMoay-nb, a 4-NPoXoAHbIN BKIOYAET reHepauuto Krnya 1 ero cornacoBaHune «Ha nety». B nobom cnyyae oba BapuaHTta
NpoTOKOma MoAdepPKMBAOT BO3MOXKHOCTU anroputMa 3a CYET COrnacoBaHUsi MEXaHU3MOB LUMGPOBAHMS U TUMOB KIHOYen Ha
HayanbHOM 3Tane paboTbl.

3.2.4.1. Kputepuun ncnosnib3oBaH1MA YeTbIPEXNPOXOAHOro BapmaHTa
qupreXI‘IpOXOJJ,HbIVI BapuaHT Tpe6yeTCﬂ Mncnonb3oBaTb NPU BbINOJTHEHUN OAHOIO UM HECKOJIbKMX NepevnCrieHHbIX yCJ'IOBVIVI.

- Monutnka Tpe6yeT, 4yTObLI 0bE y4yacTByouine B pa60Te NMPOTOKOIa CTOPOHbI BHOCUITN BKIa4 B SHTPONUIKO ANA Krko4ya.
Peanusauua Takon MNONUTUKA CHWXKAET PUCK pPacKpbliTUA KhYa B npolecce obecneveHus, NOCKOJ1bKY  KITHOY
reHepupyeTcda Ha OCHOBE€ B3aMMHOrIo cornaweHnsa CTopoH 6e3 nepepgayvun 4yepeas kabenb unu adhmp. CHuKaeTca Takke
PUCK pacKpbITUA nocne obecneyeHnst knwoya, MOCKOJIbKY KIKOY HEe MMeeT yA3BMMOCTU ONid aTakK Ha OoAHYy M3 TOo4ekK
CUCTEMBbI.

- Kpuntomopaynb He nopgaepxuBaeT paboTbl C CEKPETHBIM KITHOHOM'.

- Kpuntomogynb pa3smeliaeTcs Ha yCTPOWCTBE, KOTOPOE HE MMEET HW 3a4aHHOro MpPOU3BOAMTENEM, HU Kakoro-nnbo
MHOrO 3apaHee W3BECTHOro CTOpOHaM Krkoya (Hanpumep, cmapT-kapTbl unu SIM2-kapTbl), HU KnaBuaTyphbl, KoTopas
MOXeT MOCHYXUTb ANsi BBOAA Napons (Tuna KnasmaTypbl MOGUNbHOro TenedoHa).

3.2.4.2. Kputepuu ucnonb3oBaHMUA ABYXNPOXOAHOro BapuaHta
,D,ByXI'IpOXO,D,HbIVI BapunaHT Tpe6yeTc;| ncnonb3oBaTb NMPU BbINOJTHEHNX OOHOIO UM HECKOJTbKMX NepeynCrieHHbIX ycnoavuh.

- [omxkHbl ObITb 0GecneYveHbl MMeroLLmnecst (yHaCJ'IEIJ,OBaHHbIe) KIHO4YM 32 CHET TPAHCNOPTUPOBKM UX B KpuntomMmoaynb.

- Kpuntomoaynb pasmMelyaeTcsi Ha YCTPOMCTBE, KOTOPOE MMEeET 3aaHHbIi MPOU3BOAUTENEM KItOY (TAKOM KIOY MOXET
HaxoOMTbCA Ha CcMapT-kapTe) WM WMHOW BapuaHT 3apaHee W3BECTHOro CTOPOHaM Krtoya (Takow Kh4 MOXeT
pasmeLaTbesa Ha SIM-kapTe) n nogaepxveaeT onepauum ¢ NPUBaTHBLIM KIHOHOM.

- Kpuntomomoynb pasmellaeTtcsl Ha YCTPOWCTBE, KOTOPOE WMEET BCTPOEHHYID KrnaBuaTypy, MO3BOMSOLLYIO
nonb3oBaTesio BBECTM NapoSibHyl pasy, MOMesHyl MpW CO34aHWM  Kioua AnsS  YNakoBKU  Kioden  mpu
pacnpocTpaHeHuu KrYeBoro Matepumana.

3.3. Koabl cocTossHuA

Mpn oTnpaBke WnM MonyyYeHWn coobLleHnsi, B KOTOPOM 3HayeHue aTpubyta Status otnmyHo oT Success unu Continue,
NMPUHATOE MO YMONYaHWIO NoBedeHne (ECrnu HUXe SBHO He yKa3aHO MHOe) 3aknvaeTcs B TOM, YTO KnueHT u cepsep DSKPP
AOMXHbI He3ameanuTensHO npepsaTtb paboty DSKPP. Cepsep u knneHT DSKPP gomkHbI yaanutb BCce CEKPETHbIE 3HaYeHns,
creHepupoBaHHble B npouecce paboTbl oTkadaBwero DSKPP. NoeHTudukaTopbl ceCcuin nocne yCcneLwHoro MM aBapuimiHoOro
3aBeplleHns paboTbl MOryT COXpPaHATbCA B LENAX AeTeKTMPOBaHMSA MOBTOPHOIO WCMONb30BaHUA, HO 3TW COXPaHEHHbIe
naeHTnUKaTopbl HEAOMYCTUMO UCMONBb30BaTh A NOCneayLWUX ceaHcoB paboTkl MpoTokona.

Mo Bo3amoxxHocTu knneHTy DSKPP cnegyeTt nepefaBsaTh Nonb3oBaTtento noaxoasiee coobuieHve o6 owmnbke.
MpuBeOEHHBbIE HUXE KOLbl COCTOSHUSI MPUMEHMMbI A Bcex cooblieHnii DSKPP Response, ecnu siBHO He yKa3aHo MHoe.

Continue - npodosnkeHue
CepBep DSKPP roTtoB Kk npuémy cnegyroulero 3anpoca oT knneHta DSKPP. 3710T kog He MOXeT nepefaBaTbCs B
uHaneHOM coobLieHnun cepsepa.
Success - ycnex
YcnewHoe 3aBeplueHne ceaHca DSKPP. 3ToT kog MOXeT nepefaBaThCs TONbKO B hrHaNbHOM coobLieHmmn cepeepa.
Abort - npepbigaHue
Cepsep DSKPP oTtBepr 3anpoc knveHTa DSKPP 6e3 ykazaHus npuymHbl.
AccessDenied - omka3 e docmyne
Knnent DSKPP He nmeeT NofTHOMOYMI Ha KOHTaKT ¢ 3Tum cepeepom DSKPP.
MalformedRequest - HekoppekmHo chopmMupoesaH 3arnpoc
Cepep DSKPP ctonkHyncs ¢ oTkasom npu pasbope 3anpoca ot knueHta DSKPP.
UnknownRequest - HernoHsIMHbIU 3anpoc
Knnent DSKPP cgenan 3anpoc, KoTopblvi He n3BecTteH cepepy DSKPP.
UnknownCriticalExtension - HerTOHsIMHOE KPpUMUYHOE pacwupeHue
Pacwupenne DSKPP, nomeyeHHoe, kak kputudHoe (Critical), He yganocb MHTepnpeTUpoBaTb Ha NPUEMHON CTOPOHE.
UnsupportedVersion - Henoddepxueaemasi eepcusi
Knnent DSKPP ucnonb3yet Bepcuio npotokona DSKPP, He nopaepxuBaemyto cepsepom DSKPP. 3T1oT kog gonyctum
TONbKO B NepPBOM CO0OLLEHMU-OTKINNKE cepBepa DSKPP.
NoSupportedKeyTypes - Henoddepxxueaemble munsbi Kitoqdel
3T0T KOpA nokasbiBaeT, 4To knueHT DSKPP npeanoxun Tonbko Te TUMbl KNtoYen, KoTopble He NogaepXnBarnTcs cepBepom
DSKPP. 3T1oT koA foNYCTMM TOMbLKO B NEPBOM COOOLLIEHNM-OTKINMKE cepBepa DSKPP.
NoSupportedEncryptionAlgorithms - Hem noddepxusaemMbix afn2o0pPUMMO8 WUPOBaHUsI
3T0T KOA NokasbiBaeT, 4To knmeHT DSKPP npeanoxun Tonbko Te anropMTMbl LWUNGPPOBaHUS, KOTOPbIE HE NOAAEPXKMBAKOTCS
cepsepom DSKPP. 370T ko4 AonycT!M TONbKO B NnepBoM coobLieHnn-otknuke cepsepa DSKPP.
NoSupportedMacAlgorithms - Hem noddepxxusaembix arzopummoe MIAC
OT0T KOO nokasbiBaeT, 4To knneHT DSKPP npeanoxun Tonbko Te anroputmbl MAC, koTopble He noadepXvBaroTcst
cepepom DSKPP. 3T10T ko4 AONYCTUM TOMbKO B NEpBOM CO06LLEHMN-OTKINNKE cepBepa DSKPP.
NoProtocolVariants - Hem eapuaHmoe8 rnpomokoJsia
Knnent DSKPP He npegnoxun Tpebyembii BapyMaHT npoTokona (2-xX unu 4-npoxofHbii). STOT KOA4 OOMYCTUM TOSMbKO B
nepBom coobLieHnn-oTknmke cepsepa DSKPP.
NoSupportedKeyPackages - Hem noddepxueaeMbix K/1H04Ye8bIX naKkemoe
370T KOO nokasbiBaeT, 4to knueHT DSKPP npeanoxun Tonmbko Te dopmaTtbl KMHOYEBOro mnakeTta, KOTopble He
nogaepxueatorcst cepepom DSKPP. OToT kog AonycTM TOMbKo B NepBOM coobLleHun-oTknnke cepepa DSKPP.

'[Na HecMMMeTpUYHOro anroputMma. lpum. rnepes.
2Subscriber Identity Module - Mogynb ngeHTudmkaumMm aboHeHTa.
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AuthenticationDataMissing - omcymcmeyrom OaHHbIe 05151 aymeHmugukayuu

Knnent DSKPP He npepnoctaeun cepeepy DSKPP Tpebyembix Ans 3acBnaeTeNnbCTBOBAaHUSA AAHHbIX.
AuthenticationDatalnvalid - HekoppekmHbI 0aHHbIe aymeHmugukayuu

Knnent DSKPP npegnoxun gaHHble 3acBUAETENLCTBOBAHMSA Nonb3oBaTensi, kotopble cepep DSKPP He mor npoBepuThb.
InitializationFailed - omka3 npu uHuyuanusayuu

CepBep DSKPP He moxeT creHepnpoBaTb KOPPEKTHbIN K4 HA OCHOBE NpeAoCTaBneHHbIX AaHHbIX. [1py nonyyeHun atoro

kopa knneHTy DSKPP cneayet nepesanyctute DSKPP, nockonbKy B HOBOWM ceccun AaHHble MOTyT ObITe MPUHATHI.
ProvisioningPeriodExpired - 3akoH4unocb epemsi obecrneyeHusi

Bpems obecneueHusi, yctaHoBneHHoe cepeepom DSKPP, uctekno. MNpu nonyyeHun atoro koga knueHty DSKPP cnepyeT

Co06LUTL NONb3oBaTENO NPUYMHY OTKa3a Npy MHULManu3aumm Krnoya, a nonb3oBaTterb [AOMKeH 3aperncTpupoBaThes Ha

cepBepe DSKPP ans nHuumanusauum HOBOro Kitoya.

3.4. ba3oBble 3fIeMeHTbI
MpuBeaéHHble Hke pac4€Tbl NpUMeHUMbl Ansa obomx BapunaHTos DSKPP.

3.4.1. JaHHble 3aceudemenibcmeo8aHusl NoJib3o8amerisi
[JaHHble 3acBnageTenbCcTBOBaHMA nonb3oBaTens (AD) cospatTca Ha ocHoBe 3HadeHui Client ID n AC, koTopble nonb3oBaTternb
BBOOUT 40 nepenayn nepeoro coobuieHna DSKPP.

[Mpumeyanue. Monb3osaTtens 06bivHO BBOAMT 3HadYeHus Client ID u AC BpyYHY0 (BO3MOXHO, YTO YCTPOWCTBO MMEET NLlb
undposyto knasmatypy). MNoaToMy MaeHTUdMKaTOpP M KOA4 3a4acTyto NPeAcTaBnsoT CO6OoM KOPOTKME YMCINOBLIE 3HaYEeHUS
(ranpumep, 8 gecATnyHbIX undp). OgHako cepsep DSKPP moxeT reHepupoBaTh niobble 3Ha4eHUs Ha CBOE YCMOTPEHWE.

3.4.1.1. ®opmart Koaa 3acBUAETENbLCTBOBaHUSA
AC npeacrasnsietcs B gpopmate TLV'. Kog BknovaeT no kpanHein Mepe asa TLV 1 MOXeT Takke BKNoYaTb AOMONHUTENbHBIE
TLV, B 3aBMCMMOCTM OT peanusaumm.

Mons TLV onpegeneHbl HUxe

Type (1 cumeon) - mun
LecTHaguaTepuyHbIi CUMBOS, MAeHTUdULMPYOLWKUR TUN nHdopmaumm B none Value.
Length (2 cumeona) - pasmep
[Ba wWwecTHaguaTepuyHbIX CMMBONa, 3ajalolwux pasmep criegywouwero nons Value, koTopbli MoXeT gocturatb 255
cumBornoB. Length = 00 MmoxeT ncrnonb3oBaTbCsi AN TEFOB, HE BKMIOYAIOLLUX MONSA 3HAYEHUS.
Value (nepemeHHbIlU pa3mep) - 3Ha4YeHue
CTpoka wecTHaguaTepmyHbIX CMMBOMOB NEPEMEHHOro pa3mepa, coaepxallas nHdopmaumio ans gaHHoro TLV.
B tabnuue npuBegeHsl TLV, onpeaenéHHble B 3TOM JOKyMeHTe. [pon3Boauteny MoryT UCMONb30oBaTh AOMONHUTENbHbIE TLV
ANs peleHns cneunduyeckmx 3agad ¢ y4éTom Toro, YTo cTaplimin 6uT pomkeH ObiTb yCTaHOBMEH ANs ykazaHns (MpMEHHOro
(vendor-specific) Tuna. B nocneayrowwmx Bepcusax npoTokona MoryT ObiTb onpeaeneHbl AoNoNHUTeNbHble TLV.

Tun| Ums TLV Moddepixkka | [Mpumep ucnonb3oeaHus

1 Client ID | Q0Gg3aTernbHO { "AC00000A" }

2 | Password Qbsi3aTenbHoO { "3582AFO0C3E" }

3 |Checksum HeobsizaTtenbHo | { "4D5" '}

Client ID sBnseTtcs obsasatensHbiM TLV 1 npeactasnseT cobon naeHTndukaTop 3anpaluvsaloLen CTOPOHbI C MakCUMarnbHbIM
pasmepoM 255. 3HauveHve npefcTaBnseTcs B popme CTPOKM LiecTHaguaTepuyHbIX CMMBOMOB, KOTopas uaeHTuduumpyet
3anpoc kntoya. B kayectBe npumepa npegnonoxum, 4to Client ID umeet 3HauyeHne ACO0000A. Torga Client ID TLV B AC
Oynet npeactaeneHo B popme 108 ACO0000A.

O6sizaTenbHoe TLV gns napons (Password) cooepxut ogHOpa3oBbI pa3aensieMblii CEKpeT, KOTOPbI M3BECTEH MOMNb30BATENNHO
n cepBepy obecneveHns. 3HaveHne Password sBRsSieTCA YHUKaNbHbIM W cneayeT UCMONb3oBaTb  CryYaiiHyro
nocnegoBaTenbHOCTL  CMMBOMOB, MOCKONbKY 3TO 3aTpyaHuT yragbiBaHne AC. CTpoka AofkKHa TOMbKO codepxaTtb
LecTHaguaTepuyHble cumeonbl. Hanpumep, ansa naponsa 3582AF0C3E Password TLV 6yaet umets Bug 20A3582AF0C3E.

Heob6sizatenbHoe TLV pgna koHTponbHo cyMMmbl (Checksum) reHepupyeTcsi cepBepoM-aMUTEHTOM W nepepaétcs
nonb3oBaTento, kak yactb koga AC. Ecnu TLV ucnonb3syetcs, 3HadyeHUWe KOHTPOMbHOW CyMMbl AOFBKHO PaCCHUTbIBATbLCS C
ucnonb3oBaHuem anroputma CRC16 [ISO3309]. Koraa nonb3oeatens Beoaut AC, ans HabpaHHon cTpoku cumsorioB AC
BbIYMCNAETCHA KOHTPOmNbHAsA CyMMa W NonyyYyeHHoe 3HadeHune cpasHuBaeTcs ¢ 3agaHHbiM B TLV. ina AC c Teramu Client ID 1
Password, umetowmumm sug 108 ACO0000A20A3582AF0C3E, koHTponbHasa cymma CRC16 6yaet umetb 3HaveHune 0x356, uto
naét Checksum TLV = 334D5. MNMonHas ctpoka AC B aTom cnydae 6yaet umets Bug 108AC00000A20A3582AF0C3E3034D5.

XoTa AaHHas cneumduvKaums pekomeHZyeT WCNonb3oBaTh LUecTHaguaTepuyHble cumBOSbl Tonbko Ans AC Ha ypoBHe
nonb3oBaTenbCKOro nHTepderica NpunoxeHui n aenatb TpunneTsl TLV Henpo3payHbiMK ANs Nonb3oBaTens, Kak NnokasaHo B
npuBeAEHHOM Bbille NpuMepe, pa3paboTyMKM MOFYT AOMOSHUTENbHO BblbpaTh MCNOMb3oBaHWe APYrMX NnevyaTHbIX CYMBOJIOB
Unicode [UNICODE] Ha ypoBHe nonb3oBaTenbCKOro WHTepdenca nNpuUnoXKeHun ¢ y4é€TOM Ccneunduyeckmx MeCTHbIX
TpeboBaHui KOHTekcTa n ypobcTBa umcnonb3oBaHus. Korga Ha ypoBHe MNOMb30BaTeNbCKOro MHTepdenca xenaTenbHO
MCMNOnb30BaTb OTNINYHbIE OT LeCTHaauaTepUYHbIX CUMBONbI (Hanpumep, apyrue neyatHole cumeonbl US-ASCII nnu cumBonsl
WHBIX 93bIKOB), TPebyeTca ncnonb3osatb SASLprep [RFC4013] aona Hopmanu3aummn nonb3oBaTenbCKoro BBOAA Nepes Tem, Kak
npeobpa3oBaTb €ro B CTPOKY LLUECTHaALaTepnyHbIX CUMBOIOB. Hanpumep, ecnv npunoXxeHne no3BonseT NCnonb3oBaTth nobbie
neyatHble cumBosbl US-ASCII n cumsonel pacwmpeHnHoro koga ASCIl gna nonewn Client ID n Password, gns nona Client ID
ycTaHaBnueaeTcsa 3HadyeHne myclient!D, a gna nons Password - mYpas&#rD, nonb3oBaTtens OyaeT BBOAWUTL C KraBuaTypbl
(vru mHbIM cnocobom) Client ID = myclient!D un Password = mYpas&#rD B pasgenbHbix nonsx ¢opMbl UM B COOTBETCTBUMN C
WHCTPYKUMSMK npoBangepa. lNpuknagHow ypoBeHb, obpabaTbiBaloLiMi NoMb3oBaTenbCKkU BBOA, AOMXKEH npeobpas3oBaTb
BBeAEHHble Mofb3oBaTenieM CTPOKM ANA  WCNOMb3oBaHWA B npoTokone. B pesynmbTate nonyuntca  cTpoka
1146D79636C69656E7421442126D5970617326237244 (oTmMeTuM, uTo B aToM npumepe Checksum TLV He ncnonb3yetcs).

'"Type-Length-Value - Tun-pasmep-3HayeHue.
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Hwxe npuBeneHo 6onee nogpobHoe onncaHve npumepa.

Mpeanonoxum, 4yto HeoGpaboTaHHoe none Client ID nmeeT sHayeHne myclient!D".

3HaueHue Client ID B ¢oopme MMEH CMMBOSOB GyAEeT UMETH BUA!:

U+006D cTpouHast JaTHMHCKasl GyKBa
U+0079 cTpouHast JaTMHCKast B6yKkBa
U+0063 cTpouHast JaTMHCKast B6yKkBa
U+006C cTpouHast JaTMHCKast GyKkBa
U+0069 cTpouHast JaTMHCKast GyKkBa
U+0065 cTpounast saTuMHCKast GykBa
U+006E cTpouHasl JaTMHCKast GykBa
U+0074 cTpouHast jJaTuMHCKast GykBa
U+0021 BockMuaTeNbHHN 3HaAK (!)
U+0044 npommcHas JaTHMHCKas 6yksa D

B kogmpoeke UTF-8 none Client ID nmeet Bua 6D 79 63 6C 69 65 6E 74 21 44.

Pa3mep 3HaueHus Client ID B wecTHaguaTepnyHom copmaTte paseH 14 (20 wecTHaguaTepuyHbIX CUMBOOB).

HZEBHP QKR

TLV-npeacrtaenenue ansa nons Client ID umeet Bua;

1146D79636C69656E742144
HeobpaboTtaHHoe 3HauyeHne Password nveeT Bug mYpas&#rD.

3HaueHune Password B bopme uméH cumeonos 6yaeTt umeTb BUA;

U+006D cTpouHas JaTMHCKkas 6ykBa M
U+0059 mpommcuas maTuMHCkass 6yksBa Y
U+0070 cTpouHast jJaTuMHCKass 6yksBa P
U+0061 cTpouHast JaTMHCKast 6ykBa A
U+0073 cTpouHast JaTMHCKast 6ykBa S
U+0026 cmMBON amMnepcanpga (&)
U+0023 suak byura (#)

U+0072 cTpouHast jJaTuMHCKast 6ykBa R
U+0044 npommcHass naTmMHckass 6yxkBa D

B koguposke UTF-8 none Password nveet Bua 6D 59 70 61 73 26 23 72 44.
Pa3mep 3HauyeHus Password B LiecTHagLaTepuyHoM popmarte paBeH 12.

TLV-npeactaBneHune ana nonsa Password nveet Bug

2126D5970617326237244
Mocne o6beanHerus nonein Client ID n Password none AC 6ygeTt nmeTb Bug

1146D79636C69656E7421442126D5970617326237244

3.4.1.2. Pac4€T gaHHbIX 3aCBUAETENbLCTBOBaHMUSA NOJNb3oBaTens

HaHHble 3acBuaeTenbcTBoBaHua (Authentication Data) skntovatoT Client ID (n3snekaetcst us AC) n 3HayeHue, nonyvyaemoe 13
AC Ha ocHoBe npeobpa3soBaHus (obwwee onucanne gpyHkumn DSKPP-PRF npuBeaeHo B naparpade 3.4.2, a B NMpunoxexHun D
naHo onncaHme DSKPP-PRF-AES)

MAC = DSKPP-PRF(K_AC, AC->ClientID||URL_S||R _C||[R_S], 16)
B 4-npoxogHom BapuaHTe DSKPP kpuntomogyns ucnonb3dyet R_C, R_S n URL_S ans pac4éta MAC. URL_S - ykasatenb
URL, koTopbii knueHT DSKPP wcnonbdyeT ana koHTakta ¢ cepsepom DSKPP. B 2-npoxogHom BapuaHte DSKPP
KpunTomoayrb He nMmeeT goctyna k R_S, noatomy ans sblumncnenns MAC ucnonesyetcs Toneko R_C B kombuHaumm ¢ URL_S.
B o6ounx cny4dasx s3HaveHne K_AC pomkHo nony4vatbcs u3 AC->password ¢ nomoulbto npeobpasoBanusi [PKCS-5]:

K_AC = PBKDF2 (AC->password, R C || K, iter_count, 16)
HomKHO MCnonb3oBaTbCs OAHO U3 CReayloLWwmx 3HaveHun K:

a. 4-npoxoAHbl BapuaHT:

- OTKpbITbI kntod cepBepa DSKPP (K_SERVER) wnu (B BapuaHTe C 3apaHee M3BECTHbIM pa3fensemMbiM
KIMOYOM) KIHOM, M3BECTHBIN knneHTy u cepeepy (K_SHARED).

b. 2-npoxogHbIn BapuaHT:
- OTKpbITbIN KMoy knueHTa DSKPP nnn oTKpbIThIN KoY yCTPOWCTBA, €CNN AOCTYNEH cepTUdUKaT YCTPONCTBA;
- W3BECTHbIN KNUEHTY n cepaepy kniod (K_SHARED);
- KoY, Co34aHHbIN M3 NapofibHon dopasbl.

CuéTumk ntepaumi iter_count gormkeH umetb 3Ha4yeHne He meHee 100 000 3a vcknOYeHMEM OBYX NMOCNEOHNX BapuaHToB 2-
npoxogHoro pexuma (korga B kadectBe K mcnonb3dyetca K_SHARED unu kntod, co3gaHHbIn M3 napornbHow dpasbl), koraa
AOJDKHO 1CMNOoNb30BaThCs 3HadeHue iter_count = 1.

3.4.2. Heo6pamumasi nceedocnyyaliHass pyHkyusi DSKPP - DSKPP-PRF

HesaBucumo ot peann3oBaHHOro BapuaHTa NpoTokKona CyLlecTByeT Tpe6OBaHI/Ie K KpVII'ITOFpaCbl/NeCKOMy npumMmnTnBY, KOTOprI7I
onpepenaet getepMmHMposaHHoe npeo6pa30|3aHv1e CEKpPEeTHOro Kriro4a kK un CTPOKM OKTETOB NepemMeHHOro pasmMmepa B 6I/1TOByIO
CTPOKY 3afiaHHOro pasmepa dslLen.

OTOT NPUMMUTUB JOSKEH YAOBINETBOPATbL TEM Xe TpeGOoBaHMSIM, YTO U (PYHKUMS X3LWMPOBAHUA C KIHOYOM - OH AOJTKEH
NpvHUMaThL Ha BXode AaHHble NPOU3BOSBHOMO pasmepa U reHepupoBaTb pesynbTaT, KOTOpbli He MOXeT GbiTb 06palLéH 1 He
MMeeT KONMu3uii (onpegeneHns aTyx TepPMUHOB MOXHO HalTK B dokymeHTe [FAQ]). Bonee Toro, pesynbtat paboTsl NpumMnTHBa

'B opuruHane own6o4Ho ckazaHo myclient!ID. Mpum. nepes.

11 www.protokols.ru



https://www.protokols.ru/

dHUMKNoneana ceTeBbIX NPOTOKONOB MepeBon RFC 6063
OOImKeH ObITb HenpeackasyemMmblM aXe B TeX criydadax, Koraa n3BecCTHbl pe3ynbTaThbl npeo6paaoBaHV||7| ApYyrnx BXoAHbIX AaHHbIX
C TeM XXe KITHo4oM.

C TOuYkM 3peHus aton cneuudpukauum DSKPP-PRF npeacrtaBnsieT coboii hyHKUMIO-»HEPHBIA SALIMKY, KOTopas NpUHMMaeT
BXOAHblE [aHHble, TeHepupyeT MnceBOoCNyvYanHoe 3HaveHne u MoxeT ObiTb peanusoBaHa nobbIMM  NOAXOAALLMMM
kpunTtorpaduyeckummn metogamu. B MNpunoxenun D aaHbl ABa npumepa peanusauun DSKPP-PRF.

DSKPP-PRF (k, s, dsLen)

Bxogn;:
k CEKpEeTHbIV KIoY B (OPME CTPOKN OKTETOB;
s CTPOKa OKTETOB NepeMeHHON ANMWHbI, coaepallasi TPOM3BONbHbIE AaHHbIE, ONpeaensiowue CTPOKY Ha BbIXOAE;

dsLen >xenaembli pasmep pesynbTtarta.
Bbixoa:
DS ncesaocnyvanHasi cTpoka pa3amepoM dsLen okTeToB.

[ns uenen aToro AOKyMeHTa pa3mep CEKPETHOro Kroya k gosmkeH ObiTb He MeHee 16 OKTeTOoB.

3.4.3. Aneopumm xawupoeaHusi coobuweHulii DSKPP

Mp nepepaye ceoero nocregHero cooblleHns B ceaHce paboTbl npotokona cepBep DSKPP reHepupyet kog MAC, KoTopbli
UCMonb3yeTcsl KMMEHTOM Ansi noaTeepXaeHns krova. Pacyét MAC pomkeH BKMOYaTh X3LU-3HAYEHUS Ast BCEX COOOLLEeHUiA
DSKPP, nepegaHHbIX KITMEHTOM 1 CEPBEPOM B AaHHONM TpaH3akuun. YTobbl paccuntaTb xalWw-3Ha4veHus ans koga MAC gaHHom
nocnepoBaTtenbHocTy coobeHnn DSKPP msg_1, ..., msg_n, AOMKHbI ObITb BbINOMHEHbI CreayloLmMe onepaumm:

a. bepéTtca nocnegoBatenbHocTb coobuweHnn DSKPP, cogepxaliasa Bce coobueHnss Request n Response, He Bknoyasi
JaHHoe coobLLieHNe.

b. [MNepenaHHble NOBTOPHO COOBLLIEHMS UCKMIOYAIOTCA U3 NocreqoBaTenbHOCTH .
c. CoobueHus 06beanHATCA B O4HY CTPOKY (KOHKaTeHaumsl).

Mony4yeHHas cTpoka XawWwnpyeTcs ¢ ucnonb3oBaHuem anroputma SHA-256 B cootBetcTBum ¢ [FIPS180-SHA].

4. Ucnonb3oeaHue YyembIpexrnpPoxoOHO20 eapuaHma

B aTo pasgene onucaHbl MeTOoAbl M MOTOK COOOLLEHMN, KoTopble 06pa3sytoT 4-npoxoAHbin BapuaHT. Pabota DSKPP B atom
BapuaHTe 3aBMCUT OT MeXaHM3Ma COrflacoBaHUS KNOYen mexay KNMeHToM 1 cepBepoM.

4.1. MexaHn3mM cornacoBaHus Krro4a
Onsa 4-npoxogHoro DSKPP cMMMeTpUYHbIN KItod, SABNSOLWMIACA Lenbio obecneyeHmnsl, reHepupyeTcst «Ha nety» 6e3 nepegayn
ero mexay knueHTom u cepeepom DSKPP. MoTok AaHHbIX U pac4€Tbl onucaHbl HUXe.

4.1.1. Mlomok GaHHbIX
I'Ip00T017| MNOTOK AaHHbIX Npu reHepauuun Krn4a B 4-I'IpOXO,EI,HOM BapuaHTe NpoTOKOs1a Nokas3aH Ha pUCyHke 3.

T + R e E e PP P e +
| Fomm - + | | |
| | Kimou cepsepa | | | |
| +<-| oTkpETEIT |------ Do P e L L L Fo——————— + |
I I | cexpernsit | | | | 1
I 4= + | | | (|
(| | | | | (|
| v v | | v A\ |
| | +===———————= + | | Fo—m—- + 11
| | |pacumppoBka|<-—----- <—=——=———————— <-—=-——=——-- | mmppoBxal | |
| | +==——————— + | | t-—m- + 11
(| | 4= + | | ~ (|
(| | ICnyu. sH.| | | | (|
[ | | cepeepa |--->------------- >-———-- + - + ||
1 | +===————- + | | ICayu. smau| | |
[ | I I | | | xamenra | | |
(I | I I | | == + 1|
(| | | | | | | (|
(| v v | | v v (|
(| Fo—m + | | 4= + (|
| +-->| DSKPP PRF | | | | DSKPP PRF |<----+ |
| o + | | +=—mmm—— e + |
| | | | | |
| v | | v |
| Fom————— + | | o + |
| | Kmou | | | | Kmou | |
| tmm————— + | | tom———— + |
| - + | | to————— + |
| |Key Id |-------- So——mmm - S>——-—-= |Key Id | |
| o + | | o + |
e e E LT + T e L PP +
Cepeep DSKPP Knuenr DSKPP

PucyHok 3. Cxema nomokos 0aHHbIX npu 2eHepayuu kmoya DSKPP ¢ ucrnonb3oeaHuem
OMKPbLIMOEZ0 KIto4Ya cepeepa.

'MonyyeHHasi B pe3ynbTaTe NocnegoBaTenbHOCTb AoMmkHa YepegoBaTb coobweHns DSKPP Request 1 DSKPP Response.
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MepeBoa RFC 6063 OHUMKNoneauna ceTeBbIX MPOTOKONOB
BkntoveHne paByx cnydamHbix 3HadeHun R_S n R_C B npouecc reHepauuu knova obecnedvmBaeT o6evM CTOpoHam
(kpunTomogynto n cepeepy DSKPP) rapaHTuio Toro, 4to kaxabln 6yaet BHOCUTb hakTop Cry4anHOCT B CO34aBaeMbIv KIOY U
Koy ByaeT yHuKanbHbIM. BkroyeHne kntoda wudposanus (K) rapaHTupyeT npedotepalleHne MITM-atak', a Takke oTnvyve
Krtoya, nony4yaemMoro Kpunrorpaduyeckmum Mogynem oT KIkoya, XpaHsLerocs Ha nermtumHom cepsepe DSKPP.

Xota R_C u aBngeTcsa nceBAocry4YanHom CTPOKOW, KOHLENTyanbHO €€ MOXHO paccMaTpuBaTh, Kak COCTOSILLYIO U3 OBYX YacTen
-R_C1unR_C2, rae R_C1 reHepupyeTcs B npouecce paboTbl npoTokona, a R_C2 moxeT 6biTb co3aaHa 3apaHee Uu 3arpyxeHa
B KpunTomoAynb OO €ro nepejayv nonb3osaTtento. B atom cnyvae cnepyeTt obecneyvBaTtb YHWKaNbHOCTb BTOPOW 4acTtu
(R_C2) ans kaxxgoro Kpuntomoayns.

Yenosek, yyactBytowmii B MITM-aTake (C NOMOLLbIO MOBPEXAEHHON KIIMEHTCKOW MporpamMmbl WAM MpU  OWIMOOYHOM
NOAKIMIOYEHUN K OPYrOMy cepBepy), MOXeT MpeacTaBUTb KPUMTOMOAYMIO CBOW OTKPbITHIN KMoY. OTO MO3BOMUT aTakyloLlemy
y3HaTb knueHTckyto Bepcuto knoya K_TOKEN. OgHako 3noyMmbllLNeHHMK HE CMOXET NOMyYuTb OT NIErMTUMHOIO cepBepa TO Xe
camoe 3HayeHne ana K_TOKEN, nockoneky K_TOKEN BbluMcngeTca ¢ npyMeHeHneM OTKPLITOro Kmw4a, a 3ToT koY byaet
OTNMYaTbCH Yy aTakylowero n cepsepa (MNn e aTakylLMi He CMOXEeT paclimdpoBaTb MHGOPMAaLMIO, MOMYYEHHYIO OT
knveHTa). lNMocKomnbKy aTakylowWMn yXKe «HE HaxoaWTCs MeXAy KIMMEHTOM M CepBepoM», Te CMOryT onpenenvTb, YTO OHU
«PAaCCUHXPOHM3MPOBAHbI», Kak TOMbKO MOMbITAlOTCA BOCMONb30BaTbCA CBOMMM Kiovamu. B cnyyvae pacwwudposkn R_C ¢
kntoyom K_SERVER BaxHo npoBepuTb, 4To K_SERVER geicTBUTENBHO ABMASIETCA KIHOYOM NermtTuMHoro cepeepa. OgHum um3
cnocoboB SBMSETCS He3aBWCMMas MpoBepka BHOBb co3gaHHoro knoda K_TOKEN uepes cooTBeTCTBYHOLLYIO Cnyxby Ha
cepBepe (Hanpvmep, C UCMONb30BaHWEM KaHana, OTIIMYHOro OT TOro, KOTOPbIV NMPUMEHSIETCA ANSA reHepauun Krtova).

4.1.2. Pacyém
B 4-npoxogHom DSKPP knueHT u cepsep 6yayT reHepupoBathb kntoum K_TOKEN n K_MAC Ha ocHoBe knto4ya obecrneyeHusi
(K_PROV), ucnonesys DSKPP-PRF (cm. naparpacd 3.4.2), kak nokasaHO Huxe

K_PROV = DSKPP-PRF (k,s,dsLen)
roe

k=RC
(T. . cekpeTHOe cny4yanHoe 3Ha4yeHve, BolbpaHHoe knneHTom DSKPP);

s = "Key generation" || K || R_S
K - knto4, npumeHsembin ans wudposaHma R_C n R_S, - cnyyanHoe 3HaveHue, BbibpaHHoe cepsepom DSKPP

dsLen = (xenaemini pasmMep K PROV, B xOoTOpOM mepBas nojioeuna sagaér K MAC, a Bropast - K_TOKEN)

3HaueHna K_TOKEN 1 K_MAC co3gatotca Ha ocHoBe K_PROV

K_PROV = K MAC || K_TOKEN
Mpn pacyéte K_PROV cosgaHHble knoum K _MAC un K_TOKEN m™oryr nogBepraTbcs onpefensieMbiM anroputMomM
npeobpa3oBaHusiM nepes TeM, Kak MCMonb3oBaTb B KadecTBe Kn4va BblbpaHHoro tuna. OAHUMM M3 MPUMEPOB TaKOro
npeobpa3oBaHns ABNSIeTCA NpuBeaeHne K YETHoCTM ans kntodven DES.

OTMETUM, YTO STOT PaCUET BbINOSTHAETCSA TOMLKO Npu 4-nNpoxogHom BapuaHte DSKPP.

4.2. [NloToK cooOLeHnn
MoTok coobLueHnn 4-NPOXOAHOro BapuaHTa BKoYaeT ABa oOMeHa:

1: Mpoxog 1 = <KeyProvClientHello>, Mpoxopa 2 = <KeyProvServerHello>
2: Mpoxop 3 = <KeyProvClientNonce>, Mpoxog 4 = <KeyProvServerFinished>

B nepBoit nape coobLLEHWI cornacyroTcs Kpuntorpadguyeckue anroputMbl U BbINONHseTca obmeH nonce. BTopasi napa
COOBLLEHNI CNYXWT AN OpraHu3aLmy CUMMETPUYHOTO KIoYa C UCMOoNb30BaHMEeM B3aUMHOIO COMMaLLEHNUsl CTOPOH O KItoyax.

HasHauyeHue n cTpyKTypa kaxagoro coobLieHus onucaHbl Huxe. Popmat XML v npumMepsbl AaHbl B pasgene 8 u MpunoxeHun B.

4.2.1. KeyProvTrigger

Knuenr DSKPP Cepeep DSKPP

[<---1 AD, [DevicelD],
[KeyID], [URL_S]

«TpurrepHoe» coobLieHne asnaeTca HeobasaTensHbIM. Cepep DSKPP nepepaét Takoe coobuieHne nocne BbIMONHEHUS
Nno aBTOHOMHOMY KaHarny nepeyncrieHHbIX HUXe OeACTBUNA.

1. Tonb3oBaTenb HanpaensieTca ero 6pay3epom Ha web-npunoxeHune, obecneyvBatollee KoY U NOANUCL ANs HEro
(ayTeHTUmnkaums).

Monb3oBaTenb 3anpalmnBaeT K.

Web-npunoxeHne obpabaTbiBaeT 3anpoc v Bo3BpallaeT nonb3osatento kog AC (Hanpumep, B OTBET Ha 3anpoc
perncTpauum B 3almiléHHon web-ceccun).

4. Web-npunoxeHve nonyydaet kog AC oT nonb3oBaTens (BO3MOXHO, MOCPEACTBOM 3anpoca Ha BBOA4 Koda B C
ucnons3oBaHvem web-dopmbl unu Beibopa nons3osartenem ykasatens URL, B koTopebin BcTpoeH koa AC).

Web-npunoxeHne nonyyaeT gaHHble ayteHTudukaumm (AD) ns AC, kak onucaHo B naparpade 3.4.1.

Web-npunoxerne nepegaét AD u, BoaMoxHo, DevicelD (aeHTMdMUMPYET KOHKPETHOE YCTPOMCTBO, AJI KOTOPOro
Oynet npepgocTtaBnATbes kntod) nvunm KeylD (naeHTudmumpyeT knioy, kotopbin 6yaeT 3ameHéH) cepsepy DSKPP.

HasHayeHune coobuieHns

'Man in the middle - GykB., «4enoBek nocepeanHer. MepexeaT M UBMEHEHWE JaHHbIX C y4acTMeM Yyenoseka. [Tpum. nepes.
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Hayarno cearHca DSKPP. Cepsep DSKPP ucnonb3yet 310 coobLieHne ans Toro, 4Tobbl MHMLMUPOBATL Nepeaayvy nepeoro
coobueHna DSKPP npunoxeHnemM Ha KIMEHTCKON CTopoHe. [na npeaocTaBneHns cucteMe obecneyenunst knoven cnocoba
nepepayn URL cepeepa DSKPP knuneHty DSKPP.

Takum nyTém cuctema obecneyeHus Krnoyen MoxXeT ykasaTb knmeHTy DSKPP Ha KOHKpPETHbIN KpMnTomMoay-b, KOTOPbIA 6bin
3apaHee CKOH(purypmpoBaH Ha cepepe obecneyeHmns Knoyamm .

Mpwn 0BGHOBNEHUN KNtodeln Ans naeHTUdUKaLMM 3aMeHSIEMOrO Krtoya.

Y10 cogepxumtcsa B coobLleHnmn

HDomxkHo obecneunBaTtbcs 3HadeHne AD, yTobbl obecneuntb cepBepy DSKPP B0O3MOXHOCTb 3acBMOeTENbCTBOBaHMS
KIeHTa [0 3aBeplLueHns ceaHca paboTbl NpoTokona.

MoxeT Bkntovatbcs 3HaveHue DevicelD, nossonsiouwiee nporpamme obecneveHus kniovamu cBsi3aTb npenocTaBnsiemMbIn
KN4 C KOHKPETHbIM yCTpOVICTBOM.

MoxeT BKntovaTbecs 3HaveHne KeylD, nossonsowee nporpamme obecneyeHms Knovyamm naeHTMguumnpoBaTb 3amMeHseMbli
KoY (Hanpumep, B crnyvae 0OHOBIEHWST KIto4a).

MoxeT BkntoyaTbcsa 3HadeHue Server URL, nossonsiowee nporpamme obecneveHus kniovamu ykasatb knmeHty DSKPP
cepBep, C KOTOPbIM HYXXHO KOHTaKTUpPOBaThb.

4.2.2. KeyProvClientHello

KnmenT DSKPP Cepeep DSKPP

SAL, [AD],
[DeviceID], [KeyID] -——>

Mpu nepBom nopkntoyeHun knveHta DSKPP k cepBepy DSKPP knueHT pgomkeH nepefatb cHadana cooblueHune
<KeyProvClientHello>. 310 coobLieHne MoxeT ObITb Takke NepefaHo KNMeHToM B oTBET Ha <KeyProvTrigger>.

YT0 conepxuTca B coobuieHuu

Cnncok aTpubytoB GesonacHoctn (SAL'), Bkniovaembii B <KeyProvClientHello>, comepxut komGuHauum Bepcuin u
BapuaHtoB DSKPP, copmaTtoB knioyeBbIXx MNakeToB, TUMOB KMIOYEW W KpunTorpaduyeckmx anropuTMoB, KOTOpble
nopgaepxuveaet knneHT DSKPP, yka3biBatoLme NpeanoyTeHns KnmeHTa ()kenaemblil BapyuaHT yKa3biBaeTCHa NepBbiM).

Ecnu coobuweHuto <KeyProvClientHello> npeawectsoBano coobuieHne <KeyProvTrigger>, B <KeyProvClientHello>
AOMXHbI ObITb BKIoYeHbl 3HadeHne AD, DevicelD w/vnu KeylD 13 cooblueHus-Tpurrepa.

Ecnu coobwennio <KeyProvClientHello> He 6bino nHmummposaHo coobueHnem <KeyProvTrigger>, B <KeyProvClientHello>
MoxeT ObITb BKMtoveHo 3HayveHue DevicelD, koTopoe usBectHo u cepepy DSKPP, a Takke ngeHtudumkatop kniova, paHee
npeaocTaBneHHoro cepeepom obecneveHns DSKPP.

[NpmeYaHus ang NpunoXxeHum

Ecnn aTtomy cooblieHunio npewectasyeT Tpurrep <KeyProvTrigger>, y NpunoxeHns yxe nmeeTtcs AOCTynHoe 3HadveHne AD
(cm. naparpad 4.2.1). OgHako, ecnu nepepn coobuieHnem He Obino nepegaHo Tpurrepa<KeyProvTrigger>, npunoxeHue
AOIMKHO MNOMy4nTb 3HAYeHWe Kofa 3acBMAETENbCTBOBAHMA Monb3oBaTens (BO3MOXHO, 3anpawwvsas y Toro Beog AC
BPYYHYIO - HanprumMep, ¢ MCNONb30BaHNEM LM pOoBOW KnasnaTypbl).

MpunoxeHne AOMKHO Takke co3fatb AaHHble ayTeHTudukaumm (AD) n3 koga AC, kak onucaHo B naparpade 3.4.1, n
COXpaHUTb 3TV JaHHbIe ANs UCNonb3oBaHus B criegytowem coobueHnm <KeyProvClientNonce>.

Kak cepeep DSKPP ucnonb3yeT 310 cooblieHne

Cepeep DSKPP 6yaet uckatb B coobLieHnn noaxoasailyto kombuHaumio sepcun DSKPP, BapuanTa (B gaHHom cnyyae 4-
NPOXOAHOro), hopMata Kr4YeBOro nakeTta, Tuna Kroda n Habopa kpuntorpadpudeckux anroputmoB. Ecnn atpnbytel SAL
knneHta DSKPP He cooTBETCTBYHOT BO3MOXHOCTSAM cepBepa DSKPP nnu He ygoBneTBopsitoT TpeboBaHMsAM K 0becneveHnto
kntoyamu, cepep DSKPP 6ypet yctaHaBnuBatTh Anst atpubyTta Status 3HauveHume, otnmyHoe ot Continue. [Mpu
0oGHapy>XeHUn cooTBETCTBUSA ycTaHaBnueaeTcsa Status = Continue.

Mpu BknioveHun B <KeyProvClientHello> 3Havenuni AD, DevicelD n KeylD cepsep DSKPP 6yaet npoepsats mx. Ons
cepeepa DSKPP Heponyctumo npuHumatb 3HadeHnuve DevicelD, ecnu atoT cepBep He nepepasan DevicelD B
npegwecTByloLEemM TpurrepHom coobueHun. OTmeTum Takke, 4to knneHT DSKPP Bnpase nHuummpoBats ceccuio DSKPP
6e3 nonyyeHuss oT cepBepa TpurrepHoro coobuweHns <KeyProvTrigger>, HO B 3TOM criyyae Bocnpusitue noboro
npeactaeneHHoro 3HayeHust DevicelD Hepgonyctumo ansi cepeepa DSKPP, ecnn y Toro HeT AoCTyna K yHUKaNbHOMY
Kntodvy (KoTopblii ByaeT ncnonb3oBaTbCA NPOTOKONOM) ANst uaeHTUdMKaLMm yCTponCTBa.

4.2.3. KeyProvServerHello

Knuenr DSKPP Cepeep DSKPP

<--- SAL, R S, [KI],
[MAC]
Cepeep DSKPP 6yaet nepenaBaTb 370 coobuleHne B oTBeT Ha <KeyProvClientHello> nocne toro, kak 6yayT NpocCMOTpPEHbI
kombnHauum Bepcun DSKPP, BapuaHTa (B AaHHOM crny4yae 4-npoxoAdHoro), chopmaTa KnioYeBOro naketa, Tuna knioya u
Habopa kpunTorpaduyeckux anroputmoB. Ecnu nogxogsiieit kombuHaumm He OyneT HailgeHo, cepsBepy crieayet
nepenaeatb COOGLLEHNE CO CTATYCOM OTKa3a.

HasHnaveHune cooblieHus

'Security Attribute List.
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C nomoLupbto 9Toro coobLueHns 3agaéTcs KOHTEKCT AN NPoTokonbHow ceccun. Kpome Toro, cepeep DSKPP ncnonb3yet ato
coobLlleHre Ons nepefayn CriydyamHOro mapkepa nonce, KOTOpbI TpebyeTcs Ha KaXaon CTOPOHE NS COrmnacoBaHust
o6uwero cummeTpuyHoro krtoda (K_TOKEN).

Y10 cogepxuntcs B coobLieHmmn

ATpnbyT cTaTyca aKBUBaneHTEH Koay, BO3BpaLlaeMomy cepBepomM B oTBeT Ha <KeyProvClientHello>. Ecnn cepsep Hawén B
cnucke SAL noaxopsawmin Habop aTpubyToB, OH ycTaHaBnmBaeT ctatyc Continue n Bo3BpaluaeT cnucok SAL (BbibupaeTtcs
u3 cnucka SAL, nonydeHHoro B coobuweHun <KeyProvClientHello>). Cnucok SAL ot cepsepa 3agaét Bepcuio DSKPP u
BapuaHT npoTokona (B 4aHHOM cryyae 4-npoxoAHbIi), TUM KMoya, Kpuntorpaduyeckne anroputmbl a oopmaT KIHYEBOro
nakeTa, KOTOpble KIMEHT JOMKEH 1CMOoNb30BaTh B OCTABLLUENCS YacTU NPOTOKONbHOW CECCUM.

CnyyaiiHbii Mapkep nonce (R_S) ans vcnonb3oBaHWsl Mpy reHepauMy CUMMETPUYHOMO KIlova NyTEM COrnacoBaHus.
Pasmep R_S MoxeT 3aBuUCeTb OT BbIGpaHHOO TuMa Kntoya.

Kniou (K) 6yget mcnonb3oBatbes knneHToM DSKPP ans wmdpoBaHWs KNMEHTCKOrO 3Ha4YeHMs nonce, BKIOYaeMoro B
<KeyProvClientNonce>. K aBnsetca oTkpbiTbiM knodom cepBepa (K_SERVER) wnu u3BecTHbiM 06enMm CTOpOHaMm
cekpeTHbIM kntodom (K_SHARED).

Ecnu kntoy 6yneT o6HOBNATLCH, AOMKHO NpucyTcTBOBaTh 3HavYeHne MAC, uytobbl knueHT DSKPP mor y6eamTbes, UTO Koy
Ha 3aMeHy Nony4YeH OoT JOBEPEHHOro cepaepa. ATo 3HaveHne MAC JOMXKHO paccuMTbIBAaTbCA C UCMOMb30BaHUEM (DYHKLNN
DSKPP-PRF (cm. naparpad 3.4.2) n BxogHow napameTp k AOMmKeH NpeAcTaBnaTbh MMETb 3Ha4YeHVe CyLLECTBYHIOLLIErO Kroya
MAC - K_MAC' (1. e., 3HaueHue krtova MAC, koTopoe CcyLlecTBOBarno A0 3TOro NPOTOKOSIbHOIO CeaHca; peanunsaums MoXxeT
3apaBaTtb B kadectBe K_MAC' 3HaueHue 3ameHsemoro K_TOKEN), a B kadecTBe BxOAHOro napametpa dsLen pomkHo
MCMnonb30BaTbCA 3Ha4YeHue pasmepa R_S.

Kak knneHT DSKPP ncnonb3yeT 310 coobLleHne

3HaueHuve aTpunbyTa Status, oTnnyatoweecs ot Continue, roBoput 06 oTkase n knueHT DSKPP gormkeH npepeaTth ceaHc.

Ecnu ycnelHoe BbINOMHEHME NPOTOKOMa NPUBOAUT K 3aMEHE CYLLIECTBYIOLLIENO KIoYa Ha 3aHOBO CreHEPUPOBAHHbIW, KITMEHT
DSKPP gomxeH npoBepuTb 3HadeHue koga MAC, npeacraeneHHoe B coobueHnn <KeyProvServerHello>. Knnent DSKPP
pomkeH npepaTb ceaHc DSKPP, ecnn 3HayeHne MAC He yganocb nNpoBepuTb, U AOJKEH B 3TOM Cryvae yaanuTb Bce
MapKepbl honce, Koy U/Mnm cekpeTbl, CBsA3aHHbIE C 3TUM CEaHCOM.

Ecrm Status = Continue, kpuntorpadgmyecknii Mogynb TreHepupyeT cnydarHoe 3HadeHne R_C, wucnonb3ys
KpunTtorpaduyeckuii anroputM, 3agaHHbii B SAL. Pasmep nonce R_C 6ygeT 3aBuceTb OT BbIGpaHHOro Tuna Krtova.

3HaveHve R_C wudpyeTtcs ¢ ucnonssosaHuem kntova K n anroputma, 3agaHHoro B SAL.

MeTopa, koTopbi knueHT DSKPP gonkeH ncnonb3oBaTtb Ans wndpoBaHms R C

Ecnun K aksuBaneHteH K_SERVER (7. e. oTkpbITOMY Krtouwy cepBepa DSKPP), moxeT ncnonb3oBatbcs cxema wndpoBaHus
RSA u3 PKCS #1 [PKCS-1]. MNpn K sksuBaneHtHom K_SERVER kpuntorpadmyeckomy monynio crepgyeT NpoOBEpPUTb
cepTudmKaTt cepeepa A0 Havana ero ucnonb3oBaHus ans wudgposanus R_C, kak onucaHo B naparpade 3.1 [RFC2818] n
[RFC5280].

Ecnn K aksmBaneHteH K_SHARED, knueHt DSKPP moxeT ucnonbsoBaTb dyHkumio DSKPP-PRF ans obecneyeHus
HEe3aBMCUMOCTM OT APYrnx anroputmos. B atom cnyyvae knueHT ncnons3dyet K_SHARED B kavecTBe BxogHoro napametpa k
(K_SHARED cneayeT ucnonbs3oBaTtb TONbKO A 3TOr0).

dsLen = len(R_C)
roe len - pasamep R_C.
DS = DSKPP-PRF (K_SHARED, "Encryption" || R_S, dsLen)
3710 BbipaxeHune OyaeT gaBaTtb nceBgocnyyanHyo ctpoky DS pasamepom R_C. WudposaHme R_C moxeT ObiTb 06ecneyeHo
nyTém mncnonb3oBaHus onepauum XOR gna DS R_C
E(DS, RC) = DS A R C
Cepsep DSKPP B atom cnyyae 6yaeT BbiNonHsATe obpaTHoe npeobpasoBaHve ans nonyvenns R_C u3 E(DS, R_C).

4.2.4. KeyProvClientNonce

Knmenr DSKPP Cepeep DSKPP

E(K,R C), AD -—>

Knnent DSKPP 6yneTt nepepaBaTh 3TO coobLieHue cpa3y ke nocrne nomnydeHus coobuieHuss <KeyProvServerHello> co
ctatycom Continue.

HasHayeHne coobLieHus

B atom coobuweHun knneHT DSKPP nepepnaét gaHHble 3acBugeTenscTBoBaHus nons3osatens (AD) n cnyvanHbeIi mapkep
nonce, 3awuMdpoOBaHHbLIN C ucnonb3oBaHMeM knoya cepBepa DSKPP (K). KnueHTckoe cnydaliHoe 3HaveHue nonce
TpebyeTca 06erM CTOpOHaM Ans corracoBaHus obwero cummeTpudHoro kntoya (K_TOKEN).

Y10 cogepxuntcs B coobLieHmmn

JaHHble ayTeHTUdUkauum (AD), koTopble Bbinu co3daHbl Ha ocHoBe koaa AC, BBOOSTCA Nonb3oBaTeneM [0 OTNpaBKu
coobueHusa <KeyProvClientHello> (cm. naparpad 3.2).

CnyuyanHoe 3HayeHue nonce (R_C) knueHta DSKPP, 3awmndpoBaHHoe, kak onvcaHo B naparpade 4.2.3.

Kak cepeep DSKPP ucnonb3yeT 910 cooblieHme

Cepeep DSKPP pomkeH wucnonb3oBate AD ansa ayTeHTudumkauum nonb3oBaTens. Ecnv  3acBupgeTenbcTBOBaHuWe
3aBepLunnochb oTka3oM, cepeep DSKPP pomxeH Bo3BpaTuTb Ko COCTOSHUS,, 0OYCINOBINEHHBIN MPUYNHON OTKa3a.

Ecnn ayteHTudmkaumsa npowna, cepeep DSKPP pgewndpyetr R_C, ncnonb3dys cson kniou (K). MeTtog pacwumdpoBku
3aBMCUT OT Kntova K, nepegaHHoro knmeHTty B coobuweHunn <KeyProvServerHello> - oTkpbiThivi kntod cepBepa (K_SERVER)
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unn 3apaHee n3BecTHbIn obenm ctopoHa kntod (K_SHARED) (onucaHue sawmndposkn knneHtom DSKPP 3Hayenus R_C
npueegeHo B naparpacde 4.2.3).

Mocne pacwudposkn R_C cepeep DSKPP paccuntbiBaeT kntod K_TOKEN, uncnonb3yst komOGuHauuio ABYyX CryYaniHbIX
3HadeHu nonce R_S n R_C, a Takxe kntoya wudposanusa K, kak onucaHo B naparpade 4.1.2. KoHkpeTHaa peanusaums
dyHkunmm DSKPP-PRF (Hanpumep, onucaHHasa B MpunoxeHun D) 3aBucut ot anroputma MAC, 3agaHHoro B coobLieHun
<KeyProvServerHello>. TMocne atoro cepsep DSKPP reHepupyeT kntoueBOM MakeT, KOTOPbIA COAEPXUT aTpubyTbl
npumeHeHns (Takve, Kak CpoK AencTBus u pasmep). B kmoueBonm nakeT Hepgonyctumo BkmodaTb knod K_TOKEN,
nockonbKy B 4-npoxogHoM BapuaHte K_TOKEN Hukorga He nepepaércsa mexay knueHtom u cepsepom DSKPP. Cepsep
coxpaHsieT K_TOKEN wu knto4yeBow nakeT BMECTE C YYETHOM 3anMChbio NOMb30BaTeNs Ha KpUnTorpaduyeckom cepeepe.

B 3aknioueHne cepsep reHepupyeT ko MAC Ana noaTBepXAeHWs Knkoya, KOTOpbiM KNMeHT ByaeT mcnonb3oBaTtb ANS
npegoTBpaLLeHns NoXHbIX coobleHnin Commit, KOTopble MOryT NepeBoANTb KPUMTOMOAYMb B COCTOSIHNE, KOTAa cepBep He
pacno3HaeT COXPaHEHHbIN KITHoY.

Kog MAC, ncnonb3syemblit Ansi NOATBEPXKAEHNS KoYa, AOMKEH pacCUUTLIBATLCS, Kak NMokasaHo HukKe.

msg_hash = SHA-256(msg_1, ..., msg_n)

dsLen = len(msg_hash)

MAC = DSKPP-PRF (K _MAC, "MAC 1 computation" || msg _hash, dsLen)
roe
MAC

Ona pacuéta MAC mncnonb3yetcsa ncesgocnyyanHas dpyHkumsa DSKPP, onpenenéHHas B naparpade 3.4.2. KoHkpeTHas
peanunsauua DSKPP-PRF (npumep onucaH B lNMpunoxeHun D) 3aBucut ot anroputma MAC, 3agaHHOro B coobLieHun
<KeyProvServerHello>. 3HauyeHne MAC pomxHO paccuuTbiBaTbCA C UCMOMb3oBaHWEM uMmetowlerocst knova MAC
(K_MAC) u ctpoku, cbopmupyemoin nytém koHkateHauum ASCII-ctpokn « MAC 1 computation» n 3HavyeHnss msg_hash.
K_MAC
Kntou, cosganHbin n3 K_PROV, kak onncaHo B naparpace 4.1.2.
msg_hash
Xaw-cymma (cM. onpegeneHune B naparpade 3.4.3) ans coobuwieHmn msg_1, ..., msg_n.

4.2.5. KeyProvServerFinished

KnmenT DSKPP Cepeep DSKPP

<--- KP, MAC

Cepeep DSKPP 06ygetr nepegaBatb 37O cooblieHMe nocne ayTeHTuduKauum nonb3oBatens W, npu  YCneLwHon
ayTeHTudukaumm, reHepauumn knioda K_TOKEN u kniovyeBOro naketa, a Takke CBA3bIBAHUSA UX C YYETHOMW 3anucbio
nonb3oBaTens Ha KpunTorpaduyeckom cepeepe.

HasHayeHue coobLueHus

C nomouypbto atoro coobuieHns cepeep DSKPP noaTteepxaaet reHepaumio knova K_TOKEN, a Takke nepefdaét KNMeHTy
CBSI3aHHbIN C KMOYOM MOEHTUUKATOP M 3aBUCSALLUE OT NPUNOXKEHUSA aTpnbyTbl (HO HE CaMm KITloY) B KIHOYEBOM NakeTe Ans
3aBepLUEHUSI MPOTOKONBHOWN CeCcuun.

Y10 cogepxutcsa B coobLleHumn

ATpnbyT cTaTyca OSKBMBaneHTeH koAdy, Bo3Bpalwiaemomy cepsepom B oTBeT Ha <KeyProvClientNonce>. Ecnu
3acBMaeTensCTBOBaHNE Monb3oBaTens npoLuno ycnewHo, cepsep paccuutan kniod K_TOKEN, creHepupoBan Kknio4eBoi
nakeT M cBsi3an ero C Y4YETHOW 3anucbid MONb3OBaTENs Ha Kpuntorpadudeckom cepBepe, B nomne Status cepsep
ycTaHaBnueBaeT 3HayeHue Success. [pu yctaHoBke ansa atpubyTta Status 3HauyeHus Success 3TO coobLueHne OencTByeT,
Kak coobLieHne Commit, roBopsiLee KpunToMoay . YTo Hy>KHO COXpaHuTb creHepupoBaHHbin ktod (K_TOKEN) n ceasatb
naeHTUKaATOP AaHHbBIN MOEHTUMKATOP C 3TUM KItovoMm. o aTon NpuynHe B JaHHOE COobLLeHEe [OMKeH ObiTb MOMELLEH
kntoyeBon nakeT (KP), KoTopbI COAEpXWUT MAEHTUMKATOp ONA CreHepupoBaHHOTO Kr4va (HO He caM KIo4) U
OOMONHUTENbHbIE  KOHWUIypauuMoHHbIE napamMeTpbl (Hanpumep, oToxaecTBneHue cepeepa DSKPP, artpubytol
MCMOMNb30BaHMA KnoYa U T. n.). Vicnonb3yembll MO ymMonyaHuio opmaT KM4eBOro naketa [OMKeH OCHOBbIBATbCS Ha
koHTenHepe PSKC', onpegenénHom B [RFC6030]. B kauecTBe OOMNOMHUTENBHLIX MOFYT WCMNOMb30BaTbCA (opMaThl
[RFC6031], PKCS #12 [PKCS-12] nnu PKCS #5 XML [PKCS-5-XML].

Bmecte ¢ KP cepsep BkntodaeTr MAC-kog NOATBEPXKAEHNS KIoya, KOTOPbIA MO3BOMSET KIUEHTY u30aBUTbCA OT MOXHOIO
coobwernna Commit. Anroputm MAC uncnonbayeT Ty xe cyHkumio DSKPP-PRF, koTopasd npumeHsieTca ans coobuieHus
<KeyProvServerHello>.

Kak knnent DSKPP ncnonb3yeTt 310 cooblleHne

3HaueHune aTpmnbyTa Status, oTnnyHoe oT Success, roBopuT 06 oTkase u knueHT DSKPP gomkeH npepeaTtb ceccuto.

Mocne nonyyeHns coobuweHuns <KeyProvServerFinished> ¢ kogom Status = Success knveHT DSKPP gorkeH npoBeputb
koa MAC noateepxaeHus kntoda, KoTopbld 6bin nepeaaH B 3ToM cooblieHun. KnneHt DSKPP gomkeH npepBaTtb ceccuio
DSKPP, ecnu 3HayeHne MAC He npoluno Bepudukaumio, a Takke AOIDKEH B 3TOM Clyvyae yoanutb Bce Mapkepbl nonce,
KIMoYM N/Mnn CekpeThbl, CBA3aHHbIE C 3TUM MPOTOKOSIbHLIM CEaHCOM.

Ecnn <KeyProvServerFinished> umeet Status = Success n kog MAC npowén Bepudukaumio, knneHT DSKPP pomkeH
paccuntaTb kntod K_TOKEN, ncnonb3ysi koMOMHaUMIO ABYX Ciy4valiHbIX 3Ha4YeHui nonce R_S n R_C, a Takke cepBepHOro
kntova wudpposanusa K, kak onncaHo B naparpade 4.1.2. ina pacyéta ucnonbdyetcs Ta xe dyHkuma DSKPP-PRF, koTtopas
cnyxuT anst pacyéta koga MAC. Knuent DSKPP cBsi3biBaeT kntoveBoi nakeT, cogepxawmincs B <KeyProvServerFinished>,
¢ co3aanHbim kntodom K_TOKEN 1 NOCTOSIHHO XpaHUT 3TW AaHHble B KpUNTOMOAYE.

Mocne aTon onepaunm He [ONyCKaeTCA BO3MOXHOCTb 3aMeHbI Kroya, noka He byaeT obecneveHa MHpOpMaLMs O Koye
aBTOpu3aumm ¢ nomotlbto koga MAC B nocneaytowem coobeHnn <KeyProvServerHello> (n <KeyProvServerFinished>).

'Portable Symmetric Key Container - nepeHOCUMbIi KOHTEAHEP C CUMMETPUYHBIM KIOYOM.
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5. Ucnonb3oeaHue 0e8yxrpoxodHO20 8apuaHma

B aToM pasgene onucaHbl METOAbLI M MOTOK COOGLUEHWUI ONSA 2-NpOXOAHOro BapuaHTa npoTtokona. [OsyxnpoxoaHein DSKPP
Ba)XeH AN OOCTaBKuM KntoyeBoro matepuana ot cepBepa DSKPP k knueHTy DSKPP. Cepeep DSKPP nepenaét knioyeBon
MaTepuan B KM4YeBOM nakeTe, oTdopmaTtmpoBaHHoM B cooTBeTcTBMM ¢ [RFC6030], [RFC6031], PKCS #12 [PKCS-12] unu
PKCS #5 XML [PKCS-5-XML].

KnioueBoli matepuan BknoyaeT nepBuyHbld kmtod K_PROV, Ha ocHoBe koToporo knueHT DSKPP cospaét ga knova:
cumMmeTpuyHbin ans kpuntomonyns (K_TOKEN) u kntoy, ucnonesyembin ana noareepxaeHus (K_MAC). KntoueBon matepuan
BKIIOYAET TaKkke aTpubyThbl NCMOMNb30BaHUS KIOYEN (Takue, Kak CpoK AENCTBUSI U pa3mep).

Cepeep DSKPP wndpyetr K_PROV ans npenoTepalleHus A0CTyna K 3TOMy KIovy BCEM, KPOME CepBepa M KpunToMoayns.
Cepeep DSKPP wncnonb3yet ans wudpoBaHus K_PROV noboi 13 Tpéx metogos 3awmthl - Key Transport, Key Wrap unm
Passphrase-Based Key Wrap Key Protection’.

Xota knueHT u cepBep DSKPP moryt cormacoBatb uCMOMb3yembld MeTOA 3alluMThl Khuya, akTudeckasd 3awmrta
ocyuiectengaetcsa B KeyPackage. ®opmat KeyPackage 3agaét cnocob 3aluThl Kroya ¢ MCnonb3oBaHneM Tpéx meTodoB. Hke
nepeudncneHsl popmathl KeyPackage, onpegenénHbie ana DSKPP:

- KonTtenHep PSKC [RFC6030]

urn:ietf:params:xml:ns:keyprov:dskpp:pskc-key-container

- KoHTteriHep SKPC [RFC6031]

urn:ietf:params:xml:ns:keyprov:dskpp:skpc-key-container

- KoHTteniHep PKCS12 [PKCS-12]

urn:ietf:params:xml:ns:keyprov:dskpp:pkcsl2-key-container

- KoHTtenHep PKCS5-XML [PKCS-5-XML]

urn:ietf:params:xml:ns:keyprov:dskpp:pkcs5-xml-key-container
Ka>K,E|,bII7I 13 nepevncrieHHbIX MeToaoB 3allunTbl ONUCaH HMXe.

5.1. MeToAabl 3aWUTbI KNO4Yen
B aTom pasgene onucaHbl Tpu MeToAa 3aluThbl KMOYen Anst 2-NpoxogHOro BapuaHTta. [dononHUTenbHble METOAbl 3aluThl
MoryT 6bITb onpegeneHbl Yepes npouecc IETF nnv BHeWWHMMU NyTaMu.

5.1.1. TpaHcnopmupoeka Kiro4a
OT0T MeTon npefHasHauveH Ana nopnepxkusatomx PKI? yctporicte. Cepsep DSKPP wndpyeT kniovesolt mMatepuan u
poctasnseT ero knmeHty DSKPP. Cepsep wudpyeT knoveBon matepuarn, UCnonb3ys OTKPbIThIN Koy knmeHTa DSKPP,
CEeKpeTHbIA KIIY KOTOpOro xpaHutca B kpuntomopayne. Knuent DSKPP pacluvdpoBbiBaeT knioyeBow matepuan wu
ncnonb3yeT ero Ansa cosgaHua cummeTpuyHoro kntoya K_TOKEN.

URN ans ngeHtudukaumm metoga

urn:ietf:params:xml:schema:keyprov:dskpp:transport
KnueHT 1 cepeep DSKPP aomkHbI NogaepXnBaTb MEXaHU3M LWMGPOBaHMS

http://www.w3.0rg/2001/04/xmlencfrsa-1 5,
onpegenénHbin B [XMLENC].

5.1.2. Ynakoeka knro4a
OTOT mMeToA naearneH Ang YCTPOWCTB C 3apaHee co3daHHbIMK kntoyamu (Hanpumep, SIM-kapT). Cepsep DSKPP wudpyet
KIMOYeBOW MaTepuarn, UCnosnb3ys 3apaHee M3BECTHbLIN KIOY yNakoBKku, U goctaBndaeT ero knmeHty DSKPP. KnvueHt DSKPP
paclwmdpOoBbIBAET KITHOYEBOW MaTepman 1 UCNonb3yeT ero Ans co3gaHus cummeTpuyHoro kntoya K_TOKEN.

URN ans ngeHtudukaumm metoga

urn:ietf:params:xml:schema:keyprov:dskpp:wrap
KnneHTt n cepeep DSKPP gomxkHbl nogaepxuBatb NepeUNCNEHHbIE HXKE MEXAHU3MbI YAKOBKU KITHOYEN.

AES128 KeyWrap

OcHoBaH Ha id-aes128-wrap n3 [RFC3394] u http://www.w3.0rg/2001/04/xmlenc#kw-aes128 n3 [XMLENC]
AES128 KeyWrap with Padding

OcHoBaH Ha id-aes128-wrap-pad n3 [RFC5649] u http://www.w3.0rg/2001/04/xmlenc#kw-aes128 n3z [XMLENC]
AES-CBC-128

OcHoeaH Ha [FIPS197-AES] n http://www.w3.0rg/2001/04/xmlenc#aes128-cbc n3 [XMLENC]

5.1.3. 3awuma Knro4a ¢ ucrnosib308aHUEM NaposibHOU yrnakoeku
OTOT MeToa SABMSETCS BapuUaHTOM YMaKOBKU KIOYa, NMPUMEHMMbIM OS19 YCTPOWCTB C OrpaHMYEHHbIMU BO3MOXHOCTAMM,
uncpoByto knasmatypy (Hanpumep, MobunbHbIx TenegoHoB). Cepeep DSKPP wudpyeT kntoyeBon matepuan, Ucnonb3ysi
YyMaKkoBKy KIni4ya Ha OCHOBE MNpPEeACTaBEHHOW MoNnb3oBaTenemM naponbHOW pasbl, M AOCTaBnseT 3awmdpoBaHHbIN
kntodyeBon martepuan knveHTy DSKPP. Knnent DSKPP paclumndpoBbiBaeT Kno4eBoW MaTepuan M UCMonb3yeT ero Ansi
co3gaHusa cummeTpuyHoro kntoda K_TOKEN.

Ona npepoTtepalieHns packpbitusa kntovya K_TOKEN komy-nnbo, kpome cepsepa DSKPP un kpuntomopyns, aTOT MeTos
crneayeT NPUMMEHSTb TOMbKO B TeX Cryyasx, Korga yCTPOMCTBO HEMocpeACTBEHHO BKIOYAeT CpeAcTBa BBOAA MapOribHON
dpasbl (Hanpumep, KnaesnaTtypy).

URN ans ngeHtudukaumm metoga

urn:ietf:params:xml:schema:keyprov:dskpp:passphrase-wrap

"TpaHcnopTMpoBKa KItoya, ynakoBka KIioua, 3aluTa Kroya ¢ UCroNb30BaHWEM NaposibHOM YMaKoBKK.
2Public Key Infrastructure - nHppacTpykTypa OTKpbITbIX Kntoyeir. [Tpum. nepes.
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KnueHnTt n cepsep DSKPP gomkHbl nogaepxmBaTe NepeYnNCrieHHble HUXKe MeXaHW3Mbl:

- MaponbHas cxema LM poBaHns PBES?2, onpenenéxHas B [PKCS-5] (ykasaHa Kak
http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-5#pbes2 B [PKCS-5-XML]).

- NMaponbHas  dyHkums  cosgaHma  kmwoven  PBKDF2, onpepenénHHas B [PKCS-5]  (yka3aHa  kak
http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-5#pbkdf2 B [PKCS-5-XML]).

- Bce nepeuncneHHble HxKe mexaHu3Mbl ynakoBKuK KIHoYen.

AES128 KeyWrap

OcHoBaH Ha id-aes128-wrap n3 [RFC3394] n http://www.w3.0rg/2001/04/xmlenc#kw-aes128 n3 [XMLENC]
AES128 KeyWrap with Padding

OcHoBaH Ha id-aes128-wrap-pad 13 [RFC5649] n http://www.w3.0rg/2001/04/xmlenc#kw-aes128 n3 [XMLENC]
AES-CBC-128

OcHoBaH Ha [FIPS197-AES] n http://www.w3.0rg/2001/04/xmlenc#aes128-cbc ns [XMLENC]

5.2. NoTok coobLeHun
B 2-I'IpOXO,CI,HOM BapuaHTe NpoTOKOosia NCNoNb3yeTCcA OOUH 3Tan obmeHa COOGLLI,eHVIFlMVIZ

1: Ipoxom 1 = <KeyProvClientHello>, Ilpoxom 2 = <KeyProvServerFinished>
XoTsa 3gecb HeT obmeHa coobuweHnamu <ServerHello> unu <ClientNonce>, knneHT DSKPP coxpaHsieT BO3MOXHOCTb 3a4aHusi
CBOMX NpPeanoyTeHnin B 4acTu anropuTma u nogaepKuBaemMbix TUNOB KrtoYven ¢ nomoLbio coobueHns <KeyProvClientHello>.

HasHaueHve n cogepxumoe kaxgoro coobuleHus onucaHbl Hwke. dopmat XML n npumepbl npusBedeHbl B pasgene 8 u
MpunoxeHun B.

5.2.1. KeyProvTrigger

TpurrepHoe coobLeHMEe UCMONb3yeTCs TOYHO TakK e, kak B 4-NpoXoAHOM BapuaHTe (cM. naparpad 4.2.1).

5.2.2. KeyProvClientHello

Knment DSKPP Cepeep DSKPP

SAL, AD, R C,

[DeviceID]T [KeyID],

KPML -—=>
Korga knueHt DSKPP B nepBbin pa3 nogknioyaeTtca k cepsepy DSKPP, oH gomxeH nepegatb B nepBylo oyepenb
coobuwerne <KeyProvClientHello>. KnneHT moxeT Takke otnpaBuTb <KeyProvClientHello> B otBeT Ha <KeyProvTrigger>.

HasHayeHue coobLieHus

C nomoupbto 3Toro coobueHuns knueHT DSKPP nokasbiBaeT cBOM NpeanoyTeEHUs B YacTy anroputMa 1 noaaepxkmBaemMbix
TMMNOB KIIOYEW, a Takke nopaepxueaemble Bepcum DSKPP, BapuaHTbl npoTokona (B OaHHOM criyyae 2-npOXOAHbIN),
dopmaThl KIMHYEBOro Naketa M MeToAbl 3awwmThl kntoven. Kpome Toro, knueHT DSKPP ynpollaeT 3acBuMaeTensCcTBOBaHUE
nonb3oBaTenen 3a C4YET nepefayvn ayTeHTUdMKaLMOHHbIX AaHHbIX (AD), koTopble Nonb3oBaTenb NPefocTaBun 40 OTNPaBKU
nepeoro coobueHns DSKPP.

MNprmevaHns Ang npunoxeHum

B atom coobuenun cepsepy DSKPP pgomxHbl nepefasatbes AaHHble (AD). Ecnn cooblieHnio npealwectsoBan Tpurrep
<KeyProvTrigger>, y npunoxeHus yxe uUmeroTca JocTynHble gaHHble AD (cM. naparpad 4.2.1). OgHako, ecnu Tpurrepa
<KeyProvTrigger> He Obino, MpunoxeHWe Q[OMKHO HaWTW KoA ayTeHTudumkauun nonb3oBaTens (AC), BO3MOXHO
3anpawvBasi BBOA 3TOro Kofa rnornb3oBaTenem (Hanpumep, ¢ LMdpOBON KrnaBuaTypbl yCTPoONCTBa). MNpunoxeHne AOMKHO
Tawke cosaatb AaHHble AD Ha ocHoBe kopa AC, kak onucaHo B naparpade 3.4.1, n COXpaHuTb UX ANS UCMONb30BaHWA B
cneaytowem coobueHnn <KeyProvClientNonce>.

Y10 cogepxumtcs B coobLueHumn

Cnucok atpmnbyTtoB 3awmtbl (SAL), Bkniovaembin B <KeyProvClientHello>, cogepXuT KoMOMHaLuio nopaepkvBaembix
knueHtom DSKPP Bepcun u BapumaHToB npoTtokona DSKPP, ¢opmaTtoB knoyeBbiX MAKeTOB, TUMOB KMYEn K
KpunTorpadpmyecknx anroputMoB (MpeanovTUTENbHbIE BapuaHThbl YKa3biBAKOTCS CHavana).

[aHHble 3acBupetenbcTBoBaHus (AD), BkmouéHHble B <KeyProvTrigger> unu creHepvpoBaHHble, Kak OMucaHo B
«MpuvmedaHns ansa NPUNOXeHUn» BblLLe.

CnyyaiiHoe 3HayeHne Mmapkepa nonce knveHTa DSKPP (R_C), koTopoe 6birio Mcnonb3oBaHO KNMEHTOM npu reHepaumm AD.
3a cuét BkmoveHns R_C B ceccuio DSKPP knuent DSKPP nonyvaetr BO3MOXHOCTb MPOBEPUTb >KU3HECMOCOOHOCTb
cepBepa DSKPP go nepegaun kntoya.

Ecnu coobuwennio <KeyProvClientHello> npepwectsoBan Tpurrep <KeyProvTrigger>, Toraa 3ato coobLieHne A[AOMKHO
Bkntoyatb Tawke 3HadveHua DevicelD w/mnn KeylD w3 TpurrepHoro coobuwenus. Ecnm Tpurrepa He 6bino nepef
<KeyProvClientHello>, aTo coobleHne MmoxeT BkntovaTh 3HayeHue DevicelD, nssectHoe knveHty u cepBepy DSKPP, a
Takke MOXeT codepxaTb MOEHTUMUKATOP KIYa, CBHA3aHHbIA C KIOYOM, KOTopbii cepBep obecneyeHnsa DSKPP
npencTasun paHee.

Cncok metogdoB 3awmTthl kroden (KPML'), nopaepxuBaembix knneHtom DSKPP. Kakabii 9fieMeHT crnucka MoXeT
BKNIOYATb «COAepXMMOey» Krtova wmndpoBaHua Ana cepsepa DSKPP, koTopoe wcnoneb3yetcs Ans 3awuTbl KIYeBOro
MaTepuarna, Bo3BpaLlaeMoro CEpBEpPOM KMMEHTY. OTO coaepXmmoe AoImkHO umeTb Tvn <ds:KeylnfoType> ([XMLDSIG]).
[nsa kaxxgoro Mmetoaa 3awmThl KINoYa JoNyCcTUMbIMK BapyaHTamu ans <ds:KeylnfoType> aBnsaioTcs:

- TpaHcnopTVpoBKa KIoya

'"The list of key protection methods.
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Tonbko Te BapuaHTbl <ds:KeyInfoType>, koTopble WAEHTUYHBLI OTKPbITOMY Kntody (T. e., <ds:KeyName>,
<ds:KeyValue>, <ds:X509Data> wnu <ds:PGPData>). PekomeHayetca onuusa <ds:X509Certificate> BapuaHTa
<ds:X509Data> pgnsa cnyyaeB, Korga CepTUMUMPOBAH OTKPLITLIA KIOY, COOTBETCTBYHOLUUA CEKPETHOMY KITHYYy
KpunTomoaynsi.

- YnakoBka Krno4a

Tonbko Te BapuaHTbl <ds:KeylnfoType>, KOTOpble WAEHTUYHBI CMMMETPUYHOMY Krtouy (T. e., <ds:KeyName> un
<ds:KeyValue>). PekomeHpyeTtcs BapnaHT <ds:KeyName>.

- YnakoBka krnto4ya Ha 6ase naponsa

HomxHa vcnonb3oBaTbea onuma <ds:KeyName> n umsa knda AOMKHO MAEHTMdMUMpoBaTb NaponbHyo dpasy,
KoTopasd OyaeT Mcnonb3oBaTbCA CEPBEPOM ANA reHepauuu Knioya ynakoBkW. KOMMOHEHTbl maeHTudmkatopa wu
naponbHon dpasbl B <ds:KeyName> gomxkHbl coBnagaTte ¢ komnoHeHTamu Client ID n Authentication Code gaHHbIX
AD (Tex xe AD, 4To cogepxxaTcs B JaHHOM COOBLLEHMM).

Kak cepeep DSKPP ncnonb3yeTt 310 coobuieHne

CepBep DSKPP 6ygeT uckaTb noaxogsilyto kombuHaumio Bepcun DSKPP, BapuaHTta (B AaHHOM cryyae, 2-MpPOXOAHOro)
npoTtokona, cdopmaTa Kno4eBOro nakeTta, TUMNa Knoya K kpuntorpadmyveckux anroputmoB. Ecnm cnucok SAL knueHTa
DSKPP He cooTBeTcTBYeT BO3MOXHOCTAM cepBepa DSKPP unu He cornacyeTcsl ¢ NonMTUKOW NpeaoCTaBEHUs] KITHOYen,
cepBep DSKPP 6ynet yctaHaBnueatb Anst atpubyTta Status 3HaueHue, oTnmyHoe oT Success. [pu cooTBeTcTBUMM ByaeT
ycTaHaBnueatbces Status = Success.

CepBep DSKPP 6yget npoBepsATb 3HaveHus DevicelD u KeylD, ecnu onu BkntoveHbl B <KeyProvClientHello>. Cepsepy
DSKPP Heponyctumo npuHumaTth DevicelD, ecnu cam cepep He nepenasan DevicelD B npefluecTByoLEM TPUITEPHOM
coobueHnn. OTmeTum, yto knueHT DSKPP moxeT HayaTb paboTy 6e3 nonyveHuss OT cepBepa TPUITEPHOro coobLleHus
<KeyProvTrigger>, Ho B 3TomM cny4ae nwoboe, npeacTaBneHHoe KnMeHToMm 3HadeHue DevicelD HegonycTtumo
BOCMPVHUMATb CO CTOPOHbI CeEpBepa, €Cnv Yy TOro HeT A0CTyna K YHWKarnbHOMY KIody Ans UAeHTUULMPYEMOro
YCTPOMNCTBA, KOTOpbI ByaeT ncnonb3oBaTbca B paboTe NpoTokona.

Cepep DSKPP pomxeH vcnonb3oBaTh 3HavyeHne AD ans ayteHTudmKkaumm nonb3oBaTens. [Npu oTkase ayTeHTMdMKaLum
cepeep DSKPP pomxeH ycTaHOBUTb B KOAEe BO3BpaTa 3Ha4YeHWe oTkasa M yaanuTb BCE MapKepbl NONCE, KIHYM U UMK
CeKpeTbl, CBA3aHHble C JAaHHbIM CEAHCOM NPOTOKONa.

Ecnu ayTeHTMduUKaumsa nonb3oBaTensa npowna ycnewHo, cepep DSKPP reHepupyet kntoy K_PROV. B 2-npoxogHom
BapuaHTe, Korga KnneHT He nveet goctyna k R_S, aHaveHne K_PROV reHepupyeTcs cryyaiHbiM 06pa3oM UCKMYUTENBHO
cepeepoM DSKPP, npu atom kntoy K_PROV gomkeH cocToaTb U3 2 YacTel paBHOro pasmMepa

K_PROV = K MAC || K_TOKEN

Pasmep kntoya K_TOKEN (u, cnegosatensHo, - K_MAC) onpegensetca tunom K_TOKEN, koTopbIi AomkeH ObiTb O4HUM
13 nogaepxueaembix knmeHTom DSKPP. B cnyyasx, korga enaembin pa3mep kntoda K_TOKEN oTtnuyaeTcsa oT pasmepa
K_MAC gans ncnons3dyemoro anroputma MAC, ans rerHepauun K_PROV gomxeH BbiOMpaTtbca 60nbwni 3 AByX pa3Mepos.
Kniou MAC ykopaumBaetcs gns co3gaHus K_MAC B Tex cnydyasix, korga mucnonb3yetcs anroputm MAC, ansa koToporo
pa3vep K_MAC Gonblie Toro, kotopbii Tpebyetcst ans kntoya xenaemoro K_TOKEN. Ecnn pasmep K_TOKEN 6onbLue
Tpebyemoro ans obecneyeHms cooteeTcTBUs ¢ pasamepom K_MAC, cepBep obecneyeHns 1 NPYHUMAIOLLMIA KIMMEHT OOIKHbI
onpefenvTb akTyarnbHbI pa3Mep CEKPEeTHOro Kr4va M3 anropyMtma LeneBoro Kro4va M COXpPaHSATb NNLb YCEYEHHYH [0
Hy>Horo pasmepa Yactb K_TOKEN. lNpu oTceyke [OMKHO coxpaHsATbCs Tpebyemoe Yncno HavanbHbix 6akToOB peanbHOro
kntova K_TOKEN wnnn K_MAC. Hanpumep, ecnu cepep obecnedeHusi paboTaeT Ha 6Gase cekpeTHoro kntiova HOTP
pasmepoM 20 n MAC-anroputma DSKPP-PRF-SHA256 (Mpunoxexune D), pasamep K_PROV 6ynet 64. CooTBETCTBEHHO,
kntoun K_TOKEN n K_MAC 6yayT cogepxaTb no 32 6avita. Vcnonbdyembit kniod HOTP GyageT Bkmtoyate nepsble 20
6anTtos kntoya K_TOKEN.

Mocne pacyéta K_PROV cepsep DSKPP BbibvpaeT oanH 13 MeToOO0B 3alUMThbl KMtoven, npeanoxeHHbIX B cnncke KPML
knmeHTom DSKPP 1 ucnonb3yeT aTOT METOA BMECTe C COOTBETCTBYHOLUMMU AaHHbIMK Ans wndpoBaHns K_PROV. Cepsep
DSKPP reHepupyeT knio4yeBOM MakeT ANd TPaHCMOPTUPOBKM MHGOPMauMM MeToda LuMpoBaHMs  knova W
3awwmdpoaHHoro krtova K_PROV. dopmat 3alumMdppoBaHHbIX AaHHbIX onpedensieTcsi BblOpaHHbIM KIOYEBbLIM MaKeToM.
KnioueBol nakeT pormkeH 3agaBaTb U MCMOMb30BaThb BbiOpPaHHbLIM METOA 3allMTbl KNOYa W KMYEeBYD UMHGOPMaUuMo 13
coobueHnsa <KeyProvClientHello>. KntoyeBon nakeT BkntovaeT Takke aTpmbyTbl UCNONb30BaHWSA (Takue, Kak CpoK AenNCTBUSA
n pasmep). Cepeep coxpaHsieT kntodeBon nakeT u K_TOKEN, cBs3biBag ux C YY4ETHOM 3anucbio Nonb3oBaTtens Ha
KpunTorpadumyeckom cepsepe.

Cepsep reHepvpyeT MAC ans noaoTBepKAeHWUs Kruda M KNMeHT OyaeT mcnonb3oBaTb 3TOT KOA ANs npefoTBpalleHus
NOXHbIX coobuieHnii Commit, KOTopble MOryT MEepeBOAMTbL KPUNTOMOAYMb B COCTOSIHME, KOrga cepBep He pacnosHaeT
COXPaHEHHbIN KoY.

B pononHeHue kK aToMy npu OOHOBMEHMU CYLLECTBYIOLLErNO Kntoya cepBep reHepupyeT BTopon kog MAC, koTopein Gyaet
BO3BpaLLaTbCs KIWEHTY, Kak ayTeHTUduKaLMoHHble AaHHble (AD) cepBepa, 4To6bl knneHT DSKPP mor ybeautbes, 4To
3aMeHa Krnkoya OCyLLECTBNSETCS JOBEPEHHBIM CEPBEPOM.

Cepep DSKPP pomxeH ucnons3oBaTb npu pacyéte MAC ons NnoATBEpXAEHMS KToYa ONMCAHHbIA HDKE METOA.

roe

msg_hash = SHA-256(msg_1, ..., msg_n)
dsLen = len(msg_hash)
MAC = DSKPP-PRF (K _MAC, "MAC 1 computation" || msg_hash || ServerID, dsLen)
MAC 3HauyeHne MAC [OJmKHO paccuMTbiBaTLCA C UCMOMb30BaAHMEM YXKe NpuHAToro anroputMa MAC, a npu pacyéTte

pomkHa npumeHsiteca cTpoka ASCIl «MAC 1 computation», msg_hash n ServerlD, a Takke CyliecTBYOLLMNA
knto4 MAC (K_MAC).

K_MAC Kntoy, nonyyeHHbii s K_PROV, kotopein cepeep DSKPP gormxkeH npeaoctaButb KpUNTOMOAYITHO.

msg_hash Xaw-cymma, onpefenéHHas B naparpade 3.4.3, ona coobwennii msg_1, ..., msg_n.
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ServerlD  VpeHtudpmkatop, kotopbii cepsep DSKPP pomkeH Bknoyate B anemeHT <KeyPackage> coobueHus
<KeyProvServerFinished>.

Ecnu B kadectBe anroputma MAC wucnonb3yetca dyHkums DSKPP-PRF (onpepeneHa B naparpacde 3.4.2)BxogHou
napamMmeTp 3Ton PyHKLMN JOmKeH npeactaBnsaTb cobon koHkaTeHaumto ctpoku ASCIlI «MAC 1 computation», msg_hash un
ServerlD, a napameTp dsLen pomxeH coBnagatb ¢ paamepom msg_hash.

Onsa pacyéta koga MAC, npumeHsieMoro npu ayteHTudmkaummn, ceppepa DSKPP cepBep AomkeH MCrnonb3oBaTb ONMCaHHbIN
HUXe meTon,.

Koo MAC pomxeH paccuntbiBatbea anst ctpokn ASCII «MAC 2 computation», ngeHtudmkatopa cepsepa ServerlD n R ¢
ucnonb3oBaHneM Yyxe cyulectsywouero knoya MAC - K MAC' (kntod MAC, KkOTOpbI cyliecTBOBan [O 3anycka
npoTokonbHon ceccun). OTMETUM, YTO peanusaums MoXeT BblopaTb B kadectBe K_MAC' 3HauveHve knoda K_TOKEN,
KOTOpbIV ByoeT MeHsITbCS.

Ecnun B kayectBe anroputma MAC ucnonb3yetca dyHkuma DSKPP-PRF, BxogHoOn napameTp S AOJDKEH NPeAcTaBnsATb
cobow koHkaTeHauuto ctpokn ASCIlI «MAC 2 computation» co 3HayeHuamu ServerlD n R. MapameTp dsLen pomkeH nmetb
3Ha4yeHue He MeHee 16 (T. e., pasmep koga MAC gomxkeH ObiTb He MeHee 16 OKTETOB):

dsLen >= 16

MAC = DSKPP-PRF (K _MAC', "MAC 2 computation" || ServerID || R, dsLen)
Anroputm MAC ponxeH coBnagatb C anropuTtmom, koTopbit cepsep DSKPP ucnone3yet ans pacdérta koga MAC npu
NoATBepPXAEHWM Ktoya.

5.2.3. KeyProvServerFinished

KnuenT DSKPP Cepeep DSKPP

<--- KP, MAC, AD
CepBep DSKPP 6yneT nepegaBath 370 cOObLLEHNE MOCNE 3aCBUAETENBCTBOBAHNSA NOMNb30BaTENS U, NPY MOMOXUTENBHOM
pesynbTate ayTeHTUdukauum, reHepaummn knoda K_TOKEN n knio4eBOro nakeTa, a Takke CBSA3bIBAHUSA WX C YYETHOM
3anucblo nosb3oBaTens Ha KpUNTocepBepe.

HasHnaveHnune cooblieHus

C nomowbio aTtoro coobuieHns cepeep DSKPP pocTtaBnsieT knioveBOM nNakeT, COAepXKalluMi 3awmnpoBaHHbIA KoY
K_PROV 1 atpnbyTbl €ro ncnonb3oBaHus.

YTo coaepXuTcs B COOOLLEHUM

ATpunbyT Status sBnsieTCa 3KBMBaANEHTOM koAa, BO3BpaLLAeMOro cepeepom B oTBeT Ha coobuieHne <KeyProvClientHello>.
Ecnu cepBep Halwwén noaxoaswmin Habop aTpubyToB B KnMeHTCKOM cnucke SAL, oH ycTaHaBnuBaeT Status = Success.

MopTeepxkaatoliee cooblueHVe AOMKHO BKIoYaTh kntodesoin naket (KP'), cogepxawmin upeHTudukaTopsl cepsepa
DSKPP un «kmoya, Tun knwoya, 3awwndpoBaHHein kniod  K_PROV, wmetog wudpoBaHus w  AONOMHUTENbHbIE
KOH(pUrypaLmnoHHble napameTpbl. Mcnonb3yembiii MO YMOMYaHWIO KINOYEBOW MakeT AN CUMMMETPUYHOro LndpoBaHUs
LOJDKeH OCHOBbIBaTbLCSA Ha koHTelHepe PSKC, onpeaenénHom B [RFC6030]. B uncno gononHuTenbHbIX (oopMaToB MOTyT
BxoanTb [RFC6031], PKCS #12 [PKCS-12], PKCS #5 XML [PKCS-5-XML].

3710 coobuieHne pgomkHo BkntoyaTb kog MAC, koTopbin knueHT DSKPP 6yaet ucnonb3oBaThb 418 NOATBEPXKAEHUS KIova.
3710 3HaveHne MAC paccuuTbiBaeTcs ¢ ncrnons3osaHmem ctpokn «MAC 1 computation», kak onmcaHo BbliLLe.

Ecnu ocyuwecTtBnaeTca 3ameHa CyLIEeCTBYHOLLEro Kro4va, cooblieHne [OoMmKHO Takke Bknwyate kog MAC ans
ayTeHTUdUKaLMM cepBepa (paccuuTbiBaeTcsi ¢ ucnonb3oBaHvem cTtpoku «MAC 2 computation», kak onncaHo Bbile),
KoTopbI nepefaétca knmeHTy DSKPP, kak AD.

Kak knneHT DSKPP ncnonb3yeT 310 coobLleHue

Mocne nony4eHns cooblenns <KeyProvServerFinished> ¢ Status = Success knneHT DSKPP gonxeH nposeputb oba koaa
MAC (nons MAC un AD). Ecnu Bepudukaums noboro n3 kogos MAC gana otpuuartensHbin pesynbtaT, knueHT DSKPP
[OIMKEH npepBaTb NPOTOKOMbHYI0 CECCUI0 M yAanuTb BCE MapKkepbl Nonce, KIYW W/UNM CekpeTbl, CBA3aHHbIE C 3TOM
ceccuen.

Ecnu B coobennn <KeyProvServerFinished> cogepxutca Status = Success u nposepka koga MAC npowna ycneLiHo,
knueHT DSKPP pomnxkeH Bbigenutb kntod K_PROV u3 nonyyeHHoro kntoyesoro naketa u cosgatb knod K_TOKEN. B
3akntoyeHve knneHT DSKPP nHuumnanmanpyet kpuntomoaynb ¢ kntodom K_TOKEN n cootBeTCcTBYHOWMMKN aTpubyTamm ero
ucnonb3oBaHus. [locne BbINOMHEHMA 3TOM onepaunv HeZOoNMYCTUMO MEHATb KoY, noka He OyaeT nomydeH K4
paspeLueHus ¢ ncnonb3oBaHnem koga MAC B HoBoM coobuieHnmn <KeyProvServerFinished>.

6. PacwupeHusi npomokoJsia

MpoTtokon DSKPP paccuvTaH Ha BO3MOXHOCTb paclumpeHus. B nocnegytowmx naparpadax onpegeneHbl ABa paclUMpeHus,
BKNtOYéHHbIe B cxemy DSKPP. MockonbKy npy ncnonb3oBaHumn 3TMX paclUMpPeHUin MOryT BO3HMKaTb NpobneMbl COBMECTUMOCTMH,
paspaboTunkam NPOTOKONOB CrneayeT B3BELUEHHO MOAXOAWTb K pelueHuto Bonpoca 06 MCNonb30BaHUW 3TUX paspeLleHun.
Hanpumep, ecnu KOHKpeTHas peanusauns OCHOBaHa Ha (PMPMEHHbIX pacLUMPEHNsAX, OHa MOXEeT OKa3aTbCqd HECOBMECTUMOW C
He3aBMCUMbIMU peanu3aunsimMmn, KOTopble He 3HaKT 00 3TUX pacLUMPEHUSX.

PacwwupeHus moryT nepepaBaTbcs B nobom coobuweHnn DSKPP ¢ ucnonb3oBaHnem Tuna ExtensionsType. 3T1oT Tmn
npeacTaBnsieT cobow CMMCOK paclUMpeHuid, CoO4epXalluuii napbl «TUN-3HAYEHWe», KOTOopble OMpPeAenstoT AONOMHUTENbHbIe
yHKUMK, NoaaepxmBaemble knueHTom unu cepsepom DSKPP. Kaxgoe paclumpeHne MoxeT ObITb NOMEYEHO, Kak Kputndeckoe
nytém yctaHoBkn ans aTtpubyta Critical B Extension 3HauveHue true. Ecnn pacwwupeHne He nmeet mapkuposku Critical,
npuMHMMarLas cTtopoHa He obsidaHa MHTepnpeTMpoBaTb Takoe paclUMpeHue; NpuHUMaloLlas CTOpoHa Bcerga csobogHa B
peLueHun Bonpoca 06 0Tkase OT HEKPUTUYECKMX PaCLUMPEHWI.

'Key Package.
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6.1. ClientinfoType

Pacwumpenmne ClientinfoType MoxeT cofepxatb ntobble cneunduyHble AN KNMeHTa AaHHble, TpebyeMble NpunoXeHuto. ITo
paclwmpeHMe MoxeT npucyTcTBoBaTbk B coobuieHusix <KeyProvClientHello> n <KeyProvClientNonce>. Mpu Hanuuum Takoro
paclmpeH1s HegonycTUMO ycTaHaBnmeaTtb Ans Hero dnar Critical.

Cepeepbl DSKPP gomkHbI nogaepxveaTtb 370 paclumnpenue. [na cepeepoB DSKPP HegonycTuUMbI NOMbITKM MHTEpripeTaumm
COEPXKaLUMXCA B paclUMpeHnn AaHHbIX. [py nony4yeHun Takoro pacluMpeHus cepBep AONMKEH BKIIOYUTb €ro B HEM3MEHHOM
BMAE B crieaytownii oTKNuK ansa gaHHoro ceaHca. Ot cepsepoB DSKPP He TpebyeTca coxpaHeHue aaHHbix ClientinfoType.

6.2. ServerinfoType

Pacwuperne ServerinfoType mMoxeT copepxaTb mntobble cneuudunyHble ona cepBepa AaHHble, Tpebyemble NpUIoXeHUo
(Hanpumep, WHOPMaLMIO O COCTOSHMM). JTO pacluMpeHue [OMyCTUMO Tomnbko B coobuleHusx <KeyProvServerHello> ¢
aTpubytom Status = Continue. Mpn HanNMuYUM Takoro pacluMpeHns HeAONYCTUMO yCTaHaBnNuBaTh Ans Hero ¢nar Critical.

Knnentel DSKPP pomkHbl nogaepxusaTb 370 paclumpenue. Ansa knveHtoB DSKPP HeaonycTUMBI MONbITKU MHTEpRpeTauum
COAEepXaLUMXca B paclumMpeHun AaHHbIX. [1pn nonyyYyeHun Takoro pacluMpeHus KIUEHT AOFKeH BKIOYUTb ero B HEM3MEHHOM
BUAE B crieayloLmii OTKNKK Ans gaHHoro ceaHca. OT knneHToB DSKPP He TpebyeTtcs coxpaHeHne aaHHbix ServerinfoType.

7. lNMpuessizaku npomokona
7.1. O6wume TpeboBaHuA

DSKPP npeanonaraeT TpaHCMNOPT C rapaHTUEl LOCTaBKU.

7.2. Npueaska HTTP/1.1 ana DSKPP

B aTom naparpade paccMoTpeHa npuBsA3Kka OnncaHHbIX Bbiwe coobuienni k npotokony HTTP/1.1 [RFC2616]. Ota npuss3ka k
HTTP saBnsetca obsasatenbHOM Ans peanv3auum, XOTs B NMocregyllmx Bepcusix cneumdukaumm moryT ObiTb OnpeaeneHbl
OOMoNHUTEnNbHble NpUBA3KK. OTMETMM, 4YTO B 00Owem criyyae knueHT HTTP Oyaet otnuuatbes oT knveHTa DSKPP (n. t., knneHT
HTTP OyaeT BbiNonHATL YHKUMM nocpeaHuka ans coobwennii DSKPP ot knneHta DSKPP k cepepy DSKPP). Kpome Toro,
Ha cepBepHol ctopoHe HTTP cepeep DSKPP MoxeT nonyyatb coobueHns DSKPP ot cepeepa HTTP-front-end. Cepsep
DSKPP 6ypet ugeHtTuduumpoBatbca cneumdudeckum ykaszatenem URL, koTopbli MOXeT ObiTb 3agaH 3apaHee Wnu
YCTaHOBIEH NPU MHULMANN3aunn KrnveHTa.

7.2.1. UBenmudhukayus coobweHuti DSKPP

Tun MIME ans Bcex coobuieHnit DSKPP pomkeH ObiTb
application/dskpp+xml

7.2.2. 3azconoeku HTTP

[Ona npenoTBpalleHns KIWMPOBaHUSA OTKIMKOB, cogepxawux coobweHns DSKPP npokcu-cepBepamy pekoMeHayTest
nepeyvncneHHbIe HUXKE Mepbl.

- TNpwn ucnonb3oBaHun HTTP/1.1 3anpawmBatoLLel CTOPOHE cneayeT:
- BKITIOUMUTL B 3aronoBok none Cache-Control co 3HayeHnem "no-cache, no-store";
- BKMOYUTb B 3arofioBok none Pragma co 3HayeHueM "no-cache".
- Mpu ncnone3sosanuv HTTP/1.1 oTBevatoLLel cTOpoHe cnenyer:
- BKMouuUTb B 3aronosok none Cache-Control co 3HayeHneM "no-cache, no-must-revalidate, private";
- BKMOYUTb B 3arofioBok none Pragma co 3HayeHueM "no-cache”;
- He BkmtovaTb nonew Validator Tuna 3aronoekoBs Last-Modified nnu Etag.

[ns o6paboTkn cornacoBaHusi kKOHTEHTa 3anpockl HTTP moryT Bkntoyath B 3aronosok none HTTP Accept. 3T1o none cneayeT
naeHTudunumposaTtb ¢ ucnone3osaHnem Tuna MIME, 3apaHHoro B naparpade 7.2.1. 3aronoBok Accept MoxeT BkrovaTb
AONOMHUTENbHbIE TUMNbI COAEPXUMOro, KoTopble ByayT onpeaensaTbCA B HOBbIX BEPCUAX 9TOro NpoTokona.

Ha 3aronoskn HTTP He HaknagbiBaeTcs kakmx-nmbo orpaHnyeHun, kpome TpeboBaHus ycTaHaBnmBaTth Ans 3aronoska Content-
Type 3HauveHue Tuna MIME, ykasaHHoe B naparpade 7.2.1.

7.2.3. Onepayuu HTTP

YcTaHoBuMBLUMECH coeanHeHus, onpeaenérHole B HTTP/1.1, asnsiotca onumMoHanbHbIMU. 3anpockl DSKPP npeobpa3sytotcs B
3anpocbl HTTP ¢ ncnons3osaHnem metoga POST. OTknukn DSKPP npeobpa3sytotcsa B oTknukn HTTP.

Onsa 4-npoxogHoro DSKPP coobuieHnsi B NPOTOKOSNbHOM CECcCUMM «CBA3bIBAOTCS BOoeauHO». B yacTHocTn, cooblieHune
<KeyProvServerHello> npuBsisbiBaeTcs k npepwecTsytowemy coobuwennto <KeyProvClientHello> nytém nepepaun B
cootBeTcTBytowem oTknuke HTTP. CoobweHne <KeyProvServerHello> gomkHo vmeTb aTpubyT SessionlD u ogHOMMEHHbIN
atpubyt B nocrnegywuwem  coobuweHun  <KeyProvClientNonce>  pgomkeH ObiTb  maeHTuUdHbiM.  CoobLieHne
<KeyProvServerFinished> cHoBa npussasbiBaeTcs k octanbHbIM Yepe3 HTTP (1, Bo3aMoxHO, Session|D).

7.2.4. Koobl cocmosiHusi HTTP

Banpawwmsatowen ctopoHe DSKPP HTTP, koTopoi He yganocb OCyLecTBUTb OOMEH COOBLLEHMAMU C OTBEYAIOLEN CTOPOHOMN
DSKPP HTTP, cnepyet Bo3BpaLlatb oTknuk ¢ kogom 403 (Forbidden - 3anpelyeHo). B atom cnyvae cogepxumoe Tena HTTP
He uMMeeT 3HadeHus. pyu BO3HMKHOBEHMM owmnbkm HTTP Bo Bpems obpaboTtkm 3anpoca DSKPP cepsep HTTP pgomkeH
Bo3Bpawatb oTknuk 500 (Internal Server Error - BHyTpeHHAs owwmbka cepBepa). OTOT kog cnepyeT BO3Bpalwatb Ans
cBsA3aHHbIX ¢ HTTP ownbok, obHapyxeHHbIX 0O nepefauyn ynpaenexHus npoueccopy DSKPP wnu B Tex cnydasx, korga
npoueccop DSKPP coobwaeT o BHYTpeHHel owwubke (Hanpumep, HeKoppekTHoe npoctpaHcTtBo uméH DSKPP XML wnu
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HeBO3MOXHO HanTu cxemy DSKPP). Ecnu nonydyeH 3anpoc, He asnsiowwmnca coobuernvem knveHta DSKPP, oteevatowas
ctopoHa DSKPP pomkHa Bo3Bpaliatb kog 400 (Bad request - HeKOppeKTHbIN 3anpoc).

B Tex cnyyasix, koraa Bo3spattaetca otknmk HTTP ¢ kogom 4xx unu 5xx, cogepxnmoe tena HTTP He nmeeT 3HaveHus.
Koabl nepeHanpaBneHus (3xx) NPUMEHSIOTCS, Kak 0ObIYHO.

Bcakuii pa3 npu ycnewHom BbinonHeHnn HTTP POST oteevatowasa ctopoHa DSKPP HTTP gomxkHa ncnons3osatb kog 200 u
BKIMOYaTh noaxoasuiee coobuweHne DSKPP (Bo3moxHO, ¢ uHpopmauuen o6 owmnbke DSKPP) B Teno HTTP.

7.2.5. HTTP-3aceudemenbcmeosaHue
Mopnepxka ayteHTndmkaumm HTTP/1.1 He npeanonaraeTcs.

7.2.6. MHuyuanusayusi DSKPP

Ecnu nonb3oBaTtenb 3anpawvBaeT MHMUManmM3auuio kniodva B ceaHce \Web-nmpocMoTpa M 3TOT 3anpoc MMEET MOOXOAALLMA
sanpoc Accept (Hanpumep, ¢ URL «koHkpeTHoro cepBepa DSKPP), cepsep DSKPP mMoxeT oOTBeTUTb nepegayen
WHMUManm3aumoHHoro coobuexuns DSKPP B otknuke HTTP co 3HaveHnem Content-Type, ycTaHOBNEHHbIM B COOTBETCTBUM C
naparpacom 7.2.1 n kogom 200 (OK). MHuumanusaumoHHoe coobLLeHne MoXeT coaepxaTb B CBOEM Tene AaHHble Tuna URL
ans knueHta DSKPP, koTopble MOryT vcnonb3oBaTbCA npu koHTakte ¢ cepsepom DSKPP. Ecnn coobuieHve copepxut
AaHHble, OHV AOMKHbI NPEACTaBNATL COOOWN KOPPEKTHBIN 3k3eMnnap anemeHTa <KeyProvTrigger>.

Ecnu nonb3oBaTtenbckuii 3anpoc Gbin HanpaeneH kakomy-nubo nHomy pecypcy, cepsepy DSKPP HeponyctuMmo oTBevaTtb Ha
Hero, o6beauHaa gaHHble DSKPP c kogom otknuka 200. B Takux cnydasx cepsepy DSKPP cnepyeT oTBevyatb MyTéM
nepegadv vHuumanusauynoHHoro coobuweHnss DSKPP B otknuke HTTP co 3HadeHmem Content-Type, yCTaHOBREHHbIM B
cooTBeTCTBMM C naparpadom 7.2.1 n kogom oTknuka 406 (Not Acceptable - Henpuemnemo).

7.2.7. lpumepbi coobweHul

a. WHnumanusaums ot cepsepa DSKPP:
HTTP/1.1 200 OK

Cache-Control: no-store
Content-Type: application/dskpp+xml
Content-Length: <Hekoe BHaueHMe>

[aHHble nhnynanmnsaummn DSKPP B coopme XML ...

b. HavanbHbin 3anpoc ot knueHta DSKPP:
POST http://example.com/cgi-bin/DSKPP-server HTTP/1.1

Cache-Control: no-cache, no-store

Pragma: no-cache

Host: www.example.com

Content-Type: application/dskpp+xml

Content-Length: <Hexoe BHaueHMe>

HanHble DSKPP B dhopme XML (nopgaepxumBaemas Bepcus, nogaepxusaemMble anropuTtmel, ...)

C. HauanbHbIli 3anpoc oT cepBepa DSKPP:
HTTP/1.1 200 OK

Cache-Control: no-cache, no-must-revalidate, private

Pragma: no-cache

Content-Type: application/dskpp+xml

Content-Length: <Hekxoe BHaueHme>

OanHele DSKPP B chopme XML (cny4anHblii Mapkep nonce oT cepBepa, OTKPLITHINA KoY cepBepa, -..)

8. XML-cxema DSKPP

8.1. O6bwume TpeboBaHMA K 0OpaboTke

HekoTopble anemeHTbl DSKPP 0OCHOBBLIBaIOTCA Ha KOMMOHEHTaX, KOTOpble CMNOCOOHbI CpaBHMBATL MOMyYEHHbIE 3HAYeHWUs C
COXpaHéHHbIMU. Ecnn SBHO He ykasaHOo MHOe, Bce anemeHTbl, umetowme cxemy XML Tuna «xs:string» mnv npoussogHoOro ot
Hero Tuna, AOJMKHbI CPAaBHMBATLCA C UCMOMb30BAHMEM TOYHOrO BUHAPHOro cpaBHeHus. B yacTHocTn ans peanusauui DSKPP
HeAonyCTUMO CpaBHEHME TEKCTOBbIX CTPOK 6e3 y4éTa perncrpa CMMBOMOB, HOpManu3aums unmM urHopmposaHve npobenos, a
Takke npeobpasoBaHue onpedensemblX foKanbHbIMU (A3bIKOBbIMK) NapameTpamu ¢opMaToB (B YaCTHOCTW, NpeAcTaBneHns
yncen).

Peanusauun, cpaBHvBalowWmMe 3Ha4YEeHNUs, KOTOpPblE MPeAcTaBfieHbl B pa3HbIX KOAMPOBKaX CHMBOSIOB, AOJIKHbI UCMONb30BaTh
MeTOZ CpaBHEHMS, Aol TaKoN e pe3ynbTaT, Kak ABOMYHOE CpaBHEHME 3TUX 3HAYEHWI, Npeobpa3oBaHHbIX B KOAMPOBKY
Unicode [UNICODE].

[Mopsgok comnocTaBneHuss unu COpPTUPOBKM AnA aTpubyToB MMM anemeHToB He onpegensetcd. CneposaTenbHO, Ans
peanusauun DSKPP HepgonycTMma 3aBUCUMMOCTb OT Kakoro-nmbo KOHKPETHOro Nopsifka COPTUPOBKN 3HAYEHWN.

8.2. Cxema

<?xml version="1.0" encoding="utf-8"7?>

<xs:schema
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:dskpp="urn:ietf:params:xml:ns:keyprov:dskpp"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
targetNamespace="urn:ietf:params:xml:ns:keyprov:dskpp"
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elementFormDefault="qualified" attributeFormDefault="unqualified" version="1.0">
<xs:import namespace="http://www.w3.0rg/2000/09/xmldsig#"

schemaLocation=

"http://www.w3.0rg/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema.xsd" />
<xs:import namespace="urn:ietf:params:xml:ns:keyprov:pskc"

schemaLocation="keyprov-pskc-1.0.xsd"/>
<xs:complexType name="AbstractRequestType" abstract="true">

<xs:annotation>

<xs:documentation> Basic types' </xs:documentation>

</xs:annotation>

<xs:attribute name="Version" type="dskpp:VersionType" use="required"/>
</xs:complexType>
<xs:complexType name="AbstractResponseType" abstract="true">

<xs:annotation>

<xs:documentation> Basic types' </xs:documentation>

</xs:annotation>

<xs:attribute name="Version" type="dskpp:VersionType" use="required"/>

<xs:attribute name="SessionID" type="dskpp:IdentifierType" />

<xs:attribute name="Status" type="dskpp:StatusCode" use="required"/>
</xs:complexType>

<xs:simpleType name="VersionType">
<xs:restriction base="xs:string">
<xs:pattern value="\d{1,2}\.\d{1,3}" />
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="IdentifierType">
<xs:restriction base="xs:string">
<xs:maxLength value="128" />
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="StatusCode">
<xs:restriction base="xs:string">
<xs:enumeration value="Continue" />
<xs:enumeration value="Success" />
<xs:enumeration value="Abort" />
<xs:enumeration value="AccessDenied" />
<xs:enumeration value="MalformedRequest" />
<xs:enumeration value="UnknownRequest" />
<xs:enumeration value="UnknownCriticalExtension" />
<xs:enumeration value="UnsupportedVersion" />
<xs:enumeration value="NoSupportedKeyTypes" />
<xs:enumeration value="NoSupportedEncryptionAlgorithms" />
<xs:enumeration value="NoSupportedMacAlgorithms" />
<xs:enumeration value="NoProtocolVariants" />
<xs:enumeration value="NoSupportedKeyPackages" />
<xs:enumeration value="AuthenticationDataMissing" />
<xs:enumeration value="AuthenticationDataInvalid" />
<xs:enumeration value="InitializationFailed" />
<xs:enumeration value="ProvisioningPeriodExpired" />
</xs:restriction>
</xs:simpleType>

<xs:complexType name="DeviceIldentifierDataType">
<xs:choice>
<xs:element name="Deviceld" type="pskc:DeviceInfoType" />
<xs:any namespace="##fother" processContents="strict" />
</xs:choice>
</xs:complexType>

<xs:simpleType name="PlatformType">
<xs:restriction base="xs:string">
<xs:enumeration value="Hardware" />
<xs:enumeration value="Software" />
<xs:enumeration value="Unspecified" />
</xs:restriction>
</xs:simpleType>

<xs:complexType name="TokenPlatformInfoType">
<xs:attribute name="KeyLocation" type="dskpp:PlatformType"/>
<xs:attribute name="AlgorithmLocation" type="dskpp:PlatformType"/>
</xs:complexType>

<xs:simpleType name="NonceType'>
<xs:restriction base="xs:base64Binary">
<xs:minLength value="16" />
</xs:restriction>
</xs:simpleType>

<xs:complexType name="AlgorithmsType">

<xs:sequence maxOccurs="unbounded">
<xs:element name="Algorithm" type="dskpp:AlgorithmType"/>

'bas3oBble TUMbI.
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</xs:sequence>
</xs:complexType>

<xs:simpleType name="AlgorithmType">
<xs:restriction base="xs:anyURI" />
</xs:simpleType>

<xs:complexType name="ProtocolVariantsType'">
<xs:sequence>
<xs:element name="FourPass" minOccurs="0" />
<xs:element name="TwoPass" type="dskpp:KeyProtectionDataType" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="KeyProtectionDataType">
<xs:annotation>
<xs:documentation xml:lang="en">
This element is only valid for two-pass DSKPP!.
</xs:documentation>
</xs:annotation>
<xs:sequence maxOccurs="unbounded">
<xs:element name="SupportedKeyProtectionMethod" type="xs:anyURI"/>
<xs:element name="Payload" type="dskpp:PayloadType" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="PayloadType">
<xs:choice>
<xs:element name="Nonce" type="dskpp:NonceType" />
<xs:any namespace="##other" processContents="strict"/>
</xs:choice>
</xs:complexType>

<xs:complexType name="KeyPackagesFormatType">
<xs:sequence maxOccurs="unbounded">
<xs:element name="KeyPackageFormat" type="dskpp:KeyPackageFormatType"/>
</xs:sequence>
</xs:complexType>

<xs:simpleType name="KeyPackageFormatType'">
<xs:restriction base="xs:anyURI" />
</xs:simpleType>

<xs:complexType name="AuthenticationDataType">
<xs:annotation>
<xs:documentation xml:lang="en">
Authentication Data contains a MACZ?.
</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:element name="ClientID"
type="dskpp:IdentifierType" minOccurs="0"/>
<xs:choice>

MepeBon RFC 6063

<xs:element name="AuthenticationCodeMac" type="dskpp:AuthenticationMacType"/>

<xs:any namespace="##other" processContents="strict" />
</xs:choice>
</xs:sequence>
</xs:complexType>

<xs:complexType name="AuthenticationMacType">
<xs:sequence>
<xs:element minOccurs="0" name="Nonce" type="dskpp:NonceType"/>
<xs:element minOccurs="0" name="IterationCount" type="xs:int"/>
<xs:element name="Mac" type="dskpp:MacType" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="MacType">
<xs:simpleContent>
<xs:extension base="xs:base64Binary">
<xs:attribute name="MacAlgorithm" type="xs:anyURI"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

<xs:complexType name="KeyPackageType">
<xs:sequence>

<xs:element minOccurs="0" name="ServerID" type="xs:anyURI"/>

<xs:element minOccurs="0" name="KeyProtectionMethod" type="xs:anyURI" />

<xs:choice>
<xs:element name="KeyContainer" type="pskc:KeyContainerType"/>
<xs:any namespace="##other" processContents="strict"/>

</xs:choice>

'3TOT anemMeHT noaxoauT TonbKo AnsA AByxnpoxogHoro DSKPP.
2[laHHble 3acBuaeTenbCTBOBaHMs cogepxat MAC.
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</xs:sequence>
</xs:complexType>

<xs:complexType name="InitializationTriggerType">
<xs:sequence>
<xs:element minOccurs="0" name="DeviceIdentifierData"
type="dskpp:DeviceldentifierDataType" />
<xs:element minOccurs="0" name="KeyID" type="xs:base64Binary"/>
<xs:element minOccurs="0" name="TokenPlatformInfo"
type="dskpp:TokenPlatformInfoType" />
<xs:element name="AuthenticationData" type="dskpp:AuthenticationDataType" />
<xs:element minOccurs="0" name="ServerUrl" type="xs:anyURI"/>
<xs:any minOccurs="0" namespace="##other" processContents="strict" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="ExtensionsType'">
<xs:annotation>
<xs:documentation> Extension types1 </xs:documentation>
</xs:annotation>
<xs:sequence maxOccurs="unbounded">
<xs:element name="Extension" type="dskpp:AbstractExtensionType"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="AbstractExtensionType" abstract="true">
<xs:attribute name="Critical" type="xs:boolean" />
</xs:complexType>

<xs:complexType name="ClientInfoType'">
<xs:complexContent mixed="false">
<xs:extension base="dskpp:AbstractExtensionType">
<xs:sequence>
<xs:element name="Data" type="xs:base64Binary"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:complexType name="ServerInfoType">
<xs:complexContent mixed="false">
<xs:extension base="dskpp:AbstractExtensionType">
<xXs:sequence>
<xs:element name="Data" type="xs:base64Binary"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="KeyProvTrigger"
type="dskpp:KeyProvTriggerType">
<xs:annotation>
<xs:documentation> DSKPP PDUs </xs:documentation>
</xs:annotation>
</xs:element>

<xs:complexType name="KeyProvTriggerType'">
<xs:annotation>
<xs:documentation xml:lang="en">
Message used to trigger the device to initiate a DSKPP run?®.
</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:choice>
<xs:element name="InitializationTrigger"
type="dskpp:InitializationTriggerType" />
<xs:any namespace="##other" processContents="strict"/>
</xs:choice>
</xs:sequence>
<xs:attribute name="Version" type="dskpp:VersionType"/>
</xs:complexType>

<xs:element name="KeyProvClientHello"
type="dskpp:KeyProvClientHelloPDU">
<xs:annotation>
<xs:documentation>KeyProvClientHello PDU</xs:documentation>
</xs:annotation>
</xs:element>
<xs:complexType name="KeyProvClientHelloPDU">
<xs:annotation>
<xs:documentation xml:lang="en">
Message sent from DSKPP Client to DSKPP Server to initiate a DSKPP session?®.

"Tunbl pacluMpeHuit.
2Coo6LUeHVe UCTONb3yeTcs B Ka4ecTBe TpUrrepa Ans UHMLuMpoBaHus 3anycka DSKPP.
3CoobLeHne nepepaétcs ot knneHTa DSKPP cepeepy DSKPP ans nHmummupoBaHusi ceaHca DSKPP.
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</xs:documentation>
</xs:annotation>
<xs:complexContent mixed="false">
<xs:extension base="dskpp:AbstractRequestType">
<xs:sequence>
<xs:element minOccurs="0" name="DeviceIdentifierData"
type="dskpp:DeviceldentifierDataType" />
<xs:element minOccurs="0" name="KeyID" type="xs:base64Binary" />
<xs:element minOccurs="0" name="ClientNonce" type="dskpp:NonceType" />
<xs:element name="SupportedKeyTypes" type="dskpp:AlgorithmsType" />
<xs:element name="SupportedEncryptionAlgorithms"
type="dskpp:AlgorithmsType" />
<xs:element name="SupportedMacAlgorithms" type="dskpp:AlgorithmsType" />
<xs:element minOccurs="0" name="SupportedProtocolVariants"
type="dskpp:ProtocolVariantsType" />
<xs:element minOccurs="0" name="SupportedKeyPackages"
type="dskpp:KeyPackagesFormatType" />
<xs:element minOccurs="0" name="AuthenticationData"
type="dskpp:AuthenticationDataType" />
<xs:element minOccurs="0" name="Extensions" type="dskpp:ExtensionsType" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="KeyProvServerHello"
type="dskpp:KeyProvServerHelloPDU">
<xs:annotation>
<xs:documentation>KeyProvServerHello PDU</xs:documentation>
</xs:annotation>
</xs:element>
<xs:complexType name="KeyProvServerHelloPDU">
<xs:annotation>
<xs:documentation xml:lang="en">
Response message sent from DSKPP Server to DSKPP Client in four-pass DSKPP'.
</xs:documentation>
</xs:annotation>
<xs:complexContent mixed="false">
<xs:extension base="dskpp:AbstractResponseType">
<xs:sequence minOccurs="0">
<xs:element name="KeyType" type="dskpp:AlgorithmType"/>
<xs:element name="EncryptionAlgorithm" type="dskpp:AlgorithmType" />
<xs:element name="MacAlgorithm" type="dskpp:AlgorithmType"/>
<xs:element name="EncryptionKey" type="ds:KeyInfoType"/>
<xs:element name="KeyPackageFormat" type="dskpp:KeyPackageFormatType" />
<xs:element name="Payload" type="dskpp:PayloadType"/>
<xs:element minOccurs="0" name="Extensions" type="dskpp:ExtensionsType" />
<xs:element minOccurs="0" name="Mac" type="dskpp:MacType"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="KeyProvClientNonce" type="dskpp:KeyProvClientNoncePDU">
<xs:annotation>
<xs:documentation>KeyProvClientNonce PDU</xs:documentation>
</xs:annotation>
</xs:element>

<xs:complexType name="KeyProvClientNoncePDU">
<xs:annotation>
<xs:documentation xml:lang="en">
Response message sent from DSKPP Client to DSKPP Server in a four-pass DSKPP
session’.
</xs:documentation>
</xs:annotation>
<xs:complexContent mixed="false">
<xs:extension base="dskpp:AbstractRequestType">
<xs:sequence>
<xs:element name="EncryptedNonce" type="xs:base64Binary"/>
<xs:element minOccurs="0" name="AuthenticationData"
type="dskpp:AuthenticationDataType" />
<xs:element minOccurs="0" name="Extensions" type="dskpp:ExtensionsType" />
</xs:sequence>
<xs:attribute name="SessionID" type="dskpp:IdentifierType" use="required"/>
</xs:extension>
</xs:comp1exContent>
</xs:complexType>

<xs:element name="KeyProvServerFinished" type="dskpp:KeyProvServerFinishedPDU">
<xs:annotation>
<xs:documentation>KeyProvServerFinished PDU</xs:documentation>
</xs:annotation>
</xs:element>

'OTknuk, nepegaBaeMblit ot cepeepa DSKPP knueHTy DSKPP B 4-npoxogHom BapvaHTe DSKPP.
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<xs:complexType name="KeyProvServerFinishedPDU">
<xs:annotation>
<xs:documentation xml:lang="en">
Final message sent from DSKPP Server to DSKPP Client in a DSKPP session.
A MAC value serves for key confirmation, and optional AuthenticationData
serves for server authentication®.
</xs:documentation>
</xs:annotation>
<xs:complexContent mixed="false">
<xs:extension base="dskpp:AbstractResponseType'">
<xs:sequence minOccurs="0">
<xs:element name="KeyPackage" type="dskpp:KeyPackageType" />
<xs:element minOccurs="0" name="Extensions" type="dskpp:ExtensionsType" />
<xs:element name="Mac" type="dskpp:MacType" />
<xs:element minOccurs="0" name="AuthenticationData"
type="dskpp:AuthenticationMacType" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:schema>

9. TpeboegaHus1 N0 coomeemcmeuro
Ons obecneyeHus coBmectnmocTtu Becex peanunsaumii DSKPP cepeep DSKPP:
a. [omKeH peanusoBaTb 4-NPoxXoAHbIN BapuaHT NnpoTokona (pasgen 4);
b. pomxeH peannsoBaTb 2-NPOXOAHLIV BapuaHT npoTokona (pasgen 5);
C. [BOMKeH NoaaepxmBaTb ayTeHTUdMKaumio nons3osartenen (naparpad 3.2.1);
d. pomkeH noaaepxuBaTb PYHKLUN NOPOXKAEHUS KIHOYEN:
- DSKPP-PRF-AES DSKPP-PRF (MpunoxeHue D);
- DSKPP-PRF-SHA256 DSKPP-PRF (IMpunoxexue D);

€. AoNXeH noagepxuBatb yKa3aHHbII7I HWXKE MEeXaHM3M LNMpoBaHMA OIS 3alnThl KIMEHTCKMX MapKepoB nonce B 4-
NPOXOAHOM NpPOTOKONe:

- MexaHu3M, onucaHHbIi B naparpadpe 4.2.4;

f. AOJKeH noadepXxuBatb ANA onepauuin (Hanpmmeg «3aBOpaHMBaHMH») C CUMMMETPUYHbIMWU KInkoYamMn OAUH U3
NepeYvYnCnNeHHbIX HXKE anropuTMoB LLMGPOBAHNUS:

- KW-AES128 6e3 3anornHeHus, ykazaHHbI ccbinkoi http://www.w3.org/2001/04/xmlenc#kw-aes128 B [XMLENC];

- KW-AES128 6e3 3anonHeHusi, ykazaHHbIA ccbinkon http://www.w3.0rg/2001/04/xmlenc#kw-aes128 B [XMLENC] un
[RFC5649];

- AES-CBC-128 (cm. [FIPS197-AES]);

g. AONMKeH MoAafepxuBaTb YKa3aHHbIA HWXKe anroputMm wudpoBaHUst Ans onepauuii ¢ aCMMMETPUYHBIMU KIHYaMm
(Hanpumep, TPAHCMOPTUPOBKN KIHOYen):

- cxema RSA Encryption [PKCS-1];

h. pmomkeH nogaepxuBaTtb criegytoLume yHKUMM KoHTpons uenoctHocTu/KDF MAC:
- DSKPP-PRF-AES (Mpunoxexue D);
- DSKPP-PRF-SHA256 (Mpunoxexue D);

i. pomkeH nogaepxuBaTb KntodeBble nakeTbl PSKC [RFC6030]; gomkHbl GbiTb peannsoBaHbl Bce 3 MeToda 3aliuThl
kntouen PSKC (Key Transport, Key Wrap, Passphrase-Based Key Wrap);

j.  MoryT nogaepxuBaTbcs kntoyeBble naketbl ASN.1 B cootBeTCcTBUM C onpeaeneHem [RFC6031].

Knnentel DSKPP pomkHbI nogaepxunsatb 2-NpoXoAHbIA Unn 4-npoxogHbin BapuaHT npoTtokona. KnveHtel DSKPP gomkHbI
COOTBETCTBOBAaTL BCEM TpeboBaHMAM MyHKTOB (C) - (j).

Peanuzauun DSKPP gomxHbl npussa3sbiBaTh coobleHns DSKPP k npotokony HTTP/1.1, kak onucaHo B naparpace 7.2.

DSKPP sBnsieTca 3aliMTHbIM MPOTOKOIOM M OOHOW M3 €ro OCHOBHbIX (QYHKUMIA SBNSieTCsl NpefocTaBrieHMe AocTyna K
WHULMaNM3aumMm KpuntoMoayrns C HOBbIM CUMMETPUYHBLIM KITHOYOM TONbKO YMOMIHOMOYEHHbIM CTOopoHaMm. CnepoBaTenbHO,
KOH(purypaums noboi KOHKPETHOM peanu3auuMn MOXET BKIYaTb MNPOU3BOMbHOE YMCIO OrpaHWYEeHWUi, OTHOCALLUXCH K
anropuTMaMm 1 JOBEPEHHbIM areHTCTBaMm, KoTopble He ByayT obecneunBaTb yHMBEpCANbHOW UHTEponepabensHOCTH.

'duHanbHoe coobLieHne, nepefaHHoe oT cepsepa K knueHTy DSKPP B ceaHce DSKPP. 3HaueHne MAC cnyxuT Ans NoATBepXAeHWs Kroya,
a HeobsizaTenbHble AaHHble AuthenticationData - onsi 3acBMaeTENbLCTBOBaHNSA cepBepa.
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10. Bonpocbi 6e3onacHocmu

10.1. O6wume BONpOCHI

Mpotokon DSKPP paspaboTaH Anst 3aliMTbl reHEPUMPYEMOrO KIOYEBOro MaTepuana OT packpbiTus. Hukakne anemeHThl, 3a
uckntoveHnem cepepa DSKPP n kpuntomoaynsi, He MOryT nony4uTb JocTyna k reHepupyeMbiM 3HadeHusMm K_TOKEN, ecnu
MCMNONb3yeTCsl AOCTAaTOMHO CUMbHbIA KPUMTOANropuTM, @ Ha KIIMEHTCKOW CTOpPOHe reHepauusi n wudposaHve R_C, a Takke
reHepauuss K_TOKEN BbINnonHsATCA B COOTBETCTBUM C TpebGOBaHMAMU KpUNTOMOAyNs. OTO YCINOBWE BLIMONHSETCS OaXe B
cnyyasix Hanuuusi BpaxaebHoro koga Ha ctopoHe knuneHTa DSKPP. OpgHako, kak oTMeveHo B nocnegyowmx naparpadax,
DSKPP He obecneunBaeT 3aluTbl OT HEKOTOPbLIX Yrpo3, obycrnoeneHHbix MITM'-aTakamu 1 HekoTopbIMU ApYrUMU popMamm
atak. CnegoBaTenbHO Ans 3awWwuThl OT Takux yrpos, npotokon DSKPP gomkeH vcnonb3oBaTb TpaHCNopT, obecneynsBatoLmni
3aLmMTY KOHPMAEHUMaNbHOCTK 1 LenocTHocTn, Tuna HTTP over TLS ¢ nogxogawum wngposannem [RFC2818]. OtmeTum, 4to
wndpsl TLS ¢ aHOHMMHBLIM O6MEHOM KITto4aMu He NOAXOAAT Ans aToro cnyyasa [RFC5246].

10.2. AKTUBHbIE aTaku
10.2.1. BeedeHue

AKTMBHaa aTtaka MoOXeT npeactaBnaTb cobon nonbITKY U3MEHEeHUA, yaaneHud, BCTaBKU, MOBTOPHOIo UCMNOJNIb3OBaHUA UIU
CMEHbI nopaaka coo0LLEeHnI C Pa3HbIMU LeNAMU, BKIKOYaA OTKa3 cny>|<6 M KOMMpoMeTauuto Krnn4eBoro matepuana.

10.2.2. U3meHeHue coobweHull

Mopudukaums coobueHui <KeyProvTrigger> MoXeT NpMBOAUTL K OTKa3y Crnyx0bl (M3MeHeHune noboro u3 naeHTnukaTopos
unn Authentication Code) nnu BbiHyxaaTb knueHta DSKPP koHTakTupoBaTh ¢ noactaBHbiM cepBepom DSKPP. MNocnegHuii
BapmaHT oTHocuTca kK MITM-atakam, KoTopble paccmaTpuaroTcs B naparpade 10.2.7.

ATakyroLwmin MoxeT nameHnTb cooblieHne <KeyProvClientHello>. 3To nossonsieT atakyrowemy ykasaTb gns knneHta DSKPP
OPYro Krd UNM YCTPOWCTBO, a TaKkke MpeanioxuTb KIUEHTY Kpuntorpaduyeckue anroputMbl, OTAMYALWMXCA OT
npegnoYmMTaeMbIX KMeHToM (Hanpumep, Goree cnabble). ATakylOWM MOXET Takke NPeAnoXuUTb MCNonb3oBaHue Oonee
paHHux Bepcuin DSKPP, koTopble MOryT UMETb YsI3BUMOCTU. Takue N3MEHEHNs1 MOTYT NO3BONUTL aTakyoLLeMy BO3eNCTBOBaTb
(MHMUManM3npoBaTb UMM U3MEHUTL) Ha OPYron KpMNToMoZynb (CEpBEp BbIAENUT KMOY ANs APYroro MoAynsi) Uiy nonyvuTb
JOCTYN K CreHepupoBaHHOMY KItoYy 3a CHET NpUMeHeHust 6onee cnaboro KpunToanropuTMa Unu ysisBMMOM BEPCMU NPOTOKOa.
Peanunzaumn DSKPP moryt obecneunTb 3awuTy OT yrpo3 BTOPOro Tuna 3a CYET CTPOro KOHTPOMS MCMONb3yeMblX BEPCUN 1
anroputMmosB. lMepBas yrposa (BbiaeneHue CreHepMpoBaHHOIO Kntoya Ans APYroro - HEKOPPEKTHOrO - MOAyns) He peanu3dyema
Ans cnyyaes, korga ucnonb3yetca BapuaHT DSKPP ¢ pasgensembiM knioyom (npegnonaraeTcs, 4TO CywlecTBYHOLMe
pasgensemble KMuYM YHUKanbHbl ANS KaX4oro KpUnTOMOAyns), HO OCTAETCA akTyanbHOW AN BapuaHTOB C OTKPbITbIMU
kntovyamu. CneposatensHo, ang cepsepoB DSKPP HepgonycTMMoO NpuHMMaTh B OOHOCTOPOHHEM nopsgke naeHTudukaTopbl
YCTPOWCTB NPW MUCMNOMb30BaHNM BapMaHTOB C OTKPbITbIM KMOYOM. OTO ykasaHo v B onvcaHum npoTtokona. OgHako B BapuaHTax
C pasgensieMbiM KM4YOM aTakyloLWMA MOXET MonyyYnTb BO3MOXHOCTb NPEeACTaBreHns MOANOXHOro uaeHtudukaTopa (4To
MOXET TakkKe MPUBECTU K HEKOPPEKTHOMY CBSA3bIBAHWIO MOMb30BAaTENsl C CO3[aHHbLIM KMOYOM), €Cnv aTakylwuii nMeeT B
peanbHoM MaclTabe BpeMeHM JOCTYN K KPUNTOMOAYI0 C MOEHTUULMPOBAHHBLIM KIodoM. B pesynbTaTte Takow ataku moryTt
BO3HMKATb CUTyaLMW, KOr4a CreHepupoBaHHbIN kntod OyaeT cBs3aH C KOPPEKTHbIM KpUNTOMOZynem, HO Moaynb Oyaet
CBS13bIBATbCSl C HEKOPPEKTHBIM MoNb3oBaTenem. Takme aTtakm U BO3MOXHbIE MX MOCNEACTBUSA, a TakkKe Mepbl NPOTUBOAENCTBUS
6onee noapo6HO paccmoTpeHbl B naparpadge 10.5.

ATaKyloLWMIN MOXeT Takke n3MeHnTb cooblieHne <KeyProvServerHello>. 3To o3HayaeT, YTO aTakylLUA MOXET yKa3aTb UHble
TUMNbI KMKOYEN, anropuTMbl, BEPCUMIO MPOTOKOMA, HEXenwu npeanaraet NerMTUMHbBIA cepBep (Hanpumep, Oonee cnabble
Kpuntorpacpuyeckn). ATakyloWUin MOXET Takke nNpeacTaBuMTb MOAMEHHbIE Mapkepbl nonce B3aMeH nepefaBaeMmbixX
NerMTMMHbIM cepBepoM. B nepBoM criyyae KNUEHT MOXKeT 3alUUTUTLCHA MYTEM CTPOroro BbIMOMHEHUS NMpaBuUN B YacTu Bblbopa
AONyCTUMbIX anropuTMOB U Bepcuid npoTokona. Bo BTopom cnyyae (nogmeHa nonce) npobrnem 6e30nacHOCTM HE BO3HUKAET,
MOCKOSIbKY CreHepUpPOBaHHbLIA KMoy He OyaeT COOTBETCTBOBATH KIOYY, CreHEpUPOBaHHOMY NMErMTUMHbLIM cepBepoM. Kpome
TOro, kaxgabli pas, korga 3anyck DSKPP 6ygetr npvBoaMTb K 3aMeHe uMelollerocs knwoda, anemeHT <Mac> Oyger
obecneymBaTh 3alUTy OT M3mMeHeHnsa R_S.

Bo3mMoxHo Takke nameHeHue coobuueHnin <KeyProvClientNonce>. Ecnu atakytowuii meHsieT atpubyT SessionlD, Ha cepsepe,
no cytu, OyaeT NpoucxoauTb Nepexon K APYror Ceccumn B NpeanosioXKeHnn, YTo HOBOe 3HadveHne SessionlD B gaHHbIA MOMEHT
OENCTBUTENBHO Ha 3TOM cepBepe. ATO MOo-NpexHeMy He AaéT 3MOYMbILUNEHHUKY BO3MOXHOCTW Y3HaTb CreHepupoBaHHOE
3HayeHne K_TOKEN, nockonbky 3HadeHne R_C 6bino «ynakosaHo» (wrapped) Ans nermtumHoro cepsepa. WMameHeHue
anemeHTa <EncryptedNonce> (Hanpumep, 3amMeHa 3HayeHWs Ha U3BECTHOe aTakyllleMy 3HadeHue ansa 6asosoro R'C) He
OyneT npuBOAWTbL K CMeEHe KiMeHToMm cBoero coctosHus ao-DSKPP, nockonbKy cepBep He CMOXeT npefocTaBuTb
aenictButenbHoe 3HavyeHne MAC B CBOEM (puHanbHOM coobweHun knuveHTy. OgHako cepBep MOXET B KOHEYHOM UTore
coxpaHuTtb K'TOKEN Bmecto K_TOKEN. Ecnun kpuntorpacunyeckmin moaynb Obin cBA3aH C KOHKPETHbIM MONb3oBaTenem, 310
He OyadeT NpuBOOWUTbL K HapyLleHWo 3awuTtbl. [dononHuTensHOe pacCMOTpeHWe 3TOW Yrpo3bl U Mep NpOTUBOAENCTBUA
npvBeaeHo Hxke B naparpade 10.5. OTMeTUM, 4TO ucnosnb3oBaHne TLS He 3awuLiaeT OT 3TOW aTaku, ecriv 3710yMbILINEHHUK
umeeT goctyn K knmeHty DSKPP (Hanpumep, Yepes BpegoHocHyto nporpammy) [RFC5246].

Kpome TOro, atakywowme MoOryt Takke MeHATb coobuweHunss <KeyProvServerFinished>. 3ameHa anemeHta <Mac> Gyget
np1MBOAUTL NWLWb K 0TKady B obcnyxusaHum (denial of service). 3ameHa nGOro Apyroro anemMeHTa MOXeT NPUBOAUTL KMMEHTa
DSKPP k cBsa3biBaHWIO, HanpumMep, NOXHOro (wrong) cepsuca ¢ co3gaHHbiM kniovom. DSKPP cnepyeT mcnonb3oBaTb Ha
OCHOBE TpaHcnopTa, obecneunsatoLLero 3awwmTy KOHPUAEHLNANbHOCTY U LIeNIOCTHOCTK, €CNM Takas yrpo3a CyLeCTBeHHa.

10.2.3. YO0aneHue coobw,eHuli

YpaneHue cooOLLeHNA He MPUYUHUT HUMKAKOro Bpeda, KpomMe OTka3a B 06CnyXuBaHWKM, MOCKOMbKY KpunTorpadguyeckomy
MOZyI0 HeAONMYCTUMO MEHSATb CBOE COCTOSIHUE (T. €., KBBOAMTb B 1ENI0» CO34aHHbIN KIHoY), MOKa OH He MomnyYnT hrMHanbLHOro
coobueHnsa ot cepepa DSKPP 1 He obpaboTtaeTt ycnelwHo 310 coobueHune, Bkrovas nposepky MAC B HeM. YganéHHoe
coobueHne <KeyProvServerFinished> He BbI30BET nepexoda cepBepa B HECOrMacoBaHHOE C KpunTorpadmMyeckum moayrnem
COCTOSIHWE, ECNW Ha CepBepe peann3oBaHbl NpeanoxeHns us naparpadga 10.5.

'Man-in-the-middle - aTaka c nepexsaToM JaHHbIX Ha MyTW NPX y4acTUK YeroBeka.
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10.2.4. Bcmaeka coobuwieHull

AKTVBHBIV aTakylowmid MoxeT B mobor MOMeHT uHuuumpoBaTtb 3anyck DSKPP wn npegnoxuTte nwobon wmaeHtudukaTop
ycTponcTea. Peanu3aummn cepepa DSKPP 6narogaps ncnons3doBaHuto <KeyProvTrigger> MoryT nonyuntb HEKOTOPYHO 3aLLnTy
OT HEYasHHOW WHUUManu3auum Kr4va, HenpegHamMepeHHOW 3aMeHbl WMEHLErocs Krkya WM HasHavyeHus  Kroda
KpunTomoaynto nytéMm 3anycka DSKPP. OnemeHT <AuthenticationData> nossonsietr cepBepy cBsizaTb 3anyck DSKPP,
HanpumMep, ¢ ayTeHTUULMPOBaAHHOW Monb3oBaTeneMm ceccven. 3awmrta 3TOro MeToda 3aBUCUT OT CMOCOOHOCTW 3aluUTUTb
anemeHT <AuthenticationData> B uHuMuuanu3aumoHHom coobweHun DSKPP. Ecnu artakyiowmin cnocobeH 3axBaTuTb 3TO
coobLleHe, OH MOXEeT conepHuyatb C NEerMTMMHbIM MNonb3oBaTeneM npu uHuumanuaauum kniova. DSKPP Ha ocHoBe
TpaHcnopTa C 3aluTON KOH(MAEHLUMANbHOCTU U LENOCTHOCTU, BKYMNe C pekoMeHaauusmu naparpada 10.5 pekomeHayetcs
NPUMEHATL B TEX CryYasiX, Koraa 3To akTyarbHO.

BcTaBka Opyrvx cooGLueHNi B paGoTatoLwmii NPOTOKON BbIMMSAUT Kak M3MEHEHWE NErMTUMHO NepeaaHHbIX COOBLLEHWIA.

10.2.5. [fToemopHoe ucrnosib308aHue coobuw,eHul

B 4-npoxogHom DSKPP nonbiTka noBTOpUTb 3anucaHHoe paHee coobuleHne DSKPP Gynetr obHapyxeHa, MOCKOMbKy
ncnonb3oBaHNWe nonce roBoput 06 akTMBHOCTM 0bGeux ctopoH. Hanpumep, DSKPP Client 3HaeT, 4To cepBep, ¢ KOTOPbIM OH
B3aMMOAENCTBYET «KUB», NMOCKOMbKY cepBep AormkeH co3aatb MAC anga nepeaaHHON KNMEHTY MHopMaLmu.

To xe camoe BepHOo u ans 2-npoxogHbix DSKPP, 6narogapsi TpeboBaHuio K knueHTy nepepaBaTb R B coobuieHun
<KeyProvClientHello>. Cepep 6ynet Bkntovatb R B pacuét MAC.

10.2.6. CmeHa nopsiOka coobuweHull

ATaKyLWMIN MOXET NOMbITAaTbCA N3MEHUTbL NOPAAOK coobLueHnin B 4-npoxogHom DSKPP, Ho 310 ByaeT obHapy»XeH, NOCKOSbKY
Kaxxgoe coobLLeHe UMeeT yHUKanbHbIA Tun. OTMeTuM, 4To B 2-npoxogHoM DSKPP ataku ¢ nameHeHvnem nopsiaka coobLueHni
HEBO3MOXHbI, MOCKObKY KaXaasi CTOpoHa nepefaéT He Bornblue 0aHOro coobLeHnst pa3om.

10.2.7. Amaku ¢ y4acmuem 4enoseka (MITM)

B pgononHeHue K ApyrMm akTMBHbBIM 3Tanam 3noymbiwneHHnk B MITM-atake moxeT npepoctaButb knueHTy DSKPP cson
OTKPbITBIN KoY. JTa yrpo3a u cnocobbl 3aWwuTbl OT HEE onucaHbl B naparpade 4.1.1. 3noymbiwneHHmk B MITM-atake moxeTt
BbICTyNaTb B Ka4eCTBe NPOKCH, He meLasi pabote DSKPP, Ho nony4yas HyxHyto nHdopmMaumio (cMm. naparpad 10.3).

10.3. MNaccuBHbIe aTakn
MaccuBHble atakyowme moryT nepexsatbiBaTe DSKPP ans nonyyeHns uHdopMaumm, Kotopas MOXeT CyXWT Ans NoAMeHbl
nonb3oBaTenen, opraHn3auny akTUBHbIX aTtak u T. 4.

Ecnn DSKPP pabotaet 6e3 3awimuTbl KOHpMAEHLMANbHOCTU Ha TPAHCNOPTHOM YPOBHE, 3ITOYMBbILLIMEHHVK B NACCUBHON aTake
MOXET y3HaTb:

- KpunTorpagudeckmne Moaynun, KOTopbiIMK obnapaet KOHKPETHbIN NoNb30oBaTenNb;

- naeHTMdUKaTOPbl KMYen 3TuX Kpuntorpaduyecknux Moaynen w apyrme aTtpubyTbl, OTHOCALUMECA K Krovam
(Hanpumep, cpok AenNCcTBUS);

- Bepcum DSKPP n kpuntorpadudeckux anroputMoB, nogaepknBaemble KOHKPETHbIM KneHToM 1 cepepoM DSKPP;
- nobble 3HaYeHUs, NpeacTaBrieHHble B paclumMpennn <extension>, kotopoe siBnsetcs vactbio <KeyProvClientHello>.

Bcsakuii pas, korga nepeuvucneHHble yrposbl akTyanbHbl, Ana DSKPP pomxkeH wncnonb3oBaTbCs TPaHCMOPT € 3almUTon
KOH(pmaeHumanbHoCTU. Ecnnm ansg onucaHHbIX Bbilwe criydaeB npumeHuMbl MITM-ataku, TpaHCMopT [OFKeH Takke
NoAAepXKvBaTh ayTeHTUMMKALMIO Ha CTOPOHE cepBepa.

10.4. Kpuntorpaduyeckme ataku

ATakylLWMN C HEorpaHMYeHHbIM AOCTYNOM K MHULMaNM3MPOBaHHOMY KPWUMTOMOAYMIO MOXET MCMonb3oBaTb 3TOT MoAyfb B
KayecTBe npeackasaTenb 3apaHee PacCyYMTaHHbIX 3HAYEHW, KOTOpble Mo3gHee MOryT MCMonb3oBaTbCA AN TOro, YTOObI
npeactasntb cebsa cepsepom DSKPP. B naparpade 4.1.1 nogpobHo paccmaTtprBaeTcs 3Ta yrposa v AaHbl pekomeHaaLumm rno
sawure.

PaspaboTunkam M3BECTHO, 4YTO KpunTorpaduyeckue anropuTMbl CO BpeMeHeM cTapetoT. Mo Mepe paspaboTkM HOBbIX
Kpuntorpaduyeckmx MeTOdOB W POCTa MPOU3BOAMTENIBHOCTU BbIYUCIIEHWI, BpeMsi, TpeGyeMoe [Ons B3foOMa KOHKPETHOro
Kpuntoanroputma, 6ygeT ymeHbluatbcs. [loaToMy peanusaumMu  KpuntorpadgouyeckMx anroputMoB criegyeT [JenaTb
MOAYIbHBIMA C BO3MOXHOCTBIO MPOCTON BCTaBKM HOBbIX anroputMoB. T. e. paspaboTuvMkam criegyeT OblTb FOTOBbIMU K
perynsipHoi 3amMmeHe anropuTMOB B CBOMX peanvsaumsix.

10.5. Bzanmopencreme DSKPP c 3acBnagetenbcTBOBaHMeM norb3oBarenen

Ecnn co3ganHblie DSKPP kntoun 6yayT cBsi3aHbl C KOHKPETHBIM Norb3oBaTtenieMm Ha cepeepe DSKPP (unu cepsepe, koTopoMy
JoBepsieT M C KOTopbiM B3aumopenctByeT cepep DSKPP), ana 3awutbl OT yrpo3, rae arakylolwuin 3ameHsieT
npeaocTaBneHHbIN KnneHToM windgpoBaHHbin R_C cBouM R'C (He3aBMCMMO OT MpUMEHEeHUs1 Bapuauum OTKPbITOro Kroya unu
Bapuauun obiero cekpeta DSKPP ans wudgpoBaHMs KNMMEHTCKOro nonce), cepBepy He criepyeT NpeAcTaBnsiTb CO34aHHbIN
K_TOKEN pans cBsi3biBaHUS € Kpuntorpaduyeckum Moaynem, ecrnv nonb3oBaTtenb OQHOBPEMEHHO HE MOATBEPAMT BnageHue
YCTPOMCTBOM, Ha KOTOPOM YCTaHOBIEH Kpuntorpaduyeckun moaynb, cogepxawmn K_TOKEN u He npeactaBuT Ty unm nHyto
ayTeHTUdUKaLMoHHyto uHdopmaumio (Hanpumep, Authentication Code) no otgenbHoMy kaHany. Hanpumep, ecnu
KpunTomMoadynb npeactaBnseT coboM Mapkep OAHOPA30BOr0 Mapond, Ana ayreHTudumkaumm nonb3oBaTens MOXeT
notpeboBaTbCs Kak OAHOPA30BbIA Napofb, CO3OaHHbLIN KPUNTOMOAYNEM, TaK U NPEACTaBMEHHbIN N0 OTAENbHOMY KaHany Kog
ayteHTndukaumm (Authentication Code), 4ToObI CepBep «NpeacTaBWs» CreHEpUpPOBaHHOE Ans LaHHOro nosfb3oBaTens
3HayeHue OTP. B npegnoytuTensHOM BapuaHTe Monb3oBaTenio criegyeT BbIMOMHATL 3Ty Onepaumio He C TOro XOCTa, KOTOPbIN
MCnonb3oBasncs Ans MHALManM3aummn Krnoven B kpuntorpadmyeckom moayrne, 4Ytobbl MUHMMU3NPOBaTb PUCK BMeLLATeNbCTBa B
npoLecc BPeAOHOCHbIX NPOrpaMM Y KIMeHTa.
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MpumeyaHve. CueHapuii, roe aTakylLWMi 3aMeHsAeT npeactaBneHHbin knveHTom R_C ceomm R'C, He nogxoaut ans
asyxnpoxogHoro DSKPP, nockonbky knmeHT He npepgoctasnseT aHTponun ana K_TOKEN. Ataka kak TakoBas (M mepbl
NPOTMBOAENCTBUS) OCTAETCA NpUMeHnMon ang asyxnpoxogHoro DSKPP, ogHako oHa ctaHoBuTcd no ¢yt MITM-aTtakoi.

[pyras yrposa cBsidaHa C BO3MOXHOCTbIO aTaKyloLEero BbIHyAUTb MNONb30BaTENs K ayTEHTUMMKALMKN Y HErO, a He y NErmMTUMHOWN
cnyx6bl o 3anycka DSKPP. Mpu ycnexe atakyoLwimin CMOXeT BblAaTb cebsi NerMTMMHOMY CEpBUCY 3a STOro Nonb3oBaTtens v
3atem nonyuutb gencreutensHoin Tpurrep DSKPP. MNpu ncnonb3osBaHun BapuaHTa oTkpbiToro knwda DSKPP ato moxeTt
NpuMBECTN K TOMY, YTO aTaKylowwmin cmoxeT (nocne ycnewHoro 3anycka DSKPP) BbigaTe cebs 3a nonb3oBatens. Moatomy
[OIMKHbI MPUMEHATbCA  O0OblyHbIE Mepbl NPeAOCTOPOXHOCTW, 4YTOObI Monb3oBaTenu ayTeHTMdMUMpoOBanuCb TOMNbKO
nerTUMHbIMK cryxbamu.

10.6. NMNpoumne BONpocCkHI

10.6.1. Bknad knueHma e aumponuto K_TOKEN

B 4-npoxogHom DSKPP knueHT n cepep npegoctaBnsaoT cnyvanHbii matepvan ans K_TOKEN Ttak, 4to 0o6e CcTopoHbl MoryT
NpoBepuTb CBOW BKNaZ B pe3ynbTUpyowuii knod. B onpeagenéHHom 3peck 2-npoxogHoM BapuaHTe DSKPP Bknag B aHTponuio
K_TOKEN BHOCUT nuwb cepep. OTO 03Ha4YaeT, YTO NOBPEXAEHHBIA UMW B3NOMaHHbIN reHepaTtop (MCeBAo)CrnyYanHbIX Ymcen
MOXET NPUBECTU K Bonee cepbE3HbIM MOBPEXAEHUSIM, HEXENU B 4-NpoxoaHOM BapuaHTe. [MoaToMy peanusaumsm cepBepoB
cneayeT ObiTb KpaiHe OCTOPOXHLIMU, YTOObI NPefoTBPaTUTL TakMe CUTyauun.

10.6.2. [ToOmeep x0eHue Kro4a

4-npoxogHble cepBepbl DSKPP obecneuuBatoT noatBepxaeHne knoden ¢ nomowpio MAC B R_C  coobuieHun
<KeyProvServerFinished>. B 2-npoxogHom BapuaHTe DSKPP, onucaHHOM 3a4ecb, noatBepxaeHue knoda obecneuynBaeTcs
MAC, skntovarowmm R, ¢ ncnonssosaHnem K_MAC.

10.6.3. Aymenmudgpukayusi cepsepa

Cepepbl DSKPP gomkHbl ayTeHTUdUUmnpoBaTh cebs BCAKMIA pas, koraa yCnellHbl 3anyck 2-npoxoAHoro npoTtokona DSKPP
npusoautT Kk 3ameHe wumetouleroca K TOKEN Ha K _TOKEN' wunu BosmoxHa DoS-ataka denial-of-service!, korga
HecaHKUMoHnpoBaHHbIi cepeep DSKPP moxeT 3ameHute K_TOKEN pgpyrum knioyom. B 2-npoxogHom DSKPP cepsepbl
ayTeHTUdULMpYOTCA BKNtodeHneM paclumnpeHus AuthenticationDataType, cogepxawero MAC, kak onvucaHo B pasgene 5 ans
2-npoxogHoro DSKPP.

Bcakuii pas, korga ycnewHbld 3anyck 2-npoxogHoro npotokona DSKPP npuBogut k 3ameHe umetoweroca K TOKEN Ha
K_TOKEN', knueHT n cepeep DSKPP gomkHbl BbINOMHUTL yKa3aHHble HWKe npoueaypbl Ang npegoTtepaiwenvs DoS-atak, B
KOTOpbIV HecaHKLMoHMpoBaHHbIn cepep DSKPP 3amenseTr K_TOKEN gpyrvm Kntoyom.

- CepBep DSKPP pomxkeH wucnonb3oBaTb paclumpeHune AuthenticationDataType pns nepegmaum Btoporo MAC,
paccYMTaHHOro B COOTBETCTBUM C naparpadom 5.2.2.

- Knnent DSKPP pomxkeH npoBepuTb MOANMHHOCTL cepBepa C ucnonb3oBaHnem MAC un3 paclumpeHus
AuthenticationDataType, nonyyeHHoro ot cepsepa DSKPP, kK KOTOpOMY KNMEHT NOAKIIOYEH.

10.6.4. AymeHnmudpukayusi nosib3oeamersisi
CepBep DSKPP pomxkeH ayteHTUdUUMpoBaTh KnneHTa, 4tobbl yoeantbca B goctaBke K_TOKEN Ha HyxHOe ycTponcTso. [ns
3TOro cnegyeT pacCMOTPETb NPUBEAEHHbBIE HNXE acreKThl.

- Tpwn ncnonb3oBaHun Authentication Code ans npoBepky NOANMHHOCTM KIIMEHTA BO3MOXHbI aTaku MO CroBaplo Ha
Authentication Data.

- Pasmep Authentication Code npu pabote no HesawMWEHHOMY KaHany cnegyeT fenaTb Gonblie, 4em npu
3alMLLEHHOM KaHane. Korga ycTpoicTBO, Hampumep, MoOWnbHbIA TenedoH C HeGOMbLIMM 3KPaHOM, HE MOXET
obpabaTtbiBaTh ANMHHOE 3HaveHne Authentication Code ¢ yanobctBom ansa none3sosatens, DSKPP cnegyet npumeHaTb
3alUMLLEHHbIE KaHanbl.

- Tpn ncnonb3oBannn HesawmEHHOro kaHana Authentication Code cnepyet nepeagaBath cepBepy ¢ kogom MAC, kak
ykasaHo B naparpage 3.4.1. Authentication Code wn nonce AOMKHbI OblTb [OCTATOMHO CTOMKMMW ANsi
npeaoTepallleHnss BoccTaHoBneHus Authentication Code no xawmpoBaHHbIM AaHHbiM (HMAC?). C y4éTom nepegauu
nonce B OTKPbITOM BMAE C UCMONMb30BaHMEM HEe3alUMLLEHHOro TpaHcnopTa, kpuntoctonkocTe Authentication Data
onpeaensieTcs B 0CHOBHOM kadecTtBoM Authentication Code.

- Korpa Authentication Code nepepaétcs ot cepBepa DSKPP Ha ycTpoWCTBO B TpWUITEPHOM COOGLLEHMM
uHuunanmsaumn DSKPP, Takoe coobueHne MoxeT ObiTb NepexBadeHO 3MOyMbILMEHHMKOM AN 3axBaTa
WHUUManu3aummn knoya. [Ons npefoTBpalleHust 3TOro TPaHCMOPTHLbIA YPOBEHb, WCMOMb3yeEMbIA AN nepeaayu
Tpurrepa DSKPP, pomxeH obecneunBaTb 3alMTy KOHMUAEHUMANBHOCTU M LIENOCTHOCTM (Hanpumep, 3awmwéHHas
ceccus B 6pay3sepe).

10.6.5. 3awuma knroya e dsyxnpoxodHom DSKPP

[nsa pasHbix cnocoboB npumeHeHus 2-npoxogHoro DSKPP onpeaeneHbl TpyM OCHOBHBIX METOAa 3aliuThbl, KOTOPble AOJDKHbI
noaaepxveatbcs popmatoM knoyen, Takum kak [RFC6030] n [RFC6031]. Mostomy 3awuTta kntoya B 2-npoxogHom DSKPP
3aBUCUT OT 3awmTbl dopmaTta nakeToB Krouven, BblOpaHHOro ans paboTbl npoTokona. Hwke npuBedeHbl HeKoTopble
coobpaxeHus Ana MeToda nepegaym knwyen ¢ noMmollbio napons (Passphrase-Based Key Wrap).

Metony Passphrase-Based Key Wrap cnepyeTt npumeHaTe dyHkumio PBKDF2 u3 [PKCS-5] gna reHepaumm kniova
LWMdPOBaHNS U3 NaporbHOW bpasbl U CTPOKMU «3aTpaBku» (salt). BaxxHO OTMeTUTb, YTO WKnpoBaHME Ha OCHOBE MapOSbHOMN
dpasbl B 06LIEM crydae obecrnevvBaeT OrpaHUYEHHYH0 3aLUUTy, HECMOTPSA Ha MPUMEHEHME 3aTPaBKU U CYETUYMKA UTepauuin B

'Denial-of-service - oTkas B 06CNyKMBaHWN.
?Hashed MAC.
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PBKDF2 ans ocnoxHeHus atak. lNoaTtomy peanusauvsam cregyeT npuHUMaTh SOMONHUTENbHbIE MEPbI NO YCUMEHMIO 3alnThl B
meToae Passphrase-Based Key Wrap. [Ins aToro cnegyeTt paccMoOTpeTb NepeYncrieHHble HUKE Mepbl.

- TNaponbHas ¢pasa coBnagaeT ¢ KOMMNOHEHTON ogHopa3oBoro napons B Authentication Code (cm. onucaHue copmarta
AC B naparpade 3.4.1). MaponbHyto pa3y cneayeT BbIOMPaTb OCTOPOXHO, U criedyeT MpUHMMaTb BO BHUMaHue
pekoMeHZaunn, Takme kak npmeeaéxHble B [NIST-PWD].

- CnepyeT vcnonb3oBaTb pasHble MapofibHble (opasbl ANA KaKAOW MHMUMAanNM3auuu Knoya, ecrnv 3T0 BO3MOXHO
(Hanpumep, cneayeT usberatb NpUMeHeHUst «rnobanbHON» MaponbHON pasbl ONA NakeTHbIX KpuUnTorpaduyecknx
moaynei). OaHUM U3 BapMaHTOB ABMSETCS UCMONb30BaHMe CrydYanHblX NaponbHbIX dpas.

- NaponbHble dpasbl cnegyeT HAAEXHO 3alMLLaTb, ECMN OHU XPaHATCS Ha cepBepe W/UnM B KpunTorpacuyeckom
Mopyre, a JOCTaBNsATb Ha YCTPOWCTBa crepyeT C NpYMEHEHNEM 3alLULLEHHBIX METOLOB.

- CnepyeT peanu3oBaTb NpeABapUTENbHYIO ayTeHTUUKALMIO Monb3oBaTenein, 4Tobbl NpedoTBpaTUTb LOCTaBKY
K_TOKEN nogctaBHbIM nonyvaTtensm.

- Yucno utepauni B PBKDF2 cnepyet fenatb 6onbumm, 4Tobbl HaBA3aTh atakyrolemy 6onblumn obbem paboTsl npu
ucnonb3oBaHMM MeTofoB nogbopa - brute-force (cm. pekomeHgaunm [PKCS-5]). OgHako Heo6xoAuMMo OTMETUTb, YTO
YBEMNUYEHUST YMcna utepauuin nosbllaeT obbem paboTbl U ANst NErMTUMHBIX KPUMTOMOAYNEen npu paclumdpoBke
HepasHo nonyyveHHoro K_TOKEN. CepBepbl MOFyT NMPUMEHSATb CpPaBHUTENbHO Hebonblloe 4Yucro utepauuin ans
CcnocobCTBOBaHUSI YCTPOMCTBAM C OrPaHUYEHHBIMU BbIMUCIIUTENBHBIMU BO3MOXHOCTSIMU, TakuM kak PDA n coToBble
TenedoHbl, Korga NpMMEHATCA apyrne Mepbl 3awuTbl u 6e3onacHocTb Passphrase-Based Key Wrap He cHukaeTcs.

- CnepyeT no BO3MOXHOCTM nMpumeHATb TLS [RFC5246] ona 3awmTtbl 2-NnpoxoAHOro pexuma paboTbl npoTokona.
3awuTa Ha TpaHCNopTHOM YpoBHE obecneynBaeT AONONMHUTENBHYIO 6e3onacHoCTb HegaBHO co3daHHbiM K_TOKEN.

10.6.6. 'ubkocmb anzopummos

[nsa MHormx npoTokonoB TpebyeTcsi rTMOKOCTL B nnaHe anropntmoB. OgHa M3 NPUYMH 3TOFO 3aKroyaeTcsl B TOM, YTO MHOrue
NPOTOKOJSIbl B MPOLLSIOM MUCMOSb30Ban MKCUPOBaHHLIN pasMep Moren, TakMx Kak BbIXOAHbIe OaHHbIE, KMYM U T. N. JTO He
oTHocutcst k DSKPP, 3a ncknioyeHnem pasmepa kntoda npu pacyéte DSKPP-PRF. [pyron npuynMHON SBMSIieTCA OTCYTCTBUE
cornacoBaHusi. OTo Toxe He oTHocuTca k DSKPP, 3a wuckniodveHneM npumeHenust SHA-256 B noatesepxgatowem MAC
coobueHnn. O6HoBNeHne pasmepa knoden ans DSKPP-PRF unu anroputma nogreepxaatowimx MAC cooblueHnin notpebyet
HOBOW BEpCcUM NpOTOKOMa, KoTopas noaaepxueaeTcsa atpubyTom Version.

11. [Nod0depkKka Opyaux si3bIKO8

DSKPP npegHasHavyeH pfAns MeXMalWHHbIX KOMMYHWKAUUA W ero anemMeHTamu sBnsTcs Mapkepbl (token), He
npegHasHayeHHble ONg MpAMOro wucnonb3oBaHusa noabmu. ObmeH wuHdopmauven B DSKPP wncnonedyetr XML. Bce
npoueccopbl XML pgomkHbl noHumatb koampoBky UTF-8 [RFC3629], noatomy Bce knueHTbl U cepBepbl DSKPP pomkHbl
noHumate XML B kogupoBke UTF-8. Kpome Toro, knueHtam u cepBepam DSKPP Heponyctumo npeactaensate XML B
Koguposke, oTnmyHon ot UTF-8.

12. Bzaumodelicmeaue c IANA

OTOT JOKYMEHT TpebyeT Heckonbkux pervctpaunii B IANA, onncaHHbIX HUXE.

12.1. Perncrtpauma cyonpocrtpaHcTea uMéH URN
3T1OT naparpad pernctpupyet npoctpaHcTBo UMEH XML "urn:ietf:params:xml:ns:keyprov:dskpp" B cootBeTcTBuM ¢ [RFC3688].

URI: urn:ietf:params:xml:ns:keyprov:dskpp
PerncrpaumoHHble KOHTaKTbl:
IETF, pabouvas rpynna KEYPROV (keyprov@ietf.org), Andrea Doherty (andrea.doherty@rsa.com)

XML:
BEGIN
<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-strict.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en">
<head>
<title>DSKPP Messages'</title>
</head>
<body>
<hl>Namespace for DSKPP Messages?’</hl>
<h2>urn:ietf:params:xml:ns:keyprov:dskpp</h2>
<p>See RFC 6063</p>
</body>
</html>
END

12.2. Peructpaumnsa XML-cxembl
3T1oT naparpad pernctpupyet cxemy XML B cootBeTcTBum ¢ [RFC3688].

URI: urn:ietf:params:xml:ns:keyprov:dskpp
PervcrpaumnoHHble KOHTaKThbl:
IETF, pabouas rpynna KEYPROV (keyprov@ietf.org), Andrea Doherty (andrea.doherty@rsa.com)

'Coo6LeHnss DSKPP.
2MpocTpaHcTBO UMEH cooblyenunii DSKPP.
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Cxema:

XML gns aToi cXembl MOXHO HaWTK B pa3gene 8 AaHHOro AOKyMeHTa.

12.3. Peructpauma MIME Media Type

OT1oT naparpacd peructpupyet T1n Hocutenst MIME "application/dskpp+xml".

To: ietf-types@iana.org
Subject: Registration of MIME media type application/dskpp+xml
MIME media type name: application
MIME subtype name: dskpp+xml
Required parameters: (none)
Optional parameters: charset
Indicates the character encoding of enclosed XML.'
Encoding considerations: Uses XML, which can employ 8-bit characters, depending on the character
encoding used. See [RFC3023], Section 3.2. Implementations need to support UTF-8 [RFC3629].2
Security considerations: This content type is designed to carry protocol data related to key
management. Security mechanisms are built into the protocol to ensure that various threats are dealt
with. Refer to Section 10 of RFC 6063 for more details®
Interoperability considerations: None
Published specification: RFC 6063.
Applications that use this media type: Protocol for key exchange.®
Additional information:
Magic Number(s): (none)
File extension(s): .xmls
Macintosh File Type Code(s): (none)
Person & email address to contact for further information:
Andrea Doherty (andrea.doherty@rsa.com)
Intended usage: LIMITED USE®
Author/Change controller: The IETF
Other information: This media type is a specialization of application/xml
[RFC3023], and many of the considerations described there also apply to
application/dskpp+xml.°

12.4. Perucrtpaums KonoB COCTOAHUA
OT1OT naparpad permcTpupyeT koAbl COCTOSIHUIA, BKIOYaeMble B kaxzgoe coobuieHne ¢ oTknukom DSKPP. Kogbl cocTtosiHui
3agaHbl B onpegeneHumn Tuna <StatusCode>, cogepxatlyemcs B cxeme XML (pasgen 8). Peectp kpaTko onucaH Huxe.

Related Registry:
KEYPROV DSKPP Registries, Status codes for DSKPP
Defining RFC:
RFC 6063.
Registration/Assignment Procedures:
Following the policies outlined in [RFC3575], the IANA policy for
assigning new values for the status codes for DSKPP MUST be
"Specification Required" and their meanings MUST be documented in
an RFC or in some other permanent and readily available reference,
in sufficient detail that interoperability between independent
implementations is possible. No mechanism to mark entries as
"deprecated" is envisioned. It is possible to update entries from the registry.’
Registrant Contact:
IETF, KEYPROV working group (keyprov@ietf.orgq),
Andrea Doherty (andrea.doherty@rsa.com).

12.5. Pernctpauus sepcun DSKPP

OT1oT naparpacd pernctpupyet Homep Bepcum DSKPP, kak nokasaHo Huxe.

Bepcusi DSKPP Cneyudgukayusi
1.0 OTOT AOKYMEHT
Ona onpepenexHus HoBon Bepcun DSKPP Tpebyetca craHgaptusaums. OTMeHa, yganeHne unu M3MeHeHue WMEILLMXCA
Bepcui DSKPP He npegycmoTpeHbl.

12.6. Cyb6peectp PRF Algorithm ID

OT1a cneumndukauus ocHoBaHa Ha kpunTorpadguyeckom npumutnee DSKPP-PRF, koTopble o6ecneunBaeT geTepMUHMPOBaAHHOE
npeobpa3oBaHNe CEKPETHOro Krtoya k M CTpOKM OKTETOB MEPEMEHHOro pasMepa S B OMTOBYH CTPOKY 3aJaHHOro pasmepa
dsLen. C Touku 3peHus aton cneumdukaumm DSKPP-PRF sBngetca yHKUMOHAmNbHbIM «YEPHBIM SLLMKOMY», KOTOPbIA Ha
OCHOBE BXOAHbIX AaHHbIX CO34aET NCeBAOCIyYalnHoe 3Ha4YeHne, KOTOpoe MOXET ObiTb peanv3oBaHo MobbiM NOAXOAALMUM U
npaBOMOYHbIM KpunTorpadudeckum metogom. B naparpade 3.4.2 npeacrtasnexbl Ase peanusauun DSKPP-PRF - DSKPP-
PRF-AES n DSKPP-PRF-SHA256.

"YKa3blBaeT KOAMPOBKY CUMBOSOB BrioXeHHoro XML.

2Ycnonb3yetca XML ¢ BO3MOXHOCTbIO NMOAAEPXKKU 8-GUTOBLIX CUMBOJIOB B 3aBVMCUMOCTM OT MPUMEHSIEMOi KOAMPOBKM (CM. naparpad 3.2 B
[RFC3023]). Peanu3aummn gomkHel nogaepxusate UTF-8 [RFC3629].

*3TOT TMN HocuTEns nMpeAHa3HayeH Ans NepeHoca MPOTOKOMbHBIX AA@HHbIX, CBA3aHHBIX C YMpaBreHueM knoyamu. MexaHusmbl 3aluTbl
BCTPOEHbI B MPOTOKOM AN NpegoTBpaLleHnst pa3nnyHbixX yrpo3. JononHuTenbHyo MHpopmaumio MoxHo HanTu B pasgene 10 RFC 6063.
“MpoTokon Ansi o6MeHa KroyYamu.

SOrpaHu4YeHHOe NpUMeHeHMe.

539TOT TMN HocUTens ABNseTcs chneumanusaumeit application/xml [RFC3023] 1 MHOrMe BOMPOCHI, PACCMOTPEHHbIE B YNOMSIHYTOM [OKYMEHTe,
npumMeHuMbl 1 k application/dskpp+xml.

B COOTBETCTBMM C MOMUTMKOMW, ykasaHHoW B [RFC3575], npouedypa IANA ana BblAeneHWs HOBbIX 3HauyeHuit kofoB cocTosiHus DSKPP
pomxkHa 6biTb Specification Required n cmbicn HOBbIX 3HayeHWn AomkeH GbiTb AOoKyMeHTUpoBaH B RFC vMnu MHOM MOCTOSIHHO U Nerko
AOCTYMHOM [JOKYMEHTe C MoApobHOCTAMM, [OCTaTOMHbIMU AnA obecneveHus B3anMOAEWCTBUSA HesaBWCUMbIX peanusaumii. MexaHuama
MapKMPOBKW 3anuncen kak yctapesLumx (deprecated) He npegycMoTpeHo. 3anucy B peecTpe MOXHO OGHOBNATD.
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OTOT naparpad permcTpupyet naeHTUUKaTopbl, CBA3aHHbIe C 9TMMK peanusaumamu. Ona cybpeectpos PRF Algorithm ID
npumeHsieTca npoueaypa Specification Required B cootBetctBuM ¢ RFC 5226 [RFC5226]. OGHOBNEHWs1 [OMKHbI
[okyMeHTUpoBaTtbcs B RFC unu apyrnx nOCTOSAHHO M ferko AOCTYMHbIX AOKYMEHTax C OnMcaHueM, AOCTaTOMHO NOAPOGHbLIM
Ansi obecneyeHns BO3MOXHOCTW B3aUMOAENCTBUS HE3aBMCUMBbIX peanu3aLuii.

Ona otmeHbl cybpeecTtpa TpebyeTtcs opobpenHne akcnepta. MNMocne npusHaHua PRF Algorithm ID ycTapeBwuym, anroputm He
cnepyeT NpMMEHATb B HOBbIX peann3auusx.

12.6.1. DSKPP-PRF-AES

OT1OT naparpad perncTpupyeT NpUBEAEHHBIN HUXKe peecTp npocTpaHcTea uméH IETF XML.

Common Name:
DSKPP-PRF-AES
URI:
urn:ietf:params:xml:ns:keyprov:dskpp:prf-aes-128
Identifier Definition:
The DSKPP-PRF-AES algorithm realization is defined in
Appendix D.2.2 of this document.'
Registrant Contact:
IETF, KEYPROV working group (keyprov@ietf.org), Andrea Doherty (andrea.doherty@rsa.com)

12.6.2. DSKPP-PRF-SHA256

3T0T naparpacd perncTpupyeT NnpMBeAEHHbIN HUXe peecTp npocTpaHcTBa uméH IETF XML.

Common Name :
DSKPP-PRF-SHA256
URI:
urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256
Identifier Definition:
The DSKPP-PRF-SHA256 algorithm realization is defined in
Appendix D.3.2 of this document?.
Registrant Contact:
IETF, KEYPROV working group (keyprov@ietf.org), Andrea Doherty (andrea.doherty@rsa.com)

12.7. Perncrpaums Kno4eBOro KOHTeMHepa
OToT naparpad pernctpupyeT Tun Key Container.

Key Container:
The registration name for the Key Container.?®

Specification:
Key Container defines a key package format that specifies how a
key should be protected using the three key protection methods
provided in Section 5.1.*

Registration Procedure:
Following the policies outlined in [RFC3575], the IANA policy for
assigning new values for the status codes for DSKPP MUST be
"Specification Required" and their meanings MUST be documented in
an RFC or in some other permanent and readily available reference,
in sufficient detail that interoperability between independent
implementations is possible.?®

Deprecated:
TRUE if based on expert approval this entry has been deprecated
and SHOULD NOT be used in any new implementations. Otherwise,
FALSE.®

Identifiers:
The initial URIs for the Key Container defined for this version of
the document are listed here:’
Name: PSKC Key Container
URI: wurn:ietf:params:xml:ns:keyprov:dskpp:pskc-key-container
Specification: [RFC6030]
Deprecated: FALSE
Name: SKPC Key Container
URI: wurn:ietf:params:xml:ns:keyprov:dskpp:skpc-key-container
Specification: [RFC6031]
Deprecated: FALSE
Name: PKCS12 Key Container
URI: wurn:ietf:params:xml:ns:keyprov:dskpp:pkcsl2-key-container
Specification: [PKCS-12]
Deprecated: FALSE
Name: PKCS5-XML Key Container
URI: wurn:ietf:params:xml:ns:keyprov:dskpp:pkcs5-xml-key-container
Specification: [PKCS-5-XML]
Deprecated: FALSE

Registrant Contact:

'"Peanusaums anroputmMa DSKPP-PRF-AES onpegeneHa B npunoxexnun D.2.2 K 3TOMYy AOKYMEHTY.

2Peanusauus anroputMa DSKPP-PRF-SHA256 onpefeneHa B npunoxenun D.3.2 kK 3TOMy AOKYMEHTY.

*PeructpaumoHHoe NMs Ans KOHTeHepa KIoYen.

‘Key Container onpegenseT dopMaT ynakoBKW KroYel, KOTOpbIM 3agaéT cnocob 3aluTbl KMoYel C MNpuUMeHeHMeM TPEX MeTodoB,
npeacraBneHHbIX B naparpadge 5.1.

B COOTBETCTBUM C MONMUTUKON, ykasaHHoi B [RFC3575], npouepypa |IANA Ons BblAeneHusl HOBbLIX 3Ha4YeHui KoLoB cocTosiHus DSKPP
pormxkHa 6biTb Specification Required M cMbicn HOBbIX 3Ha4YeHUn AOMKeH ObiTb AOKyMeHTMpoBaH B RFC unu MHOM NOCTOSIHHO WM nerko
AOCTYMHOM AOKYMEHTE € NoApo6HOCTAMM, AOCTAaTOUHbIMM AN obecnevyeHns B3anMoAenCTBUSA He3aBUCUMbIX peanuaaLmii.

STRUE, ecnu c ogobpeHnsa akcnepTa aTa 3anucb NpusHaHa ycTapeBlUen U eé He criedyeT NpUMEHSTb B HOBbIX peanusauuax. B octanbHbIx
cnyyasx FALSE.

"HavanbHble URI gnsi Key Container, onpegenéHHble B 3TO Bepcum OKYMEHTa, NepevncrieHbl HUxXe.
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IETF, KEYPROV working group (keyprov@ietf.org), Andrea Doherty (andrea.doherty@rsa.com)

13. lumennekmyanbHasi cobcmeeHHOCMb

RSA n RSA Security asnsiotcs (3apernctpupoBaHHbIMKU) ToproebiMu 3Hakamu RSA Security, Inc. B CLUA w/wnn apyrux
cTpaHax. HassaHus apyron npogyKuumn 1 ycryr MoryT 6biTb TOProBbIMM 3HakamMn COOTBETCTBYOLLMX BnagernbLes.

14. YyacmHuku pabomsbi

Ota pabota ocHoBaHa Ha WHdopmauun wu3 [RFC4758], cosgaHHoro Magnus Nystrom, ¢ ycoBepLUEHCTBOBaHUSIMU,
3aMMCTBOBaHHbIMU U3 OTAENbHOro AOKYMeHTa, aBTopamu koToporo sBnstotcs Mingliang Pei n Salah Machani (Hanpumep,
ayTeHTudUKaLmsa nonb3oBaTenemn n Nogaepxka pasHblx (HOpPMaToB YNakoBKW KITHOYen).

ABTopbI NpuaHaTenbHbl Philip Hoyer 3a ero paboty no cornacosaHuto cxem DSKPP 1 PSKC.

Cnacubo Hannes Tschofenig u Phillip Hallam-Baker 3a nx peueHanun, OTKNvKu 1 BKNag B TEKCT JOKYMEHTA.

15. BnazodapHocmu

ABTOPbI NpU3HaTErbHbI NEPEYUCTIEHHBIM HUXKE MI0AAM 3a peLeH3poBaHmne npeabiayLmx Bepcuii fokymeHta DSKPP.
- Dr. Ulrike Meyer (utoHb 2007);
- Niklas Neumann (ntoHb 2007);
- Shuh Chang (utoHb 2007);
- Hannes Tschofenig (noHb 1 asryct 2007);
- Sean Turner (aBryct 2007 n nionb 2008);
- John Linn (aBryct 2007);
- Philip Hoyer (ceHTs6pb 2007);
- Thomas Roessler (Hos6pb 2007);
- Lakshminath Dondeti (kommeHTapun B gekabpe 2007);
- Pasi Eronen (kommeHTapum B gekabpe 2007);
- Phillip Hallam-Baker (0630p v peaaktupoBaHue B Hosi6pe 2008 n sHeape 2009);
- Alexey Melnikov (man 2010);
- Peter Saint-Andre (man 2010).
ABTOpPbI 6GnaroaapHbl NEPEYMCIEHHBIM HIBKE N0ASM 3@ UX BKNaA B oTAenbHble acnekTbl pa3paboTtku DSKPP.
- Anders Rundgren (pbopmMaT ynakoBku Knoyen 1 AaHHble ayTeHTUMKaumm KNMeHToB);
- Thomas Roessler (npuesiska HTTP);
- Hannes Tschofenig (npuBsiska HTTP);
- Phillip Hallam-Baker (peecTtp anroputmoB);
- N. Asokan (nepBbim oTMeTun criaboctb Authentication Data).

B 3akntoyeHne aBTopbl xoTenu 6bl nobnarogapute Robert Griffin 3a 10, 4TO OH OTKpbLIN ANA HUX KaHanbl cBA3n ¢ IEEE P1619.3
Key Management Group 1M nomMor octaBaTbCs B KypCce BO3MOXHbIX HampaeBrneHusi coTpyaHudecTBa (0cobeHHO B vacTtu
npencTaBneHus Knyen n rmobanbHbl MAEHTUGMKATOPOB KIYen).

16. Jlumepamypa

16.1. HopmaTuBHbIe 4OKYMEHTbI
[FIPS180-SHA] National Institute of Standards and Technology, "Secure Hash Standard", FIPS 180-2, February 2004,
<http://csrc.nist.gov/publications/fips/fips180-2/fips180-2withchangenotice.pdf>.

[FIPS197-AES] National Institute of Standards and Technology, "Specification for the Advanced Encryption Standard (AES)",
FIPS 197, November 2001, <http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf>.
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[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997.
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lpunoxeHue A. BapuaHmbi NpuUMeHeHUs

Mpegnonaraetca

, yTo DSKPP 6ygeT npumeHATbCA ANs NPefoCTaBNeHUs CUMMETPUYHLIX KIIYen KpunTorpaduydeckum

MOAYMNSIM B PasnUYHbIX BapuaHTax, Kaxabll U3 KOTOPbIX MMeeT CBOM TPebOoBaHWs, Kak OMnMcaHo Hwxe. OTO NpUNoXeHue
ABNSETCA MHAPOPMALIMOHHOW YacTbio JOKYMEHTA.
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dHUMKNoneana ceTeBbIX NPOTOKONOB MepeBon RFC 6063

A.1. 3anpoc ogHoOro Knio4a

OOGbIYHBIA CLieHapuii 3aknioyaeTcs B TOM, YTO Kpuntorpaduyeckuii Modynb 3anpalivBaeT CUMMETPUYHbINA KMoY Yy cepBepa
06€CI'Ie‘~IEHVIF|, pacnofioXkeHHoro B nokanbHon cetu unu B Internet. B 3aBncumocTtn ot BapunaHTa pa3BéprIBaHVI$|. cepBep
obecrneyeHnss MoxeT reHepupoBaTb HOBbLIN KIOY «Ha nety» uvnm mncnonb3oBaTb co3aaHHbIN 3apaHee Knkd, Hanpumep,
ﬂpe,HOCTaBﬂeHHbIVI TpaguUuMOHHbIM CcepBepoOM 3MUCCUU KIto4en. CepBep obecneyeHns HasHavaeT CUMMETPUYHOMY KoYy
YHUKanNbHbIA UAEHTUMKATOP 1 NpeoCcTaBnseT ero KpuntorpacmyeckoMy Moaynio.

A.2. 3anpoc MHOXeCTBa Knro4veun

Kpuntorpadmyeckuin mogynb nepefaéT MHOXECTBO 3arnpocoB ANS CUMMETPUYHBIX KIHOYeW OQHOMY cepBepy obecrneyeHwus.
CVIMMeTpVNHbIe KNo4Yn He obs3aTenbHO OOJIMXKHbI ObITb OAHOTUNHbIMKU, T. €. OHW MOTyT MNPUMEHATbBCA C pPa3HbIMU
KpI/II'ITOI’pad)VILIeCKVIMVI anropmtMmamu, BKnr4aa anropmuTtMbl 0AHOPA30BbIX Krito4en ayTeHTVI(bVIKaLIMM n anroputm LLIVId)pOBaHVIﬂ
AES .

A.3. 3acBngetenbcTBOBaHMe NoNnb30BaTens

B HekoTOpbIX BapnaHTax pa3BEPTbIBAHMS. IMUTEHT KITHOYEl MOXET nofiaraTbCsi Ha CTOPOHHIOW Crnyxby obecneveHus. B Takmx
cnyyYyadax SMUTEHT HanpaBnAeT 3anpocCbl Ha npenoctaBiieHunA OoT KpVII'ITOMO/J,yJ'IeVI CJ'Iy)K6€ obecneyeHuda. Takum 06paSOM,
OMUTEHT OTBeYaeT 3a ayTeHTVI(bVIKaLWI}O nonb3oBaTtenem TemM WU WHbIM aBTOHOMHbIM (out-of-band) crnocobom Ao
npenoctaBfieHNA NoNb30BaTeNO MnpaBa MNOJIy4YUTb KITHOY. [Mocne npenocrtaBneHna SMUTEHTOM TaKoro npaBa OH Bbl,ﬂaéT
nonb3oBaTento kop ayteHTudmkauum (Authentication Code) u penaet ero poctynHeiM cnyxbe obecneveHus, 4TOObI
nonb3oBaTesib MOl NoATBEPAUTD CBOé npaBo Ha nony4veHue KIo4en.

A.4. MonuTtnka Tanm-ayToB NpeaocTaBreHus

OMWUTEHT MOXEeT npefoCcTaBWTb MONMb30BATENO B MNPOLECCe PerucTpauum BPEMEHHBIN KoA ayTeHTUdWKauMu, KOTOpbIA
nonb3oBaTenb OyaeT BBOAMTbL B KPMNTOMOAYINb ANsi NpeAcTaBnennst cebs cepepy obecneyeHusi. Cepeep OyaeT paspewartb
npenocTtaBieHne Krn4a KpuntoMoayrto Ha noNnb30BaTesIbCKOM yCTpOVICTBe npu HeOﬁXOJJ,VIMOCTVI npoBepuTb NOAJTIMHHOCTb
nonb3oBaTens Nuilb B cryyae BBOAA Nornb3oBaTenem koppekTHoro Authentication Code ¢ pmkcrpoBaHHbBIM CPOKOM AENCTBUS,
3agaHHbIM SMUTEHTOM.

A.5. OGHOBREHME KIlo4a

Kpnntomogynb 3anpawwvBaeT OOGHOBMEHWE CUMMETPUYHOrO KIHOYEBOro MaTepuana, NpUCcOedMHEHHOro K uaeHTudmkaTopy
KM4a B OTNMYME OT COXpPaHEHWs1 MOCTOSIHHOIO 3HayeHus Krova u oOHOBMEHVUS MeTagaHHbIX. Takas noTpebHOCTb MOXeT
BO3HWKHYTb B Cry4ae, KOrAa nonb3osaTtesflb Xo4eT OOHOBUTL CBOE YCTPOMCTBO, HA KOTOPOM PasMeLLéH KpUNTOMOAYMNb, UMK Npu
3aBeplUeHnn cpoka denctsus knoda. Korga nombsoBaTtenb MPUMEHSeT OAWMH W TOT XXe KPWUNTOMOAYNb, Hanpumep, Ans
BbIMONHEHUS1 CTporo ayTeHTudukaumm Ha MHoxectBe Web-caritoB co Bxogom B cuctemy (login), coxpaHeHue
naeHTudmkaTopa knova n3baenseT nonb3osartens OT HEO6X0AMMOCTU PErMCTPUPOBATL Ha KaX4OM CalTe HOBbIN KITou.

A.6. 3ameHa npeayCcTaHOBIIEHHOTIO Kilo4ya

OTOT BapuaHT npegcTaBnsgeT 0cobbin cnyvan 0OGHOBNEHUS CUMMETPUYHOIO KIHoYa, KOoraa NoKanbHbIN agMUHUCTPATop MOXeT
ayTeHTUdMLMpoBaTb Mnonb3oBaTensa npouedypHo 6e3 uHuMuMMpoBaHUS npouecca obecnedyeHus. 3TO Takke MO3BOMAET
3MUTEHTY YCTPOWCTB 3apaHee 3arpyxaTb KMod B KpunToModynb € TpeboBaHMeMm 3ameHbl 3TOro Knw4va A0 Hayana
ucnonb3oBaHus MoAdyns. B Apyrom BapunaHTe 3T0 MOXeT MPUMEHATLCS OpraHn3aumsaMm, rae yCTpoucTea MOryT NepexoamTb oT
OHOro nomnb3oBaTtens K Apyromy. B 3Tom cnyyae 3aMWUTEHT KoYel NpeaocTaBnsieT HOBbIA CUMMETPUYHBIA K4 Ans
KpUnTOoMOAyns, pasmMeLLEHHOro Ha yCTPOMCTBE, KOTOPbIV 40 3TOro Bnagen Apyrovi nonb3osaTerb.

OTMEeTUM, 4TO 3TOT BapuaHT MO CyLWEeCTBy COBMadaeT C MPeabiaylyM €Crivu Npu OBHOBMEHUWM MPUMEHSETCS TOT Ke
naeHTUUKaTop Knroya.

A.7. 3apaHee U3BeCTHbIN 3aBOACKOMN K04

Kpuntomogynbe 3arpyxaetcsa B cMapT-kapTy nocrne eé Bbl4ayu nonb3oBaTtento. CYUMMETPUYHBIA K4 ONs KPUNTOMOZYNSt
obecneunBaeTca C MCNoNb3oBaHMEM 3aLUULLEHHOrO KaHana, umetowlerocs B 6onbluMHCTBE NNatdopm Ang cMapT-kapT. OTo
No3BONSAET HanpsMyl OpraHu3oBaThb 3alMLLEHHBLIM KaHam MeXay MUKPOCXeMOW CMapT-kapTbl M cepBepoM obecneyeHuns.
Hanpumep, komanabl kapT (T. e. APDU") wudpytotcs ¢ 3apaHee BBeAEHHLIM NMPOU3BOAUTENIEM KapThbl KMHOYOM U NepeaarTcs
HanpsiMylo B MUKPOCXeMy KapTbl, obecrnevmBas 3allMLLEHHYIO NOCMNENPOAAXHY0 MOATOTOBKY B «MOMEBbLIX» YCMOBUAX. JTOT
3aLUMLLEHHBIN MOTOK MOXET nNpoxoauTb Yepe3 TLS [RFC5246] u gpyrue rpaHuubl 3alMLLEHHOIO TpaHcmnopTa.

OTMeTUM, YTO AR STOr0 BapuaHTa MMeeTcs ABa npeaBapuTeribHbIX YCNOBUS - NPOTOKOM AOMKeH GbiTb TYHHENMpyeMbiM, a
cepsep obecrneyeHns QOIMKEeH 3HaTb 3a4aHHbIi MPON3BOANTENIEM KITHOM.

A.8. CKBO3Has 3aluTa Kn4eBOoro matepuvana

B atom BapmaHTe TLS He obecneunBaeT CKBO3HOW 3alUMThI KIIOYEBOrO MaTepuana, nepejaBaeMoro oT cepBepa obecneveHus
B Kpuntomoaynb. Hanpumep, TLS MoXeT 3aBepLuatbCsi Ha NpunoxeHun, pasmewéHHom B PC, a He B kpuntomopgyne (T. e.
KOHEYHOW TOYKe), pacnonoXeHHOM B YCTponcTBe xpaHeHus pAaHHbiXx [RFC5246]. CormacoBaHue kniova € B3auMHOWM
ayTeHTUdUKaumen obecrnedmBaeT CKBO3HYHO 3aLLuUTy, KOTOPY HE MOXET npeaocTaBuTb TLS.

lMpunoxeHue B. lNpumepsbi

B aTOM npunoxeHun AaHbl NpUMEpPbl COOOLLEHWUIA, UNNIOCTPUPYIOLLME NapaMeTpbl, KOOUPOBaHWE U CEMaHTWUKy Oonsa 2- u 4-
npoxoaHoro oomeHa DSKPP. MNpumepbl HanucaHbl ¢ ucnonb3oBaHeM XML 1 cuHTakcnyeckn koppekTHbl. OgHaKko 3HayYeHus
MAC 1 WwmngpoB ABNSATCSA BbIMbILLNEHHBIMU. [1pyUnoXxeHue ABnseTcs MHOPMaLMOHHOW YacTblo JOKYMEHTA.

B.1. TpurrepHoe coobuieHue

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

'Application Protocol Data Unit - 6ok gaHHbIX NPUKNagHOro NPoToKona.
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<dskpp:KeyProvTrigger Version="1.0"
xmlns:dskpp="urn:ietf:params:xml:ns:keyprov:dskpp"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc">
<dskpp:InitializationTrigger>
<dskpp:DeviceldentifierData>
<dskpp:DeviceId>
<pskc:Manufacturer>TokenVendorAcme</pskc:Manufacturer>
<pskc:SerialNo>987654321</pskc:SerialNo>
<pskc:StartDate>2009-09-01T00:00:00Z</pskc:StartDate>
<pskc:ExpiryDate>2014-09-01T00:00:002</pskc:ExpiryDate>
</dskpp:DeviceId>
</dskpp:DeviceldentifierData>
<dskpp : KeyID>SE9UUDAwWMDAWMDAx</dskpp : KeyID>
<dskpp:TokenPlatformInfo KeyLocation="Hardware"
AlgorithmLocation="Software" />
<dskpp:AuthenticationData>
<dskpp:ClientID>31300257</dskpp:ClientID>
<dskpp:AuthenticationCodeMac>
<dskpp:IterationCount>512</dskpp:IterationCount>
<dskpp :Mac>4bRJIf9xXd3KchKoTenHJiw==</dskpp :Mac>
</dskpp:AuthenticationCodeMac>
</dskpp:AuthenticationData>
<dskpp:ServerUrl>keyprovservice.example.com
</dskpp: ServerUrl>
</dskpp:InitializationTrigger>
</dskpp:KeyProvTrigger>

B.2. 4-npoxoaHbIN NPOTOKON
B.2.1. <KeyProvClientHello> 6e3 npedwecmeyrouje2o mpuazepa

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<dskpp:KeyProvClientHello
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:dskpp="urn:ietf:params:xml:ns:keyprov:dskpp"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
Version="1.0">
<dskpp:DeviceldentifierData>
<dskpp:DeviceId>
<pskc:Manufacturer>TokenVendorAcme</pskc:Manufacturer>
<pskc:SerialNo>987654321</pskc:SerialNo>
<pskc:StartDate>2009-09-01T00:00:00Z</pskc:StartDate>
<pskc:ExpiryDate>2014-09-01T00:00:00Z</pskc:ExpiryDate>
</dskpp:DevicelId>
</dskpp:DeviceldentifierData>
<dskpp: SupportedKeyTypes>
<dskpp:Algorithm>
urn:ietf:params:xml:ns:keyprov:pskc:hotp
</dskpp:Algorithm>
<dskpp:Algorithm>
http://www.rsa.com/rsalabs/otps/schemas/2005/09/otps-wst#SecurID-AES
</dskpp:Algorithm>
</dskpp: SupportedKeyTypes>
<dskpp:SupportedEncryptionAlgorithms>
<dskpp:Algorithm>
http://www.w3.0rg/2001/04/xmlenc#aesl28-cbc
</dskpp:Algorithm>
</dskpp: SupportedEncryptionAlgorithms>
<dskpp: SupportedMacAlgorithms>
<dskpp:Algorithm>
urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256
</dskpp:Algorithm>
</dskpp: SupportedMacAlgorithms>
<dskpp: SupportedProtocolVariants>
<dskpp:FourPass/>
</dskpp: SupportedProtocolVariants>
<dskpp:SupportedKeyPackages>
<dskpp:KeyPackageFormat>
urn:ietf:params:xml:ns:keyprov:dskpp:pskc-key-container
</dskpp:KeyPackageFormat>
</dskpp: SupportedKeyPackages>
</dskpp:KeyProvClientHello>

B.2.2. <KeyProvClientHello> c npedwecmeyrowum mpua2epom
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<dskpp:KeyProvClientHello

xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"

xmlns:dskpp="urn:ietf:params:xml:ns:keyprov:dskpp"

xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

Version="1.0">

<dskpp:DeviceldentifierData>

<dskpp:DeviceId>

<pskc:Manufacturer>TokenVendorAcme</pskc:Manufacturer>
<pskc:SerialNo>987654321</pskc:SerialNo>
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<pskc:StartDate>2009-09-01T00:00:00Z</pskc:StartDate>
<pskc:ExpiryDate>2014-09-01T00:00:00Z</pskc:ExpiryDate>

</dskpp:DevicelId>
</dskpp:DeviceldentifierData>
<dskpp : KeyID>SE9UUDAwWMDAwWMDAx</dskpp : KeyID>
<dskpp: SupportedKeyTypes>
<dskpp:Algorithm>
urn:ietf:params:xml:ns:keyprov:pskc:hotp
</dskpp:Algorithm>
<dskpp:Algorithm>
http://www.rsa.com/rsalabs/otps/schemas/2005/09/otps-wst#SecurID-AES
</dskpp:Algorithm>
</dskpp: SupportedKeyTypes>
<dskpp:SupportedEncryptionAlgorithms>
<dskpp:Algorithm>http://www.w3.0rg/2001/04/xmlenc#aesl28-cbc</dskpp:Algorithm>
</dskpp: SupportedEncryptionAlgorithms>
<dskpp:SupportedMacAlgorithms>
<dskpp:Algorithm>urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256</dskpp:Algorithm>
</dskpp: SupportedMacAlgorithms>
<dskpp:SupportedProtocolVariants>
<dskpp:FourPass/>
</dskpp: SupportedProtocolVariants>
<dskpp: SupportedKeyPackages>
<dskpp:KeyPackageFormat>
urn:ietf:params:xml:ns:keyprov:dskpp:pskc-key-container
</dskpp :KeyPackageFormat>
</dskpp: SupportedKeyPackages>
</dskpp:KeyProvClientHello>

B.2.3. <KeyProvServerHello> 6e3 npedwecmeyrouw,e2o0 mpuazepa

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<dskpp:KeyProvServerHello
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:dskpp="urn:ietf:params:xml:ns:keyprov:dskpp"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
Version="1.0"
Status="Continue"
SessionID="4114">
<dskpp:KeyType>urn:ietf:params:xml:ns:keyprov:pskc:hotp</dskpp:KeyType>
<dskpp:EncryptionAlgorithm>
http://www.w3.0rg/2001/04/xmlenc#aesl28-cbc
</dskpp:EncryptionAlgorithm>
<dskpp:MacAlgorithm>
urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256
</dskpp:MacAlgorithm>
<dskpp:EncryptionKey>
<ds :KeyName>Example-Keyl</ds:KeyName>
</dskpp:EncryptionKey>
<dskpp:KeyPackageFormat>
urn:ietf:params:xml:ns:keyprov:dskpp:pskc-key-container
</dskpp:KeyPackageFormat>
<dskpp:Payload>
<dskpp : Nonce>E jRWeJASNFZ4kBIOVniQEg==</dskpp : Nonce>
</dskpp:Payload>
</dskpp:KeyProvServerHello>

B.2.4. <KeyProvServerHello> e npednosnoxeHuu o6Ho81eHUSs Kito4Ya
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<dskpp:KeyProvServerHello

xmlns:dskpp="urn:ietf:params:xml:ns:keyprov:dskpp"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
Version="1.0"
SessionID="4114"
Status="Continue">
<dskpp:KeyType>
urn:ietf:params:xml:schema:keyprov:otpalg#SecurID-AES
</dskpp: KeyType>
<dskpp:EncryptionAlgorithm>
http://www.w3.0rg/2001/04/xmlenc#aesl28-cbc
</dskpp:EncryptionAlgorithm>
<dskpp:MacAlgorithm>
urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256
</dskpp:MacAlgorithm>
<dskpp:EncryptionKey>
<ds :KeyName>Example-Keyl</ds:KeyName>
</dskpp:EncryptionKey>
<dskpp:KeyPackageFormat>
urn:ietf:params:xml:ns:keyprov:dskpp:pskc-key-container
</dskpp:KeyPackageFormat>
<dskpp:Payload>
<dskpp:Nonce>qw2ewasde312asder394jw==</dskpp:Nonce>
</dskpp:Payload>
<dskpp:Mac
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MacAlgorithm="urn:ietf:params:xml:ns:keyprov:dskpp:prf-aes-128">
cXcycmFuZG9tMzEyYXNkZXIzOTRqdw==
</dskpp :Mac>
</dskpp:KeyProvServerHello>

B.2.5. <KeyProvClientNonce> ¢ npuHsimbIM 1o yMosi4aHuUr wugposaHuem
OT0 coobLlieHne COoAepXMT 3HavyeHWe nonce, BbiOpaHHOe kpuntomoaynem, R_C wwudpyetca C 3agaHHbIM - KAKYOM U
anropuTMmom.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<dskpp:KeyProvClientNonce
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:dskpp="urn:ietf:params:xml:ns:keyprov:dskpp"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
SessionID="4114"
Version="1.0">
<dskpp:EncryptedNonce>
oTvo+S22nsmS2Z/RtcoF8CTwadRalPVsRXkZnCihHkUlrPueggrdONpEWVZR
16Rgl6+FHUTg33GK1wH3wffDZQ==
</dskpp:EncryptedNonce>
</dskpp:KeyProvClientNonce>

B.2.6. <KeyProvServerFinished> - npuHsimoe rno ymosn4yaHuro wugpoesaHue
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<dskpp:KeyProvServerFinished

xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:dskpp="urn:ietf:params:xml:ns:keyprov:dskpp"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
Version="1.0"
Status="Success"
SessionID="4114">
<dskpp:KeyPackage>
<dskpp:KeyContainer Version="1.0" Id="KC0001">
<pskc:KeyPackage>
<pskc:DeviceInfo>
<pskc:Manufacturer>TokenVendorAcme</pskc:Manufacturer>
<pskc:SerialNo>987654321 </pskc:SerialNo>
<pskc:StartDate>2009-09-01T00:00:00Z </pskc:StartDate>
<pskc:ExpiryDate>2014-09-01T00:00:00Z</pskc:ExpiryDate>
</pskc:DeviceInfo>
<pskc:CryptoModuleInfo>
<pskc:Id>CM ID 001</pskc:Id>
</pskc:CryptoModuleInfo>
<pskc:Key
Id="MBK00000000O1"
Algorithm="urn:ietf:params:xml:ns:keyprov:pskc:hotp">
<pskc:Issuer>Example-Issuer</pskc:Issuer>
<pskc:AlgorithmParameters>
<pskc:ResponseFormat Length="6" Encoding="DECIMAL"/>
</pskc:AlgorithmParameters>
<pskc:Data>
<pskc:Counter>
<pskc:PlainValue>0</pskc:PlainValue>
</pskc:Counter>
</pskc:Data>
<pskc:Policy>
<pskc:KeyUsage>OTP</pskc:KeyUsage>
</pskc:Policy>
</pskc:Key>
</pskc:KeyPackage>
</dskpp:KeyContainer>
</dskpp :KeyPackage>
<dskpp:Mac
MacAlgorithm="urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256">
151yAR2NqQU5dJzETK+SGYgN6sq6DEH5AgHohra3Jpp4=
</dskpp :Mac>
</dskpp:KeyProvServerFinished>

B.3. 2-npoxoaHbIN NPOTOKON

B.3.1. lMpumep ucnonb3osaHusi Memooda mpaHCnopmMupoe8KuU Kiro4del
KnveHT ykasbiBaeT NogaepkKy BCcex MeTofoB 3almThl kntoden - Key Transport, Key Wrap, Passphrase-Based Key Wrap.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<dskpp:KeyProvClientHello
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:dskpp="urn:ietf:params:xml:ns:keyprov:dskpp"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
Version="1.0">
<dskpp:DeviceIldentifierData>
<dskpp:DeviceId>
<pskc:Manufacturer>TokenVendorAcme</pskc:Manufacturer>
<pskc:SerialNo>987654321</pskc:SerialNo>
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<pskc:StartDate>2009-09-01T00:00:00Z</pskc:StartDate>
<pskc:ExpiryDate>2014-09-01T00:00:002</pskc:ExpiryDate>
</dskpp:DeviceId>
</dskpp:DeviceldentifierData>
<dskpp: SupportedKeyTypes>

<dskpp:Algorithm>urn:ietf:params:xml:ns:keyprov:pskc:hotp</dskpp:Algorithm>

<dskpp:Algorithm>

http://www.rsa.com/rsalabs/otps/schemas/2005/09/otps-wst#SecurID-AES

</dskpp:Algorithm>
</dskpp: SupportedKeyTypes>
<dskpp: SupportedEncryptionAlgorithms>

<dskpp:Algorithm>http://www.w3.0rg/2001/04/xmlencf#rsa 1 5</dskpp:Algorithm>

</dskpp: SupportedEncryptionAlgorithms>
<dskpp: SupportedMacAlgorithms>

<dskpp:Algorithm>urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256</dskpp:Algorithm>

</dskpp: SupportedMacAlgorithms>
<dskpp:SupportedProtocolVariants>
<dskpp: TwoPass>
<dskpp:SupportedKeyProtectionMethod>
urn:ietf:params:xml:schema:keyprov:dskpp:transport
</dskpp: SupportedKeyProtectionMethod>
<dskpp:Payload>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>
MIIB5zCCAVCgAwWIBAgIESZp/vDANBgkghkiG9wOBAQUFADA4MQOWCWYDVQQOKEWRJRVRGM
RMwEQYDVQQLEwWpPLZX1Qcm92IFJHMRIWEAYDVQQDEwW1QUOtDIFR1c3QwHhcNMDkwMjE3MD
kxMzMyWhcNMTEwM]j E3MDkxMzMyWjA4MQOwCwYDVQQOKEWRJRVRGMRMWEQYDVQQLEwWPLZX1
Qcm92IFJHMRIWEAYDVQQDEW1QUOtDIFR1c3QwgZ8wDQYJKoZ IhveNAQEBBQADGY 0AMIGT
AoGBALCWLDa2ItYJ6su80hdlgL4cggQYdyyKK17btt/aS6Q/eDsKjsPyFIODsxeKVV/uA
3wLT4jQJIM5euKJXkDajzGGOy92+ypfzTX4zDJIJMkh61SZwlHNJIJxBKilAM5aW7C+BQORVCx
vdYtzx2LTdB+X/KMEBA7ulYxLfXH2Mnub3WIh1AgMBAAEWDQYJKoZIhvcNAQEFBQADGYE
Ae875m84sYUJ8qPeZ+NG7REgTv1HTmoCdoByUOLBBLotUKugfrnRuXJRMeZXaaEGmzY1lk
LonVjQGzjAkU4dJ+RPmiD1YuHLZS41Pg6VMwY+031hk6I5A/wdrnqdkmwZX/NgXg06aln
c2pBsXWhL407nk0S2ZrLMsQZ6HcsXgdmHo=
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</dskpp:Payload>
</dskpp: TwoPass>
</dskpp: SupportedProtocolVariants>
<dskpp: SupportedKeyPackages>
<dskpp :KeyPackageFormat>
urn:ietf:params:xml:ns:keyprov:dskpp:pskc-key-container
</dskpp:KeyPackageFormat>
</dskpp: SupportedKeyPackages>
<dskpp:AuthenticationData>
<dskpp:ClientID>AC00000A</dskpp:ClientID>
<dskpp:AuthenticationCodeMac>

<dskpp :Nonce>ESIzRFVmd4iZqrvM3e7/ESIzRFVmd4iZqrvM3e7/ESI=</dskpp:Nonce>

<dskpp:IterationCount>100000</dskpp:IterationCount>
<dskpp:Mac

MacAlgorithm="urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256">

3eRz51ILgiG+dJW2iLcjudA==
</dskpp:Mac>
</dskpp:AuthenticationCodeMac>
</dskpp:AuthenticationData>
</dskpp:KeyProvClientHello>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<dskpp:KeyProvServerFinished

xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"

xmlns:dskpp="urn:ietf:params:xml:ns:keyprov:dskpp"

xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:dkey="http://www.w3.0rg/2009/xmlsec-derivedkey#"

xmlns:pkcs5=

"http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-5v2-0#"

Version="1.0"

Status="Success"

SessionID="4114">

<dskpp : KeyPackage>

<dskpp:KeyContainer Version="1.0" Id="KC0001">
<pskc:EncryptionKey>
<ds:X509Data>
<ds:X509Certificate>

MIIB5zCCAVCgAWIBAgIESZp/vDANBgkghkiGIwOBAQUFADA4MQOWCWYDVQOKEWRJRVRGM
RMWEQYDVQQLEWPLZX1Q0cm92IFdHMRIWEAYDVQQDEwW1QUO tDIFR1c3QwHhcNMDkwMjE3MD
kxMzMyWhcNMTEwM]j E3MDkxMzMyWjA4MQOwCwYDVQQKEWRJRVRGMRMWEQYDVQQOLEwWPLZX1
Qcm92IFdHMRIWEAYDVQQODEw1QUOtDIFR1c3QwgZ8wDQYJKoZIhveNAQEBBQADGYOAMIGT
AoGBALCWLDa2ItYJ6su80hdlgL4cggQYdyyKK17btt/aS6Q/eDsKjsPyFIODsxeKVV/uA
3wLT4jQJIM5euKJXkDajzGGOy92+yp£fzTX4zDJIJMkh61SZwlHNJIJxBKilAM5aW7C+BQORvVCx
vdYtzx2LTdB+X/KMEBA7uIlYxLfXH2Mnub3WIh1AgMBAAEWDQYJKoZIhvcNAQEFBQADGYE
Ae875m84sYUJ8qPeZ+NG7REGTv1IHTMmoCdoByUOLBBLotUKugfrnRuXJRMeZXaaEGmzY1k

B aTOM nmpuMepe cepeep OTBEYaEeT Ha Npenbiaylivii 3anpoc, BO3Bpallas MakeT KIo4en, B KOTOPOM Koy obecreveHus
3alLUMGPOBaH C UCMOSNb30BaHEM MeToaa 3aluThl kitoya Key Transport.
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LonVjQGzjAkU4dJ+RPmiD1YuHLZS41Pg6VMwY+031hk6I5A/wadrngdkmwZX/NgXg06aln
c2pBsXWhL407nk0S2ZrLMsQZ6HcsXgdmHo=

</ds:X509Certificate>
</ds:X509Data>
</pskc:EncryptionKey>
<pskc:KeyPackage>
<pskc:DeviceInfo>
<pskc:Manufacturer>TokenVendorAcme</pskc:Manufacturer>
<pskc:SerialNo>987654321</pskc:SerialNo>
<pskc:StartDate>2009-09-01T00:00:00Z</pskc:StartDate>
<pskc:ExpiryDate>2014-09-01T00:00:00Z</pskc:ExpiryDate>
</pskc:DeviceInfo>

<pskc:Key
Id="MBK000000001"
Algorithm="urn:ietf:params:xml:ns:keyprov:pskc:hotp">

<pskc:Issuer>Example-Issuer</pskc:Issuer>
<pskc:AlgorithmParameters>
<pskc:ResponseFormat Length="6" Encoding="DECIMAL"/>
</pskc:AlgorithmParameters>
<pskc:Data>
<pskc:Secret>
<pskc:Encryptedvalue>
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa 1 5"/>
<xenc:CipherData>
<xenc:CipherValue>
eyjr23WMy9S2UdKgGnQEbs44T1 jmX1TNWEBq48xfS20PK2VWF4ZK1iSctHj/u3uk+7+y8
uKrAzHEm5mujKPAU4DCbb5mSibXMnAbbIoAi2cJW60/18F1lzwaU4EZsZ1LyQ1GcBQKACE
eylG5vK8NTo47vZTatL5UxmbmOX2HvavQ=
</xenc:CipherValue>
</xenc:CipherData>
</pskc:EncryptedValue>
</pskc:Secret>
<pskc:Counter>
<pskc:PlainValue>0</pskc:PlainValue>
</pskc:Counter>
</pskc:Data>
<pskc:Policy>
<pskc:KeyUsage>OTP</pskc:KeyUsage>
</pskc:Policy>
</pskc:Key>
</pskc:KeyPackage>
</dskpp:KeyContainer>
</dskpp:KeyPackage>
<dskpp:Mac
MacAlgorithm="urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256">
GHZOH6Y+KpxdlVZ7zgcJDiDdqc8Gemlcf+HQi4EUXYU=
</dskpp:Mac>
</dskpp:KeyProvServerFinished>

B.3.2. lMpumep ucnonb3o08aHusi Memododa ynakoeku Kiiro4a

KnneHT nepenaét 3anpoc, KoTopbin ykasbiBaeT obwuin knod ansa 3awmtel K_TOKEN, a cepeep oTBe4aeT ¢ UCMONb30BaHNEM
mMeToga 3awmTtbl kntoden Key Wrap. Authentication Data B atom npumepe 6asupytotcs Ha Authentication Code, a He Ha
cepTudmkaTe yCcTponcTaa.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<dskpp:KeyProvClientHello
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:dskpp="urn:ietf:params:xml:ns:keyprov:dskpp"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
Version="1.0">
<dskpp:DeviceldentifierData>
<dskpp:DeviceId>
<pskc:Manufacturer>TokenVendorAcme</pskc:Manufacturer>
<pskc:SerialNo>987654321</pskc:SerialNo>
<pskc:StartDate>2009-09-01T00:00:00Z</pskc:StartDate>
<pskc:ExpiryDate>2014-09-01T00:00:00Z</pskc:ExpiryDate>
</dskpp:DeviceId>
</dskpp:DeviceldentifierData>
<dskpp: SupportedKeyTypes>
<dskpp:Algorithm>urn:ietf:params:xml:ns:keyprov:pskc:hotp</dskpp:Algorithm>
<dskpp:Algorithm>
http://www.rsa.com/rsalabs/otps/schemas/2005/09/otps-wst#SecurID-AES
</dskpp:Algorithm>
</dskpp: SupportedKeyTypes>
<dskpp:SupportedEncryptionAlgorithms>
<dskpp:Algorithm>http://www.w3.0rg/2001/04/xmlenc#aesl28-cbc</dskpp:Algorithm>
</dskpp: SupportedEncryptionAlgorithms>
<dskpp: SupportedMacAlgorithms>
<dskpp:Algorithm>urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256</dskpp:Algorithm>
</dskpp: SupportedMacAlgorithms>
<dskpp:SupportedProtocolVariants>
<dskpp:TwoPass>
<dskpp: SupportedKeyProtectionMethod>
urn:ietf:params:xml:schema:keyprov:dskpp:wrap
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</dskpp: SupportedKeyProtectionMethod>
<dskpp:Payload>
<ds:KeyInfo>
<ds:KeyName>Pre-shared-key-1</ds:KeyName>
</ds:KeyInfo>
</dskpp:Payload>
</dskpp:TwoPass>
</dskpp: SupportedProtocolVariants>
<dskpp: SupportedKeyPackages>
<dskpp :KeyPackageFormat>
urn:ietf:params:xml:ns:keyprov:dskpp:pskc-key-container
</dskpp : KeyPackageFormat>
</dskpp: SupportedKeyPackages>
<dskpp:AuthenticationData>
<dskpp:ClientID>AC00000A</dskpp:ClientID>
<dskpp:AuthenticationCodeMac>
<dskpp :Nonce>
ESIzRFVmd4iZgrvM3e7/ESIzRFVmd4iZqrvM3e7/ESI=
</dskpp:Nonce>
<dskpp:IterationCount>1</dskpp:IterationCount>
<dskpp:Mac
MacAlgorithm="urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256">
3eRz51ILgiG+dJW2iLcjul==
</dskpp:Mac>
</dskpp:AuthenticationCodeMac>
</dskpp:AuthenticationData>
</dskpp:KeyProvClientHello>
B atom npuMmepe cepsep oTBe4YaeT Ha npaqunyu4mﬁ 3anpoc BO3BpaTOM nNakeTa Kri4a, B KOTOPOM KIlHOY obecneyeHus
3awmndpoBaH ¢ ucnons3oBaHvem metoaa sawmtbl Key Wrap.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<dskpp:KeyProvServerFinished
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:dskpp="urn:ietf:params:xml:ns:keyprov:dskpp"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:dkey="http://www.w3.0rg/2009/xmlsec-derivedkey#"
xmlns:pkcs5="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-5v2-0#"
Version="1.0"
Status="Success"
SessionID="4114">
<dskpp : KeyPackage>
<dskpp:KeyContainer Version="1.0" Id="KC0001">
<pskc:EncryptionKey>
<ds:KeyName>Pre-shared-key-1</ds:KeyName>
</pskc:EncryptionKey>
<pskc:MACMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#hmac-shal">
<pskc:MACKey>
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#aesl28-cbc"/>
<xenc:CipherData>
<xenc:CipherValue>
2GTTnLwM3I4e5I05FkufoMUBJBUAf25hARFv0Z7MFk9Ecdb04PWY/gqaeCbrgz7Es
</xenc:CipherValue>
</xenc:CipherData>
</pskc:MACKey>
</pskc:MACMethod>
<pskc:KeyPackage>
<pskc:DeviceInfo>
<pskc:Manufacturer>TokenVendorAcme</pskc:Manufacturer>
<pskc:SerialNo>987654321</pskc:SerialNo>
<pskc:StartDate>2009-09-01T00:00:002</pskc:StartDate>
<pskc:ExpiryDate>2014-09-01T00:00:00Z</pskc:ExpiryDate>
</pskc:DeviceInfo>
<pskc:CryptoModuleInfo>
<pskc:Id>CM _ID 001</pskc:Id>
</pskc:CryptoModuleInfo>
<pskc:Key
Id="MBK000000001"
Algorithm="urn:ietf:params:xml:ns:keyprov:pskc:hotp">
<pskc:Issuer>Example-Issuer</pskc:Issuer>
<pskc:AlgorithmParameters>
<pskc:ResponseFormat Length="6" Encoding="DECIMAL"/>
</pskc:AlgorithmParameters>
<pskc:Data>
<pskc:Secret>
<pskc:EncryptedvValue>
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#aesl28-cbc"/>
<xenc:CipherData>
<xenc:CipherValue>
oTvo+S22nsmS2Z/RtcoF8AabC6vr
09sh0QIU+E224S96sZjpV+6nFYgn
652500epbPnL/fGuuey64WCYXogh
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</xenc:CipherValue>
</xenc:CipherData>
</pskc:EncryptedvValue>

<pskc:ValueMAC>o+e9xgMVUbYuZH9UHeOW9dIo88A=</pskc:ValueMAC>

</pskc:Secret>

<pskc:Counter><pskc:PlainValue>0</pskc:PlainValue></pskc:Counter>

</pskc:Data>

<pskc:Policy><pskc:KeyUsage>OTP</pskc:KeyUsage></pskc:Policy>

</pskc:Key>
</pskc:KeyPackage>
</dskpp:KeyContainer>
</dskpp : KeyPackage>
<dskpp:Mac

MacAlgorithm="urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256">

153BmS06qUzoIgbQegimsKk2es+WRpE10YFqaOp5PGE=
</dskpp:Mac>
</dskpp:KeyProvServerFinished>

B.3.3. lMpumep ucnonb3oeaHusi ynakoeKu Kiiro4ya Ha 6a3e naporsnsi

KnneHT nepenaét 3anpoc, aHanormyHeln onvcaHHomy B npunoxernun B.3.1 ¢ Authentication Data Ha ocHoBe Authentication
Code, a cepBep oTBevaeT C ucnosnb3oBaHneM metogda Passphrase-Based Key Wrap ans wudpoBaHus knoya obecnedeHus
(oTmeTUM, YTO WIMdpOBaHME BbIBOAMTCA M3 NapornbHow kommnoHeHTbl Authentication Code). Authentication Data nepepgatoTtca B

OTKPbLITOM BUAE NPU UCMONb30BaHUM 3aLLMLLEHHOIO KaHana, Takoro kak TLS [RFC5246].

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<dskpp:KeyProvClientHello
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:dskpp="urn:ietf:params:xml:ns:keyprov:dskpp"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
Version="1.0">
<dskpp:DeviceldentifierData>
<dskpp:DeviceId>
<pskc:Manufacturer>TokenVendorAcme</pskc:Manufacturer>
<pskc:SerialNo>987654321</pskc:SerialNo>
<pskc:StartDate>2009-09-01T00:00:00Z</pskc:StartDate>
<pskc:ExpiryDate>2014-09-01T00:00:00Z</pskc:ExpiryDate>
</dskpp:DeviceId>
</dskpp:DeviceldentifierData>
<dskpp: SupportedKeyTypes>
<dskpp:Algorithm>
urn:ietf:params:xml:ns:keyprov:pskc:hotp
</dskpp:Algorithm>
<dskpp:Algorithm>
http://www.rsa.com/rsalabs/otps/schemas/2005/09/otps-wst#SecurID-AES

</dskpp:Algorithm>
</dskpp: SupportedKeyTypes>
<dskpp: SupportedEncryptionAlgorithms>
<dskpp:Algorithm>
http://www.w3.0rg/2001/04/xmlenc#rsa 1 5
</dskpp:Algorithm>
</dskpp: SupportedEncryptionAlgorithms>
<dskpp:SupportedMacAlgorithms>
<dskpp:Algorithm>
urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256
</dskpp:Algorithm>
</dskpp: SupportedMacAlgorithms>
<dskpp: SupportedProtocolVariants>
<dskpp:TwoPass>
<dskpp: SupportedKeyProtectionMethod>
urn:ietf:params:xml:schema:keyprov:dskpp:passphrase-wrap
</dskpp: SupportedKeyProtectionMethod>
<dskpp:Payload>
<ds:KeyInfo>
<ds:KeyName>Passphrase-1</ds: KeyName>
</ds:KeyInfo>
</dskpp:Payload>
</dskpp: TwoPass>
</dskpp: SupportedProtocolVariants>
<dskpp: SupportedKeyPackages>
<dskpp:KeyPackageFormat>
urn:ietf:params:xml:ns:keyprov:dskpp:pskc-key-container
</dskpp:KeyPackageFormat>
</dskpp: SupportedKeyPackages>
<dskpp:AuthenticationData>
<dskpp:ClientID>AC00000A</dskpp:ClientID>
<dskpp:AuthenticationCodeMac>
<dskpp :Nonce>
ESIzRFVmd4iZgrvM3e7/ESIzRFVmd4iZqrvM3e7/ESI=
</dskpp:Nonce>
<dskpp:IterationCount>1</dskpp:IterationCount>
<dskpp:Mac
MacAlgorithm=
"urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256">
K4YVLMN6Q1DZvtShoCxQag==
</dskpp:Mac>
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</dskpp:AuthenticationCodeMac>
</dskpp:AuthenticationData>
</dskpp:KeyProvClientHello>

B atom npuMmepe cepeBep OTBeYaeT Ha npenunymwﬁ 3anpocC, BoO3Bpallad NakeT Krk4a B KOTOPOM KoY obecneyeHus

3awmndpoBaH ¢ Ucnons3oBaHvem metoaa 3awuTbl Passphrase-Based Key Wrap.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<dskpp:KeyProvServerFinished
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:dskpp="urn:ietf:params:xml:ns:keyprov:dskpp"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:dkey="http://www.w3.0rg/2009/xmlsec-derivedkey#"
xmlns:pkcs5=
"http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-5v2-0#"
Version="1.0"
Status="Success"
SessionID="4114">
<dskpp :KeyPackage>
<dskpp:KeyContainer Version="1.0" Id="KC0002">
<pskc:EncryptionKey>
<dkey :DerivedKey>
<dkey:KeyDerivationMethod
Algorithm=
"http://www.rsasecurity.com/rsalabs/pkcs/schemas/
pkcs-5v2-0#pbkdf2">
<pkcs5: PBKDF2-params>
<Salt>
<Specified>Ej7/PEpyEpw=</Specified>
</salt>
<IterationCount>1000</IterationCount>
<KeyLength>16</KeyLength>
</pkcs5: PBKDF2-params>
</dkey :KeyDerivationMethod>
<xenc:ReferenceList>
<xenc:DataReference URI="#ED"/>
</xenc:ReferenceList>
<dkey :MasterKeyName>
Passphrasel
</dkey :MasterKeyName>
</dkey :DerivedKey>
</pskc:EncryptionKey>
<pskc:MACMethod
Algorithm=
"http://www.w3.0rg/2000/09/xmldsig#hmac-shal">
<pskc:MACKey>
<xenc:EncryptionMethod
Algorithm=
"http://www.w3.0rg/2001/04/xmlenc#aesl28-cbc"/>
<xenc:CipherData>
<xenc:CipherValue>
2GTTnLwM3I4e5I05FkufoOEiOhNj91fhKRQBtBJY1uUDsPOLTfUvoU2dStyOwYZx
</xenc:CipherValue>
</xenc:CipherData>
</pskc:MACKey>
</pskc:MACMethod>
<pskc:KeyPackage>
<pskc:DeviceInfo>
<pskc:Manufacturer>
TokenVendorAcme
</pskc:Manufacturer>
<pskc:SerialNo>
987654321
</pskc:SerialNo>
<pskc:StartDate>
2009-09-01T00:00:002
</pskc:StartDate>
<pskc:ExpiryDate>
2014-09-01T00:00:002
</pskc:ExpiryDate>
</pskc:DeviceInfo>
<pskc:CryptoModuleInfo>
<pskc:Id>CM ID 001</pskc:Id>
</pskc:CryptoModuleInfo>
<pskc:Key
Id="MBK000000001"
Algorithm=
"urn:ietf:params:xml:ns:keyprov:pskc:hotp">
<pskc:Issuer>Example-Issuer</pskc:Issuer>
<pskc:AlgorithmParameters>
<pskc:ResponseFormat Length="6"
Encoding="DECIMAL"/>
</pskc:AlgorithmParameters>
<pskc:Data>
<pskc:Secret>
<pskc:EncryptedvValue>
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<xenc:EncryptionMethod
Algorithm=
"http://www.w3.0rg/2001/04/
xmlenc#aesl28-cbec" />
<xenc:CipherData>
<xenc:CipherValue>
oTvo+S22nsmS2Z/RtcoF8HX385uMWgJ
myIFMESBmcvtHQXp/6T1TgCS9CsgKtm
cOrF8VoK254tZKnrAjiD5cdw==
</xenc:CipherValue>
</xenc:CipherData>
</pskc:EncryptedvValue>
<pskc:ValueMAC>
pPbgEbVYx0Ys0x41wdeC7eDRbUEk=
</pskc:ValueMAC>
</pskc:Secret>
<pskc:Counter>
<pskc:PlainValue>0</pskc:PlainValue>
</pskc:Counter>
</pskc:Data>
<pskc:Policy>
<pskc:KeyUsage>OTP</pskc:KeyUsage>
</pskc:Policy>
</pskc:Key>
</pskc:KeyPackage>
</dskpp:KeyContainer>
</dskpp : KeyPackage>
<dskpp:Mac MacAlgorithm=
"urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256">
Jc4VsNODYXgfbDmTn9qQZgcL3cKoa//j/NRT7sTpKOM=
</dskpp:Mac>
</dskpp:KeyProvServerFinished>

lpunoxeHue C. UHmeepayusi c PKCS #11

KnueHt DSKPP, KOTOpoMYy HYXHO B3aMMOAEWCTBOBATb C MOAKMYEHHBIM KpunTomoaynem anss oomeHa DSKPP, moxert
ucnone3oBatb PKCS #11 [PKCS-11] B kayecTBe NporpammMmHOro nHtepdenca, kak onMcaHo 34echb. ATO NpUNoXeHWe sSBNseTcs
VMH(OPMaLMOHHON YacTbio [JOKYMEHTA.

C.1. 4-npoxoaHbIN BapuaHT
Mpn 4-npoxogHom obmeHe DSKPP c kpuntomogynem npu uCNOMb30BaHWM nporpaMMHoro uHtepdenca PKCS #11
pekomMmeHayeTcs npouenypa, onMcaHHas B npunoxernum B k [CT-KIP-P11].

C.2. 2-npoxoaHbIN BapuaHT
Mpennaraemasi npouegypa ans 2-npoxogHoro obmeHa DSKPP ¢ kpunToMogynem npu UCMOMb30BaHWM MNPOrpaMMHOro
uHtepderica PKCS #11, onpegenénHoro B [CT-KIP-P11], onncaHa Huxe.

a. Ha ctopoHe knueHTa.

1. KnuenT BbIOMpaeT nopgxogdwmi cnot u  Mapkep (Hanpumep, wucnonb3dya anemeHT <Deviceldentifier> wnnn
<PlatformInfo> B TpurrepHom coobiieHun DSKPP).

2. TeHepupyeTtcs nonce R, Hanpumep, nyTém BbidoBa C_SeedRandom n C_GenerateRandom.
3. KnwueHT nepenaét cepBepy nepBoe coobLieHne, BKkMoYatoLiee nonce R.
b. Ha ctopoHe cepsepa.

1. TeHepupyetca 6asoBbii ko4 K_PROV = K_TOKEN | K_MAC (| ykasbiBaeT KOHKaTeHaLui0), Hanpumep, nyTém
BbizoBa C_GenerateKey (c ncnonb3osaHnem tuna kntoda CKK_GENERIC_SECRET). Wa6bnon ans K_PROV pgomxeH
paspellatb 3KCMOPT (HO TOMbKO B ynakoBaHHOM Buge, T. €. Ana CKA_SENSITIVE pgomkHoO ObiTb ycTaHOBNEHO
3HayeHne CK_TRUE, a ana CKA_EXTRACTABLE pomxHo yctaHaenueaTtbcs 3HadeHne CK_TRUE), a Takke
ncnonb3oBaHue Ana nocriegyroLlero Bbisoga knoven. M3 K seiBogutca knoy mapkepa K_TOKEN noaxopgsiero tvna
nytém BbidoBa C_DeriveKey ¢ ucnonb3oBaHuem mexaHnsma PKCS #11 CKM_EXTRACT_KEY_FROM_KEY n
yctaHoBkorn CK_EXTRACT_PARAMS B kauyecTBe nepBoro 6uta 6a3oBoro cekpeTHoro kntova (1. €. 0). AHanornyHo,
knod MAC K_MAC BeiBogntca un3 K _PROV nytém BbisoBa C_DeriveKey ¢ wucnonb3oBaHnem MexaHu3ma
CKM_EXTRACT_KEY_FROM_KEY, a B kayectBe CK_EXTRACT_PARAMS ycraHaenueaetcsa pasmep K_PROV (B
6uTax), noaenéHHbIN Ha 2.

2. Cepsep nakyet (wrap) K_PROV ¢ nucnonb3oBaHneM oTKpbITOro kntoya knveHta DSKPP wnnu ycTtponcTea, 3apaHee
N3BECTHbIV CEKPETHbIN KoY Unn obLWniA CekpeT, BbiBEAEHHbIN ¢ ncnonb3oBaHnem C_WrapKey. Ecnn ncnonb3oBaHue
anroputMa ynakoBku krtodenn DSKPP cormacoBaHo, porkeH npumeHatbca Mexanuam CKM_KIP_WRAP ans
ynakoBkn K. Tpu BbidoBe C_WrapKey ana peckpuntopa hKey B ctpyktype CK_KIP_PARAMS pgomxHoO
yctaHaBnueaTtbca 3HadeHne NULL_PTR. MapameTtp pSeed B cTpykType CK_KIP_PARAMS pomkeH ykasbiBaTb honce
R, npepocrtaBneHHoe knveHTom DSKPP, a napametp ulSeedlLen pomkeH ykasbiBatb pasmep R. [lMapametp
hWrappingKey npu BbizoBe C_WrapKey AomkeH yka3biBaTb K04 YNAKOBKU KItoya.

3. 3artem cepep pomkeH paccuutate MAC, ucnonbsys K_MAC. Ecnn npumensembii anropyutm DSKPP MAC 6bin
cornacoBaH, MAC Bbiuncngaetcsa nytém BbizoBa C_Signlnit ¢ mexaHnamom CKM_KIP_MAC un nocneaytoLwmmMm BbI30BOM
C_Sign. Mpwu BbizoBe C_Signinit 3HaueHnem K_MAC gomkeH ObiTb kntoy nognucu, ons napameTtpa hKey B cTpykType
CK_KIP_PARAMS pomxkHo 6biTb ycTaHoBneHo 3HaveHne NULL_PTR, aonsa pSeed B ctpyktype CT_KIP_PARAMS
-NULL_PTR, a napameTp ulSeedLen pomkeH nmeTb 3HadeHue 0. Mpu BbizoBe C_Sign napameTtp pData porkeH
ObITb kOHkaTeHauuen ctpok ServerlD n nonce R, a B kadectBe ulDatalLen gomkeH ObiTb yka3aH pa3mep CTPOKM
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KoHkaTeHauun. XKenaembii paamep MAC pgormkeH ObiTb yka3aH napameTpom pulSignatureLen 1 gomkeH coenagaTb ¢
pasmepom R.

4. Ecnu cepBepy HYXHO Takxke ayTeHTUduUMpoBaTb CBOE coobuieHne (no npuunHe 3ameHbl K_TOKEN), oH gomkeH
paccuntaTb BTOpoe 3HadeHne MAC. Ecnu cornacoBaHo mcnonb3oBaHue anroputma DSKPP MAC, 3HauyeHne MAC
paccuntbiBaetca nytém BoidoBa C_Signlnit ¢ mexaHnamom CKM_KIP_MAC u nocnegytowero Beidosa C_Sign. B atom
BbizoBe C_Signinit 3HayeHne K_MAC', umeBleecs o atoro 3anycka DSKPP, gomkHo ObiTb KntoyoMm nognucu
(peanu3auma moxeT 3apgaTb B kadectBe K_MAC' 3Hayenne K_TOKEN, kotopoe 6yget 3ameHeHo, unn K_MAC wu3
npegpigywiero 3anycka npoTtokona), Ans napametpa hKey B ctpyktype CK_KIP_PARAMS pomkHo O6biTb
ycTaHoBneHo 3HaveHne NULL, ans pSeed B ctpyktype CT_KIP_PARAMS AOMKHO ObiTb YCTAHOBMEHO 3HAYeHWe
NULL_PTR, a ansa napametpa ulSeedlLen aomkHo 6biTb ycTaHoBneHo 3HadeHue 0. MNpu BbidoBe C_Sign B kayecTBe
3HayeHuss napameTpa pData momkHa NPUMEHATbCS KOHKaTeHauust cTpok ServerlD u nonce R, a 3HayeHuem
napameTpa ulDataLen pomkeH GObiTb pasmep oO6beaMHEHHON cTpoku. XKenatenbHblt pasmep MAC pomkeH ObiTb
3agaH napameTpoM pulSignatureLen 1 gormkeH coBnagaTs ¢ paamepom R.

5. Cepep nepepaét coobuieHne KnueHTy, Bkmouyas ynakoBaHHbi knmtod K_TOKEN, MAC un BosmoxHo MAC ans
ayTeHTuduKaLmu.

c. Ha ctopoHe knueHTa.

1. Knwuent BoI3biBaeT C_UnwrapKey ans nonydenusi peckpuntopa K. 3atem knueHT aBaxabl BbidbiBaeT C_DeriveKey -
oavH pa3 ansa BeiBoga K_TOKEN, gpyron gns BbiBoga K_MAC. KnveHT AOMmKeH MPUMEHSITb TOT e MeXaHW3Mm
(CKM_EXTRACT_KEY_FROM_KEY) n Takune e napameTpbl MexaHu3ma, KoTopble UCMoNb30BanMcb CepBepom (CMm.
Bbilwe). Mpun BbidoBe C_UnwrapKey n C_DeriveKey gormkeH ncnons3oBatbcs napameTp pTemplate ana yctaHoBku
OOMONHUTENbHbIX aTpubyTOB KMoya B COOTBETCTBMM C FOKanbHOW MOMUTUKOW, Kak OHW ObinuM cornacoBaHbl U
BblpaXeHbl B npoTokone. B yacTtHocTu, 3HadyeHue anemeHTa <KeylD> 13 oTknuka cepBepa MOXeT NPUMEHATHCS B
kadyectBe CKA_ID ans K_TOKEN. Kntoy K_PROV gonxeH 6biTb yHUYTOXEH nocne BbiBoga K_TOKEN n K_MAC.

2. 3HayeHne MAC npoBepsieTcsi obpalleHMem npoueaypbl ero reHepaumm Ha cepsepe. Ecnu Obino cormacoBaHo
npumeHeHne wmexaHusama CKM_KIP_MAC, npu BbidoBe C_Verifylnit ans napametpa hKey B cTpykType
CK_KIP_PARAMS pomxHo 6biTb ycTaHoBneHo 3HadeHme NULL_PTR, ans pSeed - NULL_PTR, a gnsa ulSeedLen -
0. MapameTtp hKey B C_Verifylnit gomxeH ykasbiBatb K_MAC. lNMpu BeidoBe C_Verify B kayecTBe 3HaveHus pData
OOJDKHA MCNoNb30BaTbCA KOHKaTeHaums cTpok ServerlD n nonce R, napameTtp ulDatalLen gomkeH ykasbiBaTb pasmep
o6beanHéHHoN cTpokm, pSignature - 3HavyeHne MAC, nony4yeHHoe OT cepBepa, a ulSignatureLen - paamep MAC. Ecnn
npoBepka MAC He npoxoauT, NPOTOKONbHAasi Ceccus 3aBepluaeTcsl oTka3om. Mapkep AOMKeH co3[4aBaTbCA Tak,
4yT0ObI HOBbIEe 3Ha4YeHnst K_TOKEN n K_MAC He npeactaensanuck go nposepkun MAC.

3. Mpw nonyyennn MAC ansa ayteHTudmkaummn (Tpedyetcs, ecnu Hoebin K_TOKEN 6yaeT 3ameHATb UMEIOLLMIACS KIoY
B Mapkepe) Kog NpoBepsieTCs aHanornyHbIM cnocobom, Ho ¢ ncnons3dosaHnem K_MAC', cBA3aHHOIO € 3TMM CepBepoM
1 MMEBLLErocs Ao 3arnycka npoTtokona (peanu3aumsa moxeT ykadatb Ana K_MAC' 3HadyeHne 3ameHsiemoro K_TOKEN
unn K_MAC wu3 npepluecTBylowlero 3anycka npotokona). Ecnm nposepka MAC He npoxoguT, NPOTOKOMNbHAs ceccust
3aBepluaeTca oTka3oMm. Mapkep AOMKeH cos3fgaBaThbCa Tak, 4ToObl HOBble 3HayeHus K_TOKEN n K_MAC He
npeacraensanuce 0o npoeepkun MAC.

lpunoxeHue D. lNpumepsbi peanusayuu DSKPP-PRF

D.1. BBepeHue
B atom npunoxenun onpegensietca DSKPP-PRF B TepmuHax AES [FIPS197-AES] u1 HMAC [RFC2104]. lMpunoxeHue
SABNSeTCS MHOPMALMOHHON YaCTbio AOKYMEHTa.

D.2. DSKPP-PRF-AES
D.2.1. UOenmudpukayusi

Ona kpunTomoaynewn, nopgaepxueBawowmx 9Ty peanu3aumio DSKPP-PRF, pomkeH npUMEHATLCS NPUBEOEHHBIN  HUXE
naentndukatop URN, ykasbiBatowmii atot anroputm B DSKPP.

urn:ietf:params:xml:ns:keyprov:dskpp:prf-aes-128
Mpu wcnons3oBaHun atoro URN ansi ykasaHnus anropytma LWM@POBaHWUsS, AOMMKEH MPUMEHSATLCS MeTon LWudpoBaHus
3HadeHut R_C, onucaHHbI B naparpade 4.2.4.

D.2.2. OnpedeneHue

DSKPP-PRF-AES (k, s, dsLen)

Bxoga:
k MCNonb3yeMblii KoY LWNpoBaHUs;
s CTpOKa OKTETOB, COAEpKaLLlas criyyanHble AaHHble pa3mepom slen;

dsLen xenaemblii pa3mep pesynbTata.
Bbixoa;:

DS  ncesgocny4yariHasa cTpoka pa3mepom dslen okTeToB.
OTanbl:

1. NycTb bLen ykasbiBaeT pasmep BbixogHoro 6roka AES B okTeTax

blLen = (pasMep BmxOAHOTO 6y0ka AES B OKTeTax)

(o6bI4HO bLen = 16)
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2. EcnmndsLen > (2% - 1) * bLen, BbiBoguTCcs coobieHune «derived data too long'» n paboTa npekpatyaercs.

3. TMycTb n - yncno 6nokoB pa3mepoM bLen B BbIXOAHBIX AaHHbIX, OKPYIMEHHOE B GOMbLUY0 CTOPOHY, a j - YMCMO OKTETOB
B nocrnegHem Groke

= CEILING( dsLen / bLen)

= dsLen - (n - 1) * bLen

4. [na kaxpgoro 6noka nceBgocryyanHon cTtpoku DS npumeHsieTca onpepenéHHas Hwke yHkums F c kmovom kK,
CTPOKOW S U MHAEKCOM paccynTbiBaemoro 6oka

n
J

BL=F (k, s, 1) ,
B2 F (k, s, 2) ,

éﬁl= F (k, s, n)
dyHkuma F onpepensietcst B TepMuHax koHeTpykuun CMAC un3 [NIST-SP800-38B] ¢ ncnons3oBaHmem 6noyvHoro wudpa AES

F (k, s, i) = CMAC-AES (k, INT (i) || s)
roe INT (i) - 4-okTeTHOe npeAcTaBneHue Lenoro Yicna i (CHavana ctapLunim okTeT), a BbixogHon pasmep CMAC paBeH bLen.

Brnoku cnveatoTcsa u BbibnpatoTcsa nepeble dsLen okTeToB Ans co3aaHus Kenaemow CTPokM AaHHbIx DS

DS =Bl || B2 || ... || Bn<0..j-1>
BbiBOOUTCA CTpOKa AaHHbIX DS.

D.2.3. Mpumep

Ons dsLen = 16 6yaem umeTb

n=16 /16 = 1
j =16 - (1L - 1) * 16
DS =Bl =F (k, s, 1)

D.3. DSKPP-PRF-SHA256
D.3.1. UOenmucpukayusi

Ons kpunTomopynen, nopaepxvBawlwmx 3Ty peanu3aumio DSKPP-PRF, pomkeH npUMEHATbLCS NPUBEOEHHBIN  HUXE
naeHtndukatop URN, ykasbiBatowuii aToT anroputm B DSKPP.

16
CMAC-AES (k, INT (1) || s)

urn:ietf:params:xml:ns:keyprov:dskpp:prf-sha256
Mpn wncnonb3zoBaHun atoro URN ana ykasaHua anroputma LWM@POBaHWS, AOIMKEH NPUMEHSTbCA MeTon LwndpoBaHUA
3HayeHu R_C, onucaHHbivi B naparpade 4.2.4.

D.3.2. OnpedeneHue

DSKPP-PRF-SHA256 (k, s, dsLen)

Bxog:
k NCMNONb3yeMbli KoY LWndpoBaHus;
s CTPOKa OKTETOB, CoAepxaLlas crnyyanHble AaHHble pa3mepom slen;

dsLen >xenaembln pa3mep pesynbTaTta.
Bbixona:
DS  nceepocnyyariHas cTpoka pa3mepom dsLen okteToB.
OTansb:
1. TMycTtb bLen yka3biBaeT BbixogHou pasmep SHA-256 B okteTax [FIPS180-SHA] (6e3 otceuku BoiBoga HMAC)

bLen = 32
(normally, bLen = 16)
Ecnu dsLen > (2% - 1) * bLen, BbiBOANTCA coobLieHne «derived data too long'» 1 paboTa npekpaluaeTcs.

rlyCTb n - ynucno 6nokoB pasmepoM bLen B BbIXOAHbLIX AAHHbIX, OprFﬂéHHoe B 60nbu.|y|o CTOpPOHY, aj - YACITO OKTEeTOB
B nocrnegHem Grioke

n = CEILING( dsLen / bLen)

j = dslLen - (n - 1) * bLen

4. [Ona kaxpgoro 6roka nceegocnydaniHol ctpokn DS npumeHsieTcs onpeaenéHHas Hwke dyHkums F ¢ kmodom K,
CTPOKOW S U MHOEKCOM pacCynTbiBAEMOro 6roka

Bl =F (k, s, 1),
B2 =F (k, s, 2),
Bn = F (k, s, n)

dyHkumsa F onpepensietcst B TepMmHax koHcTpykuumn HMAC 13 [RFC2104] ¢ ncnons3oBaHnem anroputma nognucu SHA-256

F (k, s, i) = HMAC-SHA256 (k, INT (i) || s)
roe INT (i) - 4-okTeTHOe npeAcTaBneHue Lenoro Ymicna i (CHavana ctapLlinii okTeT), a BbixogHon pasmep HMAC paBeH bLen.

Brnokn cnuBatoTcst 1 BbiGUpatoTcst nepsble dsLen okTeToB NSt co34aHUs xenaemMoi CTPokU AaHHbix DS

DS =Bl || B2 || ... || Bn<0..j-1>
BbiBOauTCA CTpOKa AaHHbIX DS.

'CnMLLKOM MHOIO AaHHbIX Ha BbIXode.
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D.3.3. lNMpumep

Ona sLen = 256 (gBa 128-okTeTHbIX 3Ha4yeHus) u dsLen = 16 6eagyem nmetb

n = CEILING( 16 / 32 ) =1
j =16 - (1 - 1) * 32 = 16
Bl = F (k, s, 1) = HMAC-SHA256 (k, INT (1) || s)
DS = B1<0 ... 15>

T. e. pesynbtaTtom 6yayT nepsble 16 okteToB BbiBoga HMAC.
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