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An Overview of Operations, Administration, and Maintenance (OAM) Tools

0630p HCcTpymeHTapus OAM

AHHOTauunA

Basosbii TepMuH OAM' oTHocuTcA K HaBopy cpedcTB ONA OOHAPYXEHUS M U3OMAUMM OTKA30B, a Takke W3MepeHus
npounssoanTenbHOCTU. 3a MHOrue rofdbl MHCTPyMeHTbl OAM 6binv cos3aaHbl AN pasHbIX YPOBHEN CTeka NPOTOKOMOB.

OTOT AOKYMEHT onucbiBaeT HekoTopble nHeTpymeHTel OAM, onpegeneHHble B IETF B KOHTEKCTE MHAMBUAYanNbLHOW agpecaunn
IP, MPLS, MPLS-TP?, nceeaonposofoB 1 TRILL®. [JokyMeHT NocBALLeH MHCTPYMEHTaM Ans 0GHapY)XeHUS U U30MALMN OTKA30B
B CeTsX, a TaKKe ANS MOHUTOPUHIa NpoM3BOAMTENbHOCTU. ACNeKTbl ynpasnenns n nogaepxku OAM BbIXogaT 3a paMku 3TOr0
LlOKyMeHTa. ®yHKUMM BOCCTaHOBIEHUS], Takne kak FRR* 1 3alyuTHOE nepeknioveHre Takke He paccMaTpuBaloTCs 34eChb, XOTS
OHM 3a4acTylo BbI3biBaloTCA NpoTokonamu OAM.

LleneBas ayamMTopus AOKyMeEHTa BKIOYaeT NPON3BOAMTENEN CETEBOro 000pyaoBaHMS, CETEBLIX ONepaTopoB U pa3paboTymKoB
CcTaHAapToB. [IOKYMEHT MOXET CINyXWTb CMPaBOYHMKOM MO OCHOBHbIM MHCTpyMeHTam OAM, onpegenenHbiM B IETF. B koHue
AOKyMeHTa npeacTtasneH cnucok nHetpyMentapus OAM u doyHkumin OAM.

CraTtyc AOKYMeHTa
[lokymMeHT He aBnsaeTcsa NpoekTom ctaHdapTa Internet n nybnvkyetcs ¢ nHOPMaLMOHHBIMY LEENSMU.

JokymeHT siBnsieTcss pesynbTaTom pabotbl IETF® u npeactaBnsieT cornmacoBaHHbIN B3rnsa coobuiectBa IETF. [okymeHT
NpoLwén oTKpbiToe obcyxaeHue n Gbin ogobpeH Ans nybnukauun IESGE. He Bce onobpeHHble IESG OOKYyMEHTbI NpeTeHaytoT
Ha cTtaTyc Internet Standard (cm. pasgen 2 B RFC 5741).

WHbopmaumio o TekyLleM cTatyce AOKyMeHTa, owmbkax n cnocobax o6paTHON CBA3M MOXHO HaWTW Mo ccbinke http://www.rfc-
editor.org/info/rfc7276.

ABTOpCKUe npaBa
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A.2. OtgenbHble AOKYMEHTBI APYTUX OpraHusauni

1. BeedeHue

OAM cnyxuT 06LMM TEPMUHOM ANS OBHapYXeHWs, n3onaumm, nHopmMnpoBaHnst o6 oTkasax 1 MOHUTOPUHra paboTbl ceTen.

MmeeTcs Heckonbko nHTepnpeTtaumn abbpesnatypel OAM. B atom gokymeHTe ncnons3yetca Operations, Administration, and
Maintenance (akcnnyatauus, agMMHUCTpMpOBaHue, obcnyxmnsaHmne), kak pekomengosaHo B pasgene 3 [OAM-Def].

30ecb paccMOoTpeHbl Heckonbko MHcTpyMeHToB OAM, onpepeneHHbix IETF B kOHTEkCTe mHAovBMAyanbHown appecauun |P,
MPLS, MPLS-TP, nceesgonposoaos un TRILL.

[JokymeHT NMOCBSALLEH WHCTPYMEHTaM AOnd O6Hapy>KeHVIF| n mn3onaunMm OTKa3oB B CeTdX, a TakKke Ona MOHUTOPUHIra
npon3BoanNTENIbHOCTU. |_|03TOMy OOKYMEHT paccMaTtpmBaeT MHCTPYMEHTbI AnA MOHUTOPUHIa N naMepeHna Ha ypoBHE aHHbIX, a
BOMPOCHI ynpaBneHna U nognepKkm OAM BbIXOAAT 3a paMKkn 3TOro OoKyMeHTa. (DyHKLl,VIVI BOCCTaHOBNEHUs, Takme kak FRR un
3alllUTHOE NepekniyveHne Takke He pacCMaTpuBaroTCA 340eCb, XOTA OHU 3a4aCTylO BbI3bIBalOTCA NMPOTOKONaMu OAM.

1.1. O6ocHOBaHue

MeToabl OAM, NCXOAHO NPUMEHSIBLUMECS B TPAAULMOHHBLIX TEXHOMOMMSIX CBA3M, Takux kak E1 1 T1, nepewnu B PDH', a 3aTtem
B SONET/SDH2. ATM 6bina BO3MOXHO MEPBON TEXHONOrMel co BCTPOEHHOW M3HadanbHo nopaepxkorn OAM, Torga kak B
apyrux TexHonorusax gpyHkuun OAM 06bIvHO [o6aBANUCH cneLmanbHbIM 06pa3oM yxe nocre onpeaenennsi  pasBépTbiBaHUS
TexHorormn. CeTn Ha OCHOBE MNaKeTOB TPAAMLMOHHO CYUMTaNMCb HEHaAEXHbIMU W [OCTaBMSOWMMKW OaHHble MO Mepe
Bo3moxHocTh (best effort). Mo Mepe pa3BuTUA NakeTHbIX CETEN OHW CTaHOBUNWUCHL 6a30BbIM TPAHCMOPTOM ANSA nepeaayv
[aHHbIX 1 TenedgoHnmn, 3aMeHUB TPaaMLMOHHbBIE TPAHCMNOPTHbLIE NMPOTOKOMbI. Mo3TOMy NpeanonaraeTcsi, YTO B NAKETHbIX CETAX

'Plesiochronous Digital Hierarchy - nneanoxpoHHasi umdpoBas nepapxus.
2Synchronous Optical Network/Synchronous Digital Hierarchy - cuHxpoHHas onTuyeckas ceTb, CUHXPOHHasi LMdpoBas nepapxusi.
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OypneTt ob6ecneunBaTbCsl «ONEPaATOPCKMIN YPOBEHbY» U, B YaCTHOCTU, NoAAepKka bonee pa3sutbix pyHkumn OAM B gononHeHue K
ICMP u router hello, koTopble TPagULVOHHO CRYXWUNu ANst OOHApPYyXeHUs OTKa30B.

MockonbKy TUNMYHAs CeTb UMEET MHOrOYpPOBHEBYIO apxXuUTeKkTypy, Habop npotokonoB OAM Takke BKIHOYAET MHOXECTBO
YPOBHEWN, Kaxablh M3 KOTOpbIX MMeeT cBou npotokonibl OAM. Kpome Ttoro, OAM MOXET NPUMEHSITLCS Ha PasHbIX YPOBHSAX
ceTeBoW nepapxuum, popmmpys MHoroypoBHeBoe pelueHne OAM, kak nokasaHo B Npumepe Ha pucyHke 1.

PucyHok 1 nokasbiBaeT ceTb, B KOTOpon Tpaduk IP Mmexay AByMst abDOHEHTCKMMM rpaHunLiaMu nepeaaeTcst Yepes onepaTopcKyto
cetb MPLS. Ha ypoBHe npoBarigepa npumeHsietca MPLS OAM ansi MOHUTOPWHIa COEAVMHEHUI MeXAy ABYMS rPaHUYHbIMU
TOYKamu, a Ha ypoBHe aboHeHTa npumMeHsietcst IP OAM ansi ckBO3HOTO MOHUTOPUHIA COEAMHEHUIA MexXay OBYMS aDOHEHTCKMMMU
ceTamu.
|<==—==—====——- AGOHEHTCKMII ypOoBeHb OAM ---—---—--—--— >|
IP OAM (Ping, Traceroute, OWAMP, TWAMP)

| <-IlpoBamepckuit ypoBeHb-> |
MPLS OAM (LSP Ping)

s + +-———+ +--——+ +-——-- +
| | | | | | | |
I |=====-- I | MPLS I | —====-- | |
I I IPp | | | | IP I |
i + +-———+ +-———+ +-——-- +
I'pannna I'pannna I'pannua I'pannua
aB6oHeHTa npoeBagepa npoBangepa aBboHeHTa

PucyHok 1. lNpumep mMHo20yposHesoU opaaHu3ayuu OAM.

1.2. LleneBas ayautopus
3toT AOKYMEHT npegHa3Ha4eH npexnae BCcero ykasaHHbIM HUXXe KaTeropuam yutaTtenen.

- OpraHusauuy, paspabaTtbiBaloliMe CTaHOapThl, BkMovas pabouve rpynnbl IETF v gpyrve opraHusauuu, MoryT
BOCMOMb30BaTLCA 3TUM  [OKYMEHTOM Mpu paspaboTke HOBbIX npoTokonioB OAM UM noucke BO3MOXHOCTU
NpUMEHEHUS1 UMEetoLLMXCA MHCTPYMeHTOB OAM Ansi HOBbLIX TEXHOMOTUNA.

- MpowusBogutenu obopyaoBaHUst U CETEBLIE OMEpaTopbl MOTyT MOMb30BaTLCS 3TUM LOKYMEHTOM B KayecTBe KpaTKOro
cnpaBoYHMKa No MHcTpymeHTam IETF OAM.

CnepyeT OTMETUTb, YTO AN MOHMMAHMS U UCMONMb30BaHWUSA 3TOr0 AOKYMEHTA HYXXHbl HEKOTOpble 6a3oBble 3HAHUS B 4YacTu
OAM. lNpeanonaraetcs, 4to yntaTtento noHATeH TepmnH OAM [OAM-Def], moTuBbl ncnonb3osavusas OAM u pasnuuns mexay
OAM u ynpaeneHunem cetbto [OAM-Mng].

1.3. CBsA3aHHble ¢ OAM pa6oThl B IETF

OTOT AOKYMEHT coaepXmT 0630p pasHbix HabopoB nHcTpymeHToB OAM, onpeaenéHHbix IETF. OnucaHHble 34eCb MHCTPYMEHTHI
OAM npumeHumbl K uHAMBUZyanbHomy Tpadwuky IP, MPLS, ncesgonposogam, MPLS-TP u TRILL. WHctpymeHTsl OAM
UMeITCA U ANS OPYrMX TEXHOMOMMA, HO OHU BbIXOASAT 3@ paMKu AOKYMEHTa.

OTOT JOKYMEHT cocpefoTodeH Ha aokymeHTax IETF, ony6nukoBaHHbIx kak RFC, a gpyrne pabotbl, cBsidaHHble ¢ OAM, He
paccmatpuBatotcsi. B IETF onpegeneHbl npoTokonbl U MHCTpymeHTel OAM B pasHOM KOHTekcTe. OTW paboThbl pasgeneHsbl Ha
HECKOIbKO KPYMHbIX KaTeropui cesizaHHbIx ¢ OAM gokymeHToB RFC, koTopble nepeuncnexsl B Tabnuue 1. Kaxgas kateropums
onpegenseTt Habop norudeckn ceadaHHbiXx RFC, XoTa HekoTopble rpynibl nepecekaroTcs.

HanbHenwee obcyxaeHne B 3TOM JOKYMEHTE YNOPSA0YEHHO MO 3TUM rpynnam (CokpalleHus onucaHbl B naparpade 2.1).

Tabnuua 1. MHcmpymeHmarnbHble cpedcmea OAM e dokymenmax IETF.

WHcmpymeHnm TpaHcnopmHasi mexHoJsio2usi
IP Ping IPv4/IPv6
IP Traceroute IPv4/IPv6
BFD basoBasi
MPLS OAM MPLS

MPLS-TP OAM MPLS-TP

Pseudowire OAM MceBgonpoBoaa

OWAMP n TWAMP  IPv4/IPv6

TRILL OAM TRILL
OTOT [OKYMEHT cocpefoTodeH Ha uHcTpymeHTax OAM, paspabotanHbix B IETF. KpaTkun o63op Hambonee 3HauMmbIx
ctangaptoB OAM, paspaboTaHHbIX APYrMY OpraHM3aumsamu, NpuBeaeH B NpunoxeHun A.2.

1.4. COCpe.qOTO‘-IeHHOCTb Ha ypoBHe AaHHbIX

NHcTpymeHTel OAM MOryT 1 [JOCTaTOYHO YacTo paboTaloT COBMECTHO C YPOBHEM YMpaBneHust U/unu ypoBHEM MOALEPKKN.
OAM obecneunBaeT MHCTPYMEHTbI AN U3MEPEHWUIA U MOHUTOPWHIA Ha YPOBHE AaHHbIX. MIHCTpymeHTbl OAM YacTo ucnonb3ytot
YHKUMM YPOBHS ynpasneHus, Hanpumep, Ana nHuumanusauumn ceccun OAM c uenbio obMeHa napametpamu. MHCTpPYMeHTbI
OAM B3anMOAENCTBYIOT C YPOBHEM NOAAEPXKKM AN MOL4AYN CUTHANOB M 3a4acTyto nHCTpymeHTel OAM MOryT akTuBMpoBaTbCA
YPOBHEM MOJAEPXKKM (M YPOBHEM yNpaBneHus), Hanpumep, Ans obHapyXeHns Henonagok.

PaccmoTpeHve cpecTB NOAAEPXKKM YPOBHS YNpaBrieHust U (pyHKLUMOHANbHOCTU YPOBHSI MOAAEPXKKMA BbIXOAUT 32 PaMKM 3TOrO
[OKyMEHTa, KOTOpbIi COCPEdOTOYEH Ha MPEACTaBEHUU WHCTPYMEHTOB YPOBHS AaHHbIX, MpuMmeHsieMbix B OAM. ®yHkuum
BOCCTaHOBMEHNSA, Takue kak ObicTpas nepemapuipyTtusaums (FRR) u 3awuTHble nepeknioveHns, KoTopble Takke 4acTo
BbI3blBatoTCs npoTokonamu OAM, He paccMaTpuBalOTCSt B 3TOM JOKYMEHTE.

|_|OCKOJ'Ibe npoTOKONy OAM ncnonb3yrTcA Ond MOHUTOPUHIA YPOBHA OAHHbIX, OHU OOIKHbI UME€Tb BO3SMOXHOCTb TECTUPOBATb
3TOT YypOBE€Hb C MakCumMalrbHO BO3MOXHON TOYHOCTbIO. ﬂOSTOMy BakHO obecneunTb COBMECTHYIKO nepepavy Tpaduka
MHCTPYMEHTOB OAM n Tpadmka YPOBHA AaHHbIX, ANA KOTOPOro BbIMOJTHASTCA MOHUTOPWUHT.
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2. TepmuHonoaus

2.1. CokpawieHus
ACH
Associated Channel Header - 3aronoBok cBs3aHHOro kaHana.
AlS
Alarm Indication Signal - curHan nHgmkauum Tpesoru.
ATM
Asynchronous Transfer Mode - aCMHXPOHHbIN peXxrMM nepeaaydn.
BFD
Bidirectional Forwarding Detection - getektupoBaHue ABYXCTOPOHHEN NePECHINKN.
ccC
Continuity Check - npoBepka HenpepbIBHOCTU (paboThbl).
cc-v
Continuity Check and Connectivity Verification - npoBepka CBA3HOCTN 1 HEMPEPBLIBHOCTHU.
cv
Connectivity Verification - npoBepka cBa3HOCTU.
DM
Delay Measurement - uamepeHue 3agepxku.
ECMP
Equal-Cost Multipath - MHOXXeCTBO paBHOLEHHbLIX NMyTEN.
FEC
Forwarding Equivalence Class - knacc aKBMBaneHTHON NEPECHISKM.
FRR
Fast Reroute - 6bicTpas nepemapLipyTM3aums.
G-ACh
Generic Associated Channel - 6a30Bblli CBSA3aHHbIN kaHan.
GAL
Generic Associated Channel Label - meTka 6a3oBoro cBs3aHHOro kaHana.
ICMP
Internet Control Message Protocol - npoTokon ynpaensooLwmx coegmHenni Internet.
L2TP
Layer 2 Tunneling Protocol - npoTokosn TYHHENMPOBaHUA Ha KaHalIbHOM YPOBHE.
L2VPN
Layer 2 Virtual Private Network - BupTyaneHas 4yactHas ceTb Ha KaHarnbHOM YpOBHe.
L3VPN
Layer 3 Virtual Private Network - BupTyaneHas yactHas ceTb Ha CETeBOM YpPOBHeE.
LCCE
L2TP Control Connection Endpoint - koHe4Has Touka ynpasnstoLLero coeanHeHns L2TP.
LDP
Label Distribution Protocol - npoTokon pacnpoctpaHeHns MeToK.
LER
Label Edge Router - kpaeBon mapLupyTnsaTop no MeTKam.
LM
Loss Measurement - nsmepexue notepb.
LSP
Label Switched Path - nyTe ¢ koMmmyTaumen no MeTkam.
LSR
Label Switching Router - mapLupyTM3aTop ¢ KOMMyTauuern no MeTkam.
ME
Maintenance Entity - anemeHT (CyLLHOCTb) 06CNyXUBaHUSI.
MEG
Maintenance Entity Group - rpynna aneMeHToB (CyLiHoCTen) o6cnyxmBaHus.
MEP
MEG End Point - koHe4Has Touka MEG.
MIP
MEG Intermediate Point - npomexyTtoyHas Touka MEG.
mMP
Maintenance Point - Touka obcnyxumBaHus.
MPLS
Multiprotocol Label Switching - MHoronpoTokoneHas koMMyTaLmMs N0 METKaM.
MPLS-TP
MPLS Transport Profile - TpancnopTein npoduns MPLS.
MTU
Maximum Transmission Unit - MakcumanbHbIn nepegaBaembin 6mok.
OAM
Operations, Administration, and Maintenance - akcnnyaTtauus, agMUHUCTPMPOBaHWE, 0O6CIyXUBaHWE.
OWAMP
One-Way Active Measurement Protocol - npoTokon 0AHOCTOPOHHErO akTUBHOMO M3MEPEHMSI.
PDH
Plesiochronous Digital Hierarchy - nne3anoxpoHHas uMdposas nepapxus
PE
Provider Edge - npoBangepckuii kpaii (nepumeTp)
PSN
Public Switched Network - kommyTpyemas ceTb 06LLEro nosb3oBaHus.
PW
Pseudowire - ncesgonposog.
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PWE3

Pseudowire Emulation Edge-to-Edge - ckBo3HoI nceBagonpoBog.
RBridge
Routing Bridge - mapLupyT1aunpytoLmim MocT.
RDI
Remote Defect Indication - nhankaumsa yaaneHHoro gedekra.
SDH
Synchronous Digital Hierarchy - cunxpoHHas uudposasi nepapxus.
SONET
Synchronous Optical Network - cuHxpoHHas onTuyeckas ceTb.
TRILL
Transparent Interconnection of Lots of Links - npo3payHoe coeanHeHne MHOXeCTBa KaHarnos.
TTL
Time To Live - BpeMs Xun3HW.
TWAMP
Two-Way Active Measurement Protocol - npoTokon ABYXCTOPOHHEro akTUBHOIO N3MEPEHNS.
vccv

Virtual Circuit Connectivity Verification - npoBepka cBSI3HOCTU BUPTyanbHOro yCTponCTBa (KaHana).
VPN
Virtual Private Network - BupTyanbHasi 4acTHas ceTb.

2.2. TepmuHonorua B ctraHgaptax OAM

2.2.1. bazosble mepMuHbI
B pasHbix craHgaptax OAM ucnonb3yeTcsd MHOXeCTBO TepMMHOB. B 3TOM pasgene cpaBHMBaKOTCS TEPMUHbI PasHbIX
ctangaptos OAM 6e3 uMTMpoBaHMS COOTBETCTBYIOLLMX OMPEeAeneHni.

WHTepecHbin 0630p TepmmHa OAM un ero npomsBogHbix npeactaBreH B [OAM-Def]. CnpaBoyHuk TepmuHoB MPLS-TP
npeacrtaeneH B [TP-Term], roe npuBefeH XxopoLwmii 0630p HEKOTOPLIX TEPMUHOB, CBSA3aHHbIX ¢ OAM.

2.2.2. OAM

MpuBeaeHHoe Hxe onpeaenerne OAM 3ammcTBoBaHO 13 [OAM-Def].
KomnoHeHTbl a66peBnaTypel OAM (1 NpegocTaBneHne) onpeaensitoTcst, Kak NokazaHo HUXe.

- Onepaunun (operations) BbINoONHSATCA ANs nogdepxaHust paboTocnocoGHOCTM ceTu (M oBecneymBaeMbiX CETbio
ycnyr). OHM BKMOYAOT MOHUTOPWHE U NOUCK Heronadok. B uaeane npo6nems! criedyeT HAaXoAuTb A0 TOTO, Kak OHU
HauYHyT BNMSATb HAa NoMb3oBaTenein.

- AgomuHuctpupoBaHue (administration) BkMO4aeT KOHTPOMb PECYpCOB CETU M WX WUCMONb3OBaHWSA, a Takke yuer,
KOTOPbIV HY>eH NS OTCNEeXMBaHNA PeCcypcoB U KOHTPONMPYEMOW CETH.

- Mopaepxka (maintenance) BknNoYaeT OEUCTBUSA MO TEXHUYECKOMY OOCHYXMBaHWIO, HanpaBfieHHblE Ha COOENCTBUE
OBOHOBMEHUIO M PEMOHTY, Hanpumep, 3aMmeHy o6opyaoBaHWs, YCTAHOBKY NMPOrpamMMHbIX OGHOBREHUs, fobaBneHus B
CceTb HOBbIX YCTPOWCTB. lNMopaepkka Takke BKMOYAET KOPPEKTUPOBKY M NMpeaynpexparolime Mepbl ansa obecneveHust
6onee ahHEKTUBHOIO yrNpaBreHns CeTbIO, HanpuMep, HaCTPOWKY KOHMUIypawmm n napameTpoB YCTPOMCTB.

2.2.3. dyHKUUU, UHCMPYMEHMbI U MPOMOKOJIbI
OAM Function - ¢pyHkyuss OAM
®dyHkumern OAM aBRsieTCs TUN MHCTPYMEHTaNbHOrO N3MEPEHUSI UMW AUArHOCTUKN.
®dyHkumn OAM saBnsitoTcs HegenumbiMu (atomic) 6nokamn OAM un kaxgas yHKUUS onpedensieT HEKYH) BO3MOXHOCTb
OAM.
Tunosble npumepsbl dyHKUMn OAM npeacTasneHsl B pasgene 3.
OAM Protocol - npomokon OAM
MpoTokon OAM cnyxuT onsa peanusaumm ogHon Unm MHoxecTBa yHkumn OAM.
Mpumepom Takoro npoTtokona sensetrca OWAMP-Test [OWAMP].
OAM Tool - uHcmpymenm OAM
MHctpymeHToM OAM Ha3biBalOT KOHKPETHbIV CMOCOO BbINOIHEHUS OAHON U MHOXecTBa yHKUMA OAM.
B HekoTopbix criyyasix npotokonn OAM sBnsieTca MHCTpyMeHToM, Hanpumep, OWAMP-Test. B nHbIX cnyyasix MHCTPYMEHT
OAM nprMeHsieT MHOXeCTBO MPOTOKOMOB, KOTOpble MOryT 6biTb He cBsa3aHbl ctporo ¢ OAM, Hanpumep, Traceroute
(naparpad 4.2) moxHo peanusoBaTb ¢ ucnonb3dosaHnem UDP n coobenuin ICMP 6e3 npotokonos OAM.

2.2.4. YpoeHu OaHHbIX, yripaesieHusi u nodoepxKu

Data Plane - ypoeeHb OaHHbIX
YpoBeHb AaHHbIX npeacTaBnsieT cobort Habop yHKUMIA, NMpUMeHsieMbIX ANS nepefade AaHHbIX B paccMaTpyBaemMoMm
«cnoe» nnu yposHe [ITU-Terms].
YpoBeHb AaHHbIX Ha3blBalOT TaKKe YPOBHEM MEPECHINKU U NOMb30BaTENbCKUM YPOBHEM.

Control Plane - ypogeHb ynipasneHusi
YpoBeHb ynpaBneHuss npeactaBnset cobom Habop NPOTOKONOB M MEXaHW3MOB, MO3BONSOLWMX MapLupyTusaTopam
3ppeKTMBHO y3HaBaTb, kak NepeckbinaTb NakeTbl B HaNpaBneHnn nx KoHeyHoro nonyyartens (cm. [Comp]).

Management Plane — ypoeeHb nod0epiKKu
TepmnH ypoBeHb noagepxkn (Management Plane), kak onucaHo B [Mng], npumeHsieTca ansg onucaHus obmeHa
COOBLLIEHMAMM MO NPOTOKOaM ynpasneHns (4acTo 4OCTaBMATCS ¢ NOMOLbI0 IP 1 TpaHcnopTHBIX NnpoTokonos IP) mexay
nporpaMmMamMu yrnpasfeHus 1 ynpaenseMbiM1 06beKkTaMu, TakuMU Kak y3nbl CETU.

CpaeHeHue ypoeHel OaHHbIX, ynpaeJsieHusi U noodepxKKu
Pa3nnune mexay ypoBHSIMM He Bcerga AoCTaToyHo yeTko. Hanpumep, npvBeaeHHoe Boiwe onpegeneHune Control Plane
MOXeT nogpasymeBaTb, 4To MHCTpyMeHTbl OAM (ping, BFD v ap.) dakTuyeckm oTHOCATCS K YPOBHIO YNpaBreHus.
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OTOT JOKYMEHT MOCBSILLEH WMHCTPYMEHTaM AN MOHUTOPWHIA YPOBHS AaHHbIX. XOTst 9TU MHCTPYMEHTbI MOXHO OTHECTU K
YPOBHIO YNpaBneHns, Ha Aene OHU KOHTPONMPYIOT YPOBEHb AaHHbIX U nodtomy Tpadumk OAM Ans MOHUTOPWMHra ypOBHS
[AaHHbIX JOMKEH NepeAaBaTbCs BMECTE C TPAhMKOM, AN KOTOPOro BbIMOSHAETCS MOHUTOPUHT.

[pyras HeonpeAeneHHOCTb OTHOCUTCH K Pasnuyuio Mexay YPOBHAMMW MOAAEPXKKA U yNpaBreHusi. YPOBEHb MOAAEPXKK/
MOXHO CYMTaTb OTAENbHbLIM, HO OH MOXET NepeKpbiBaTbCA C ypOBHEM ynpasneHus (cm. [Mng]).

2.2.5. YyacmHuku npouecca

MuctpymenTel OAM ucnonb3ytoTcs mexay asyms (unv 6onee) naptHepamn. B gokymeHTax IETF npumeHsioTcst pasnuyHble
TepMuHbl ansi obosHayeHuss yvacTHukoB OAM. B Tabnuue 2 ykasaHbl TepMUWHbI, MPUMEHsieMble AONs Kaxaoro Habopa
WHCTPYMEHTOB, OMUCaHHbIX 34€ECh.

Tabnuya 2. Touyku noOOep Ku.
Uucmpymenm TepMuHbI
Ping/Traceroute ([ICMPv4], [ICMPV6], [TCPIP-Tools]) Host - xocT
Node - ysen
Interface - nHeTpdelic
Gateway - wno3

BFD [BFD] System - cuctema
MPLS OAM [MPLS-OAM-FW] LSR
MPLS-TP OAM [TP-OAM-FW] End Point - MEP - koHeu4Has Touka MEP
Intermediate Point - MIP - npomexyTto4Hasa Touka MEP
Pseudowire OAM [VCCV] PE
LCCE
OWAMP n TWAMP ([OWAMP], [TWAMP]) Host - xocT
End system - koHe4Has cuctema
TRILL OAM [TRILL-OAM] RBridge - MapLupyTU3NpyoLwuin MocT

2.2.6. Pexxum akmuesauyuu
Pa3sHble WHCTPYMEHTbI OAM MOXHO ncnonb3oBaTh B OOHOM M3 ABYX, ONUCAHHbIX HWXE, peXnmax aktmuBauun.

Proactive - npoakmueHbIl
MHCTpyMeHT 3anyckaeTcs 3apaHee u paboTaeT B HenpepbiBHOM pexume. CooblieHus nepenalTcs Nepuoguyecku u
OTCYTCTBME 3a[laHHOrO Yncna cCoObLLEHUI CYMTAETCS OLLMOKOM.

On-demand - no 3anpocy
MHCTpYyMeHT 3anyckaeTcs cneunansHo (BOMOXHO, BPYYHYH) AN 06Hapy>KeHUs1 KOHKPETHOW aHOMarnuu.

2.2.7. [lposepka cess3HOCMU U HernpepbIeHOCMU
B npotokonax OAM npumeHsioTCA ABa pasHbIX Krnacca (PYHKUMI KOHTPONsA OTKa3oB - npoBepka csasHocTu (Connectivity
Verification) n nposepka HenpepbiBHOCTU paboTtbl (Continuity Check). Pasnuuna mexay atummn yHKUUSMU onpedeneHsl B
[MPLS-TP-OAM] 1 faHHbIM OKYMEHT criefyeT 3TOMY OnpeaeneHunio.

lposepka HenpepbieHOCMU
Continuity Check ncnonb3yeTtcsa Ansi NpoOBEPKM OOCTYMHOCTM aapecaTa OOblMHO B MPOAKTMBHOM PEXMME, XOTS MOXET
BbI3bIBATLCHA W MO 3anpocy.

lposepka cesiz3HocmMu
®yHkuma Connectivity Verification (CV) nossonsier ogHomy 13 naptHepoB (Alice) npoBepuTb Hanuyine COELAUHEHUsI C
apyrum (Bob). OTmeueHo, 4TO Mpu BbINONHEHUU dyHKUMM CV Ha ypoBHE AaHHbIX «OXuAaembli MyTb» npegonpepeneH
YPOBHEM yMpaBneHus unuv ypoBHeM noadepxku. lNpoTtokon CV o6bluHO wmcnomnb3yeT coobuweHne CV, Ha koTopoe
nepepaetca oTknNuk CV. ®yHkunsa CV MoXeT BbI3biBaTbCsl NPOAKTMBHO MMM MO 3anpocy.
MHcTpymeHTbl CV yacTo cnyxaTt Takke AN NpoBepku nyTen, nossonss Anuce npoBeputb, YTO coobueHusi ot boba
NPUXOASAT NO KOPPEKTHOMY MyTH, T. €. NMPOBEPSETCHA He TOMNbKO CBA3HOCTL ABYX MP, HO 1 cooTBeTCTBME NYTU MEXOY HUMU
oXunaaemomy, YTO NO3BONAET OOHapyXuBaTbh N3MEHEHNS TONOMOTUN.
®PyHkumn CV MOXHO NpuMeHsTb 1 Ana nposepkn MTU Ha nyTu mexay napow TOYek.

[MpoBepku CBSA3HOCTU U HEMPEPLIBHOCTU CYUTAKOTCA B3aWMMHO AOMOSMHSAKLWMMN MeXaHu3MaMy M 3a4acTylo MPUMEHSIOTCS

COBMECTHO.

2.2.8. PexxuMbl KOMMYHUKayuu

Connection-Oriented
B opuveHTMpOBaHHbIX HAa COEAMHEHUSA TEXHOMOMMSAX OPraHM3yeTcsl CKBO3HOE COeAUHEHWE (MPOTOKONIOM YMNpaBneHust Umnu
CUCTEMON NOJAEPXKKN) A0 HAaYana nepefayv OaHHbIX.
[ns yka3aHusi COeAMHEHU OObIYHO MPUMEHSTCA UX WAEHTUdUKATOPbl. B  OpMEHTUPOBAHHBIX Ha COEAMHEHUS
TEXHOMOMMsIX 3a4acTytlo (HO He Bceraa) Anst Bcex NakeToB OAHOMO COEAMHEHMS UCNONb3yeTcs 06LWMIA NyThb Yepes ceTb.

Connectionless
B TexHonoruax 6e3 opraHusauuMm CcoeaMHEeHUN [daHHble OObIMHO nepeadarTcs Mexay KOHeYHbIMW Toudkamu 6e3
npeaBapuTenbHbIX onepauun. lMakeTbl MapLUPYTU3MPYKOTCS HE3aBMCUMO M MO3TOMY MyTWM NakeToB 4Yepe3 ceTb MOryT
pasnunyaTtbcs.

O6cyxdeHue
OnucaHHble 3aecb MHCTpYMeHTbl OAM nogaepXuMBakT Kak TEXHOSOMMU Ha OCHOBE COeAMHEHU, Tak U 6e3 TakoBbIX.
B opueHTMpoBaHHbIX Ha coeamHeHusa TexHonornax OAM cryxuT Ons MOHUTOPUHra KOHKPETHOro COeAVHEHUS, NakeTbl
OAM nepepalTca No OOHOMY MapLIpyTy C MakeTamu OaHHbIXx U obpabaTbiBatoTcsi aHanormyHo. B TexHonorusix 6es
opraHunsaumm coeguHeHun OAM npuMeHsieTcss MeXay MWCTOYHMKOM U nonydaTtenem 6e3 yka3aHus KOHKpPETHOro
coeavHeHus. Hanpumep, IP Ping (naparpad 4.1) npoBepsieT OOCTYNHOCTb 3adaHHOro agpecarta Anst KOHKPETHOro
WCTOYHMKA, @ OPUEHTUPOBAHHbLIN Ha coeamHeHus TecT LSP Ping (naparpad 4.4.1) cnyXvuT Ons MOHUTOPWHra 3aaHHoro
LSP (coeanHeHue) 1 no3BonsieT oTcrnexusaTb Bce NyTW, ucnonb3yemble LSP.
CnegyeT OTMETUTb, YTO B HEKOTOpbIX Cry4Yasix Ans MOHWUTOPWMHra npoTokorioB 06e3 opraHusauum CcoeauvHeHuN
NPUMEHSAIOTCA OPUMEHTUPOBaHHbIE Ha coeduHeHusa npotokonsl OAM. Hanpumep, npotokon IP He ucnonb3yeT SABHbIX
COoeaMHEHWIN, HO ANs er0 MOHUTOPUHIra MoxXeT npuMeHsaTbea BFD (naparpad 4.3), opueHTUpoBaHHbIM Ha coeanHEHUs.
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2.2.9. lMapHblie u MHO20MOYeYHbIe CNYXKObI

Point-to-point (P2P)
Cnyx6a P2P (Touka-Touka) AOCTaBnseT AaHHbIE OT OAHOIO UCTOYHMKA K OOHOMY Morfy4vaTento.

Point-to-multipoint (P2MP)
MHoroTouyeuHas cnyx6a P2MP goctaBnsieT AaHHble OT UCTOYHMKA OQHOMY UM MHOXECTBY nonyyaTtenen (cm. [Signal)).
MP2MP npepnctaBnsietr cobon cnyxby AOCTaBKM AaHHbIX U3 OAHOMO UMM MHOXECTBA WUCTOYHMKOB OOHOMY WITM MHOMMM
nonyyarensm (cm. [Signal]).
Mpumeyanue. Onpepenexnns P2MP 1 MP2MP 3anmctBoBaHbl 13 [Signal]. Xota [Signal] otHocuTca k cnyxb6am P2MP u
MP2MP B MPLS, aTu onpegeneHus NnoaxoasT v B ApYyrux cryyasx.

O6cyxdeHue
OnucaHHble B AoKyMeHTe MHCTpyMeHTbl OAM BkntovatoT cpeactsa ansa cnyx6 kak P2P, tak n P2MP.
Pasnuune mexay cnyxbamun P2P n P2MP BnuseT Ha cooTBeTcTBYOWME MHCTPpYMeHTbl OAM. MonutopuHr cnyx6 P2P
06bIYHO MpoLLe, NOCKOSbKY BKMHOYaEeT NuLb Napy KOHeYHbIX Toyek. Yenyrm P2MP n MP2MP cnoxHee ons MOHUTOPUHra.
Hanpumep, B P2MP mexannam OAM He TOMbKO MpoBepsieT AOCTYMHOCTb Kaxdoro nonyvaTens, HO W nposepsieT
LLeNoCTHOCTb M OTCYTCTBME MeTenb B AepeBe pacnpocTpaHeHus P2MP.

2.2.10. Omkas3sbl

TepmuHbl «oTka3» (Failure), «cborn» (Fault) n «pedekt» (Defect) umcnonb3yoTca B cTanHgapTax B3aMMO3aMEHSIEMO
NPUMEHUTENBHO K Heronagkam, KOTopble MOYT ObiTb OOHapyXeHbl NMyTeM MPOBEPKM CBA3HOCTW WM HenpepbiBHOCTU. B
HEeKOTOpbIX CTaHaapTax, Takux kak 802.1ag [IEEE802.1Q], aTu TepMuHbl He pasnuyalTcsd, a B OpyrMx MoryT obosHayatb
pasHble TUMbl HeNonagok.

Tepmuronorusa IETF MPLS-TP OAM ocHoBaHa Ha TepmuHonorun ITU-T, roe aTv Tpy NOHATUS TPaKTYHOTCS, K ONUCaHO HUXe
[ITU-T-G.806].

Fault - c6ou
TepmuH Fault ykaseiBaeT HecnocobHOCTL BLIMONHUTL Tpebyemoe aencTene, Hanpumep, Heyaada npu JocTaBke naketa.
Defect - deghekm
TepmuH Defect o3HauaTe npepbiBaHue HopmarnbHoOW paboTbl, Takoe Kak NPOAOIKUTENBHBIN Nepuos, B Te4eHNe KOTOpPoro
nakeTbl He MOTyT ObITb AOCTaBIEHbI.
Failure - omka3s
TepmuH Failure ykasbiBaeT npepbiBaHue Tpedyemont dyHkumn. TepmuH Defect oTHOCUTCS K OrpaHUYeHHbIM BO BPEMEHMU
Hernonagkam, a oTka3 MOXeT ObITb JONTOBPEMEHHbIM.

3. dyHkyuu OAM

B atom pasgene npuBegeH kpaTkum 0630p dyHkumii OAM oOulero HasHaveHus, ucnonb3yembix B CBfA3aHHbIX ¢ OAM
cTtaHpapTtax. 3T yHKUMM npumeHsaTca B cTaHaaptax OAM, onucaHHbIX B JOKYMEHTE.

- Tpoeepka cBszHocTu (CV), npoBepka nyTu u nposepka HenpepbiBHOCTU (CC) onucaHbl B naparpadge 2.2.7.
- O6GHapyxeHne nyTn 1 nokanusawums HeMcnpaBHOCTEN.

3Ta (hyHKUMS MOXET CNyXXWUTb AN TPAcCUMPOBKM MyTW K agpecaTty, T. €. uaeHTUdMKauumM y3noe atoro nytu. Mpwu
[OCTYMHOCTM MHOXECTBa MyTel K KOHKPETHOMY ajpecaTty aTa (DyHKUMUS TpaccupyeT OOUH U3 OOCTYNHbIX nyTei. Mpu
BO3HMKHOBEHUM OTKa3a PyHKLUMS NbITaeTCs ONpeaenuTb MecTo HENOMaaoK.

OTmMeTMM, YTO TEPMUH «TpaccuMpoBKa mapLupyTa» (Mnm Traceroute), ucnonb3yembli B kKoHTekcTe IP u MPLS, vHorpa
OTHOCUTCS K «TPacCMpOBKe MyTU» B KOHTEKCTE ApPYrnX NPOTOKoNoBs, Hanpumep, TRILL.

- MoHWTOPUHI NPON3BOANTENBHOCTM OBLIYHO BKIOYAET:
- yyet notepb (LM) - MOHUTOPWHT YMCna TepseMbiX NaKeToB;

- um3mepeHue 3agepxku (DM) - MOHUTOPUHT 3afepKku 1 ee Bapuaumi (jitter).

4. lModpobHoe onucaHue uHcmpymeHmos IETF OAM

B aTom pasgene npeacraenieHo noapobHoe onucaHue cBsidaHHbIX ¢ OAM MHCTPYMEHTOB M3 HAabopOB, yKa3aHHbIX B Tabnuue 1.

4.1. IP Ping

Ping siBnsieTcs 04HUM 13 OCHOBHBIM AMArHOCTUYECKUX NpUnoxeHuin B ceTsx IP n paboTtaeT Ha ocHoee ICMP. B cooTBeTCcTBUM C
[NetTerms], ping siBnsetcs cokpalweHnem Packet internet groper, XoTa TepMWUH MCNOMb3yeTCA HACTOMbKO LUMPOKO, YTO cTan
camopocTtaTtouHbiM. Kak ykasaHo B [NetTerms], - 310 nporpamma Ans TeCTMpOBaHUSA OOCTYMHOCTM agpecaToB C MOMOLLbLIO
oTnpaBku um coobwweHun ICMP Echo n oxugaHus oTknuka.

O6meH 3anpocamn un otknukamm ICMP Echo B Ping cniyxut dyHkumenn CC ans npotokona IP. VIcTouHuK nepepaeT naket C
3anpocom ICMP Echo, a nonyuyatenb BosBpaiwiaet otknuk Echo. Mporpamma ICMP Ping cywecTtByeT B AByx BapuaHTax -
[ICMPv4] gns IPv4 n [ICMPvVE] gns IPv6.

Ping MOXXHO NPUMEHATb OAnA MHOMBUAOyarbHOro Unm rpynnoBoro agpecara. B nocnegHem Ccny4ae BCe YJ1€Hbl multicast-rpynnbl
6y,CI,yT BO3BpaLlaTb OTNpaBuTeNto oTKNuk Echo.

Peanuzauun Ping o6bi4HO npumMeHsitoT coobuenns ICMP. UDP Ping sBnseTca BapuaHTOM nporpamMMbl C UCMONb30BaHWEM
coobuleHnn UDP BmecTto ICMP Echo.

Ping ABnaAeTcA OQHOCTOPOHHUM NHCTPYMEHTOM CC, T. e. no3BONSAET NPOBEPUTL AOCTYNMHOCTb agpecaTta MHMUUaATOpPY 3anpoca
Echo. Ecnu xenatenbHo npoBepuTb AOCTYMNMHOCTb B oboux HanpaBlieHUsAX, obe CTOpPOHbI Bbl3bIBAKOT Ping He3aBNUCUMO.

OTtmeTuM, 4yTo B pedynbTate dunbtpaummn ICMP Ha HekoTOpbIX MapLUpyTM3aTopax U MeXceTeBblX 3KkpaHax nporpamma Ping
MOXeT nHorga He pabotatb B ceTu Internet. 310 orpaHnyeHne oTHocuTcs U K Traceroute.
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4.2. IP Traceroute
Traceroute ([TCPIP-Tools], [NetTools]) no3sonseT none3oBartento npocneautb NyTb MEXAy UCTOYHUKOM U agpecatom IP.

B Hanbonee pacnpocTpaHeHHOM BapuaHTe peanusauumu Traceroute [TCPIP-Tools] nporpamma nepegaeT cepuio NakeToB B
nopt agpecata UDP 33434. Mo ymonyaHuto Traceroute HauMHaeT C nepefayn Tpex MakeToB (3TO YWUCMO HacTpavBaeTcsi B
GonbluMHCTBE peanusauuii Traceroute), co 3HadeHuem IP TTL (Hop Limit gns IPv6) 1 B agpec nonyyatensi. Cpok XU3HU 3Tux
NakeToB 3aKaHYMBAETCS Ha NMEPBOM MapLUpyTM3aTope B MyTW, NO3TOMY MapLupyTM3aTop BO3BpalwiaeT Tpu coobuieHust ICMP
Time Exceeded npunoxeHuio Traceroute. 3atem Traceroute nepenaet Tpu apyrux naketa UDP ¢ TTL = 2. Cpok gencTeusi aTux
nakeToB 3aBepLUaeTCs Ha BTOPOM MapLupyTM3aTope M OH Bo3BpalwaeT coobuieHns ICMP. 3ToT npouecc npoponxaercs C
poctom 3HadeHust TTL, noka nakeTbl He AOCTUrHYT agpecaTa. [ockonbKy HY OAHO NMpUNoXeHue He npocnywusaeTt nopt 33434
y agpecara, oH Bo3BpallaeT coobuieHusa ICMP Destination Unreachable, ykasbiBatoLme HegOCTYyNHOCTb NopTta. JTO ykasbiBaeT
npunoxeHuto Traceroute 3aBepleHve npoBepku. porpamma Traceroute BbIBOAUT BPEMsi KPYroBOro obxoda Afis Kakaown
utepaumu.

Xota Traceroute sBnseTca cpeAcTBOM noucka nytv n3 A B B, cnegyeT oTmeTtuTb, 4to Tpadwmk u3 A B B 3avactyio
nepecbinaeTca No MHOXeCTBY paBHoueHHbIx nyTeri (ECMP). Paris Traceroute [PARIS] sBnsetcsa pacwumpeHnem Traceroute,
KOTOpOE MbITAaeTcs HaWTWM BCe OOCTYMHble MyTU M3 A B B nytem ckaHMpoBaHMS pasnu4HbIX NMOMEN 3arofioBKOB (Hampumep,
noptoB UDP) B npo6HbIX nakeTax.

OTmeTuM, yTo Traceroute - 3TO MPUNOXEHWE, a He NPOTOKON M NO3TOMY MMEET MHOXECTBO pasHbiX peanusauuin. OgHa u3
Hambornee pacnpocTpaHeHHbIX peanu3aumnin npuMeHsieT npobHble nakeTbl UDP, kak oTMeueHo Bhiwwe. EcTb apyrne peanusauuu,
paboTatowme ¢ naketamu ICMP n TCP.

OTmeTum, 4To MapLupyTm3aums IP moxeT 6biTb acummeTpuyHon u Traceroute nokasbiBaeT MyTh NULLb B OAHOM HanpaBneHun.

Heckonbko pacwupernun ICMP ([ICMP-MP], [ICMP-Int]) 6binu onpegeneHsl B kKoHTekcTe Traceroute, Bknwoyas cooblieHuve
ICMP Destination Unreachable, koTopoe MOXeT NpMMeHATLCA NpUIoXxxeHnsiMm Traceroute.

Traceroute no3BonseT onpedenats MyTb ONA WMHAMBMAYaNbHbIX afpecoB. [na rpynnosBoi agpecauvy OornpeaeneH
aHanorMyHbIA MHCTPYMEHT [mtrace], KOTOpbIi MO3BOMSET NpocieAuTb MapLipyT rpynnoBoro naketa IP OT MCTOYHUMKA K
KOHKpETHOMY afpecary.

4.3. BFD
4.3.1. O630p

XoTa Ans pasHbiX NPOTOKOMNOB B CTeKe Oblno onpeaeneHo MHOXecTBO MHCTpymeHToB OAM, ABYXCTOPOHHEE OeTeKTUpoBaHue
nepecbinkn [BFD], onpegenenHoe paboyen rpynnon IETF BFD, asnaetca 6a3osbim cpegcteom OAM, kKoTopoe MOXeT ObITb
pa3BepHYTO AN pasHbIX TUMOB MHKaNCynauuv u cpep nepegayn. B IETF 6binn onpepgenersl BapuanTel ang IP ([BFD-IP], [BFD-
Multi]), MPLS LSP [BFD-LSP] u ncesgonposogos [BFD-VCCV]. NpumeHenne BFD B MPLS-TP onpegenenro B [TP-CC-CV].

BFD BkntovaeT ABK OCHOBHbIX doyHKUmMmM OAM, ncnoneayowme asa tuna naketos, BFD Control n BFD Echo.

4.3.2. TepmuHosioausi
BFD paboTtaeTt mexay cuctemamu. Mpotokon BFD npumeHseTca mexay OBYMS UM MHOXECTBOM CUCTEM MOCNe opraHusauum
ceccun.

4.3.3. BFD Control

BFD nopaepxuBaeT OBYXCTOPOHHIOW MpoBepky HenpepbliBHOCTM (CC), ucnonbays nakeTel BFD, nepefaBaemble B pamkax
ceccun BFD, koTopast MoxeT paboTaTb B OAHOM M3 OBYX PEXMMOB, ONMUCAHHBIX HUXKE.

- ACMHXPOHHBIN (MPOaKTMBHBIN) peXxuMM Ucrnonb3dyeT nepuoamnyeckyto otnpasky naketos BFD Control. Ecnn nonyyaTtens
He obHapyxwuBaeT naketoB BFD Control B TeueHne 3agaHHoro nHTepsana, oH coobuiaeT o6 owwmnbke.

- B pexwume pabotbl no sanpocy naketel BFD Control nepegatotcs no 3anpocy. Mpu BO3HMKHOBEHMM MOTPEBHOCTM
cucteMa uHMUmMMpyeT otnpaBky cepun naketoB BFD Control ana npoepku HenpepbiBHOCTM ceccun. Naketel BFD
Control nepegatoTcs B KaXX4oOM HanpaBleHUM HE3aBUCUMO.

Kaxkgasa n3 koHeYHbIX ToYeK (MX HasbIBalOT CUCTEMAMM) OTCIEXMBAEMOro NyTH NOAAEPXKUBAET CBOK MAEHTUDUKALIMIO CECCUN C
nomoLbo anckpummuHatopa (Discriminator) n oba guckpymuHatopa BkrtodaroTcsa B naketbl BFD Control, nepegaBaemble
mMexagy cuctemamu. CucteMbl 0OOMEHMBaKTCA CBOMMY AMCKPMMUHATOpamMu B MOMEHT opraHusaumm ceccumn. B gononHeHne k
3TOMY COrnacyeTcs CKOpOCTb Nepefayn (M npMema) Ha OCHOBE AaHHbIX, BKITIOYEHHbIX B MakeTbl ynpaBneHusi. Bo Bpems ceccumn
CKOpOCTb Nepeaayn MoXeT BblTb cornacoBaHa 3aHOBO.

B npouecce HopmanbHow paboTbl (T. €. Npy oTCyTCTBMM OTKa3oB) ceccusi BFD Haxogutcs B coctostHum Up (aktueHa). Ecnn B
TeuyeHve MHTepBana, 3agaHHoro napametpom Detection Time, He GyaeT nonyyeHo naketoB BFD Control, ceccus nepesoguTtcs
B cocTosiHne Down (oTkntoveHo). Bpems geTtekTnpoBaHus aBnsieTcs yHKUMEN 3a4aHHON B KOHUIypaLmm Unm cornacoBaHHom
ckopocTn nepefayn m napametpa Detect Mult, onpepensiiowero uncno naketos BFD Control, nocne oTcyTCTBMS KOTOPbIX
obbaBnseTca coctosHune Down. 3ToT napameTp BktoyaeTca B nakeT BFD Control.

4.3.4. BFD Echo

Maker BFD Echo cospaetca ogHMM M3 napTHEPOB W BO3BpaLlaeTCs OTNPaBuUTENo. IXO-PYKUUS MOXET Bbi3biBaTbCH B
NPOaKTUBHOM PEXMME UM MO 3anpocy.

®yHkumsa BFD Echo onpegenena B BFD gns IPv4 u IPv6 ([BFD-IP]), Ho He npumeHnseTca B BFD gna MPLS LSP n PW, a takke
B BFD gna MPLS-TP.
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4.4. MPLS OAM

Pabouas rpynna IETF MPLS onpepgenvna OAM ans MPLS LSP. TpeboBaHusi u cxema onucanbl B [MPLS-OAM-FW] n [MPLS-
OAM], cootBeTcTBeHHO. OnpeneneHHblM B 3TOM KOHTekcTe MHCTpymeHToM OAM sBnsietcss is LSP Ping [LSP-Ping].
OnpepenexHne OAM ans cnyx6 P2MP gaHo B [MPLS-P2MP].

BFD ans MPLS [BFD-LSP] o6ecneuvBaeT AoNOMNHUTENbHbIE CPEACTBa OOHAPYXEHMS OTKa30B Ha YPOBHE AaHHbIX, Kak OnmncaHo
HUXe.

4.4.1. LSP Ping

MHcTpymeHT LSP Ping paspabatbiBancsa Ha ocHose napaaurmel Ping/Traceroute n moxeT pabotaTb B OQHOM U3 BYX PEXUMOB:
- Ping - npunoxenue LSP Ping cnyxwut ansa ckso3Hon nposepku CV mexay Asyms LER;
- pexwum Traceroute npumeHsieTca ans noartanHoro (hop-by-hop) noncka HencnpaBHOCTEN.

LSP Ping paboTaet Ha 6a3e onepaumm ICMP Ping (CV Ha ypoBHE OaHHbIX) C AOMOSIHUTENbHOW NPOBEPKON COrfacoBaHHOCTM
YPOBHEW AaHHbIX 1 yrpaBneHus ans knaccos FEC, a Takke obHapyxeHnem npobnem MTU.

dyHKUMOHaNbLHOCTL Traceroute MOXHO MCMOMb30BaTh A4S U30NAUUK 1 fokanusaummn otkasoB MPLS ¢ nomolubto nHamnkatopa
TTL Ana nHKpeMeHTHON naeHTudmKaumm yacti Nyt LSP, koTopyto yaaeTcsa NponTy 0O OTKa3a Ha kaHane unu ysne.

B cetax MPLS npobnema 3akniouvaetcs B TOM, 4TO Tpadumk gaHHoro LSP moxeT ObiTb pacnpefeneH No MHOXEeCTBY
paBHoueHHbIX nyTerr (ECMP). LSP Ping otcnexuBaet Bce gocTtynHble nytu LSP nytem monutopuHra pasnuuHbix FEC.
OTtmeTum, 4to MPLS-TP He npumensieT ECMP u noatomy He TpebyeT TectoB OAM no pasHbiM NyTsM.

Opyras npobnema 3aknto4vaetcst B ToM, YTo MPLS LSP mMoxeT He nmeTb obpaTHOro nyTu, NOCKONbKY Tpaduk OT BbIXOAHOTO
LSR k BxogHomy LSR He obssatenbHo nepepasatb yepe3 MPLS LSP n oH MOXeT npoxoauTb MO ApyroMy MapLupyTy,
Hanpumep, IP. Moatomy oTknuk Ha cooblueHne LSP Ping He Tak npocT, kak ans IP Ping, rae oTeevatowuii ysen npocTo MeHseT
mecTtamm IP-agpeca otnpasutens u nonydatens. OTMeTnM, 4TO 3TOM Npobnemsl He Bo3HukaeT B MPLS-TP, roe nyTb Bo3BpaTa
BCerga AOCTYrMeH.

Cnenyet oTmetuTtb, YTo LSP Ping nopaepxvBaeT ogHo3HayHoe ykasaHue LSP B pamkax gomeHa agpecaumu. YkasaHue
npoBepsieTCA C UCNONb30BaHMEM nonHoM uaeHTudukaumm FEC. LSP Ping mMoxHO pacwmpatb, fobaBnss uHdopmaumio,
HY)KHYIO OnA  noadepXKu HOBOW  (DYHKLMOHANBLHOCTM C MOMOLLLI  KOHCTpyKUumiA TLV'. WcnonbsoBaHne TLV 06bl4HO
o6pabaTbiBaeTCs Ha YpOBHE YNpaBreHusi, MOCKOMbKY €ro CIOXXHO peannsoBaTh Ha annapaTHOM ypOBHE.

LSP Ping nogaepXXneBaet aCUMHXPOHHYH akTUBaL MO 1 Bbl3OBbI MO 3anpocy.

4.4.2. BFD onss MPLS

BFD [BFD-LSP] moxHo ncnonb3oBath As 0OHapyXeHUs 0TKa3oB Ha ypoBHe AaHHbIx MPLS LSP.

Ceccua BFD opraHuayeTtcsa ans kaxgoro nposepsiemoro MPLS LSP. Maketsl BFD Control gomxHbl nepeaasaTbCs No TOMY Xe
nyTun, 4To M Tectupyembii LSP. Ecnu LSP cBsasaH ¢ mHoxecTBom FEC, ceccusa BFD opranusyetcsa ans kaxgoro FEC.

XoTa LSP Ping MOXHO nNpumeHaTb ANnsa oBHapyxeHus 0Tka3oB Ha ypoBHe AaHHbiXx MPLS v nposepku ypoBHSA AaHHbIX MPLS
LSP oTHocutenbHO ypoBHA ynpaernenus, BFD MOXHO npumeHaTb nuwb Ansg nepsoro cnydas. BFD moxHO mcnonb3oBatb
BmecTe ¢ LSP Ping, kak B cnyyae MPLS-TP (naparpad 4.5.4).

4.4.3. OAM dnst VPN e cemsix MPLS

B IETF onepepenenbl gea knacca VPN - L2VPN n L3VPN. B [L2VPN-OAM] npenctaeneHbl TpeboBaHusa n cxema OAM B
koHTekcTe L2VPN, a Takke onpegenenbl ypoBHn OAM ans L2VPN B cetax MPLS. B [L3VPN-OAM] npeacTtaBneH cxema
paboTbl 1 ynpaenexusa ansa L3VPN.

4.5. MPLS-TP OAM
4.5.1. O630p

Pa6ouas rpynna MPLS onpegenvuna Habop nHcTtpymeHToB OAM, yaosneTBopsitowmn TpebosaHmam MPLS-TP OAM. MNonHbin
Habop TpeboaHun k MPLS-TP OAM npeactasneH B [MPLS-TP-OAM] n BknioyaeT obwme TpeboBaHWs K noBedeHuto
nHcTpymeHToB OAM 1 Habop nogaepxuBaemblx nmn onepaumii. Haéop Tpebyembix MexaHM3moB 6onee Noapo6GHO paccMOTpeEH
B [TP-OAM-FW], roe onucaHa obuwas apxmTektypa cuctembl OAM 1 npuBeaeH 0630p OYHKLUIA MHCTPYMEHTOB.

HekoTopoe 6a3oBble TpeboBaHus k Habopy MHcTpyMeHToB OAM ana MPLS-TP npuBeaeHbl Huxe.

- Ot MPLS-TP OAM TpebyeTcsa nogaepxka paboTa B cpefax kak ¢ nogaepxkon IP, Tak n 6e3 TakoBol. B cpege IP, roe
[OCTynHa mapupyTtusauus u nepecbinka IP, nHctpymeHtam MPLS-TP OAM cnepyeT onupaTbCA Ha BO3MOXHOCTU
MapLipyTusauum n nepecoinku IP. B octanbHbix cpegax nHcTpymeHTel OAM gomkHbl 6bITb CNOCOBOHBI 06X0aANTLCS 6e3
MapLUpyT13aumm n nepecbinku IP.

- Maketel OAM pormxHbl NepegaBaThbCs BMECTE C MOMb30BaTENLCKUM Tpadukom (B OCHOBHOW Morioce) n He TpebyeTcs
pasnuyatb 3TV TWMbl NAKETOB Ha YpOBHE AaHHbIX. C 3TM TpeboBaHWeM CBs3aH NpuHUMN He3aBucumocTn MPLS-TP
OAM OT wuMmelolWerocsl YpoBHS YNpPaBfeHWsl, XOTS 3TO He [OOSPKHO WCKMYaTb BO3MOXHOCTW MPUMEHEHMUs
pyHKLMOHANBHOCTM ypoBHS ynpaeneHus. [MakeTsl OAM ykasbiBaloTca MeTko GAL? gns kotopon B MPLS
3ape3epBnpoOBaHO 3HayeHue 13.

"Type-Length-Value - Tuna, pasmep, 3HayeHue.
2Generic Associated Channel Label - MeTka 6a30Boro cesisaHHOro kaHana.
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4.5.2. TepmuHonoaus

Anemenm ob6cnyxueaHusi (ME)
MuctpymenTel MPLS-TP OAM paspaboTaHbl ans moHuTopuHra un ynpaenexuus ME. B cootsetctBum ¢ [TP-OAM-FW] ME
onpenensT cBA3W (OTHOLUEHWS) Mexay OBYMsS TOYKaMWM TPAHCMOPTHOrO MyTW, K KOTOPbIM MPUMEHSAKTCA onepauuu
MOHWTOPUHra 1 ynpaBneHus.
TepmuH Maintenance Entity (ME) ucnonbsyetcs B pekomeHgauusix |ITU-T (Hanpumep, [ITU-T-Y1731]), a Takke B
TepmuHonorun MPLS-TP ([TP-OAM-FW]).

I'pynna anemeHmoe obcnyxueaHusi (MEG)
OpauH unn mHoxectBo ME Ha 0gHOM TPaHCMOPTHOM NyTW, ANst KOTOPbIX BLIMOMHSETCS OOLIMIA MOHUTOPWHT U yrNpaBreHve
(cm. [TP-OAM-FWY).

Touyka o6cnyxueaHusi (MP)
Toukon obenyxuBaHua (MP) HasbiBaloT (YHKLMOHANbHbLIN 3NEMEHT, KOTOPbIN OnpeAeneH Ha ysne cetu n MOoXeT
WHMUMMpoBaTb coobuweHns OAM u/unu pearmpoBaTb Ha HUX. ATOT OOKYMEHT COCpPedoTOYeH Ha (PYHKUMOHANbHOCTU
ypoBHS AaHHbIX MP, xoTa MP B3aMogencTByOT Takke C YPOBHSAMM yNpaBreHns 1 agMUHUCTPUPOBaHMS.
TepmuH MP ncnonbsyetcs B IEEE 802.1ag n 66in agantuposaH B MPLS-TP ([TP-OAM-FW]).

MEG End Point (MEP)
KoHeuyHon Toukon ME (MEP) HasbiBaloT kaxayt u3 Touyek ME, oHa MoxeT umHuummpoBaTb coobueHns OAM u/wnn
oTBeYaTb Ha HuX (cm. [TP-OAM-FW]).

MEG Intermediate Point (MIP)
Mexay MEP mMoXeT npucyTCTBOBaTb OfHa UITU MHOXECTBO NPOMEXYTO4YHbIX Touek ME (cm. [TP-OAM-FW]).
Toukn MIP o6bivHO He cospatoT kagpoB OAM (3a UCKMHOYEHMEM MCNOMb3yeMbIX Ans yBeaomreHuin AlS), HO cnocobHbI
pearvpoBaTb Ha npuxogsawmue kagpbl OAM. MIP B MPLS-TP naeHtudpuumpytot naketel OAM, agpecoBaHHble UM, Mo
nucTeyveHn cpoka xmsHu (none TTL) naketa OAM. TepmuH «Touka obcnyxunsaHusa» (MP) obbivHo BkntovaeT MEP 1 MIP.

Bocxodswue (Up) u Hucxodsiwjue (Down) MEP
B IEEE 802.1ag [IEEE802.1Q] onpegeneHo pasnuuue mexagy Up MEP u Down MEP. MEP BbinonHsAeT MOHUTOPWHT
Tpadmka B HanpaerieHUn ceTn unu B HanpasneHun mocta. Down MEP - 3to Touka MEP, npuHumatowas naketsl OAM 13
ceTM W nepepawllasl Takme nakeTbl B HanpaeneHun cetn. Up MEP npuHumaeT naketbl OT MoOcCTa UM nepepaeT B
HanpaeneHun mocta. B MPLS-TP ([TP-OAM-FW]) ucnonb3yeTcsa noxoxee pasnuyne B mectononoxeHun MEP - BxogHas,
BbIXOA4Has unu nepecoinarmLlan gpyHkumua yana (Down/Up MEP). PasmelleHre BaXXHO Npuy ONpeaeneHnmn ToUku oTkasa.
OtmeTum, Yyto TepmmHbl Up MEP n Down MEP Hukak He cBsidaHbl C 0ObI4HO npumMeHsieMbiMmn TepMuHamn Up/Down, roe
Down roBopuT 0 HepaboyeM, a Up - o paboyemM cocTosiHMU.
9710 pasnuune mexay Up n Down MEP onpegenexo B [TP-OAM-FW], Ho He npumeHsanock B apyrux MPLS-TP RFC Ha
MOMEHT HanMcaHuns 3TOro AOKyMEHTa.

4.5.3. ba3oeblilU ces3aHHbIU KaHasn

Onsa BeinonHenus TpebosaHun nepepgaun Tpadumka MPLS-TP OAM B ocHoBHoi nonoce MPLS-TP wcnonb3yeT 6a3oBbiii
cBsA3aHHbIN KaHan G-ACh, onpegeneHHbii B [G-ACh] ansa Ttpacduka OAM Ha 6ase LSP. OTOT MexaHn3M OCHOBaH Ha Tex xe
KOHLenuusx, kotopble npumeHsioTcs mexaHnsmamm PWE3 ACH [PW-ACH] n VCCV [VCCV]. OgHako Ansa yaoBneTBOPeHNUs
notpebHocTteln LSP, otnuyatowmuxca ot PW, 6binv onpeaeneHsl ABe NpyMBeAeHHbIe HUXe koHuenuuu [G-ACh].

- BaronoBok cBsA3aHHoro kaHana (ACH), dopmat kotoporo noxox Ha PW Control Word [PW-ACH], sBnsetca 4-
0anToBbIM 3arofloBKOM B Havane naketos OAM.

- MeTtka 0a3oBoro cBsizaHHOro kaHana GAL c 3apesepBupoBaHHbIM B MPLS 3HauyeHvem 13 ykasbiBaeT, 4TO nakeT
oTHocutcst K ACH v gaHHble crieytoT cpa3sy 3a CTEKOM METOK.

Xotsa G-ACh 6bin onpeneneH kak yactb MPLS-TP, cnegyet otmeTuTb, 4To G-ACh siBnsieTcs 6a30BbIM CpeEACTBOM, KOTOpOe
MOXHO NpumeHsiTb B MPLS B uenom, a He Tonbko B MPLS-TP.

4.5.4. Uncmpymenumsi MPLS-TP OAM

Ona peanusauun Tpebyemol oT Habopa uHcTpymeHTtoB OAM byHKUMOHanbHOCTM paboyas rpynna MPLS npoena aHanus
umetowmxcst MHctpymeHtoB OAM ot IETF u ITU-T. Pesynbtatbl aHanusa onybnukoBaHbl B [OAM-Analys]. MPLS-TP
ucnonb3yet KombuHaumio uHCTpymeHToB OAM, OCHOBaHHyl0 Ha NpeLecTBYIOLWMX CTaHgapTax W afanTUpOBaHHY K
TpebosaHnsam [MPLS-TP-OAM]. basoBble 6510kM 3TOro peLUeHns BKIYatoT:

- OBYXCTOpPOHHee AeTektuposaHue nepecoinku ([BFD], [BFD-LSP]) ansa npoaktueHbix TectoB CC n CV;
- LSP Ping [LSP-Ping] one tectos CV no 3anpocy;
- HOBble NakeTbl MpoTokona, ucnonbaywme G-ACH ans pacumpeHns (yHKLUHaNbHOCTY;
- MPOTOKOSbI U3MEPEHUS MPOU3BOANTENBHOCTY.
B cnepytowmx naparpadax onucaHbl MHCTpyMeHTbl OAM, onpegenenHsie ans MPLS-TP [TP-OAM-FW].
4.5.4.1. NpoBepka HENPEPbLIBHOCTU U CBA3HOCTU

Tectel CC n CV npefctaeneHbl B naparpade 2.2.7 atoro AokymeHTa. Kak nokasaHO 34ecb, 3TW WHCTPYMEHTbl MOryT
MCMNONb30BaTbLCA NPOAKTUBHO MK MO 3anpocy. B npoakTMBHOM pexnme MHCTPYMEHTbI 0ObIYHO MPUMEHSAIOTCH B TaHAEME.

Ona MPLS-TP nmeetcsa ABa pasHbiX MHCTPYMEHTa - NpoakTuBHbIN onpegeneH B [TP-CC-CV], a ucnonb3dyemsblii No 3anpocy - B
[OnDemand-CV]. MNpu paboTte no 3anpocam ata yHKUMS AOIMKHA NOAAEPXKMBaTb MOHUTOPUHT mexay MEP, a tawkke mexay
MEP n MIP. B [TP-OAM-FW] otme4eHo, 4to B Tectax CV TpebyeTcs Bknoyatb B coobueHns CC-V oagHO3HaYHOe ykasaHue
MEG gns moHuTopuHra n MEP - Huumatopa coofLeHus.

MpoakTuBHbIA MHCTPYyMeHT [TP-CC-CV] ocHoBaH Ha pacwwupeHun BFD (naparpad 4.3) ¢ JOMONHUTENBHBIM OrpaHu4yeHnemM
CKOpPOCTW nepefayn v npuema Ha OCHOBE KOHdurypauuu, 3agaHHoW onepaTtopoM. VIHCTpyMEHT ANns NpOBEPOK MO 3anpocy
[OnDemand-CV] sBnseTtca agantauuen LSP Ping (naparpad 4.4.1) B cooTBeTCTBUM C TpeboBaHnamu MPLS-TP.

10 www.protokols.ru



https://www.protokols.ru/

MepeBon RFC 7276 OHUMKNoneauna ceTeBbIX MPOTOKONOB

4.5.4.2. TpaccupoBKa MapLupyTa

[MPLS-TP-OAM] yka3biBaeT NOTPeOHOCTb B (DYHKLMOHANBHOCTM, MO3BOMSOLLENA KOHEYHOW TOYKe MyTU UAEHTUULMPOBATHL
NPOMEXYTOYHbIE UM KOHEYHbIE TOYKM MNyTWU. OTa PyHKUMSA OyaeT NpUMeEHsATbCst B TecTax no 3anpocy. OOblMHO Takow nyTb
npumMmeHsieTcsa ans AByxctopoHHux PW, LSP n cekuui (Section), a 04HOCTOPOHHUE NYyTW MOryT MOAAEPXMBaATLCS NULLbL NpU
Hanuuuu NyTM Bo3BpaTta. VIHCTPYMEHT Ans 3TOro OCHOBaH Ha (yHKUuoHanbHocTu LSP Ping (naparpad 4.4.1) n onucaH B
[OnDemand-CV].

4.5.4.3. bnokupoBKa nyTu

®dyHkuma Lock Instruct [Lock-Loop] cnyxuT Ans yBeAOMIEHMS KOHEYHOW TOYKM TPaHCMOPTHOro NyTM O HeobxoaMmMocTu
agMUHMCTPATUBHOTIO 3anpeTa TPaHCnopTHOro NyTn. O6bLIYHO 3TO NPUMEHSIETCS BMECTE C TOW UMW UHON MHTPY3MBHOW (DYHKUMNEN
OAM, Hanpumep, U3MEpPEHMEM MPOU3BOAUTENBHOCTM UMW OMArHOCTUYECKMM TECTUPOBaHWEM, ANst MUHUMMU3AUMM NOGOYHOro
BMUSIHWS HA MONb30BaTENbCKUIA TpaduK.

4.5.4.4. CooblueHne o 6noKMpoBKe
®yHkuma Lock Reporting npvMeHsieTcst KOHEYHOM TOYKOW NMyTW Ans MHAOPMUPOBAHWUS YAANEHHOW CTOPOHbI O GroKMpoOBKe,
BMMSIOLLEN HA MyTb.

4.5.4.5. CoobGLieHune o TpeBore

CoobueHus o Tpesore [TP-Fault] no3sonsitoT nogaButb aBapuiiHbie curHarnesl nNocre oGHapyXeHUs1 Henonaaok Ha CepBeEPHOM
noAypoBHe. 3TW COOBLLEHNS NMPUMEHSAIOTCA NPOMEXYTOYHBIMU TOYKaMK NyTW, KOTOpblE y3HatoT 0 cboe B NyTN 1 MHPOPMUPYIOT
06 3ToM KOHeuHble Toukn. B [TP-OAM-FW] ykasaHo, 4TO 3TO MOXeT OblTb pe3ynbTatoM Aedekta, OOHapy>XeHHOro Ha
cepBepHoM noaypoBHe. [eHepupyeTca curHan AIS, koTopbIi coxpaHseTcda A0 ycTpaHeHus npobnemsl. [locnepytowme
AEeNCTBUA aTON PyHKUMM onmcarbl B [TP-OAM-FW].

4.5.4.6. Ungukauusa ynaneHHoro gecekra (RDI)

RDI npumeHsieTcs NPOaKTUBHO KOHEYHOW TOYKOW NyTW ANs YyBeAOMSEHUS NapTHEPCKOW KOHEYHOW TO4kM O AedekTe,
06Hapy>XEHHOM B [ABYXCTOPOHHUX KOMMYHUKaumax mexagy Humu. B [MPLS-TP-OAM] yka3aHo, 4To aTa yHKUNUS MOXET ObiTb
npMMeHeHa K OAHOCTOPOHHUM LSP nuwb npu Hannyum nytn Bosspata. B [TP-OAM-FW] yka3daHo, 4To aTa pyHKUMSA cBsi3aHa C
npoakTneBHomn pyHkumen CC-V.

4.5.4.7. Uhpnkauusa otkasa knueHta (CFI)

®yHkuma CFl onpegeneHa B [MPLS-TP-OAM] ans Toro, 4To No3BONUTbL pacnpocTpaHeHne MHpopmaLmm ¢ 0QHOro Kpasi ceTu Ha
Apyroi. 9ta nHgopmaumsa 0THOCUTCS K AedeKTam KIMEHTOB, MPWU KOTOPbIX KMMEHT HE MOXET MoaAepXuBaTh yBEOOMIEHUA O
TpeBore.

4.5.4.8. MOHUTOPUHI NPOU3BOAUTENTLHOCTU

OnpegenexHve MoHUTOpUHra npoussogutensHocT MPLS 6bino BbisBaHo TpeboBaHuamu MPLS-TP [MPLS-TP-OAM], Ho gaHo
B obwem Buge gna MPLS B [MPLS-LM-DM]. JononHutenbHbin gokymeHT [TP-LM-DM] onpenensiet npodurnb MOHUTOPUHIa
npousBoanTensHoctn ans MPLS-TP.

4.5.4.8.1. UamepeHue notepb (LM)

®DyHKUMA M3MepeHns NoTepyn NakeToB CMYXWUT ONs NPOBEPKU KadecTBa obcnyxusaHus. [loTeps nakeToB B COOTBETCTBUM C
[IPPM-1LM] n [MPLS-TP-OAM] nokasbiBaeT OTHOLUEHME 4YMCra NOTEPSHHbLIX MOMb30BaTeNbCKMX NaKkeToB K obliemy umncny
nakeToB, NepefAaHHbIX B UHTEpBane BpeMeHu.

Hwxe ykasaHbl ABa BO3MOXHbIX cocoba onpeaeneHns 3Toro N3mMepeHusl.

- Mpwn ncnonbsoBaHnm naketoB OAM MOXHO paccuuTaTb CTaTUCTMKY Ha ocHoBe cepum naketoB OAM. OpgHako aToT
rnokasaTterb ABMAETCA WUCKYCCTBEHHLIM W MOXET He OTpaXkaTb pearibHOCTb, MOCKOSIbKY YacTb MOTEPb MakeToB MOXET
3aBuceTb OT X pa3mepa u peanusaunv MEP, yyacTByloLmx B NpoToKone.

- MoxHo nepegaBaTb rpaHU4YHbIE coo0LleHNs B Havane U B KOHLe nepuoaa 3amepa B Te4YeHUe KOTOPOro naketbl
NoaCUYMTLIBAOTCA Ha nNepejaroLlen n NnpuemMHon CTopoHe. Nocne 3aBepLialollen N3MepeHne rpaHuLbl dNemMeHT nyTun
OAM MOoXeT nocuntatb HacToTy NOoTepb.

4.5.4.8.2. UamepeHune 3agepxku (DM)
DyHKUMA N3MEPEHUS 3a4EPXKKN CNYXUT ANst onpefeneHns 3a0epXku B OOHO UMK ABYX HaMNPaBNeHUsSX Mexay Napoi KOHEYHbIX
Toyek nytn (PW, LSP, Section).

- OpaHocTopoHHASA 3agepxka B cooTBeTcTBMM C [IPPM-1DM] - 370 Bpems OT Hadana nepegaym nepeoro 6uta naketa
Y3NOM-UCTOYHMKOM [0 MofyyeHuss nocnegHero 6uta npuemHukoM. OTMeTuM, 4TO 3TO uM3mepeHune Tpebyer
CMHXPOHU3aLMM YacoB B KOHEYHbIX TOYKaX.

- [ByxCTOpOHHsiS1 3apepxka B cooTBeTcTBMU ¢ [IPPM-2DM] - 31O Bpemsi OT Havyana nepegadv nepsoro buta naketa
Y3ITOM-UCTOYHMKOM [0 MOMyyYeHust nocrniegHero Guta STUM XKe Y3rom Mocre «3aBOopoTay» MakeTa Ha yaaneHHon
ctopoHe. OTMeTUM, 4TO B pesynbTaTe acuMMETpuUu NyTW OAHOCTOPOHHSIS 3aJepXKa MeXay Toudkamy MOXeT
OTNUYaTbCA OT MONIOBMHbI 3HAYEeHUS [OBYXCTOPOHHEN 3ajepxku. CHUHXpOHM3auMsi 4acoB MpuU  U3MepeHun
OBYXCTOPOHHEW 3a0epXKu He TpebyeTcs.

Ona kaxgon n3 atmx ¢yHkuMn DM BO3MOXHO M3MepeHue Kak 3afepxku, Tak U ee Bapvauuni. NamepeHue 3sagepxku
BbINONHSAETCH ¢ nomMoLlbio naketoB OAM ¢ BpeMeHHbIMW MeTKaMu, nepeaaBaemMblx Mexay yvacTeyrowmmn MEP.

4.6. OAM pona ncesgonpoBoaoB

4.6.1. OAM ons ncesdonpoeodoe c ucrnosb3oeaHuem VCCV
VCCYV B cooteeTcTBUK ¢ [VCCV] ob6ecneunBaeT cnocob CKBO3HOrO AeTEKTMPOBaHUS OTKA30B W cpeacTea AnarHocTukn ans PW
(He3aBMCMMO OT TEeXHOMOrMM TyHHenupoBaHus). dyHkums kommyTaumm VCCV obecneuvBaeT kaHan ynpasnexusi (CC),
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cBsA3aHHbI ¢ kaxabim PW. [VCCV] onpegenset Tpu tuna CC, T. e. 3 BO3MOXHbIX MeToga nepejauv u vaeHTudukaumm
coobuieHnn OAM.

- Twn 1. VCCV no ocHoBHOMY KaHany, kak onncaHo B [VCCV], HasbiBaeTcsa Takke PWE3 Control Word with 0001b as
first nibble’. McnonbayeTcs 3aronosok cBAsaHHoro kaHana PW [PW-ACH)].

- Twn 2. VCCV no otgenbHomy kaHany, kak onucaHo B [VCCV], HasbiBaeTca Takke MPLS Router Alert Label. KaHan
ynpaBneHus co3gaetcs ¢ nomoLlbto meTku MPLS router alert [MPLS-ENCAPS] HenocpeacTBeHHo Haa meTkon PW.

- Twn 3. VCCV ¢ muHumanbHbiM TTL, kak onncaHo B [VCCV], HasbiBaeTcsa Takke MPLS PW Label with TTL == 1, rge
KaHan ynpasneHus ykasbliBaeTcs 3HadeHve TTL = 1 B meTke PW.

VCCV B HacTosilee Bpems nopaepxuBaeTr uHcTpymeHTol OAM ICMP Ping, LSP Ping v BFD. ICMP un LSP Ping
uHkancynupytotca B IP nepen otnpaskon 4depes PW ACH. BFD gna VCCV [BFD-VCCV] nopaepxuBaeT gBa pexvMa
uHkancynaumm - IP/UDP (c 3aronosokm IP/UDP) wnn PW-ACH (6e3 3aronoska IP/UDP) n obecneuvBaeT noaaepxky
curHanusauum coctosHua AC. Vcnonb3oBaHne kaHana ynpaeneHns VCCV obecneuvnBaeT KOHTEKCT, OCHOBAHHbLIN Ha MeTKe
MPLS-PW, koTopbin HyxeH Ans npuBasku u 3arpy3km ceccum BFD ans koHkpeTHoro ncesgonposoga (FEC), usbasnasa ot
HeobxoammocTn obmeHa 3HavyeHnsamu Discriminator.

VCCV cocTtouT 13 AByx KOMMOHEHT: (1) curHanbHas KOMMOHeHTa Anga nepegayn BoamoxHocten VCCV kak yactb meTkm VC 1
(2) koMmyTauMOHHasa KOMMOHEHTA, 3acTaBnsoLwas TpakToBaTb AaHHble PW kak nakeT ynpaBneHus.

VCCV He 3aBUCUT HaMpsAMYIO OT Hannuusi ypoBHsaynpasneHus. AHoHcupoBaHue Bo3moxHocTel VCCV MOXeT BbINOMHATLCA Kak
YyacTb curHanusaumm PW npu ucnonb3oBaHum LDP. B cnyyae pyyHon HacTtpovikn PW cornmacoBaHHOCTb onuuii Ha obeunx
CTOpoHax [orkeH obecneuntb onepaTop. BapuaHT pyyHoM HacTporiku Obin co3fgaH crneuumansHo anst obpaboTku cnyvaes
ucnonb3oBaHua MPLS-TP, roe He TpebyeTcsi ypoBeHb ynpaBrneHus. OgHako 3Ta yHKUMSA nonesHa v Ans OpYrux Cryvaes,
TaKMX Kak MOBUIbHBIN TpaHCMopPT.

Pabouas rpynna PWE3 nposena uccnegosarHne VCCV [VCCV-SURVEY] 1 aHanua npyMeHsieMblX Ha NpakTuke MexaHW3MOB.

4.6.2. OAM onsi ncesdonpoeodos c ucrnosb3oeaHuem G-ACh

Kak otmeuveHo Bbiwe, VCCV nogaepxusaet OAM ana PW 3a cueT npumeHeHuns kaHana ynpasneHus (CC) ans naketos OAM.
Mpu ncnone3dosanun PW B cetax MPLS-TP BmecTto CC, onpeaeneHHbix B VCCV, moxHo npumMeHsiTe G-ACh, kak onpegeneHo B
[PW-G-ACh].

4.6.3. Ycmpoticmeo npucoeduHeHusi - omobpakeHue rnceedonposoda

Pa6oyas rpynna PWE3 onpegenvna otobpaxeHue n yBegomneHme o AedeKTHbIX COCTOSHMAX Mexay ncesponposogom (PW)
N ycTporicTBamu npucoeauHenusi (AC?) npu CKBO3HOM 3MynsiuMM cepBuca. OTO OTOOpakeHUe OYeHb BaXKHO SISl CKBO3HOW
dyHKumMoHanbHocTn. OTobpaxeHne obecneumBaeTcs, B 4acTtHocTh, [PW-MAP], [L2TP-EC] ana nceesgonpoBogoB L2TPv3 u
naparpacgpom 5.3 [ATM-L2] ana ATM.

B [L2VPN-OAM] npuBeneHbl TpeboBaHuns n cxema OAM B koHTekcTe L2VPN u onpepenenbl ypoBHu OAM ana L2VPN Ha
OCHOBE NCEBAOMNPOBOAOB.

OTtobpaxeHue, 3agaHHoe B [Eth-Int], no3BonseT opraHm3oBaTtb ckBO3Hy0 amynauuio Ethernet yepes ncesgonpoBoaa.

4.7. OWAMP n TWAMP
4.7.1. 0630p

Pa6ouas rpynna IPPM B IETF onpeagenvna obuine kputepum n METPUKY AN MOHUTOpMHra npoussoautensHoctu IP ([IPPM-
FW]). B RFC, onybnukoBaHHbIX 3TOW FPynmnow, onpederneHa MeTpuka Ans npoBepku cBAsHocTu [IPPM-Con], namepeHus
sagepxkn ([IPPM-1DM], [IPPM-2DM]) n notepu naketoB [IPPM-1LM]. CnegyeT oTmeTutb, 4to pabota IETF B koHTekcTe
MEeTPUKN MPOn3BOAUTENBHOCTN He orpaHunymBaeTcs cetamu IP. B [PM-CONS] npenctaBneHbl obwume pekomeHaauuu ans
pacCcMOTPEHUSI HOBbIX NapameTPOB NPON3BOANTENBHOCTY.

Pabouas rpynna IPPM onpegenuna He TONMbKO METPUKY M3MEPEHMS NPOU3BOAUTENBHOCTU, HO U MPOTOKOIbI NS BbINONHEHUS
namepenun. B [OWAMP] n [TWAMP] onpefeneHbl METOAbI M NPOTOKOSbI UIAMEPEHMS NPON3BOANTENBHOCTM B ceTax IP.

OWAMP [OWAMP] nossonsieT namepsATb B OOHOM HanpaBreHuu XapakTepuctuku ceten IP, Takue kak 3agepxka n norteps
naketoB. [ins koppekTHo pabotel OWAMP TpebyeTcsa KoppeKkTHas ycTaHoBKa BPEMEHU CyTOK Ha BCEX KOHEYHbIX TOYKaX.

Mpotokon TWAMP [TWAMP] obecne4mBaeT NOXOXyl (PYHKLUMOHaNbLHOCTb M NO3BOMSET NPOBOAUTL U3MEPEHNS B OOHOM Unn
AByXx (round-trip — kpyrosow 06xoa) HanpaBneHnsx.

OWAMP n TWAMP BknitoyatoT B ce65 no ABa NpOTOKONa, yKasaHHbIX HUXeE.

- OWAMP-Control/ TWAMP-Control crnyxuT ons vHMUMMPOBAHMS, 3amnycka M OCTaHOBKM TECTOBbIX CECCUIA, a Takke
cbopa pesynbtatoB Tecta. TecTbl CC u CV BbINOMHATCA U NOATBEPXKAAOTCS C NOMOLLbIO OpraHu3aumMm CoeanHeHnst
TCP gns ynpasnsitowero npotokona OWAMP/TWAMP.

- OWAMP-Test/TWAMP-Test cnyxut ons obMeHa TeCTOBbIMM MakeTamu Mexay AByMs y3namu. [NogaepxwvBaroTcs
YHKUMM U3MEPEHUS 3aEepPXKM U NOTepb, a Takke OOHapyXeHUe MHbIX aHOManwi, Takux kak AybnupoBaHve wu
M3MeHeHWe nopsiaka nakeTos.

Xota [OWAMP] n [TWAMP] onpegensitoT WUHCTPYMEHTbl ANS U3MepeHUs MNpOM3BOAUTENbHOCTU, criegyeT OTMEeTUTb, YTO
TOYHOCTb 3TUX MHCTPYMEHTOB HE 3aaeTcs 1 3aBUCUT OT MacwiTaba, peanu3aumm n KoHUrypaumm ceTu.

[nsa MoHUTOpWMHra NPou3BOAUTENBHOCTU ONpeAeneHsl U apyrme npoTokonsl, Hanpumep, B MPLS-TP OAM ([MPLS-LM-DM],
[TP-LM-DM]) n Ethernet OAM [ITU-T-Y1731].

'"PWE3 Control Word with 0001b as first nibble — ynpaensiowee cnoso PWE3 ¢ nepsbim nony6atom 0001b.
2Attachment Circuit.
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4.7.2. [l[pomokosibl ynpaesieHUss U mecmuposaHusi

MpoTokonsl ynpaeneHns OWAMP n TWAMP pa6otatoT Ha ocHoBe TCP, a npoTtokonbl TectupoBaHus npumeHstotT UDP. 3agava
NPOTOKOSOB YMpaBrieHMs 3akryaeTcsi B MHULMUPOBAHNK, 3anycke M OCTaHOBKE TecToBoW ceccuun, a ana OWAMP Takke B
cbope pesynbratoB. [MpoTOKONbI TECTUPOBAHUS MepefaloT TeCToBble MakeTbl (C MOPSOKOBBIMW HOMEpaMu M BPEMEHHBIMU
MeTkamMu) Mo TecTupyemMomy nytu IP B COOTBETCTBUM C MraHMpOBaHMEM, a 3aTeM 3anucCbiBalOT CTATUCTUKY NPUObLIBLUNX
naketoB. MoXXHO O4HOBPEMEHHO OpPraHM3oBaTb MHOXECTBO CECCUMA, Kaxaas U3 KOTopbIX OyaeT nMeTb CBOW MAEHTUMKATOP, U
3aJaTb YMCMO nepefaBaeMbiX MaKeTOB, pa3Mep 3anoriHeHust (pa3mep nakeTta), Bpems Havana v nnaHMpoBaHue nepefauu
(NOCTOSIHHBIM UNWM NCEeBAOCIYyYalHbIA MHTEPBAN C 3KCMOHEHUManbHbIM pacnpegeneHnemM). CrtaTtucTvka 3anvcbiBaeTcs B
cooTBeTCcTBUM ¢ noaxoaswmumm IPPM RFC.

C TOou4kM 3peHusn BesonacHoctn TectoBble nakeTel OWAMP 1 TWAMP cnoxHo 06HapyxuTb, NOCKONbKY 3TO OObIYHbIE MaKeThbI
UDP c cornacoBaHHbIMWU HOMepamu NOPTOB, He MMelowmne cratudeckmx napamerpos. OWAMP n TWAMP Takke BkniovaroT
onumun ayTeHTudmnkauum n WndposaHns Kak AN yNnpasnsiowmx, Tak 1 ANg TECTOBbIX NakeToB.

4.7.3. OWAMP

OWAMP onpegenset norndeckne ponu Session-Sender, Session-Receiver, Server, Control-Client n Fetch-Client. Session-
Sender co3gaeT TecToBbIN TpaduK, KOTOPbIV NpuMHUMaeT Session-Receiver. Server HacTpavBaeT 1 NogaepxunBaeT ceccuo, a
Tarke Bo3BpawaeTt pesynbTtatbl. Control-Client uHMUMMpyeT 3anpocbl TECTOBbLIX CECCUM, 3anyckaeT CecCuu U MOXeT
uHMUMMpoBaTb ux 3aBeplueHue. Fetch-Client 3anpawmvBaeTt pesynbTaTthl 3aBeplueHHoN ceccun. OAMH XOCT MOXET BbICTyNaTb
OOHOBPEMEHHO B HECKONbKuUX ponsix, Hanpumep, Control-Client, Fetch-Client n Session-Sender, a apyrovi MoXeT BbICTynaTb B
kadecTtBe Server u Session-Receiver.

B tunuyHon ceccum OWAMP anemeHT Control-Client opraHuayeTt coeguHeHne TCP c noptom 861 Ha anemeHTe Server,
KOTOpbIAi OTBEYAET MPUBETCTBEHHLIM COOGLLEHNEM, YKa3blBalOWUM MOAAEPXKUBAEMbIE PEXMMbI 3aLUUTbI U LIENOCTHOCTU.
Control-Client oTBe4aeT ¢ ucnonb3oBaHWEM BbIGPAHHOTO peXxrMa KOMMYHUKaLUA U Server BOCNPUHUMAaET 3TOT pexum. 3ateM
Control-Client 3anpatunBaeT 1 NONHOCTLIO OMUCLIBAET TECTOBYIO CECCUIO, a Server oTBevaeT MHpopmaLmen o NPUeMnemMocTu 1
nogaepxke. [dononHutenbHble coobLleHNss MO3BONAT 3anpocuTb Heckonbko ceccui. [anee Control-Client 3anyckaet
TECTOBYIO Ceccuio, Server noaTBepXaaeT €e U WMHCTPYKTUpPyeT anemeHT Session-Sender HadaTb TecT. Session-Sender
nepefaeT TeCTOBble MaKeTbl C MNCEBAOCMyYaNHbIM 3anofHeHMeM 3rneMmeHTy Session-Receiver, noka ceccus He Oyger
3aBepuieHa unm Control-Client He ocTaHoBUT ee.

Mo 3aBepweHumn Session-Sender nepepaeT anemeHTy Server oT4eT € AaHHbIMM OT Session-Receiver. 3atem Fetch-Client
MOXET nepeaaTb 3anpoc 3IeEMEHTY Server, KOTopblil 0TBEYaeT NOATBEPKAEHNEM U CPa3y Xe NnepefaeT pe3ynbTaThl.

4.7.4. TWAMP

TWAMP onpegensieT HeCKOSbKO rnormdecknx pornen - Session-Sender, Session-Reflector, Server n Control-Client. OHu noxoxmu
Ha ponn OWAMP, Ho Session-Reflector He cobupaeT nHdopmauun o naketax n He TpebyeTca ans Fetch-Client.

B tunoson ceccum TWAMP anemeHT Control-Client opranusyet coeguHeHne TCP ¢ noptom 862 Ha cepBepe U pexum
cornacyetcs kak B OWAMP. 3atem Control-Client 3anpaluvBaeT ceccuio n HauuHaeT ee. Session-Sender nepegaeTt TecToBble
nakeTbl C NCeBAOCNy4alnHbIM 3anofnHeHnem anemMmeHTy Session-Reflector, koTopbii Bo3BpalLaeT ux ¢ BpeMeHHON METKOMN.

4.8. TRILL

TpeboBanua k OAM gna TRILL 3agaHbl B [TRILL-OAM]. Mpo6nema TRILL OAM, noxoxasi Ha cnyyai MPLS, coctouT B TOM,
yto Tpaduk mexay RBridge RB1 1 RB2 moxeT nepecbinatbcsi No MHOXecTBy nyTel. MNMoatomy npotokon OAM mexay RB1 u
RB2 pormkeH 6bITb cnocobeH oTcnexmBaTb BCE JOCTYMHbIE MyTU Mexay napon moctoB RBridge.

Ha MOMeHT HanucaHus 3Toro JOKyMeHTa npouecc onpeneneHnst uHctpymeHtoB TRILL OAM elle He 6bin 3aBeplueH. B atom
naparpacde npueegeHbl ocHoBHble TpeboraHua TRILL OAM [TRILL-OAM].

- Mpoeepka HenpepbiBHOCTM (CC) — npoTtokon TRILL OAM gpomkeH nogaepxusatb yHkumio CC mexay noboi napon
RBridge.

- [posepka cBsasHocTn (CV) — cBA3HOCTL Mexay napow RBridge moxeT 6biTb NpoBepeHa Ha ypoBHE NOToKa.
- Tpaccuposka nyTtu nossonset RBridge otcrneanTs Bce 4OCTYyNHbIE NYTW K napTHepckomy RBridge.

- MoHuTOopuHr npom3sogunTensHocTn no3sonsdeT RBridge oTcnexvsatb NOTEpU M 3a4epXKKW NakeToB, OTNPaBfieHHbIX
napTHepckomy RBridge.

5. Ceodka

B aTtom pasgene npvBefeHa cBogka MHCTpPYMeHTOB U doyHkumii OAM, npeacTtaBneHHbIX B 3TOM AokymeHTe. CBoaka BknovaeT
ocHoBHble cpeactea OAM, onpeneneHHsie B IETF. OTOT KOMNaKTHbIA CNMCOK ByAeT None3eH pasHbIM YATATENSAM - OT CETEBbIX
onepaTtopoB Ao pa3paboTyunkoB cTaHaapToB. CBoAka BKMOYMAET KOPOTKUI Naparpad ¢ pekomeHaaunsiMu Ans nponssogutenen
ceTeBoro obopyaoBaHus.

5.1. CBoaka nuHctpymeHtos OAM

B aTom naparpade npviBeieHa KpaTkasi CBOAKa ONMUCaHHbIX B JOKYMeHTe HabopoB MHCTpymMeHToB OAM.

Moppo6HeIn cnncok RFC, oTHOCALWMXCS K Kaxaomy Habopy, NnpuBeaeH B npunoxeHmn A.1.

Tabnuya 3. CesizaHHble ¢ OAM uHcmpymeHmsb! IETF.

NHcmpymenm OnucaHue TexHoso2usi
IP Ping Ping ([IntHost], [NetTerms]) npeacraenseTt cobon NpocTyo Nporpammy Anst TECTUPOBaHMWS IPv4/IPv6
[IOCTYNHOCTM € ucnonb3oBaHnem coobuweHunn ICMP Echo ([ICMPv4], [[CMPV6]).
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IP Traceroute  [Traceroute ([TCPIP-Tools], [NetTools]) aBnsieTcst npunoxeHnem, KOTopoe No3sonseT IPv4/IPv6
nonb3oBaTensaM TpaccMpoBaThb MyTb MeXAY UCTOYHUKOM U agpecaTtom IP ¢ ngeHtudmkaumnen
NPOMEXYTOYHbIX Y3r10B MyTu. Mpu Hannuum Heckonbknx nyTern Traceroute npoBepsieT OOUH U3
Hux. Hanbonee pacnpoctpaHeHHas peanusauus Traceroute ncnonbayet coobweHns UDP,
XOTs1 eCTb M peanusauun Ha ocHoBe npoTtokonoB ICMP n TCP. Paris Traceroute [PARIS]
ABMAETCA pacLUMpeHneM, KOTOpoe MbITAETCS HaNTW BCE JOCTYMHbIE MYTU MEXAY Toukamu A 1
B nyTem ckaHMpoBaHMWS pa3nu4YHbIX NOJEN 3arofioBKOB.

BFD [IByXCTOpOHHee aeTekTupoBaHue nepecoinku (BFD) onpeaeneHo B [BFD] kak mogensb Bce
o6neryeHHoro 6a3oBoro nHctpymeHta OAM. Llenbto siBnsieTcs onpeaeneHne 6a3oBoro
CpeacTBa ANA UCMONb30BaHMS C PasHbIMU TUNAMM MHKANCYNSALUMM, CETEBOIO OKPYXKEHUS U
cpeq nepepayu.

MPLS OAM MPLS LSP Ping B cootBeTcTBUM ¢ onpegenedmem [MPLS-OAM], [MPLS-OAM-FW] n [LSP-  [MPLS
Ping] sBnsetca nictpymeHTtoM OAM Ans napHbIX M MHOroto4evHbix MPLS LSP. MHcTpymeHT
MMeeT ABe OCHOBHbIX oyHKUMKM - Ping u Traceroute. BFD [BFD-LSP] siBnsietca
\JOMOSTHUTENbHBIM CPEACTBOM MOMCKA OTKA30B Ha YpoBHE AaHHbIX MPLS LSP.

MPLS-TP OAM |Cpenctea MPLS-TP OAM onpegeneHbl B Heckonbkux RFC. TpebosaHus OAM ans MPLS-TP
TpaHcnopTHoro npocunss MPLS (MPLS-TP) 3apgaHbl B [MPLS-TP-OAM]. Kaxabin 13
MHCTpymMeHTOB Habopa OAM onpeaeneH B ceoem RFC, kak ykasaHo B npunoxeHumn A.1.
OWAMP n [MpoTokonkl akTueHOro namepexus B ogHom [OWAMP] n asyx [TWAMP] HanpaBneHusix IPv4/IPv6
TWAMP onpegeneHsl paboyen rpynnow IP Performance Metrics (IPPM) B IETF. 3T npoTokonsl
NO3BONAT U3MEPSTb Pa3Hble NapamMeTphbl, BKIHOYas NOTEPO NAKeTOB, 3a4epXKKy 1 ee
Bapuauun, oybnupoeaHve u nsMeHeHne nopsigka AOCTaBKu.

Pseudowire Apxutektypa PWE3 OAM onpefensieT kaHanbl ynpaeneHus, NogaepXusatoLLme Pseudowire
OAM ncnonb3oBaHve nvetowmxcsa nHetpymentoB IETF OAM ans ncesgonpoBoga (PW). Kananel
ynpaBnexus, onpegeneHHsie B [VCCV] n [PW-G-ACh], moryT npumeHsaTbcst BMecTe ¢ ICMP
Ping, LSP Ping n BFD ans BbinonHeHns tectoB CC 1 CV. Kpome Toro, kaHansl
noaaepXvBatoT ucnonb3oBaHne nobebix nHcTpymeHtoB OAM Ha 6a3ze MPLS-TP ans
pacnpocTpaHeHus nx pyHKUMoHanbHoCcT Ha PW.

TRILL OAM TpebosaHua k OAM B TRILL onpeaenetsbl B [TRILL-OAM] v skntovatoTt, CC, CV, Tpaccuposky [TRILL
NyTU U MOHUTOPUHT MPOU3BOAUTENBHOCTU. Ha MOMEHT HanMcaHusa 3TOro A4oKymeHTa paboTa no
\peTanbHoMy onpegenenuto nictpymeHtoB TRILL OAM He 6Gbina 3aBepLueHa.

5.2. CeBoaka cpyHkumn OAM

B T1abnuue 4 ykasaHbl dyHkumm OAM, nopaepxuBaemble KaxablM HAaOOPOM WMHCTPYMEHTOB, KOTOPbIA PacCMOTPEH B 3TOM
pasgene. B ctonbuax Tabnuubl ykaszaHbl Tunosble dyHkumMn OAM, onncaHHeble B naparpade 1.3.

Tabnuuya 4. ®yHkyuoHanbHocmbs OAM e uHcmpymeHmax IETF OAM.

NHcmpymeHmebi lposepka Bepudgukayusi O6HapyxeHue MoHumopuHe Apyaue pyHkyuu
cesisHocmu cess3Hocmu nymu npoussodum.
IP Ping Echo
IPTraceroute Traceroute
BFD BFD BFD Control RDI ¢ npumeHeHnnem BFD
Control/Echo Control
MPLS OAM (LSP Ping) Pexum Ping Pexum Traceroute
MPLS-TP OAM CC CV (npoaktmBHO  [TpaccupoBka -LM -Diagnostic Test
1N No 3anpocy) [MapLupyTa -DM -Lock

-Alarm Reporting
-Client Failure Indication

-RDI
Pseudowire OAM BFD -BFD LSP Ping -DM
-ICMP Ping -LM
-LSP Ping
OWAMP n TWAMP MpoTokon
ynpaBnexHus
TRILL OAM CC CcV TpaccupoBka nytn DM

-LM

5.3. PekomeHaauum nponssBoauTensim ceTeBoro ooopyaoBaHus

Kak otmeueHo B naparpade 1.4, ot nHctpymeHtoB OAM TpebyeTca cnocoBGHOCTb TECTUPOBATL peasbHbI YPOBEHb AAHHbIX C
MaKCMMarnbHO BO3MOXHOM TOYHOCTBIO. XOTS 9TO MOXET NnokasaTbCA OY4EBUAHBLIM, criedyeT NoAYepKHYTb BaXKHOCTb OAUHaKOBOM
o6paboTkn Tpacduka OAM n Tpadmka ypoBHSA AaHHbIX, ANst KOTOPOrO BbIMOMHAETCH MOHUTOPUHT.

6. Bonnpocbil 6e3onacHocmu

OAM unmeeT TecHyto CBSI3b CO CTabUMNbHOCTBIO ceTu. YcnelwHasi ataka Ha npotokon OAM MoxeT co3gaTb UNM3n 0TKa3oB
UM BOCNPENSATCTBOBAaTbL AETEKTMPOBAHUIO pearnbHbIX OTKa30B 1 3TO MOXET NPUBOAUTL K OTKa3aM B 06CNyXMBaHWK.

HekoTopble 13 npeacraBneHHbIX B AOoKyMeHTe uHcTpymeHToB OAM BknioyaroT mMexaHn3mbl 6esonacHocTu, obecneunsaioLme
3amTy LenOCTHOCTH, YTO NO3BOMSET NPEeAoTBPaTUTL NMOAMEHY U UCKaxeHue aTakyoowmumu naketos OAM. Hanpumep, [BFD]
BKIMOYAET Heobsa3aTenbHbIl MexaHn3aMm ayTeHTudukaumm ans naketoB BFD Control ¢ mucnonbsosaHmem SHA1, MD5 unu
npoctoro napons. B [OWAMP] n [TWAMP] unmeetca 3 pexuma 3awmtbl - 6e3 ayteHTndwmkaumm (unauthenticated), c
ayTeHTudukaumen (authenticated) n wwncposaHue (encrypted). Ona ayteHTMdukauum npumeHsietcs SHA1 B kayecTtse
anroputma HMAC, a ansa wndpoaHusa cnyxut anroputm AES.

KoHdwmaeHumanbHocTb 06bI4HO He Tpebyetca oT npotokonoB OAM. OpHako vcnonb3oBaHwe LwwudpoBaHusa (Hanpumep, B
[OWAMP] n [TWAMP]) MOXET YyCNOXHUTb aTakyloLWum naeHTudgmkaumio naketoB OAM u atakm Ha npoTtokonel OAM.
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OAM MOXeT NMpPUMMEHATbLCA TakkKe B KayeCcTBe CpPeACTBa 30HAMPOBAHMS CETUM - AaHHble o6 agpecax, HoMepax MopTOoB,
TOMOSOMMM N NMPOU3BOAUTENBHOCTM CETU MOTYT ObITb MONyYEeHbl MyTEM MaccMBHOro nepexearta naketoB OAM wmnu akTMBHOM
reHepauun naketoB OAM u cbopa OTKNMKOB Ha HUX. [MonyyYeHHas MHopMaLmMs MOXET NPUMEHSATLCS AN OpraHu3auMm aTtak.
OTMeTUM, 4YTO 4acTb TakoM MHGopMauuu (Hanpumep, agpeca U Homepa MOPTOB) MOXET OblTb MonyyeHa Jaxe npu
ucnonb3oBaHumn wndposaHusa ((OWAMP], [TWAMP]).

,D,OI'IOJ'IHVITeJ'IbHyIO MHdopMaLMo No Bonpocam ©e3onacHocTu NpPOTOKOIOB OAM MOXHO HanTu B COOTBETCTBYHOLLUX pa3aenax
OOKYMEHTOB, YNOMAHYTbIX 30eCb.

7. BnazodapHocmu

AsTopbl npusHaTtensHbl Sasha Vainshtein, Carlos Pignataro, David Harrington, Dan Romascanu, Ron Bonica, Benoit Claise,
Stewart Bryant, Tom Nadeau, Elwyn Davies, Al Morton, Sam Aldrin, Thomas Narten n gpyrum uneHam pabouyewn rpynnsl OPSA

WG 3a nonesHble KOMMEHTapun B NOYTOBOM KOHbepeHuuu.
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lNpunoxeHue A. Cnucok dokymeHmoe OAM
A.1. Cnucok pokymeHnTtoB IETF OAM

B Tabnuue 5 nepeuncnenrbl ceszaHHble ¢ OAM pnokymeHTbl RFC, BbinyweHHble IETF.

BaxHO nogyepkHyTb, YTO B Tabnuue ykasaHbl pasHble no npupoge RFC. Hanpumep, HekoTopble M3 3TUX [AOKYMEHTOB
onpenensitoT MHCTPYMeHTbl unu npotokonsl OAM (unu To n gpyroe), a Apyrme onpenenstoT MpoTOKOSbl, HE CBS3aHHble
Hanpsimyto ¢ OAM, Ho npumMeHsiemble MHcTpyMeHTamu OAM. B Tabnuuy Takke BkntodeHbl RFC, onpegensiolme TpeboBaHus K
cxemam OAM B KOHKpETHOM KOHTekcTe (Hanpumep, MPLS-TP).

RFC B Tabnuue pa3buTbl N0 KaTeropusim, onpegeneHHbIM B naparpade 1.3.
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Bidirectional Forwarding Detection (BFD) for MPLS Label Switched Paths (LSPs) [BFD-LSP] RFC 5884

Bidirectional Forwarding Detection for the Pseudowire Virtual Circuit Connectivity Verification RFC 5885
(VCCV) [BFD-VCCV]

MPLS OAM Operations and Management (OAM) Requirements for Multi-Protocol Label Switched (MPLS) |RFC 4377
Networks [MPLS-OAM]

A Framework for Multi-Protocol Label Switching (MPLS) Operations and Management (OAM) |RFC 4378
[MPLS-OAM-FW]

Detecting Multi-Protocol Label Switched (MPLS) Data Plane Failures [LSP-Ping] RFC 4379

Operations and Management (OAM) Requirements for Point-to-Multipoint MPLS Networks RFC 4687

[MPLS-P2MP]

ICMP Extensions for Multiprotocol Label Switching [ICMP-Ext] RFC 4950

Bidirectional Forwarding Detection for MPLS Label Switched Paths (LSPs) [BFD-LSP] RFC 5884
MPLS-TP OAM | Requirements for Operations, Administration, and Maintenance (OAM) in MPLS Transport RFC 5860

Networks [MPLS-TP-OAM]

MPLS Generic Associated Channel [G-ACh] RFC 5586

Operations, Administration, and Maintenance Framework for MPLS-Based Transport RFC 6371

Networks [TP-OAM-FW]

Proactive Connectivity Verification, Continuity Check, and Remote Defect Indication for the RFC 6428

MPLS Transport Profile [TP-CC-CV]

MPLS On-Demand Connectivity Verification and Route Tracing [OnDemand-CV] RFC 6426

MPLS Fault Management Operations, Administration, and Maintenance (OAM) [TP-Fault] RFC 6427

MPLS Transport Profile Lock Instruct and Loopback Functions [Lock-Loop] RFC 6435

Packet Loss and Delay Measurement for MPLS Networks [MPLS-LM-DM] RFC 6374

A Packet Loss and Delay Measurement Profile for MPLS-Based Transport [TP-LM-DM] RFC 6375
Pseudowire Pseudowire Virtual Circuit Connectivity Verification (VCCV): A Control Channel for RFC 5085
OAM Pseudowires [VCCV]

Bidirectional Forwarding Detection for the Pseudowire Virtual Circuit Connectivity Verification RFC 5885
(VCCV) [BFD-VCCV]

Using the Generic Associated Channel Label for Pseudowire in the MPLS Transport Profile RFC 6423
(MPLS-TP) [PW-G-ACh]

Pseudowire (PW) Operations, Administration, and Maintenance (OAM) Message Mapping RFC 6310
[PW-MAP]
MPLS and Ethernet Operations, Administration, and Maintenance (OAM) Interworking [Eth-Int] | RFC 7023
OWAMP n A One-way Active Measurement Protocol (OWAMP) [OWAMP] RFC 4656
TWAMP A Two-Way Active Measurement Protocol (TWAMP) [TWAMP] RFC 5357
Framework for IP Performance Metrics [IPPM-FW] RFC 2330
IPPM Metrics for Measuring Connectivity [IPPM-Con] RFC 2678
A One-way Delay Metric for IPPM [IPPM-1DM] RFC 2679
A One-way Packet Loss Metric for IPPM [IPPM-1LM] RFC 2680
A Round-trip Delay Metric for IPPM [IPPM-2DM] RFC 2681
Packet Reordering Metrics [Reorder] RFC 4737
A One-Way Packet Duplication Metric [Dup] RFC 5560
TRILL OAM Requirements for Operations, Administration, and Maintenance (OAM) in Transparent RFC 6905

Interconnection of Lots of Links (TRILL) [TRILL-OAM]

A.2. OTpenbHble JOKYMEHTbI APYrMX OpraHu3auumn

B pononHeHue k unctpymeHtam OAM, onpegenenHbim IETF, IEEE n ITU-T Toxe onpeaenvnu cpeactea OAM gnsa Ethernet n
pPas3nMyHbIX TPaHCMOPTHbIX CETEBLIX CPped. ATU pasHble MHCTPYMEHTbI, ONpefeneHHble 3 OpraHusauusiMu, 3a4acTyrd TECHO
cBsAi3aHbl 1 BT apyr Ha gpyra. ITU-T n IETF onpeaenvunu nictpymentel OAM gna MPLS LSP, [ITU-T-Y1711] n [LSP-Ping].
MepeuncneHHole Hwxke cTtaHgaptel OAM ot IEEE u ITU-T aBRAlOTCA HEKOTOPbIM paclIMPEHWEM YKasaHHbIX paHee
uHctpymeHTtoB IETF OAM u npuBeaeHsbl NULLb A4S CpaBKu.

- WHctpymeHnTel OAM ans yposHs L2 onpegenensl ITU-T B [ITU-T-Y1731] u IEEE B 802.1ag [IEEE802.1Q]. CtaHgapT
IEEE 802.3 onpegensiet OAM ans ogHomHTepBarnbHbIX (one-hop) kaHanos Ethernet [[IEEE802.3ah].

- Komutet ITU-T onpegenun OAM ans MPLS LSP s [ITU-T-Y1711], MPLS-TP OAM B [ITU-G8113.1] n [ITU-G8113.2].
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CnegyeT OTMETUTb, YTO 3TU AOKYMEHTbI APYrMX OpraHusauuin B OCHOBHOM umetoT aeno ¢ dyHkuuamm OAM Hmke yposHs IP
(ypoBHM L2, L2.5) n B HEKOTOPBIX CIydasix onepaTopbl MCMNONb3YT MHOTOYPOBHEBbLIM noaxop, K layered OAM, 3aBucawmn ot
opraHvsauum ceTu.

B Tabnuue 6 ykasaHbl HekoTopble ctaHgapTel OAM, onyGnuvkoBaHHble ApyrMMn opraHudaumsmu (He IETF). 3ToT OoKymeHT
nocesuweH ctaHgaptam IETF OAM, Ho nepeyncneHHble B Tabnuue JOKYMEHTbI YNOMUHAKOTCS B HEM.

Tabnuya 6. Criucok cesi3aHHbIX ¢ amumM G0KyMeHmom cmaHdapmos Opyaux opaaHu3ayud.
HaseaHue dokymeHma HdokymeHm
ITU-T MPLS OAM Operation & Maintenance mechanism for MPLS networks [ITU-T-Y1711] ITU-TY. 1711

Assignment of the 'OAM Alert Label' for Multiprotocol Label Switching Architecture RFC 3429'
(MPLS) Operation and Maintenance (OAM) Functions [OAM-Label]

ITU-T MPLS-TP Operations, administration and Maintenance mechanisms for MPLS-TP networks ITU-T G.8113.2
OAM using the tools defined for MPLS [ITU-G8113.2]2
Operations, Administration and Maintenance mechanism for MPLS-TP in Packet ITU-T G.8113.1

Transport Network (PTN)

Allocation of a Generic Associated Channel Type for ITU-T MPLS Transport Profile | RFC 66713
Operation, Maintenance, and Administration (MPLS-TP OAM) [ITU-T-CT]

ITU-T Ethernet OAM | OAM Functions and Mechanisms for Ethernet-based Networks [ITU-T-Y1731] ITU-TY.1731
IEEE CFM Connectivity Fault Management [IEEE802.1Q]* IEEE 802.1ag
IEEE DDCFM Management of Data Driven and Data Dependent Connectivity Faults [[IEEE802.1Q]° |IEEE 802.1ag
OAM kaHanbHoro Media Access Control Parameters, Physical Layers, and Management Parameters for | IEEE 802.3ah

ypoBHsi IEEE 802.3 | Subscriber Access Networks [IEEE802.3ah]°
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MepeBoa Ha pyCcCKUn A3bIK
Hwukonan Manbix
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'91oT fokyMeHT IETF ykasaH B Tabnuue CTaH4apToOB APYrviX OpraHu3aLuii, MoCKoMbKy OH onpeaerneH B kadyecTse fononHeHus k ITU-T Y.1711.
29TOT AOKYMEHT onucbiBaeT MHCTpyMeHTbl OAM, onpeaenexHble IETF gna MPLS-TP, a ITU-T G.8113.1 - onpegenexHble ITU-T.

3970T fokymeHT IETF ykasaH B Tabnuue cTaHAapToB ApYrUX OpraHu3aLuii, NOCKOSIbKY OH onpeaeneH kak gononHenue k ITU-T G.8113.1.
“NcxopHoe onpepenenne CFM 6bino aaHo B IEEE 802.1ag, a ceityac BknodeHo B cTaHgapT 802.1Q.

*UcxogHoe onpepeneHme DDCFM 6bino gaHo B IEEE 802.1Qaw, a ceityac BkntoyeHo B cTaHaapT 802.1Q.

ScxonHoe onpepenenne OAM kaHanbHoro ypoBHs 6eio gaHo B IEEE 802.3ah, a ceityac BknoveHo B ctaHaapTt 802.3.
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