JHUMKNoneauma ceTeBbiX N POTOKOJIOB

Internet Engineering Task Force (IETF) A. Morton
Request for Comments: 7799 AT&T Labs
Category: Informational May 2016

ISSN: 2070-1721

Active and Passive Metrics and Methods (with Hybrid Types In-Between)

AKTMBHbIE 1 NAcCUBHbIE (a TakKke rV|6p|/|qu|e) nokasartenun n metoabl

AHHoOTauus

B atom OOKYMeHTe [aHbl YéTKMe onpegeneHna akTuBHONO M NacCMBHONO U3MepeHusa npon3BoauUTesSIbHOCTU. MeToabl un
nokasaTtesim MOXHO pas3fefminTb Ha akTUBHbIe U NacCUBHbIE. HeKOTOpre MeToabl MOrytT MmMeTb OAHOBPEMEHHO anMGyTbI
AKTUBHbIX N NAaCCUBHbIX, NO3TOMY UX Ha3blBalOT FM6pM,quIMM. B OOKYMEeHTe TakKXe onncaHbl HECKOJIbKO msmepeHmﬁ, KOTOpble
MOryT NOMOYb NPU OLEHKEe HOBbIX METOA0B NO Mepe UX NoABIEeHUA.

CraTtyc fOKyMeHTa
[okymeHT He oTHocuTCA k kaTeropum Internet Standards Track u ny6nukyeTca nuwwb Ansa nHdopmauun.

JokymeHT siBnsieTcs pesynbTaTom pabotbl IETF' u npeactaBnsieT cornmacoBaHHbIM B3rnsg coobuiectBa IETF. [JokymeHT
NpoLEN OTKpbIToe o6CyaeHne u Gbin ogobpeH Ana nybnukaumm IESG2 He Bce onobpeHHble IESG AoKyMeHThI ABNSOTCA
kaHavgaTamum B Internet Standard, cm pasgen 2 RFC 5741.

NHpopmaumio o Tekyliem cTaTyce AOKyMeHTa, owmnbkax u crnocobax obpaTHOM CBSI3U MOXHO HalTu Mo ccbinke http://www.rfc-
editor.org/info/rfc7799.
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1. BeedeHue

MpunaratenbHble «aKTUBHbIA» W «MNACCUMBHbIA» MPUMEHSIIOTCA MHOFO neT Ans ob03Ha4YeHWst pasHbiX KNacCcoB W3MEpEHWN
npoussoauTensHocTu Internet. MNepBasa koHdepeHumns Passive and Active Measurement (PAM) coctosanacek B 2000 r., Ha
camble paHHME U3 [OOCTYNHbIX B CEeTM MaTepuarnoB OTHOCATCA KO BTOpOM  KOoHdepeHuunm PAM 2001 .
<https://www.ripe.net/ripe/meetings/pam-2001>.

[MOHATMA «aKTUBHBIA» U «MACCUBHbLINY» YCTOANNCH U OBbIYHO NPUMEHSIIOTCS, KaK YKa3aHO HUXE.

'Internet Engineering Task Force - koMmuccus no peLleHunto MHXeHepHbIX 3agady Internet.
2Internet Engineering Steering Group - koM1ccus Mo MHXEHEpHbIM paspaboTkam Internet.
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- AKTVBHBIX MokasaTtesb (MeTpVIKa) mnn Mmeton 3aBMUCUT OT MOTOKa crneunanm3npoBaHHbIX U3MEPUTESIbHbBIX NakeToB U
HabnoaeHUn 3a 3TUM NOTOKOM.

- MaccuBHbIV NokasaTenb WM MEeToA 3aBUCUT UCKITIOYMTENBHO OT HAOMAEHUA OO4HO WM HECKOSbKMX MOTOKOB,
NPUCYTCTBYHOLLNX B CETWU. MoTokun cnyxart and M3MepeHVIl7I nMWb TOorda, kKorga 3a HYMMM HabnpalT € Uenbho
n3mMepeHusa, a nx NnpucyTcTene ¢ KSMepeHNAMnN HMKak He CBA3aHO.

o mepe nosiBNeHWs HOBbIX METOAOB BO3HWUKNA I'IOTpeﬁHOCTb B Bonee 4éTkoMm onpeaeneHnn NoHATM. B atom OOKyMeHTe
npuBeaeHbl 6onee geTanbHble onpepgeneHud, a Takke onpeaernieHa HoBasa Kateropma ona KOMOMHAaLMN aKTUBHbIX M NACCUBHbIX
MeTOA0B N paCCMOTpPEHbI NapamMeTpbl And OUEeHKN HOBbIX METOAO0B NO Mepe X NoABNEeHUA.

B noKymeHTe OaHbl onpefeneHust akTMBHbLIX U NMaCcCUBHBLIX NokasaTenel u MeTo4oB Ha OCHOBE AJIMTENbHOrO NPUMEHEHUs! B
coobuiectBe Internet-uameperunn, ocobeHHo B IETF. [JOoKyMEHT Takke OMUCbIBAET KOMOMHALMIO aKTUBHBLIX M MACCUBHbIX
KaTeropui, HazyBaemyto rmbpvaHbIM nokaszaTenem unm MeToaoM.

1.1. YpoBHM TpebGoBaHuMn

KnioueBble cnoBa Heobxopumo (MUST), Hemonyctumo (MUST NOT), tpebyetca (REQUIRED), HyxHo (SHALL), He
cneayet (SHALL NOT), cnemyer (SHOULD), He HyxHo (SHOULD NOT), pekomeHayetca (RECOMMENDED), He
pekomeHpgyetca (NOT RECOMMENDED), Bo3amoxHo (MAY), Heob6sizatenbHo (OPTIONAL) B p[aHHOM [OKyMeHTe
UHTepnpeTupytoTcs B cootBeTcTBUM ¢ [RFC2119].

2. HasHayeHue u obs1acmb delicmeus

Llenbto 3TOro OKyMeHTa SIBNAETCS ONUCAHWE aKTMBHBLIX M MACCUBHbLIX BApUAHTOB MokasaTternen u MeTodoB, cornacyuieecs ¢
OONrOBPEMEHHBIM UCMONb30BaHMEM 3TUX TEPMUHOB B co06LLecTBe namepenuii Internet n ocobeHHo B IETF. Nockonbky onbiT
M3MEPEHUI pacluMpsieTcsi, 30eCb BbloeneHa kaTeropusi, obbeguHsiowas ABa TPaaWUMOHHBIX BapuaHTa (akTUBHble W
NaccvBHbIE) 1 TPaKTYHOLLAs Takylo KOMOUHaLMIO Kak rMbpuaHble MeToapbl.

Kpome Toro, uenbto OOKYMEeHTa ABNAeTCA onncaHne HEeCKOJ1IbKMX aCneKToB OLEeHKM HOBbIX MEeTO40B NOo Mepe nx pa3p360TKM.

3. TepmuHbI U onpedesnieHusi

B aTom pasgene onpegeneHbl OCHOBHblE TEPMMWHbI [OKyMeHTa. B HekoTopbix onpedeneHusix UCMosb3ylTcs Crosa
«UHTEpecyloLWni NoTok» (stream of interest), kOTopble CUHOHMMUWYHBI CMOBaM «MHTEPECYHOLLAsi COBOKYMHOCTbY» (population of
interest) B cootTBeTcTBUM ¢ naparpadom 6.1.1 of ITU-T Recommendation Y.1540 [Y.1540]. 3T onpegenexusa 6yoyT nonesHbl B
BbINONHsEMbIX paboTax, Takux kak [PASSIVE] (C KOTOpbIMM OHM XOPOLLIO COrfacyroTCs).

3.1. NokasaTenb NPou3BOAUTESNTLHOCTHU

CraHpapTHOe onpeaeneHne KONMYeCTBEHHOro 3Ha4YeHusl, Nony4yaemMoro npu oueHKe MpOM3BOANTENbHOCTU U/MNN HAAEXHOCTH
ceTu, KOTopoe npepnonaraeTcsi None3HbIM W TWaTenbHO onpegeneHo, YTobbl nepefatb TOYHbBIA CMbBICTT M3MepPSieMoro. JTo
onpefeneHne cornacyeTca C onpegeneHvem nokasatensa npoussogutensHoctn (Performance Metric) B [RFC2330] un
[RFC6390].

3.2. MeTtoa uamepeHus
I'Ipou,e/:lypa nnn Ha6op onepau,w7| C Lenbto Nony4nTb (OI'Ipe,D,eJ'IVITb) n3mepdaemMmoe 3Ha4eHne nnu pesynbtaTt USMepeHus.

3.3. Touka HabnoaeHUNA

Onpegenexve Touku HabnogeHusa (Observation Point - mecTo B ceTu, rae MOXxHO HabnoaaTb 3a Nnaketamu) AaHo B pasaene 2
[RFC7011] BmecTte ¢ gpyrumm onpegeneHmamy. ConoctaBuMbiM TePMUHOM B AokymeHTax |IETF no akTMBHbIM M3MepeHusm
ABnseTca «Todka uamepeHusa» (Measurement Point, cMm. naparpacd 4.1 B [RFC5835]). O6a TepmmnHa npuMeHSATCA ANs
OMMCaHNs CXOXMX AENCTBUIA B ONpedenEéHHON TOYKe CEeTEBOro NyTu.

3.4. AKTBHbIe meToAbl
ATpMGyTbI AKTUBHbIX MeTO40B N3MepEeHUNA yKa3aHbl HNXe.

- MeTopg reHepupyeT noTok nakeToB. OBbIYHO MHTEPECYIOLLNIA NOTOK CO3AaETCH B KAYeCTBe OCHOBbI M3MepeHuit. MHoraa
ANs TakMx MOTOKOB MPUMEHSIOT TEPMWH «CUHTE3UpoBaHHbIN» (synthetic) [Y.1731]. MoryT reHepupoBaTtbcs Takke
COMNyTCTBYIOLLME NOTOKN ANS NOBbILLEHWS 06LLero ypoBHSA Tpadmka, Ans KOTOPbIX HE NPOBOAATCH U3MEPEHUS.

- [akeTbl mMHTepecylowWwero noToka MMEKT 3HaveHus nonen (unu pobasneHbl/M3MeHeHbl), NpegHa3HavYeHHble Ans
namepeHus. MNMockonbky namepeHune obblivHO TpebyeT onpefeneHns COOTBETCTBYIOLMX MAKETOB B HECKOIbKUX TOYKaXx
U3MepeHUs, AN U3MEPEHMIN YacTo NPUMEHSIOT NOPSAAKOBbIE HOMEPa NakeToB, a TakKe BPEMEHHbIE METKM.

- Afpeca oTnpaBuTens 1 nosiydaTens UHTEePECYHOLLEro NoToka nakeTos 0ObIYHO N3BECTHDI 3apaHee.

- XapaKTepuUCTWKM WHTEpecylolero noToka MakeToB W3BECTHbl Yy OTnpaBuTens (MO MeHblUen Mepe) U MoryT
nepefaBaTbCs Nonyyartento kak YyacTb Metoga. OTMETUM, YTO HEKOTOPbIE XapakTEePUCTUKN MaKeTOB MOTYT MEHSTbCS B
npouecce nepecbinku. BoamoxHel 1 apyrie nameHeHust B nytn [STDFORM].

[pn BHeOpeHUn M3MepuTenbHOro Tpaduka B CETb akTUBHbIE METOObl B TOWM WAW MHOW CTEMNEHW BAUAIOT Ha M3MeEpsieMble
BENNYUHbI U crnefyeT BbINONTHATb KOJNTMYECTBEHHYO OLEHKY Takoro BIMAHUA U MUHUMN3NPOBATbL €ro.

3.5. AKTUBHbIE NnoKasaTenu

AkTVBHBIV noka3aTtenb (Active Metric) BkntoyaeT B CBOEM onpeaeneHun OAuH UMM HECKONbKO acnekTOB aKTUBHbIX METOOB.
Hanpumep, nokasatenu IETF pna npoussogutenbHocTu [P (pa3paboTaHHble B cooTBeTcTBMM C Mogenbio [RFC2330])
BKITHOYAIOT XapaKTepuCTUKU NOTOKa MakeToB y OTMpaBUTENS Kak BXOAHbIE MapameTpbl nokasartens, onpegensoT TUMN nakeTos
(Type-P), a Takke agpeca IP oTnpaButens u nonyyartens (3T1o BnusieT Ha ob6paboTky noTtoka M MHTepdENChl, CBA3aHHbIE C
TOYKaMu U3MepPEHUs).
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3.6. NMaccuBHbLIE MeTOAbI
ATpI/I6yTbI NAaCCUBHbIX METOA0B N3MEepPEeHNA yKa3aHbl HUXe.

- W3mepeHus GasupyloTca Ha HabMIOAEHWN He WU3MEHSIEMbIX U He MOBPeXAaeMblX NakeTOB MHTEPEeCyoLero notoka
(MHBIMM cnoBamu, MeTody U3MepeHUs HegoNycTUMO [06aBNSATb, UBMEHATb UMW YAANATb NakeTbl UMK NOMs, a Takke
MEHATb 3Ha4YeHus nonen).

- 3aBuUCST OT HanMuUa NOTOKOB, NPEACTABMSAOLWMX UHTEPEC A5 UBMEPEHUS.
- 3aBUCAT OT NPUCYTCTBMS MHTEPECYIOLLMX MOTOKOB B TOYKax HabnogeHus.

HekoTopble naccuBHble MeTOAbl HabnoaaT 1 cobupaloT cBeeHNst U3 BCEX NaKeTOB, NMPOXOAALNX Yepe3 TOUKU HabnoaeHus,
a gpyrue cHadana unbTpyloT (0TOMpaloT) NakeTbl U COOMpPaT MHPOPMALMIO NALLL U3 COOTBETCTBYHOLLUMX (DUINLTPY NaKETOB,
cyXXast UHTEPECYIOLLUI MOTOK.

OObIYHO MNaccuBHble METOAbl BbIMOIHATCS B OAHOM WM HECKONbKUX TOYKax HabmogeHusi. MMaccuBHble MeTodbl OLEHKU
nokasarenen npon3BoanTesibHOCTU 4YacTo Tpe6yr0T HECKOIbKMX TOYeK HabnoaeHus, Hanpumep, Ana oueHKU 3aepXKn nakeToB
Ha nyTn Mexay nap017| Toyek HabntogeHus. B Takux cnyyaax HabntogaemMble NakeTbl JOIMKHbI coaepXxatb AOoCTaTO4YHO cBeaeHun
aona nx M,D,eHTVI(bVIKaLIMM B pa3HbIX TOYKaX HabntoaeHus.

Mepepaya HaGnoaeHW (pesynbTaToB) COOPLLMKY B TOW UMW MHOW DopMe SIBNSIETCS BaXKHbIM acnekToM NacCcUBHLIX METOLOB. B
HEKOTOPbIX KOH(UIypauuax Tpaduk, Co3gaBaeMblii Takoi nepedadein (MNM 3KCMOPTOM) MOXET OKasbiBaTb BIMSHWE Ha
N3MepsieMylo NpoM3BoAMTENbHOCTL ceTu. OgHako cOop pesynbTaToB BLIMOSIHAKT HE TOMbKO MaccUBHblE METoAbl M Bceraa
TpebyeTcs yunTbiBaTb BIUAHME HArpysku OT YNpaBfeHUs 1 onepawuii UamepuTeribHON CUCTEMBI Ha U3MepsieMble 3HaUYeHus.

3.7. NaccuBHbIE NOKa3aTenu
MaccmBHbBIE NOKa3aTenu NPUMEHSATCS K HabnoaeHUo Tpadumky nakeToB (MoToku Tpaduka B [RFC7011]).

MaccyBHbIE NoKasaTeny NPon3BOAUTENBHOCTU M3BMEKAKTCA HE3aBMCUMO OT MAKETOB UMM MOTOKOB Tpadmka UCKIIOUYNTENBHO
nyTém HabnoaeHus. MiHoraa Takvne oueHKM HasbiBaloT «BHenonocHeiMuy (out of band).

OfHMM 13 NPUMEPOB MACCUBHbLIX MoKasaTenen npousBoguTenbHocTn ans naketoB IP npueenéH B ITU-T Recommendation
Y.1540 [Y.1540], roe nokasatenu onpegeneHsl Ha OCHOBE 3TarlOHHbLIX COObITUIA, rEeHEPUPYEMBIX NMPU NPOXOXAEHUM MaAKETOB
Yyepes yka3aHHble ToukW. okasaTenu He pasnuyaloTCsl Ha akTMBHbIE W NMACCUMBHbIE, KOrAa COOTBETCTBME MAKETOB MOXET OblTh
OOMKHbIM 06pa3oM BbIBEAEHO 13 HAOMIOAEHMUS 3@ MHTEPECYOLLUM MOTOKOM MO Mepe Heo6XoaUMOCTH.

3.8. T'mMbpugHblie meToabl U NOKasaTenu

MOpVOHBIMM Ha3bIBaOT METoAbl M3MEPEHWS, UCMOMb3yLMe KOMOMHALMI0 aKTUBHBIX M MacCUMBHbLIX METOAOB AN OLEHKU
aKTUBHbIX WIMU MAcCUBHbIX MOKa3aTenen, a Takke HOBbIX MoKasaTernen Ha OCHOBE W3BECTHbIX 3apaHee unu Habnwogaembix
cBoncTBax MHTepecytowero notoka. B ITU-T Recommendation Y.1540 [Y.1540] onpepeneHbl nokasatenu, NpUMeHUMbIE U K
rMOpuaHbLIM KaTeropvsiM, MOCKOMbKY COOTBETCTBME MAaKETOB B pasHblX TOYKax HabGMoOeHWs MOXHO BbIBECTU W3 «MOMew,
KOTOpble NpefHa3Ha4YeHbl A8 U3MEPEHNS», XOTHA B OCTalNlbHOM METOAbI ABMAKOTCA NACCUBHBIMM.

NmeeTcs HeckonbKo kaTeropuin rmbpuaHeix METOAOB, NPUBEAEHHBIX HIKE.. [PUMEHUTENBHO K OAHOMY MHTEPECYIOLLIEMY MOTOKY
rmbpuagHble metoabl Tuna | (Hybrid Type 1) 06pa3sytoT KOHTUHYYM (Kak MOKa3aHO HWXE) C TOYKM 3PEHUSI TOTO, YTO MPOUCXOAUT B
UCTOYHMKE (Mnun Bnvxaniien Todke HabnaeHns).

- [eHepauusi IHTEPECYIOLLEro NOTOKa - aKTUBHBIIA.

- [ononHeHve nnu n3MeHeHMe MHTEpeCcylLWwero NoToka UM peanusauns MeTogoB, MeHsLWmMx o6paboTky noToka -
rmbpuaHbii TMna .

- HabniogeHve MHTepecyoLLEro NoToKa - NacCUBHBLIN.

B kayecTBe MpuMepa pacCMOTPUM cCriyyaid, Korga MeTof CO3[4aéT HarpysouyHble MOTOKM Tpadvka U HaGnoaaeT MMeLMiics
MOTOK B COOTBETCTBUM C KPUTEPUAMM MacCCUBHBIX MeTOAOB. MOCKONbKY Harpy3o4Hble MOTOKU OTHOCATCS K aKTUBHLIM MeTodam,
MHTEPECYIOLLWIA MOTOK HE ABMAETCH «EAUHCTBEHHO HabMogaeMbIM» 1 U3MEPEHMS BKITHOHAOT UHTEPECYIOLLMIA NOTOK, NoBeAeHe
KOTOPOro M3MEHEHO HanMuneM AoMNoNHUTENbHON Harpy3ku. CriegoBaTtenbHo, 3To GyaeT ruépuaHblii meToq Tvna |.

Onpepenum mbpuaHeii MeTog Tuna |l kak MeTon, B KOTOPOM MMEETCS AiBa U Bonee MHTEPECYHOLMX NOToKa C TEM UMW UHBIM
B3aWMHbIM BINUSIHUEM (Hanpumep, OAWH WM HECKONbKO aKTMBHbIX MOTOKOB WM OOWH WIU HECKOSNbKO HEU3MEHSIEMbIX U
HeHapyLuaeMbIX NOTOKOB NakeToB) Ans cbopa aKTUBHbLIX U NACCUBHLIX MOKa3aTenen, a Takke paclUMpeHHbIX XapakTepUCTUK B
pes3ynbTaTe coBMecTHoro aHanusa. B [HYBRID] npuBegeHa noctaHoBKa 3agayv Ans MeTOAOB U nokasaTtenen rubpugHoro tuna
IIl. OTMeTum, 4YTO OAMH WM HECKONMbKO TMOPUAHBLIX MOTOKOB TuUNa | MOXHO 3aMeHWUTb aKTMBHbIMM MOTOKaMu Unu
HeHapyllaeMbiMM MOTOKAaMU C B3auMHbIM BnvsiHueM. [pegnonaraetcsd, 4To 910 OyayT rmbpugHble metogbl Twna |l ¢
YHUKaMNbHbIMU TMOPUOHBIMY NOKa3aTensiMu.

MeToabl, OCHOBaHHbIE Ha KOMOWHAUMWM OAHOrO (rEHepUpyemoro) akTMBHOIO MOTOKA M MACCMBHBIX HAaOMOOEHWA, KOTopble
NPUMEHSIOTCA K MHTEpPEeCyloLeMy MOTOKYy B MPOMEXYTOYHOW TOYKe HabmiogeHus, Takke sBnswoTcs rmbpugHbimn. OgHako B
[RFC5644] ato yxe onpefeneHo Kak NpOCTPaHCTBEHHble MnokasaTenu u metogbl (Spatial Metrics and Methods). MoxHo
3aMeHUTb akTuBHbIA NoTok [RFC5644] rmbpuaHbiM notokoM Tvna | U n3mepsaTb MPOCTPAHCTBEHHbIE MOKasaTenu (3TO He
npegycMaTpuBarnock npu HanncaHum [RFC5644]).

B Tabnuue npencrasneHa Knaccugukaums (KOM6VIHaLI,I/II/I BKNO4YakT MeToabl C anM6yTaMM aKTUBHbIX U I'IaCCVIBHbIX).

OduH nomok Heckonbko 0GHO8pPEeMeHHbLIX MTOMOKO8 ¢
pasHbIMU Memodamu
OpavH 6a3o0BbIN MeTo, AKTUBHbIN U NAaCCUBHBbIN
KombuHaumsa 6a3oBbix metogoB MmbpuaHbiv Tuna |
Heckonbko meToaoB MpocTpaHcTBeHHble nokadateny [RFC5644] MbpuaHbii Tvna ll

B HekoTopbIx 06cTOSITENBCTBAX pe3ynbTaTthl IMOPUOHLIX METOAOB MOXHO CYMTaTb 3KBMBANEHTHBIMU pe3ynbTaTaM NacCUBHbIX
MeToaoB. JTO MOHSATME yKasblBaeT HA BO3MOXHOCTb «krnacca C», rae nakeTbl ¢ pasHbiMu Type-P 0VMHaKoBO TpaKTylTCs B
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ceTeBOW peanu3aumun, kak ykasaHo B pasgene 13 [RFC2330], n npumeHsaeTca TepMmuHonorma ans nyten w3 pasgena 5 B
[RFC2330].

MMBpuaHLIM MeTodaM U3MepeHus, JOMNONHALLIMM UM U3MEHSIOLWLMM NakeTbl knacca C Ha xocTe, criefyeT BO3BpallaTb
pe3ynbTaTbl, 3KBMBANEHTHble MACCUMBHLIM MeTodaM W3MepeHusl, Korda OCyWecTBRswWMe [OCTyn  XOCTbl U
TpaHCMNopTUPYIOLWME MaKeTbl KaHamnbl Ha MyTU (OTIIMYHbIE OT BbIMOSHSIOLWMX AOMOSHEHWUS/M3MEHEHMS) TPAKTYIOT MNaKkeTbl
obewx kaTeropuit MeToaoB (C AonoSiHeHeM/M3ameHeHeM 1 6e3 Hero) kak oauH knacc C. MaccuBHble MeToabl 3MepeHUst
npeacTaBnsaloT «ocHoBY Bepbl» (Ground Truth) npu cpaBHEHUM pe3ynbTaTOB MacCCUMBHBLIX WM TMOPUAHBIX METOAOB U 3TO
CpaBHeHuWe criegyeT BbINOMHATL AN NoATBEepXAeHMsl TPakToBKK knacca C.

4. O6cyx0eHue

B aToM pasgene npuBefeHb! UNMOCTpaLUmMK K ONpeaeneHnsiM U HeKOTopble NpuMepb!.

4.1. N'pachnyeckoe npeacraBsneHne

CpaBHVIBaﬂ aKTUBHble N NMaCCUBHble MeTOoAbl, Mbl NoOsy4yMMm no MEHbLLEN Mepe [OBa U3MepeHUa Ana UxX OLEeHKWU. 310
NPOCTPAHCTBO OLIEHKN MOXET ObITb NOMNEe3Ho anga KOM6MHMpOBaHHbIX MeToAo0B. ﬂ,Ba ncxoaHo Bbl6paHHbIX n3MepeHna nokasaHbl
HWXe.

Ocb Y - ennusiHue usmepumersbHbIX TOMOKO8 Ha ycJiosusi 8 cemu
CTeneHb WCKaXEHUs1 MHTEpPeCylLMM MOTOKOM OOLMX YCrOoBWUA B CETW, BMSAOWMX Ha 3TOT W Opyrue noTokn. ITo
BaXXHENLLMI NapameTp AN aHanuaa owmnboK Npy akTUBHbLIX U3MepeHusx'.

Ocb X - 3apaHee u3eecmHble ceedeHusl O MoMmoke
CTeneHb W3BECTHOCTM XapaKTePUCTUK MOTOKa [0 W3MepeHwuin. OTM CBedeHMs MOryT [aBaTb MeTo[oSlornyeckue
npenmyLLecTsa Hapsagy C NOSHbIM KOHTPOMEM Haf XxapakTepucTukamu notoka. Hanpumep, 3HaHWe Yymucna naketos B MOTOKE
Nno3BOnseT n3MepuTenbHOMY NPUEMHUKY paboTaTb bonee 3adPEKTUBHO, YTO SBMNSETCS MPEUMYLLECTBOM AMNS aKTUBHbIX
meTonoB. MNaccuBHble meToapl (6e3 unbTpoB oTbopa) MMetoT cnabble BO3MOXHOCTM NpeAckasaHns NPOTOKONa, KOTOPbIN
OyneT ucnonb3oBaTb NEpBbIA HabnO4AEMbIA MaKeT, U Yucra naketoB B MoToke. Kak TOMbKO CTaHAapTHbIA MPOTOKON
CTaHOBUTCS M3BECTHbLIM, BO3MOXHOCTU CyXaloTcsl (ANnst HEKOTOPbLIX MOTOKOB), MO3TOMY 3Ta XapakTepucTuka BaxHa Ans
aHanmnsa owmnBoK NpU NacCUBHbLIX N3MEPEHUSIX.

B aTom npocTpaHCcTBe Ha pUCYHKe NOKa3aHO HECKONbKO NpuMepoB. OCK MOXHO NpMBSA3aTb K ONOPHbLIM TOYKaM.

Oce Y - BiausiHMe MBMEPUTEJILHOI'O [NOTOKAa Ha YCJOBUSI B CeTH
A MakcuMyM

| * AKTMBHOE MCHNOJIbBOBaHME IIOTOKA MaKCHMMAJILHOM E€MKOCTHU
|

|

|

|

|* AKTMBHOE MCIIOJILBOBaHME IIOTOKa C TM!.'!M‘!HOTZ’ Harpysxoﬁ
|

|

|

| * AKTMBHOE MCHNOJIE3OBaHME OYEHBb CJAaBoro, CIydYamHOIr'O IIOTOKa
| * PDM INlaccuBHM

MNapamMeTpst Ock X - BapaHee MBBECTHHE CBEIEHMSI O IIOTOKe NNapamMeTps!

IIOTOKa noToKa
IIOJIHOCTEHBIO HEeNBSBEeCTHEH
MNBBECTHH

Ha pucyHke PDM yka3biBaeT MeTod C UCNOMNb3oBaHMEM 3arorioBka onuun IPv6 ana mamepeHus npov3BOAMTENBHOCTU U
anarHocTuku (Option Header for Performance and Diagnostic Measurements), onncaHHbin B naparpade 4.2.

Knaccudukauma metogos MoxeT 6a3nmpoBaTbCa M Ha AOMOMHUTENbHBIX NapamMeTpax, HO AN 3TOro Hy>XeH UHOW rpadmnyeckuin
noaxog.

Hanpumep, «BnvsHUe MHTEpPECYOLLEro NoToka Ha YCnoBnusa B CETU» MOXHO KrnaccupuumpoBaTthb Kak:

1. BNWsSIHME NPOM3BOAMTENBHOCTU CaMoOro rMoToka, HampuMmep, BbLIGOP MapKMPOBKM MakeToB B MNone koga
anddepeHumpoBaHHoro obcnyxuBanus (Differentiated Services Code Point unu DSCP), npvBoaswimn K TpakToBke
noToka Kak real-time (B oTnnyme ot NpuHSATOM No ymon4yaHuto obpaboTkm best-effort);

2. BNUSHME Ha He BKOYEHHbIE B N3MEPEHNS NMOTOKM, ncnonb3yrwwine 10T XKe NyTb mvnn Y3kne mecta, Hanpumep, o4eHb
penkuin namepuTenbHbIA NOTOK C MUHMMasbHbIM PAa3MEPOM NaKeTOB MOYTUN HE BAUSIET Ha apyrue noTokun (l/l Ha C66ﬂ), a
NOTOK AONnA WU3MepeHus I'IpOI'IyCKHOI7I CrMoCcOBGHOCTM MOXET BIUSAATb HAa BCE OCTanbHble MOTOKU (BKJ'I}O‘-laﬂ ce6;|),

MPOXOoAsALLME Yepes y3Koe MecCTo;

3. BNUsIHXE Ha YCMOBWS B CETU, MPUBOAALLEE K U3MEHEHMUSIM B HEW, HanpuMep, MOHUTOPUHT 3arpy3ku U BO3HUKHOBEHUE
HacCbILLEHNs B CETM MOrYT MEHSTb MapLUpyTM3aLmio, NepeHoCss HEKOTOpbIe MOTOKM Ha Apyrve MyTW Ans CHUXKEHUN
neperpysku.

Mbl 06beaguHmnm nn. 1 n 2 Ha ocu Y-axis, NOCKOMbKY U3yvyeHne npMMepoB MoKasbiBaeT CYLLECTBEHHYHO Koppensaumio adhdekToB
3TON Mapbl, @ NPMCNOCcobeHre CETU K UBMEHEHUIO YCINOBUIA HE paccMaTpuBaeTCs.

OuyeBunaHO, 4TO pasHble MeToabl M3MepeHun B ceTn IP MoryT gaBaTb pasnuyHble pesynbTaTbl JaxXe npu OQHOBPEMEHHOM
M3MEepeHnn Ha OOHOM MnyTu. [Be ocu rpacpmka nomorarT MOHSATb, Kak pe3ynbTaTtbl MOryT 3aBUCETb OT Bbl60pa meToaa.
Hanpumep, akTMBHas oLeHka I'IpOI'IyCKHOVI CMOCOBGHOCTN MOXET npnBoANTb K CHMXEHWUIO NMpon3BOoOUTESIbHOCTU BCEX MOTOKOB.

'CyLLecTBYeT Takxe NMOHSTUE YCPEeAHEHWS N0 BPEMEHM - U3MEPUTETBHBIN MOTOK MOXET OKa3blBaTb 3HAUYUTENIbHOE BNWSIHUE, KOTAa OH
CyLLEECTBYET, HO 3TOT MOTOK MOXET reHepupoBaThCcs NuLb B TeveHne 0,1% no BpemeHn. HabniogeHus camm no cebe He BNUSIIOT Ha
NpPOU3BOANTENBHOCTL CeTU. [INsi COXpaHeHUst MPOCTOTbI BNSHWE NOTOKa paccMaTpyBaeTCs MULLb NPU €ro Hanynmn, HO PeaKkTUBHbIE CUCTEMBI,
onpegenéxHole B [RFC7312] MoryT coxpaHsTb CABWI YCIOBWIN B TE4EHME HEKOTOPOro BPEMEHN MO 3aBEPLUEHUM NOTOKA.
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MepeBon RFC 7799 OHUMKNoneauna ceTeBbIX MPOTOKONOB
OpHako MacCuBHbIA METOA OLEHKU MPOMYCKHOW CMOCOGHOCTU Takke MOXeT AaBaTb OWWOKM Mo MpuyMHE HEW3BECTHOCTM
OrpaHVYeHNIn pecypcoB Ha xocTax, 6opbbbl 3@ Takue pecypcbl, OrPaHUYEHUI CeTEBbLIX MHTEPEENCOB UIN YAaCTHbIX MOACETEN,
KOTOpble He mpegnonararnTca Ha NyTu n T. nN. MépuaHble MeToabl MOTYT CTpadaTtb OT 06oux TunoB owmnbok. [pyrov npumep
CBS3aH C MOBYLUKAMW MPW MCMOMb30BaHWM aKTMBHOIO MOTOKa B M3BECTHbIM cmeleHnem (bias), Takoro kak nepuoaudeckuii
notok [RFC3432]. CunbHas CTOpoHa MOAENMPOBaHUSA NEPUOLANYECKMX NMOTOKOB (NoAo6HbIX VOIP) cTaHBMTCS noTeHuMansHom
cnabocCTbio Npu NepeHoce pesynbTaToB M3MEPEHMUS HA APYrUe MPUMNOXEHWs, NMOTOKN KOTOPbLIX HE SBMSOTCSH NEpPUoaNYECKUMMU.
PeleHnem siBnsietcs 6onee TOYHOE MOAENMPOBaHWE NMOTOKOB AN aKTUBHbLIX METOLOB WIN MPUHSITUE PUCKOB U BO3MOXHbIX
OLWIMBOK NacCUBHbIX METOLOB, OTMEYEHHbIX BbILLE.

4.2. O6cyxaeHue PDM

B [PDMOPTION] onncaH 3aronoBOK onuui Ans U3MepeHus npoussBoauTenbHocTn u guarHoctuku (IPve Option Header for
Performance and Diagnostic Measurements nnu PDM), koTopbin Ao6aBnseTcs B MHTEPECYIOWNIA NOTOK Ha TpaTernyeckux
uHTepdericax AN NOAAEPXKN W3MEPEeHWI Mpou3BOAMTENbHOCTU. IOTOT MeToAd obpabaTbiBaeT MOTOK MOMb30BaTENbCKOrO
Tpadmka n gobasnsaeT nons, NpeaHasHayYeHHbIe Ans M3MePeHNn (HamepeHne N3MepeHnin YETKO YKa3aHo B Ha3BaHUM OMuun).

- MeTon npegnonaraeT He3HayMTENbHOE BNWAHWE Ha U3MEPSEMbIA MOTOK W opyrme noTtokn B CeTwu. OpHako B
HEKOTOPbIX Cly4aaX peann3oBaTb 3TO HaMepeHne HEBO3MOXKHO.

- WNamepuTenbHbIi NOTOK MMEET HEU3BECTHbIE XapaKTEPUCTWKKU, Noka OH He obpaboTaH Ans nobaBneHusi 3aronoska
PDM Option. OTmMeTuM, 4TO B crniydae npesbilweHns MTU nocne goGaBneHust 3aronoBka HaMepeHWe okasblBaTb
MUWHMMAaIbHOE BMUSIHWE HE peannayeTcs.

ABTOPbLI NPULLMKM K BbIBOAY, YTO 3TO rMBpuaHLIA MeToA Tuna |, MMeloLMin MO MeHbLUEN Mepe OAHY XapaKTepPUCTUKY aKTUBHOIO 1
NaccuBHOrO MeToda Ans O4HOIo MHTEPECYIOLLEro NOTOoKa.

4.3. O6¢cyxaeHue meToAa «OKpawMBaHUA»

[OPSAWG] npegnaraeT «okpalimBaTb» MakeTbl, MepenucbiBasi Morie B MOTOKE Ha cTpaTerMyeckux wHTepdericax ans
NOAAEPKKN N3MEPEHU MPOU3BOAMTENBHOCTU (OTMETUM, YTO 3Ta OMnepaumsi CMoXHa Ha NpPoMexXyTodHbIXx Todkax VPN c
wucppoBaHmem). IToT MeTo obpabaTtbiBaeT MNOTOK MOMb30BATENbCKOrO Tpaduka M BCTaBNSET «MOMNS WM 3HAYEHUs,
npegHasHayYeHHble Anst U3MepPEHUIA»

- MeToa npegnonaraet He3HaYUTENbHOE BRUSIHWE Ha M3MepsieMblli NOTOK U ApYrne NoTokU B ceTu (MeHbLue, Yem PDM).
OpfHako B HEKOTOPbLIX CyYasx peann3oBaTtb 3TO HaMepPEHNE HEBO3MOXHO.

- VamepuTtenbHbIi NOTOK MMEET HEM3BECTHbIE XapaKTepUCTMKM, Noka OH He obpaboTaH ans gobaBneHust «uBeTa» B
3arorioBOK, 1 MOTOK MOXET ObITb U3MEPEH C yKka3aHWEM BPEMEHHbIX METOK B MPOLECCE N3MEPEHUSI.

Otmetum, yto B [COLORING] npegnoxeH meton, noxoxun Ha [OPSAWG], kak nokasano obcyxageHne B MOYTOBOM
KoHMepeHuun IPPM.

ABTOPbI MPULLIIK K BLIBOAY, YTO 3TO rMOpUAHBIA MeToa TUna |, UMeoLmMii No MeHbLUe Mepe OfHY XapaKTepUCTUKY akTUBHOIO M
NaccMBHOIO MeToAa Anst O4HOIO MHTEPECYHOLLLEro NoTokKa.

4.4. KpaTkoe obcyxaeHme metogos OAM
NmeeTtca mHoro metogos OAM 3a npegenamm yposhs IP. Hanpumep, B [Y.1731] onpegeneHo HECKONbKO METOAOB N3MEPEHUs,
KnaccmdmkaLumsa KOTOpbIX MpuBeAeHa HUXe.

- Metoa namepeHusa notepb (Loss Measurement unu LM) uHorga BHeapseT kagpbl € YACHOM KaapoB, NepefaHHbIX C
MOMEHTa OTnpaBku npegblgylero coobuwenns LM. AsTopbl oTHocaT LM k rubpugHomy Tuny |, nockonbeky meTtoq
o6pabaTbiBaeT MonNb3oBaTENbCKUA MOTOK U [OMONHSAET WHTEPEChIWMIA NOTOK Kagpamu, UMEKLMMU  «Mons,
npeaHasHa4yeHHble AN N3MEePEeHNny.

- MeToabl cuHTeTMYeckoro uamepeHus notepb (Synthetic Loss Measurement wnu SLM) u 3apepxku (Delay
Measurement wnn DM) BHegpsitoT cneumanbHble W3MepuTenbHble Kagpbl Tak, 4YTO «MUHTEPECYHLLMA MOTOK
reHepvpyeTcsi Kak OCHOBa Ansi uaMepeHuii» . ABTopbl oTHOCAT meToabl SLM u DM Kk akTUBHbIM.

ABTOpbI TakKe NPU3HAOT CyLLEeCTBOBaHWE AOMNOMHUTENBHON TepMuHonorum, npumerHsiemor B OAM 3a npegenamu yposHs IP.
YutaTtensm pekomeHayeTtcs obpatutecsa k [RFC6374], rae onvcaHbl TEpMUHBI ANS U3MEPEHUst NoTepb M 3agepxkek B MPLS.

5. Bonpocbi 6e3onacHocmu

C ToYkM 3peHnst 6e30nacHOCTU M NPUBATHOCTU YHACTHUKOB M3MEPEHWS U Nnonb3oBaTenen, Ye Tpaduk namepsietcs, cnegyet
YUYMTbIBaTb BO3MOXHOCTb PacKpblTUSi KOHUAEHUManbHbIX CBeAEeHWI, OOCTYMHbIX B TOYKax HabniogeHus U unsmepeHus,
OMUCaHHbIX Bbllle, a TakkKe MCMOMb3yeMblX MpoToKonax. Yutatento pekoMeHayeTcss obpaTuUTbCs K PpacCMOTPEHMIO BOMPOCOB
6e3onacHOCTU U NPUBATHOCTVM B MOAENM LIMPOKOMAcLUTAGHbIX U3MePeHUi A NPOU3BOAMTENBHOCTM B LUMPOKOMOSOCHBIX CETSX
(Large-Scale Measurement of Broadband Performance unu LMAP) [RFC7594], oxBaTbiBaloLle akTMBHblE M MNacCUBHbIE
MeToAbl MU3MEPEHNS U BCMOMOraTenbHble BOMPOCHI B KOHTEKCTE U3MEPEHMUIA.
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