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YANG Data Model for Key Chains

Mogenb gaHHbix YANG ans uenoyek knoyen

AHHOTauuA

OTOT [OOKYMEHT onucbiBaeT Modenb AaHHbiXx YANG ana uenodek kniodein. Takue LENOYKM LUMPOKO MPUMEHSOTCA Ans
ayTEeHTUUKALMM NPOTOKONOB MapLUpyTU3aUMn U B OPYrUX MPUNOXKEHUsX, TPebyloLmMX CUMMETPUYHBIX Krtoyel. Llenoyka
Kntoyei - 3TO CMUCOK M3 OOHOTO UM HECKONbKMX 3SieMeHTOoB, cofdepxaiimx Key ID, cTpoky Krnioya, CPOKM AEWUCTBUSI ANs
OTNPaBKW U BOCMPUATUSA, CBA3AHHbIN anropuTM NPOBEPKN NOAMUHHOCTU U LUNGPOBaHUA. 3a CYET noaobaloLero nepekpbITus
CPOKOB AEWCTBUA ANA OTNPaBKU U BOCMPUATUSA HECKOMBbKUX SMEMEHTOB LIeMOYKM KIoYel CTPOKM KMoYein 1 anropuTMbl MOXXHO
akkypaTHO 0BHoBNATh. MpeacTasnexHne B mogenu aaHHbIX YANG nossonsieT aBToMaTuanpoBaTth pacrnpocTpaHeHue Kodei.
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dHUMKNoneana ceTeBbIX NPOTOKONOB MepeBon RFC 8177
1. BeedeHue

OTOT AOKYMeHT onucbiBaeT moaenb AaHHbiX YANG [YANG-1.1] ans uenodek kntoyen. Lienoyku LumMpoko npumeHstoTcs Ans
ayTeHTUdUKaLuy B NPOTOKONax MapLpyTusauun, a Takke B APYrUX MPUIOXKEHUAX, KOTOPbIM HYXHbl CUMMETPUYHbIE KITOYM.
Llenoyka kntoven - 3TO CUCOK U3 OOHOrO WM HECKOMbKMX 3reMeHToB, cogepxawmx Key ID, cTpoky Kno4a, Cpokv OelCTBUS
AN OTNpaBKU W BOCMPUATUS, CBSI3AHHbLIN anropuTM MPOBEPKM MNOANMHHOCTM M wundpoBaHusa. 3a cyéT nogobatowiero
nepekpbiTUA CPOKOB AEWCTBUS AMsi OTNPaBKM M BOCMPUSATUS HECKOMbKMX 3NIEMEHTOB LEMNOYKM KIYen CTPOKM Kiouen u
anroputMbl MOXHO akkypaTHO o06HoBnATb. [peactaBneHne B mogenu AaHHbIX YANG nosBonsger aBTOMatu3npoBaTb
pacnpocTpaHeHue Kroyen.

B HekoTOopbIX NPUMOXEHUSX MPOTOKOMblI HE WCMOMb3YT HanpsMyl 3reMeHTbl LIeNOoYKU KIoYer, a NPUMEHSIOT YHKUMIO
BbIBOAA KIOYEN ANA CO34aHUSA KpaTKOCPOYHOrO KIoya M3 aNIeMeHTOB LienoYykn (Hanpumep, nepeuyHble knoun B [TCP-AQ]).

1.1. YpoBHU TpebGoBaHUM

KnioueBble cnosa gomkHo (MUST), Hegonyctumo (MUST NOT), Tpe6yetca (REQUIRED), HyxHo (SHALL), He cneayet
(SHALL NOT), cnegyet (SHOULD), He HyxHo (SHOULD NOT), pekomenayetca (RECOMMENDED), He pekomeHayeTcsi
(NOT RECOMMENDED), Bo3moxHo (MAY), HeobsizatenbHo (OPTIONAL) B OAaHHOM [OOKYMEHTE WHTEepnpeTupyloTcsl B
cootBeTcTBMM ¢ BCP 14 [KEYWORDS] [KEYWORDS-UPD] Torga u Tonbko Torga, Koraa OHW BblAeneHbl WpUdTOM, Kak
nokasaHo 37ecb.

1.2. Anarpammbl aepeBbEB
YnpoLéHHoe rpacmyeckoe npeactaBreHne NosHOro AepeBa AaHHbIX 4aHOo B naparpade 3.3 ¢ Mcnonb3oBaHneM NpuBeaEHHbIX
HUXe 0603HaYeHUN.

- KsapgpatHble ckoGku [ 1 | cogepxaT B cebe knioun. VIx He crnepyeT nyTaTh € KnoYamuy LEeNoYek.
- ®urypHble ckobku { 1 } conepxat nmeHa Heoba3aTenbHbIX PYHKLMIA, Aenatolmue COOTBETCTBYIOLMIA Y3€en YCMOBHbIM.

- B cokpalleHusix nepen vMeHamu y3fioB rw ykasbiBaeT AaHHble KoHdurypauum (read-write), ro - gaHHble COCTOSIHMS
(read-only), -x - onepauuu RPC unu geicTtaus, -n - yBeJOMIeHus.

- [Nocne nmenn yana cumson ? YkasbiBaeT HeobasaTenbHbIN y3en, | - KoHTerHep ¢ npucyTcTBuemM, * - list nnu leaf-list.
- Kpyrnble ckobku BkoyaloT yanbl choice n case, a y3nbl case NOMeYarlTCs Takke BOEToUMEM (:).

- Tpw TOuYkM (...) yKa3blBalOT NpoNyLLEHHOEe coaepXmmoe cybaepeBa (BeTBU).

2. MlocmaHoeka 3adayu

OTOT OOKYMeHT onucbiBaeT mogenb AaHHblx YANG [YANG-1.1] onsa uenouek knoven. Llenoykn knioyer peannsoBaHbl u
pa3BEpHYTbl GOMLLIMHCTBOM nNpou3BoauTenen ceteBoro obopynoBaHus. CosgaHue ctaHgapTHol mogenu YANG Gygpet
cnocobcTBoBaTb aBTOMATUYECKOMY pacnpoCTpaHEHWIo KIoYen U ux Hepaspylwatowein cmeHe (rollover). 3To nomoxeT
YNyYLWmnTb 3aLlUMLLEHHOCTb MHPPACTPYKTYPbI 4pa MapLipyTU3aLum B COOTBETCTBUM € pekoMmeHaaumamn [IAB-REPORT].

Llenoyka knto4en - 3TO CAUCOK U3 OOQHOrO MM HECKOMbKMX 3remeHToB, coaepxawmx Key ID, cTpoky knrova, Cpokv AenCTBuS
AN OTNpaBKW WU BOCTPUSITUS, CBSI3AHHbIA anroputM NPOBEpPKU MOAMMHHOCTU U WndpoBaHus. Lienoyka MOXeT npMMeHsTbCS
nobon cnyx6on nnu NpUNoXeHneMm, rae HyXkHa nNpoBepka MOAJSIMHHOCTM MNU WNPOBaHME C CUMMETPUYHBIMK Krtoyamu. 1o
CYTW, LlenoYKa Kro4ven SiBNSeTC MHOrOKPaTHO NPUMEHSIEMON MONMUTUKOW , HA KOTOPYIO MOXHO YKasblBaTb NpY BO3HUKHOBEHUN
HeobxogumocTun. Llenoukn knoyen 6Obinv peanusoBaHbl GONbLUMHCTBOM MPOM3BOAUTENEN CceTeBOro obopydoBaHusA W
pa3BépHyTbl BO MHOTMX CETSX.

KoHuenTyaneHoe npeactaBneHve Tabnuupl kpunTokntoden onncaHo B [CRYPTO-KEYTABLE]. Tabnuua BknMo4aeT Kro4un co
cpokamu ux aeuncteus u anroputmamu. Kpome Toro, B Tabnuuy BKMHOYaeTcs KpUTepui Bbibopa M OHa npegHasHadeHa ans
MOAenu pas3BEPTbIBAHWSA, FOe CBEOEHUSI O MPUIOXKEHWsX U cnyxbax, TpebywLwux ayTeHTUdMKauum unu wndpoBaHus,
npoHukaT B 6a3y AaHHbIX 0 kntodax. Mogenb YANG ans Lenoyku Krodewn, onvcaHHas 34ecb, He BKIOYAET KpUTepueB
BblOOpa M He MogdepxuBaeT 3Ty Modenb pa3BépTbiBaHus. OgHako mogenb U He uckniovaeT atoro. B [YANG-CRYPTO-
KEYTABLE] onucaHbl gononHeHus k mogenu YANG ans Luenoyky knioven B nogaepxky kputepues Bolbopa.

2.1. NMpnmeHumocTb
Opyrue mogynu YANG moryT cceinaTbcs Ha MMeHa Lenodek B mogyne YANG ietf-key-chain onsa npunoxeHun ayteHTudukaunm

n wudposanus. Mpegoctasned Tan YANG Ansi ynpoLleHMst CCbITOK Ha MMSA LEMOYKM Krodeid 6es3 ykasaHus MOfHOro
BbipaxeHnss YANG XPath'.

2.2. AKKypaTHasi CMeHa KJ1ro4eln ¢ UCNonb3oBaHUEM LienoYek

Llenoykw kmioyen MOryT CryXuTb ANS akkypaTHOro OGHOBIIEHMSI CTPOKM KNnoya U/Unmn anroputma, UCrnonb3yeMblX NpunoxeHneM
Ans ayTeHTudmKkaumm unu wndpoBaHug. [Ing akkypaTHON CMEHbI Krkoya nonyyatenb MOXeT BOCTNpPUHMMaTh Nobble Kroun ¢
NPUrogHbLIM CPOKOM AENCTBMSA, @ OTNPaBMTENb MOXeT nepeaaBaTb KoY C NocrneaHnM (CBexum) cpokom aencteus. OauH uns
BapWaHTOB CMEHbI KIto4a OMNMCaH HUXe.

1. Llenoyka c HOBbLIM KITOYOM pPacMpOCTPaHAETCs BCEM MapLupyTUsaTopam U ApYrMM CeTeBbIM YCTPOCTBaM B [JOMEHe
3TOV Lenoykn. CpoK BOCMPUSTMSE HOBOrO Krtoua criegyeT yCTaHaBnmBaTb Tak, YTOGbl KMoy Obi NpUrogeH B nepuop
cMeHbl knoya (rollover). Cpok geicTBua Ans Nepedauyn criedyeT ycTaHaenvBaTb B Oyaylluem, 4ToObl oGecneunTb
OGHOBMEHNE KMoYel Ha Bcex MaplupyTusatopax gomeHa. OH He okasblBaeT HEMnoCpenCcTBEHHOIO BIUSIHUS Ha
nepedaBaemble KIouu.

2. TpoBepsieTcst Nony4yeHne HOBOW LIEMOYKN BCEMW CETEBbIMW YCTPOMCTBAMU M MPUMEPHAs CUHXPOHWU3ALMSI UX 4acoB.
CuncTemHble Yackl YCTPOMCTB B afMUHUCTPATUBHOM AOMEHe OObIMHO CMHXPOHM3WPOBaHbI, HanpumMep, No NPOTOKONYy
ceteBoro Bpemenu (Network Time Protocol unu NTP) [NTP-PROTO]). 3Ty npoueaypy MOXHO aBTOMaT13nMpoBaTh.

XML Path Language - si3blk nyTei XML.
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3. Korpa cpok nepepgayv HOBOrO Kniva CTaHeT AEeNCTBUTENbHbIM, CeTeBble YCTPOMCTBA MCMOMb3YIOLEro Lenoyvky
AOMeHa 6yayT ncnonb3oBaTh 3TOT HOBbLIV KMKOY ANS nepeaayn.

4. B Hekun OGygyliMin MOMEHT B AOMEHe MOXeT ObiTb pacnpocTpaHeHa HoBas Lenoyvka C yAaneHHbIM CTapbiM KITH4YOoM,
OfHAaKo 3Ty mpouedypy MOXHO OTNOXWTb OO crniegylowero obHoBreHus knoya. B aToMm cnyyae uenouka krouden
Bcerga byaet codepxaTb ABa Krova - TeKyLmin n yaymn (B npouecce 06HOBNEHNSA) WM TEKYLLMIA U NPeabIayLLUniA
(mexxgy obHoBREHMAMN).

MocKosnbKy NOCNeaHWit (CBeXuit) Cpok AeNCTBUS KNoya Ans nepefadm onpendenéH Kak Cpok AeiCTBUSA Koya ¢ cambiM NO3AHUM
HayanoM npumeHeHus (start-time), ykasaHue cpoka aeiicTeusa «Bcerga» (always) 6yaeT meluaTb ONMCaHHOMY Bbille MeToay
CMeHbI Krtouein. BoaMOXHbI MHble KOH(UIypauum 1 BapuaHTbl UCMONb30BaHMUS KIOYel, HO 9TO BbIXOAWUT 3a PaMKu AOKYMEHTa.

3. Yempolicmeo modenu Onsi yeno4vek Knro4veu

Mogayneb ietf-key-chain cogepxuT cnnMcok n3 0gHOro UMM HECKOMbKMX Krtoyern ¢ nHaekcom Key ID. [1ns HEKOTOPbIX MPUIOXEHUI
(Hanpumep, OSPFv3 [OSPFV3-AUTH]) Key ID npumeHsieTcs ANs yKasaHWsi UCMONb3yeMon Lenodkn knoven. Kpome Key ID
KaXKObl KIKOY BKIIOYAET CTPOKY KIoya M KpunTorpadouyeckuin anroputM, a TakkKe MOXET BKIoYaTb CPOK OEWCTBUS  AnS
nepegayv n BOCNpUATUS Kitoya (Mo yMOnYaHuio KIoym 4eNcTBUTENbHBI BCeraa).

OTMEeTMM, YTO pasHble CPOKU AENCTBUSI ANS nepefadu v BOCNPUATMS MOTYT yKasbiBaTbCsl B pasHbix aneMeHTax. Knwou gns
nepegadvn MoxeT MMeTb AeNcTBUTEnNbHoe 3HauveHue send-lifetime n HenpurogHoe 3HauveHwe accept-lifetime (Hanpumep, end-
time = start-time). Knioy, npumeHsembin Ans BOCNpUSATUA MOXET UMEeTb AeWcTBuTenbHoe 3HadeHue accept-lifetime u
HenpurogHoe 3HadyeHue send-lifetime.

N3-3a pasnuuuini B peanusauuy LENOYEK KIYen y pasHbiX Npou3BoauTeNen HEeKOTOpble 3NeMeHTbl AaHHbIX ABMATCA
HeobA3aTenbHbIMU.  VaeHTudmkaTopbl KpMNTOAnNroputMoOB NPEAOCTaBASAIOTCA ANA  MHOrOKpaTHOrO  UCMOMb30BaHWUS Mpw
HacTpoVike yHacneaoBaHHON ayTeHTMdmrKaumum 1 wudposaHmsa 6e3 Lienoyek KroYen.

Llenoyka knioven ykasbiBaeTCaA YHUKanbHbIM B MacliTabe CeTeBOro yCcTpoucTBa WMeHeMm. [pyrum mogynsm cnepyet
npumeHaTb onpeaenexHne tuna (typedef) us key-chain-ref npy Heo6xoANMMOCTN ykaszaTb HACTPOEHHYHO LIEMOYKY KITHOYEN.

3.1. Pabouyee cocTossHUE LLleMOYKU KNnroven

Pabouee cocTosiHMe Kntoyeln BKMHYEHO B OJHO AEPEBO C KOHGUrypaumen Lenoyku, cootBeTcTByowee apxmtektype NMDA
[NMDA]. B pabo4emM cOCTOSIHUM MOOOEPXKUBAETCA BPEMEHHasi MeTKa MOCneaHero M3MEHEHMs1 LIEMOYKM KIHYen, a Takke
NpUrogHOCTb LeMNOoYKM AN nepegayv u BOCNpUATUS.

3.2. CBoucTtBa moaenu

[ns 06paboTku pasnuMunin Mexay peanusaumsiMy pasHbiX NPOM3BOAUTENEN UCMONb3yoTcs onepatopsl feature. Hanpumep, He
BCE MPOMW3BOAUTENW MOAAEPKMBAIOT HACTPOWKY AOMYCTUMOrO OTKIOHEHMWSI NPU BOCNPUSITUM UMK LUECTHaaUaTepUYHbIE CTPOKU
anst kmoven. Ceolictea (feature) Takke npumeHsOTCA AnNst nogaepxku TpeboBaHui Ge3onacHocTw (Hanpumep, anropyTMOB
TCP-AO [TCP-AO-ALGORITHMS]), eLwé He peann3oBaHHbIX MPOVU3BOAUTENSMU UM peanm3oBaHHbIX TOMbKO OJAHUM U3 HUX.

OO6bIYHO 3MEeMEHT C AOCTaTOYHbIMW MpPaBaMU MOXET YUTaTb W COXPaHSATb KOHUrypauuilo YCTPOWCTBA, BKMHOYAMOLLYHO
copepxmmoe 3Ton mMogenu. [ins npenoTBpaLleHusi HEHY)XHOTO MPOCMOTPa U XpaHEeHUs! Koven B OTKpbITOM Buae (cleartext)
mMogenb nogaepxusaeT pyHkumio (feature) aes-key-wrap (cm. 5. Bonpocbl 6e3onacHoctm).

3.3. NepeBo moaenu Ana UenoYku Krrdeun
+--rw key-chains
+--rw key-chain* [name]
| +--rw name string
+--rw description? string
+--rw accept-tolerance {accept-tolerance}?
| +--rw duration? uint32
+--ro last-modified-timestamp? yang:date-and-time
+--rw key* [key-id]
+--rw key-id uint64
+--rw lifetime
| +--rw (lifetime)?
+--: (send-and-accept-lifetime)
| +--rw send-accept-lifetime
+--rw (lifetime)?
+--: (always)
| +--rw always? empty
+--: (start-end-time)
+--rw start-date-time?
| yang:date-and-time
+--rw (end-time)?

|

|

|

|

|

|

|

|

|

| +--: (duration)
|

|

|

|
+__

+--: (infinite)
| +--rw no-end-time? empty
| +--rw duration? uint32
+--: (end-date-time)
+--rw end-date-time?
yang:date-and-time
: (independent-send-accept-lifetime)

| {independent-send-accept-lifetime}?
+--rw send-lifetime

| +--rw (lifetime)?

| +--: (always)

| | +--rw always? empty
| +--: (start-end-time)
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+--rw start-date-time?
| yang:date-and-time
+--rw (end-time) ?
+--: (infinite)
| +--rw no-end-time?
+--: (duration)
| +--rw duration?

| |

| |

| |

| |

| |

| |

| |

| | +--: (end-date-time)
| | +--rw end-date-time?
I I

| +--rw accept-lifetime

| +--rw (lifetime)?

| +--: (always)

|

| +--: (start-end-time)

| +--rw start-date-time?

| | yang:date-and-time
| +--rw (end-time)?

|

|

I

I

I

I

|

+--: (infinite)
| +--rw no-end-time?
+--: (duration)

| +--rw duration?
+--: (end-date-time)
+--rw end-date-time?

+--rw crypto-algorithm identityref
+--rw key-string
| +--rw (key-string-style)?

| +--: (keystring)
| | +--rw keystring? string
| +--: (hexadecimal) {hex-key-string}?

+--ro send-lifetime-active? boolean
+--ro accept-lifetime-active? boolean
--rw aes-key-wrap {aes-key-wrap}?
+--rw enable? boolean

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
+

4. Modenb YANG Key Chain

<CODE BEGINS> file "ietf-key-chain@2017-06-15.yang"
module ietf-key-chain ({

yang-version 1.1;

namespace "urn:ietf:params:xml:ns:yang:ietf-key-chain";

prefix key-chain;

import ietf-yang-types ({
prefix yang;

}

import ietf-netconf-acm {
prefix nacm;

}

organization
"IETF RTGWG - Routing Area Working Group";
contact

"WG Web: <https://datatracker.ietf.org/group/rtgwg>

| +--rw always? empty

WG List: <mailto:rtgwglietf.org>

Editor: Acee Lindem
<mailto:aceelcisco.com>
Yingzhen Qu
<mailto:yingzhen.qu@huawei.com>
Derek Yeung
<mailto:derek@arrcus.com>
Ing-Wher Chen
<mailto:Ing-Wher Chen@jabail.com>
Jeffrey Zhang
<mailto:zzhang@juniper.net>";

description

empty

uint32

yang:date-and-time

empty

uint32

yang:date-and-time

| +--rw hexadecimal-string? yang:hex-string

"Sror Momyne YANG sBamaér GasoBEe OaHHEE KOHOMI'ypaumum nis
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ABTopckme npaBa (Copyright (c) 2017) npmuagnexar IETF Trust m

nMIaM, yKasaHHEM KaK aBTOpH. Bce mpaBa BalyueHH.

PacnpocTpaHeHME M NPUMEHEHME MOAYJST B MCXOOHOM MIM NBOUYHOM
(bopme C MBMEHEeHMUsIMU UMM 6e3 TaKOBHIX paspemweHo B COOTBETCTBUM C
nuuensueir Simplified BSD License, msnoxeHHONM B maparpade 4.c

IETF Trust's Legal Provisions Relating to IETF Documents

(https://trustee.ietf.org/license-info) .
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reference "RFC 8177";

revision 2017-06-15 {
description
"Ucxonmusi BRIyck RFC";
reference "RFC 8177: YANG Data Model for Key Chains";
}

feature hex-key-string {
description
"lloamepxkKa WEeCTHAALATEPMUMUYHEX CTPOK XLJsl Kioden.'";

}

feature accept-tolerance {
description
"[lonmepxka OOINyCKa MIM mnpepesya st BocnpusiTus.';

}

feature independent-send-accept-lifetime {
description
"[lonaepXkKka HEBaBMCHMMEIX CPOKOB HEMCTBMUS AJsI Nepemaumn
n BocnpusiTHs.'";

}

feature crypto-hmac-sha-1-12 {
description
"llogmepxka l2-6aiToBEx nanmkecToB TCP HMAC-SHA-1.";
}

feature cleartext {
description
"llonmepxka anropurMa cleartext (HE PEKOMEHIYETCS) .";
}

feature aes-cmac-prf-128 {
description
"llogmepxka ICceBRochydanHou ¢yHkumm AES Cipher-based MAC.";
}

feature aes-key-wrap {
description
"[lonnepxxka AES Key Wrap.";
}

feature replay-protection-only ({
description
"OBecneumMBaeT BauMTy OT IIOBTOPHOI'O MCIIONBBOBaHMsI 6es
ayTeHTubmxaummu, TpebyeMyl TaKuMM NpOTOKOoJlaMmMm kak BFD.";
}
identity crypto-algorithm {
description
"BEaBoBOe OTOXIECTBJIEHME ONUMI Kpunrorpadpmueckoro anropmurM™a.";

}

identity hmac-sha-1-12 {
base crypto-algorithm;
if-feature "crypto-hmac-sha-1-12";
description
"AnropurM HMAC-SHAl-12.";
}

identity aes-cmac-prf-128 {
base crypto-algorithm;
if-feature "aes-cmac-prf-128";
description
"AnropurM AES-CMAC-PRF-128. Tpebyercss RFC 5926 pns byHKumi
BHBOAAa Kiouen TCP-AO.";

}

identity md5 ({
base crypto-algorithm;
description
"AnropurM MD5.";
}

identity sha-1 {
base crypto-algorithm;
description
"AnropurM SHA-1.";
}

identity hmac-sha-1 {
base crypto-algorithm;
description
"AnropuTM ayTeHTumbmxaumm HMAC-SHA-1.";

5 www.protokols.ru



https://www.protokols.ru/

dHUMKNnoneansa ceTeBbIX NMPOTOKOJ10OB

MepeBon RFC 8177

identity hmac-sha-256 {
base crypto-algorithm;
description
"AnropuTM ayTeHTMmpmxaumm HMAC-SHA-256.";
}

identity hmac-sha-384 {
base crypto-algorithm;
description
"AnropuTM ayTeHTumbmxauymm HMAC-SHA-384.";
}

identity hmac-sha-512 {
base crypto-algorithm;
description
"AnropuTM ayTeHTMmpmxaumm HMAC-SHA-512.";
}

identity cleartext {
base crypto-algorithm;
if-feature "cleartext";
description
"OTkpHTEM TexcT (cleartext).";

}

identity replay-protection-only {
base crypto-algorithm;
if-feature "replay-protection-only";
description
"OBecneuMmBaeT BauMTy OT NOBTOPHOT'O MCHNOJNBLBOBaHMS 6e3
ayTeHTMdmxaumm, TpebyeMyro TaKMMM NpOTOKONamMmum kak BFD.";

}

typedef key-chain-ref {

type leafref ({
path
"/key-chain:key-chains/key-chain:key-chain/key-chain:name";

}

description
"[[pMMeHSIETCST MOIEJIAMM HaHHBIX AJsI CCBUIKM Ha HaCTPOEHHHe
LenoYkKy Kiwdern.";

}

grouping lifetime {
description
"Key lifetime specification.";
choice lifetime {
default "always";
description
"Onumum BamaHMsT CpoKa MEMCTBUS IJIS NepefiauyM M BOCHPUATHUS" ;
case always {
leaf always {
type empty;
description
"Kiod OericTBUTEeJNIeH Bcerga.'";
}
}
case start-end-time ({
leaf start-date-time {
type yang:date-and-time;
description
"BpeMst1 Hauana.";
}
choice end-time {
default "infinite";
description
"BpeMsi OKOHYAaHMsI OJIsI nepemaum.";
case infinite {
leaf no-end-time ({
type empty;
description
"BpeMsi 3aBeplleHUsI CPOKa OeMCTBUSI He OTPaHMYEHO.";
}
}
case duration {
leaf duration {
type uint32 {
range "1..2147483646";
}
units "seconds";
description
"CpPOK HeMCTBHMS KJidYa B CeKyHjaax.";
}
}

case end-date-time {
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leaf end-date-time {
type yang:date-and-time;
description
"BpeMst BaBepmeHusi." ;

}

container key-chains {
description
"Bce HaCTpPOEHHHEe LEINOUYKM KIKNYEeN MMeKTCsI Ha ycTpoucTse.";
list key-chain {
key "name"
description
"CnMcoK LenodYexk Kiwoden.'";
leaf name {
type string;
description
"M UenoYkM Kiouen.";
}
leaf description {
type string;
description
"OnMcaHMe LEenodkyu Kiwoden.";
}
container accept-tolerance {
if-feature "accept-tolerance";
description
"OTKJIOHEHME IJISI CPOKa NEeMCTBMS NPM BOCHPUATHM (CeKYHAH) .";
leaf duration {
type uint32;
units "seconds";
default "0";
description
"nanasoH OTKJIOHEHUsSI B CeKkyHmax.'";
}
}
leaf last-modified-timestamp {
type yang:date-and-time;
config false;
description
"BpeMeHHasl CeTKa I[OCIeNHero OOGHOBJIEHMS LENOYKM Kioden.'";

}
list key {
key "key-id";
description
"OoMH KJIOY B Lenodke.'";
leaf key-id {
type uinté64;
description
"VHMKaNBHE YMCIIOBOM MIOeHTHMOMKkaTop Kioua.";
}
container lifetime ({
description
"CpoK meMcTBHMS Kioua.'";
choice lifetime {
description
"BapMaHTH BaflaHUsI CPoOKa HeMCTBUS NpM IIepepade
u BocnpusiTumM." ;
case send-and-accept-lifetime {
description
"CpOKM HEeMCTBHMS NnepefauM M BOCHPUSTMUS OAMHAKOBH.";
container send-accept-lifetime {
description
"OmHO BHaYeHMEe CpoKa IJisi BOCIPMSITMSI M mnepegmaum.';
uses lifetime;
}
}
case independent-send-accept-lifetime {
if-feature "independent-send-accept-lifetime";
description
"HeBaBMCHMEIE CPOKM HEMCTBUSI BOCHPUSTUS M Iepegmaum.";
container send-lifetime {
description
"OTHeNnBHENM CPOK HOEMCTBMSI ANs1 nepejaum.";
uses lifetime;
}
container accept-lifetime {
description
"OTAeNnbHEI CPOK AEMCTBMUS LJjsi BOCHPUATHUS.';
uses lifetime;
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}

}
leaf crypto-algorithm {
type identityref {
base crypto-algorithm;
}
mandatory true;
description
"KpMnToanropuTM, CBsSIBaHHBM C KJIKO4YOM.";
}
container key-string {
description
"The key string.";
nacm:default-deny-all;
choice key-string-style {
description
"CTuMaM CTPOK KiKoden'";
case keystring {
leaf keystring {
type string;
description
"Crpoka kiuwda B dopmaTre ASCII.";
}
}
case hexadecimal {
if-feature "hex-key-string";
leaf hexadecimal-string {
type yang:hex-string;
description
"Kmou B bopMe mecTHafiuaTEepPUUYHOM CTPOkKM. Ilo cpaBHeHM©O
oBecneumBaeT GOJBWYI SHTPONMIO INPM TOM Xe YMCIe
OKTEeTOB B CTpoke. KpoMe TOro, NpensiTCTBYeT IPMMEHEHMIO
OOWEeNnSBECTHHX CJIOB M umcexn.";
}
}
}
}
leaf send-lifetime-active {
type boolean;
config false;
description
"CpOK QeliCTBMsI NepejauyM sl Kiloda aKTMBHOM Lenodkm.";
}
leaf accept-lifetime-active {
type boolean;
config false;
description
"CpPOK QelCTBUSI BOCHPUSITUS IJIsi KJOYa aKTMUMBHOM Lenodkm.";

}
}
container aes-key-wrap {
if-feature "aes-key-wrap";
description
"Inppoeanme AES Key Wrap AnsI CTPOK KiKwder. CTPOKM KOOUPYIOTCS
B WIECTHaALATEPMYHON QopMe C NpPMMEHEHMEM JMuCTa
hex-key-string.";
leaf enable {
type boolean;
default "false";
description
"BknwoduaeT umppoBanme AES Key Wrap.";

}

}
<CODE ENDS>

5. Bonpocbil 6e3onacHocmu

3apaHHbI aTUM gokymeHToMm Moayrnb YANG onpegensieT cxemy AN AaHHbIX, NPefHasHaYeHHyo Ans AocTyna yepes ceTb C
ucnonb3oBaHvem npoTtokonos ynpasneHus, Taknx kak NETCONF [NETCONF] wnun RESTCONF [RESTCONF]. HwxHuM
ypoHem NETCONF cnyxuT 3awwmwénHbin TpaHcnopT ¢ obs3atensHon nogaepxkon SSH (Secure Shell) [NETCONF-SSH].
HwxHum ypoBHem RESTCONF cnyxut npotokon HTTPS ¢ 06s3atenbHON NoadepKKom 3alumTbl Ha TPAHCMOPTHOM YpPOBHE
(TLS) [TLS].

Mogene poctyna k koHdpurypauum cetm (NACM — Network Configuration Access Control Model) [NETCONF-ACM]
obGecneynBaeT BO3MOXHOCTb pa3peLllmnTb JOCTYN Nuwb onpeaenénHbix nonb3osatenen NETCONF nnu RESTCONF k 3apaHee
3agaHHomy noamHoxectBy onepaumi NETCONF unun RESTCONF u copgepxumoro. CTpOKM KMOYEN MO yMOMYaHuio
HepocTynHbl 1 TpebytoTca npasuna goctyna NETCONF [NETCONF-ACM] onst ux HacTpovku UNu U3BMeYeHuns!.

CTpoku Kntoven mMoryT 3awimdpoBaHbl ¢ ucnosnb3oBaHuem anroputma AES Key Wrap [AES-KEY-WRAP]. Kniou wincpoBaHus
kntouen AES (key-encryption key unu KEK) He BkntouéH B mogens YANG u gormkeH 3agaBatbCs UNU BbIBOAUTLCH HE3ABUCUMO
OT KOHdUrypaumm uenoudku knroven. MNpu mcnonb3oBaHun wmdpoBaHns AES TpebyeTcs Takke cBoWcTBO hex-key-string,
MOCKOMbKY 3alndpoBaHHbIE KNoYn OyAayT copepxaTb CUMBOIbI, KOTOPblE HEBO3MOXHO MPEeAcTaBUTb BCTPOEHHLIM TUMOM
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YANG string [YANG-1.1]. PekomeHayeTcA wundpoBaTb CTPOKM KMOYEN C MNOMOLLbI Kroda wudposaHna AES ans
npegoTepalleHne n3BriedeHna n coxpaHeHua CTPOK Kroyen B OTKPbITOM BuAe. OTa pekomMeHgaumna He 3aBUCUT OT 3alUUTbI
aoctyna, obecneunBaemon mogensto NACM [NETCONF-ACM].

B cBoiicTBa (feature) mogenun YANG BkrntouéH anropuTtm cleartext. Ero ncnonb3oBaHne He peKOMeHAYeTCs 3a UCKIYEHNEM
cnyyaes, Korfja y yCTPOMCTBa W NPUMOXEHUSA HET MHbIX BapnaHToOB (HanpvuMep, yHacneaoBaHHOE CeTEBOE YCTPONCTBO, KOTOPOE
OOIMKHO ayTeHTUdUUMpoBaTh NakeTbl ¢ HTepBanoM 10 Mcek Unu MeHbLue Ans MHoXecTBa napTHEpoB BFD [BFD]). Kniouw,
NpUMeEHsiEMbIE C anropuTMoM cleartext, cumtaroTcst He3alWNLEHHbIE U TAKOW KMoY He cnepyeT NPUMEHSATb B TOXe Bpems Ans
bonee 3awuLLEHHOro anropnTMa.

Anroputmbl MD5 1 SHA-1 Toxe couTeHbl HeGesonacHbeiMu ([Dobb96a], [Dobb96b], [SHA-SEC-CON]) u npumeHaTb U3 He
pekomeHayeTcs. CnegyeT orpaHuuMBaTb MX MUCMONb30BaHME Pa3BEPTbIBAHWAMM, FOE HYXXHa COBMECTMMOCTb C MPEXHUMMU
BEPCUSMMU.

Peanmaau,mnm, C Knw4amu, npepocrtaBndemMbiMn C NOMOLLBIO aTon Moaenun, cnegyet XpaHUTb KIHOYM C UCMONIb3OBaHUEM
umetoLerocs onbiTa 3awmTsbl (best current security practice).

6. Bzaumodelicmeaue c IANA
Ot1ot1 pokymeHT pernctpupyeT URI B peectpe IETF XML Registry” [XML-REGISTRY] B doopmaTe [XML-REGISTRY].

URI: urn:ietf:params:xml:ns:yang:ietf-key-chain
Registrant Contact: The IESG.
XML: N/A, sanpaumsBaemsii URI sIBIsIeTCSI NPOCTPAHCTBOM MMEH XML.

3T1oT pokymeHT pernctpupyeT moaynb YANG B peectpe YANG Module Names [YANG-1.0].

name: ietf-key-chain

namespace: urn:ietf:params:xml:ns:yang:ietf-key-chain
prefix: key-chain

reference: RFC 8177
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lpunoxxeHue A. lpumepsbi

AA1. npOCTaﬂ uenoyka ¢ ogHuMm, Bcerga npurogHbiMm Kinro4om
<?xml version="1.0" encoding="utf-8"?>
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<key-chains xmlns="urn:ietf:params:xml:ns:yang:ietf-key-chain">

<key-chain>

<name>keychain-no-end-time</name>

<description>

A key chain with a single key that is always valid for
transmission and reception.

</description>
<key>

<key-id>100</key-id>

<lifetime>

<send-accept-lifetime>

<always/>

</send-accept-lifetime>

</lifetime>

<crypto-algorithm>hmac-sha-256</crypto-algorithm>

<key-string>

<keystring>keystring in ascii_100</keystring>

</key-string>
</key>
</key-chain>
</key-chains>
</data>

A.2. Llenoyka Kno4en ¢ pasHbIMU CPOKaMu OenNcTBus
<?xml version="1.0" encoding="utf-8"?>
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<key-chains xmlns="urn:ietf:params:xml:ns:yang:ietf-key-chain">

<key-chain>

<name>keychain2</name>

<description>

A key chain where each key contains a different send time
and accept time and a different algorithm illustrating
algorithm agility.

</description>
<key>

<key-id>35</key-id>

<lifetime>

<send-lifetime>
<start-date-time>2017-01-01T00:00:002</start-date-time>
<end-date-time>2017-02-01T00:00:002Z</end-date-time>

</send-lifetime>

<accept-lifetime>
<start-date-time>2016-12-31T23:59:552</start-date-time>
<end-date-time>2017-02-01T00:00:05Z</end-date-time>

</accept-lifetime>

</lifetime>

<crypto-algorithm>hmac-sha-256</crypto-algorithm>

<key-string>

<keystring>keystring in_ascii_35</keystring>

</key-string>

'Ony6nukoBaHo B RFC 8342. Mpum. nepes.
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</key>
<key>
<key-id>36</key-id>
<lifetime>
<send-lifetime>
<start-date-time>2017-02-01T00:00:00Z</start-date-time>
<end-date-time>2017-03-01T00:00:00Z</end-date-time>
</send-lifetime>
<accept-lifetime>
<start-date-time>2017-01-31T23:59:552</start-date-time>
<end-date-time>2017-03-01T00:00:05Z</end-date-time>
</accept-lifetime>
</lifetime>
<crypto-algorithm>hmac-sha-512</crypto-algorithm>
<key-string>
<hexadecimal-string>fe:ed:be:af:36</hexadecimal-string>
</key-string>
</key>
</key-chain>
</key-chains>
</data>

A.3. Lenoy4ka ¢ He3aBUCUMbIMU CpoKaMum AnA nepegayvyun n BoCcnpunAaTus
<?xml version="1.0" encoding="utf-8"?>
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<key-chains xmlns="urn:ietf:params:xml:ns:yang:ietf-key-chain">
<key-chain>
<name>keychain2</name>
<description>
A key chain where each key contains different send times
and accept times.
</description>
<key>
<key-id>35</key-id>
<lifetime>
<send-lifetime>
<start-date-time>2017-01-01T00:00:00Z</start-date-time>
<end-date-time>2017-02-01T00:00:00Z</end-date-time>
</send-lifetime>
<accept-lifetime>
<start-date-time>2016-12-31T23:59:55Z</start-date-time>
<end-date-time>2017-02-01T00:00:05Z</end-date-time>
</accept-lifetime>
</lifetime>
<crypto-algorithm>hmac-sha-256</crypto-algorithm>
<key-string>
<keystring>keystring in_ascii_35</keystring>
</key-string>
</key>
<key>
<key-id>36</key-id>
<lifetime>
<send-lifetime>
<start-date-time>2017-02-01T00:00:00Z</start-date-time>
<end-date-time>2017-03-01T00:00:00Z</end-date-time>
</send-lifetime>
<accept-lifetime>
<start-date-time>2017-01-31T23:59:55Z2</start-date-time>
<end-date-time>2017-03-01T00:00:05Z</end-date-time>
</accept-lifetime>
</lifetime>
<crypto-algorithm>hmac-sha-256</crypto-algorithm>
<key-string>
<hexadecimal-string>fe:ed:be:af:36</hexadecimal-string>
</key-string>
</key>
</key-chain>
</key-chains>
</data>
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