JHUMKNoneauma ceTeBbiX N POTOKOJIOB

Internet Engineering Task Force (IETF) K. Watsen
Request for Comments: 8572 Watsen Networks
Category: Standards Track I. Farrer
ISSN: 2070-1721 Deutsche Telekom AG
M. Abrahamsson

T-Systems

April 2019

Secure Zero Touch Provisioning (SZTP)

3alméHHaa aBToMmaTnyeckas nHMLuanusauus

AHHOTauus
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1. BeedeHue

dyHaameHTanbHLIM TpeboBaHmem busHeca Ans onepaTtopoB ceTen SBNSETCS CHUXKEHUE PacxXofoB, KOraa 9T0 BO3MOXHO. [Ans
onepaTopoB pa3BEPTbIBAHWE YCTPOWCTB B Pa3HbiX MeCTax MOXeT BEeCTW K 3HauYuTenbHblM pacxodaM, MOCKOSbKY OTrpaBka
KBanMuLMPOBaHHbIX CNEeLManvMCcToB Ha KaXayHo NroLaaky Ans yCTaHOBKM HEMOMEPHO Aopora U TpebyeT MHOro nepcoHana.

OTOT AOKYMEHT onpefenseT 3alMWEHHY0 aBToOMaTUYeCKyo nHmumanusaumio (Secure Zero Touch Provisioning unu SZTP) -
cTpaTervio HavarnbHOW 3arpy3kM ang 6e3onacHoro nonyyYyeHus OaHHbIX HadvanbHOW 3arpy3ku 6e3 kakux-nmbo OencTBui
rnepcoHana CBepX MOHTaxa M MOAOKMYEeHUs CeTeBbIX U nuTalwmx kabenen. 3a cyé€T atoro SZTP nosBonseT 3anyckaTb
YCTPOWCTBA Ha yAanéHHbIX NnoLagkax nepcoHany 6e3 TexHU4eckmx HaBbIKOB, He Tpebysi BMelLaTenbLCTBa oneparTopa.

Pewexne SZTP BknioyaeT O0GHOBREHWE 3arpy3oyHoro obpasa, YCTaHOBKY HauvasrlbHbIX NapaMeTpoB W  BbIMOMHEHUE
NPOM3BOMbHbIX CLEHapWeB [ANs pelieHns AOMofHUTeNbHbIX 3agady. OBHOBNEHHOE YCTPOMCTBO CMOCOGHO OpraHn3oBaTb
3alULLEHHbIE COeAMHEHUs C ApyrMMu cuctemamu. Hanpumep, oHo moxeT cosfaatb coeanHerna NETCONF [RFC6241] n/ivunn
RESTCONF [RFC8040] ¢ pa3BépHyTbiM1 CUCTEMAMU YNPaBMNEHNS CETbIO.

[lokymeHT B nepBylo odyepedb OTHOCUTCS K DM3NYECKMM YCTPOWCTBaM, rae ucxogHoe coctosHue (5. Jetanm yctporictea)
3agaétca npu npoussoacTee. PewerHne SZTP MOXHO paclumpuvTb ANS NOAOEPXKKM BUPTYanbHbIX MALUMH U MOXOXMX NTOTMYECKUX
KOHCTPYKLUWUI, HO AeTanu 3TOro octaereHbl Ansa oyaywmux pabor.

1.1. BapuaHTbl npyuMeHeHusA
- YCTpOWCTBO NOAKMYEHO K yAANEHHO YNpaBnseMon ceTu. ATOT BapMaHT BKIOYAET Takue cueHapuu, Kak dounman unm
KPYrnoCcyTOYHbIN MaraswH, rae YCTPOWCTBO MOAKMoYaeTcs K w3y goctyna B ceTb ISP. B npegnonoxeHuu
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MepeBoa RFC 8572 OHUMKNoneauna ceTeBbIX MPOTOKONOB
HEBO3MOXHOCTW HacTpouTb ceTb ISP gna obecneveHns HavanbHOW 3arpys3km W OTCYTCTBUS BONU3M Apyroro
YCTPOWCTBa, koTopoe Morno 6bl obecneuntb 3arpy3Kky, y YCTPOMCTBA OCTAETCA NMUb OAUH crnocob - obpaTutbes K
cepBepy HavanbHoW 3arpy3ku Yyepes Internet.

- YCTPONCTBO NOAKMIOYEHO K MOKaNbHO YNpaBnsemMon cetn. JToT BapunaHT OTInM4aeTCA BO3MOXHOCTbIHO UCMNOJIb30BaTb
onuanexatume yCTpOVICTBa, KOTOpbl€ MOTyT obecneunTb Ha4allbHYH0 3arpysky. Ecnn Takux yCTpOVICTB HEeT Unn OHU
HeOOoCTYyNHbl, MOXXHO BOCNOJ1b30BaTbCA NpeablayLmnmMm BapnaHToOM (CETb C y/:l,a]'léHHbIM ynpaBneHmeM).

KoHuenTyanbHble paboune npouecchl pa3BeépThiBaHns SZTP npeacraeneHsl a MNpunoxexun C.

1.2. TepmuHonorus

Artifact - apmeghakm
OTOT TEPMUH CYXWUT B AOKYMEHTE ANA NpeacTaBneHnsa TpEx apTedakToB (0ObEKTOB AaHHbIX), ONpeAenéHHbIX B pasaene
3 (conveyed information, ownership voucher, owner certificate). 3Tn apTedakTel COBMECTHO obecneunBatoT BCe AaHHbIe
HayanbHOW 3arpy3ku, KOTOpble YCTPONCTBO MOXET MCNOMNb30BaTh.

Bootstrapping Data - OaHHble Ha4YyanibHOU 3a2py3Ku
Habop gaHHbIX, KOTOpblE YCTPOWCTBO MOXET MOMyYMTb B NpoLecce HavanbHoOW 3arpy3ku. B yacTtHOCTUM, K HUM OTHOCHATCSA
Tpu apTedbakTa, onucaHHble B pa3gene 3 (conveyed information, owner certificate, ownership voucher).

Bootstrap Server - cepeep Ha4asibHOU 3a2py3Ku
Jlio6oii cepeep RESTCONF c peanusauueit mogyns YANG, 3agaHHoro B naparpade 7.3.

Conveyed Information - docmaensiemas (nepedasaemasi) uHghopmayus
CefeHus o0 nepeHanpasneHun U BBOAHbIE AaHHble. 3TO 0AMH 13 TpEX apTedakToB, onucaHHbIX B pasaene 3.

Device - ycmpolcmeo
OnemeHT ceTu, KOTopoMy TpebyeTca HavanbHasa 3arpy3ka (5. [letanu ycTponcTea).

Manufacturer - uszomosumerb
M3rotoBuTenb yCTPOMUCTBA UMK €ro NOSTHOMOYHbIM NpeacTaBuUTENb.

Network Management System (NMS) - cucmema ynpaesieHuUsi cembsto
Cunctema ynpaBneHns B KOHKPETHOM pa3BEPTbIBaHWM, 3a BBEAEHNE YCTPOWCTBA B KOTOPYIO OTBEYAET NPOLECC HaYanbHON
3arpy3ku. C TOYKM 3peHust yCTPOWCTBA MO 3aBepLueHun HavanbHomn 3arpy3ku B ponv NMS Bbictynaet knmeHT NETCONF
unn RESTCONF.

Onboarding Information - ee00HbIe ceedeHusi
9710 0auH 13 ABYX TUMNOB NepegaBaemMoin MHpopMaLun, onpeaenéHHbiX B 3TOM JOKYMEHTE, a APYIUM SIBMSIIOTCS CBEAEHUSI
0 nepeHanpaeneHun. BeogHble cBedeHusi bopmanbHO onpedeneHbl B KOHTeNMHepe onboarding-information ctpykTypbl
yang-data B naparpade 6.3.

Onboarding Server - cepeep e800HbIX ceedeHul
CepBep HavanbHOW 3arpy3ku, nvilb BO3BPAaLLaloLLMIN BBOAHbIE CBEOEHMS.

Owner - enadeney
Yenosek nnv opraHv3aums, KynMeLIne U MHbIM CNocoboM NonyymnBLLME YCTPOWCTBO BO BNageHuve.

Owner Certificate - cepmugbukam enadenbya
CepTtndmkat X.509, cBA3bIBAOLLMIA OTOXAECTBNEHNE BMNafenbLla C OTKPbITbIM KIHOYOM, KOTOPbIA YCTPOWCTBO NMPUMEHSET
ONS NpoBepKkyM noanucu 4vepes3 nepefaBaemMble cBefeHus. CepTudwukaT Bnagenbla MOXET nepefaBaTbCd BMECTE C
LIEMOYKON NPOMEXYTOYHbIX CepTUdmKaToB, BeayLlel K M3BECTHOW Touke goBepus. CepTudmkaT BnagenbLa sBMseTcs
OOHVM U3 TPEx apTedakToB HaYarnbHOWM 3arpy3ku, onMcaHHbIX B pasgene 3.

Ownership Voucher - eay4yep enadeHusi
ApTedakT Bayyepa, onpepenéHHoin B [RFC8366] n apnaowunics ogHUM M3 Tpéx apTedakToB HayarbHOM 3arpysku,
onuMcaHHbIX B pa3gene 3.

Redirect Information - ceedeHusi o nepeHanpaeneHuu
OTO OAWH U3 ABYX TUNOB NepefaBaemMon MHopmaumu, onpeaenéHHbIX B 3TOM AOKYMEHTe, a APYrMM SIBASIOTCS BBOAHbIE
cBefeHns. CBefeHnsa o nepeHanpasneHny hopmanbHO onpeaerneHbl B KOHTeNHepe conveyed-information cTpykTypbl yang-
data B naparpade 6.3.

Redirect Server - cepeep nepeHanpaesieHus
CepBep HavyanbHOWM 3arpy3ku, BO3BpaLlaloLwni Nylb CBEAEHNS O nepeHanpaBneHnu. Takol cepBep 0COOEHHO noneseH
npu pasMmeLLeHUn y N3roToBUTENS, Kak obLLEen3BecTHbIN pecypc (Hanpumep, B Internet) ona nepeHanpaBneHnst yCTponcTs
Ha cepBepbl Ha4arnbHOW 3arpy3ku KOHKPETHOro pa3BEpPThIBAHMS.

Signed Data - nodnucaHHble OaHHbIe
MepenaBaemble cBefeHUsi, KOTOpble ObiNM MOAMMCAHbLI, B YaCTHOCTU, C MPUMEHEHMEM CEKPETHOro Krw4va Brnagenbua
yCTpOWCTBa.

Unsigned Data
MepenaBaemble cBegeHMs, KOTOpbIE HE NOAMUCAHDI.

1.3. YpoBHU TpeboBaHumn

KnioueBble cnosa gomkHo (MUST), Hegonyctumo (MUST NOT), Tpebyetca (REQUIRED), HyxHo (SHALL), He cneayeTt
(SHALL NOT), cneayet (SHOULD), He HyxHO (SHOULD NOT), pekomeHayetca (RECOMMENDED), He pekomeHayeTcs
(NOT RECOMMENDED), Bo3mMoxHo (MAY), HeobssatenbHo (OPTIONAL) B gaHHOM [OKYMEHTE MWHTEPrpeTMpyloTcs B
cootBeTcTBUM ¢ BCP 14 [RFC2119] [RFC8174] Toraa v Tonbko Torga, Koraa oHu BblAeneHb! WpUETOM, Kak NOKa3aHo 34eChb.

1.4. lnarpammbl aepeBbEB
B onarpammax gepeBbeB NpuMeHAeTca HoTauus, 3agaHHas B [RFC8340].

2. Tunbl nepedasaemMbix ceedeHuUl

B aTom [oKyMeHTe onpegenseTca [ABa Tuna nepefaBaeMon MHGOPMaLMKM, K KOTOPOW YCTPOMCTBA MOryT MMeTb OOCTyn B
npoLiecce HavyarnbHOM 3arpysku. OTU CBEAEHUS ONUCaHbl B AaHHOM pa3ferne, a Nnpumepsbl AaHbl B naparpade 6.2.
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dHUMKNoneana ceTeBbIX NPOTOKONOB MNMepeBoa RFC 8572

2.1. CBeaeHuA o nepeHanpaBrieHNN

CeefieHuss 0 nepeHanpaeBneHnM OTNPaBNAT YCTPOWUCTBO Ha [pPYro cepBep HadvanbHOW 3arpy3ku. JTu  cBefeHus
npeacTaBnAaloTCA CNUCKOM cepBepoB Ha4yanbHomn 3arpysku, ¢ ykasaHnem UMEH (ap,pecos |P), a TakKXe MOryT yKasblBaTb NOpPT U
BKMKO4YaTb cemechKaT TOYKM goBepwuA, KOTOprl71 yCTpOVICTBO MOXET UCNonb3oBaTb Ad NPOBEPKMN NOAJIMHHOCTK cepBepa.

CBefeHus o nepeHanpasneHun B mogenu aaHHbix YANG copmanbHO onpegeneHbsl B KoHTenHepe redirect-information moayns
YANG, npeactasneHHoro B naparpacde 6.3. [lepeBo 3T0ro KoHTeliHepa npeacTaBneHo HUXe.

+--: (redirect-information)
+-- redirect-information
+-- bootstrap-server* [address]

+-- address inet:host

+-- port? inet:port-number

+-- trust-anchor? cms
CeepneHuss o nepeHanpasreHnn MmoryTt ObITb OOBEPEHHLIMU UMM HeaoBepPeHHbIMU. [JOBEPEHHBIMU OHW CHUTAKOTCH NpU
nony4yeHnn 4epes 3alMLLEHHOE COeMHEHNE C AOBEPEHHbIM CEPBEPOM HavanbHOM 3arpyskm mnu npuv Hanu4dum nognucum
Bnagenbua yCTpOVICTBa. B nHbIX Crniy4vasix cBeJeHusi 0 nepeHarnpaBfieHnn cHNTatoTCca HegoBapeHHbIMN.

[JoBepeHHble AaHHbIe O MepeHanpaBrieHun noneaHbl Ans obecrneyeHusl YCTPOMCTBY BO3MOXHOCTU CO3[aHWsl 3alyuLLEHHOTO
KaHana K ykasaHHOMY CepBepy HayarnbHOM 3arpy3ku, YTO BO3MOXHO MPU HANWYUM B 3TUX AaHHbIX cepTUcMKaTa TOUKMU JOBEPUS
[Ns cepBepa Ha4anbHow 3arpy3ku.

HepnoBepeHHble cBefeHUs O nepeHanpaBfieHWn MonesHbl ANs OTNpaBkWM YCTPOWCTBA K CepBepy 3arpysku C MognucaHHbIMM
AaHHbIMU ans Hero. Ecnu paHHble O nepeHanpaBneHun He SBNSIOTCA JOBEPEHHbIMW, YCTPOWCTBO OTOpackbiBaeT ntobble
cepTudmKaThl TOHEK JOBEPUS, KOTOPbIE MOTYT ObITb BKITHOYEHbI.

O6paboTka cBegeHuMn 0 NnepeHanpasneHny onucaHa B naparpacde 5.5.

2.2. BBogHble cBeageHus

BBO}J,HbIe cBegeHunsa obecneyuBatoT OaHHble, Tpe6yeMb|e yCTp0I7ICTBy ansa Ha4arnbHom 3arpyskm n opraHumsaumm 38LIJ,MLLI,éHHbIX
COGD,VIHeHVIVI C Apyrumm cnctemamu. B cooTtBeTCcTBUM C onpegeneHnemMm B 3ToM OOKYMeHTE BBOAHbIE CBeAEeHNUA MOryT I'IO,ElpOGHO
ykasblBaTb 3arpy3o4Hblii obpa3 Ans YCTPOWCTBA, HayanbHYK KOHUrypauui U cLeHapuu, KOTOpblE YCTPOWCTBO AOIMKHO
BbIMNONMHUTb.

BBoaHble cBegeHus B mogenu AaHHbIX YANG cdopmanbHO 3agaHbl B kKOHTelHepe onboarding-information mogyns YANG,
npvBegéHHoro B naparpacde 6.3. [lepeBo KOHTeNHepa NpeacTaBneHo HUXe.

+--: (onboarding-information)
+-- onboarding-information
+-- boot-image

+-- os-name? string
+-- os-version? string

+-- image-verification* [hash-algorithm]

|

|

| +-- download-uri* inet:uri

|

| +-- hash-algorithm identityref

| +-- hash-value yang:hex-string
+-- configuration-handling? enumeration
+-- pre-configuration-script? script
+-- configuration? binary

+-- post-configuration-script? script
BBoaHble cBeaeHus OOMKHbI OblTb AOBEPEHHBbIMKU, YTOObI OHM ObINW NpurogHbl Ansa ycrponctea. ObpaboTka yCTPOMCTBOM
HeJOBEpPEHHbIX BBOAHbIX CBEAEHM He npegycMoTpeHa. CBefeHus CUMTaloTCsl AOBEPEHHBIMW MpU MOMydeHUMn 4epes
3alUMLEHHOE COeAMHEHNE C JOBEPEHHBIM CEPBEPOM HaYarbHOM 3arpy3ky UM Mpu HanuuMm nognucy Bnagenbua yCTponcTea.
B nHbIX cnyvasx BBOAHbIE CBEAEHUSA CHMTAOTCS HeJOBapEHHbLIMMN.

ObpaboTka BBOOHbLIX CBEAEHWIA onncaHa B naparpadge 5.6.

3. Apmeghakmabi

B aTtom fokymeHTe onpepensioTca Tpu aptedakta, KoTopble MOryT ObiTb AOCTYMHbI YCTPOMCTBAM MPU Ha4vanbHOW 3arpyske.
Kaxabln NICTOYHUK AaHHBIX HaYarnbHOM 3arpy3kn ykasbiBaeT, kak OH NpeAcTaBnseT onucaHHble B 3TOM pasgene aptedakTsl (4.
MCTOYHMKM AaHHBIX AN HaYanbHOWM 3arpysku).

3.1. NepepaBaemble cBeaeHUA
ApTedakT nepefaBaembix cBeaeHuin (conveyed information) cogepxuT BaxHble AaHHbIE Asi HAYanbHOW 3arpy3kn YCTpPOWCTBa.
OTOT apTedakT CnyXuT ANnst KOAUPOBaHUSI TUMOB AaHHbIX O NepeHanpaBneHMN 1 BBOAHbLIX CBEAEHUIA, ONMUCAaHHbIX B pa3gene 2.

ApTedakT umeeT CTpyKTypy Kpuntorpaduueckoro coobuienus (Cryptographic Message Syntax unu CMS), kak onucaHo B
[RFC5652], npefcraeneHHyilo ¢ ucnonb3oBaHuem npasun ASN.1 DER', 3agaHHbix B ITU-T X.690 [ITU.X690.2015].
Cogaepxumoe cTpyktypbl CMS gomxkHo cooTBeTcTBoBaTh Moaynio YANG, 3agaHHomy B naparpade 6.3.

Ctpyktypa CMS ¢ nepegaBaemoin nHdopmaumen MoXeT coaepxatb NOAMUCAHHbIE UMW HenoanucaHHble AaHHbIe HavanbHOW
3arpysku. MognucaHHble OaHHble MOryT TaKke LWMEPOBATbCA, HO 3[4eCb OHU MO-NMPEXHEMY Ha3bIBAKTCA MOANUCAHHBIMU
AaHHbIMK (cm. naparpad 1.2. TepMuHonorus).

Korgpa apTedhakt nepegaBaeMbiX CBEAEHWI He NOANMCaH M He 3almndpoBaH, kak 3To MoxeT ObiTb Mpu nepegade no
3aLUMLLEHHBIM KaHanam, BEepXHUM TUMOM codepxumoro cTpykTypbl CMS pomkeH 6biTb oguH u3 uaeHTudmkaTopos OID,
onucaHHbix B naparpacge 10.3 (id-ct-sztpConveyedIinfoXML wunu id-ct-sztpConveyedIinfoJSON), wnu OID id-data
(1.2.840.113549.1.7.1). MNMpu ncnonbzosaHum OID id-data kognposaHue (JSON, XML u T. n.) cneayeT nepefaBaTh BHELUHMMU
cpeactBamu. B nobom cnyyae cBsis3aHHOe coAepXMMOe SIBMSieTCsl CTPOKOM OKTETOB [AaHHbiX conveyed-information c
0XnaaeMbiM KOAUPOBaAHUEM.

'Distinguished encoding rules.
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Korga aptedakt nepepaBaemon uHdopMaumMm He noanucaH M He 3alwmdpoBaH, Kak 3To MoXeT ObiTb npu nepegadve no
3aWNLLEHHOMY KaHarny, HO onepaTop Xo4eT y6eauTbesi, YTO COOEepPXKMMOE MOXET BUAETb NKWLUb YCTPOMUCTBO, BEPXHUM TUMOM
coagepxumoro cTpyktypbl CMS porkeH ObiTb OID id-envelopedData (1.2.840.113549.1.7.3). Kpome TOro, Tunom cogepxmmoro
encryptedContentinfo gomxkeH 6biITb ognH u3 OID, onucaHHbix B naparpade 10.3 (id-ct-sztpConveyedinfoXML wnu id-ct-
sztpConveyedInfoJSON), nnu OID id-data (1.2.840.113549.1.7.1). Npwn ncnons3osaHun OID id-data koamposaHue (JSON, XML
U T. N.) cneayeT nepefaBaTtb BHELWHUMU cpeacTBamu. B nobom crnyyae cBsisaHHOE coAepXumMoe SBNSIeTCS CTPOKOW OKTETOB
OaHHbIx conveyed-information ¢ oxmaaeMbiM KoAMPOBaHMEM.

Korga apTedakt nepegaBaemoi uHdoOpMaumnm noanucaH W He 3alwmndpoBaH, Kak 3To MoXeT ObiTb Npu nepedade no
HeJOBEPEHHOMY KaHarny, BEpXHMM TUMNOM cofepxumoro cTpykTypsl CMS pomkeH O6bitb  OID  id-signedData
(1.2.840.113549.1.7.2). Kpome Toro, BHyTpeHHUM eContentType gomkeH 6b1Tb oguH 13 OID, onucaHHbIx B naparpade 10.3 (id-
ct-sztpConveyedInfoXML nnu id-ct-sztpConveyedinfoJSON), unu OID id-data (1.2.840.113549.1.7.1). MNMpu ncnons3dosaxHun OID
id-data kogmposanue (JSON, XML u T. n.) cneayeT nepegaBaTb BHELWHWMW cpeacTBamu. B mwbom cnyvae cBssaHHoe
COAEPXMMOEe SBNSAETCS CTPOKOM OKTETOB AaHHbIX conveyed-information ¢ oxxugaembiM kKoOQUPOBAHUEM.

Korga aprtedakt nepegaBaemor wHpoOpmaumyM MOANMCAH WM 3awmndpoBaH, kak 3To MoOXeT ObiTb npu nepegade no
HeoBEepPeHHOMY KaHamny c obecneyeHueM KOHMUAEHUMANbHOCTW, BEPXHUM TUMOM COLAEPXKUMOro CTpykTypbl CMS pomxeH
OobiTb OID id-envelopedData (1.2.840.113549.1.7.3). Kpome Toro, tunom encryptedContentinfo pgomkeH ObiTb OID id-
signedData (1.2.840.113549.1.7.2), ansa kotoporo eContentType pomxkeH ObiTb ogHMM 13 OID, onucaHHbIx B naparpadge 10.3
(id-ct-sztpConveyedInfoXML unnu id-ct-sztpConveyedIinfoJSON), unun OID id-data (1.2.840.113549.1.7.1). MNpu ncnonb3oBaHun
OID id-data kogmpoBaHue (JSON, XML u 1. n.) cnepgyeT nepefaBaTb BHELUHUMWU cpefcTBaMmu. B niobom cnydvae cBaszaHHoe
COLEPXKMMOE SIBISIETCA CTPOKOWM OKTETOB AaHHbIX conveyed-information ¢ oxunaaembiM KOAMPOBaHUEM.

3.2. Ceptudmkar Bnagenbua

ApTedakT cepTudmkata Bnagenbua sengetca ceptudukatom X.509 [RFC5280], npuvmeHsiembiM Ana umgeHTUdUKaumm
«Bragensua» (Hanpumep, opranHusauun). Ceptudmkat Bnagenbua MoxeT OblTb noanucaH yAOCTOBEPSHOWMM LIEHTPOM
(certificate authority unu CA). CeptudmkaT Bragenbua formkeH He 3agaBaTb Key Usage unu ansa Key Usage, kKak MUHUMYM,
pomkeH OblITb yctaHoBneH 6ut digitalSignature. OToT [OKYMEHT He orpaHuumBaeT 3HadveHus subject u subjectAliName B
cepTudmkaTe BnagensLa.

CepTndmkat BRagenbla YCTPOWCTBO WCMONb3yeT ANs MpoBepku noanucu aprtedpakta nepepaBaembix cBegeHun (3.1.
MepenaBaemble cBeAEHUST), KOTOPbLIA YCTPONCTBO OOMMKHO NMOMYyYnUTb, Kak yka3aHo B naparpade 3.5. B yacTtHocTu, ycTpoictBo
npoBepsieT MOAMUCbL C WCMOSb30BaHMEM OTKPbLITOTO Knova B cepTudukaTe Bragenbua Ans COOAepXMMOro aprtedakra
nepefaBaeMbIX CBEAEHUIA.

ApTedakT cepTudpmkata Bnagenbua dopmanbHo aBnsieTcs cTpyktypon CMS, kak 3agaHo B [RFC5652], npeacrtaBneHHon
ASN.1 DER B cootBetctBum ¢ ITU-T X.690 [ITU.X690.2015].

Ctpyktypa CMS cepTudmkaTa BNagenbLa AOMMKHa coAepXaTb cam cepTudmkar, a Takke BCe NPOMEXYTOUHbIE cepTUdUKaATI,
BedyliMe K 3akpennéHHomy cepTudukaty gomeHa (pinned-domain-cert), ykasaHHOMy B Baydepe BriageHusi. Aptedakt
cepTudmkaTa Bnagensua MoxeT BkoYyaTb 1 pinned-domain-cert.

[ns nopoepxkn yCTPOMCTB, Pas3BEPHYTbIX B YacTHbIX ceTsx, cTpyktypa CMS ceptudukata Brnagenbua MOXeT BKIOYaTb
[OCTaTOYHO CBEXWe B COOTBETCTBMM C NOKanbHOW MONMUTMKOM OOBbEKTbl OT3biBa (Hampumep, cnucku oT3biBa - Certificate
Revocation List unn CRL [RFC5280] u otknukm OCSP [RFC6960]). Hanuume oGbeKkToB OT3biBa, MPUKPENMEHHbIX K
ceptudmkaTty Brnagenbla, MOXeT u3baBuUTb YCTPOWCTBO OT HEOOXOAMMOCTU Mony4vaTb UX AMHAMUYECKW C WUCMOMb30BaHWEM
Toukn pacnpoctpaHeHnss CRL unu oTBeTunka npoTtokona coctosiHusi ceptudpmkaTtoB (Online Certificate Status Protocol vnu
OCSP), ykazaHHOro B CBsi3aHHbIX cepTudukaTax.

B HesawmndpoBaHHOM apTedakTe BEPXHUM TUMOM COAEPXUMOro cTpykTypel CMS cepTudmkaTa Bnagenbua gomkeH obite OID
id-signedData (1.2.840.113549.1.7.2). BHyTpeHHAs cTpykTypa SignedData saBnseTcsa BbIPOXAEHHON U He NOANUCHIBAETCS, Kak
npv pacnpocTpaHeHun cepTUUKaToB 1 OOGBEKTOB OT3bIBA.

B 3awudpoBaHHOM apTedakte BEPXHUM TUNOM copepxmmoro cTpyktypel CMS ceptudukata Bnagensua gomkeH 6uitb OID
id-envelopedData (1.2.840.113549.1.7.3), a tunom copepxumoro encryptedContentinfo gomkeH 6biTb OID id-signedData
(1.2.840.113549.1.7.2), B pe3ynbTaTte 4ero BHyTpeHHASA SignedData sBnseTcs BbIPOXAEHHOW U He MOAMNMCHLIBAETCS, Kak npu
pacnpocTpaHeHnn cepTudmnKaToB U 06LEKTOB OT3bIBA.

3.3. Bayyep BnageHus

ApTecbakT Bayyepa BnageHus CnyXuT ANs 3awuwéHHON nageHtudukauum Bnagenbsua yCTPONCTBa, M3BECTHOMO M3rOTOBUTENIO.
Bayyep BnageHuss nognucbiBaeT W3roToBUTENb YCTPOWCTBa. Baydyep BnageHus crnyxuT AnS npoBepkn cepTtudukaTa
Bnagenbua (3.2. CeptudumkaTt BnagenbLa), KOTOpbIA YCTPOMNCTBY Takke crnegyeT nony4duTb, Kak ykasaHo B naparpade 3.5. B
YaCTHOCTK, YCTPOWCTBO MpoBepsieT Hanuyve B cepTudmkate BnagenbLla LEnoykn [oBepus, Bedylwen K [AOBEPEeHHOMY
cepTuduKaTy, BKMOYEHHOMY B Bay4dep BnageHus (pinned-domain-cert). OTMeTMM, 4TO 3Ta CBA3b COXpaHSETCs Adaxe And
camononucaHHoro cepTudukaTta snagensla, aendwollerocs takke pinned-domain-cert.

HesawwundpoBaHHbIN apTedakT Baydepa BnageHus onpeaenéH B [RFC8366]. Kak ykasaHo, oH siBnsgeTtca cTpykTypo CMS, B
KOTOPOW BEPXHUM TUMOM copepxumoro gormkeH obiTb OID id-signedData (1.2.840.113549.1.7.2), rae eContentType pomkeH
6biTb OID  id-ct-animaJSONVoucher (1.2.840.113549.1.9.16.1.40") wnun OID id-data (1.2.840.113549.1.7.1). pwu
ucnonb3oBaHun OID id-data kogupoBanue (JSON, XML n 1. n.) cnegyeTt nepefaBaTb BHELHMMU cpeacTtBamu. B moGom
crnyyae CBsi3aHHOE COEePXUMOE ABNSETCH CTPOKOW OKTETOB AaHHbIX ietf-voucher ¢ oxuagaeMbimM kognpoBaHveMm.

B 3awudpoBaHHOM apTechakTe Baydepa BnaJeHUsi BEPXHUM TUINOM copepxumoro posmkeH 6bitb OID id-envelopedData
(1.2.840.113549.1.7.3), a Tunom copepxumoro  encryptedContentinfo's pmomkeH 6bite OID  id-signedData
(1.2.840.113549.1.7.2), rae eContentType gomxkeH 6biTb OID id-ct-animaJSONVoucher (1.2.840.113549.1.9.16.1.40) nnm OID
id-data (1.2.840.113549.1.7.1). MNpwn ucnonb3osaHum OID id-data kognposaHue (JSON, XML u T. n.) cnepyeT nepepasaTb
BHELLHMMM cpeacTBamu. B nobom criydae cBsa3aHHOE CoAepXumoe ABNAETCA CTPOKOW OKTETOB AaHHbIX conveyed-information ¢
OXunaaembiM KOOMPOBAHUEM.

'9TOT MgeHTUdUKaTOP B JAHHOM U crnieaytollemM ab3ale 6bin ykasaH ¢ olwmbkon. CM. https://www.rfc-editor.org/errata/eid6807. [Mpum. nepes.
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3.4. lLincppoBaHue aptedakToB

Kaxabii n3 Tpéx apTtedakroB MOXHO wwudpoBaTb uvHamBuAyanbHo. LUndpoBaHne MoxeT ObiTb BaxHbIM ANs cpen, rae
coAepXXumMoe cumTaeTcs KoHduaeHumanbHbiM. Kaxabin u3 Tpéx apTtedakToB LM@pYeTcs OAMHAKOBO - HesalmdpoBaHHas
dopma nomeLaetcsa BHyTpb TUNna CMS EnvelopedData.

B pesynbTate apTedakTbl nepefaBaeMbiXx CBeAEHUA W BayyepoB BNafeHUs MOANUCHIBAOTCS, 3aTeM LUMMPYOTCS, HO He
HaobopoT. Takasi nocnefoBaTeNbHOCTb MMEET HECKONbKO MPEUMYLLECTB - CKpblBAeTcs cepTudukaT nognucasluero u
obecneunBaeTcs rapaHTnMa TOro, 4TO Blageney 3HaeT noanucbiBaemMoe coepXXumoe. OTa nocnenoBaTesibHOCTb TaKXe
no3BonsdeT BnagenbLly NPOBEPUTL He3awndPOBaHHbLIN Bay4ep, MOMYyYEHHbI OT W3roTOBUTENs, 3aTeéM CaMOCTOATENbHO
3aLIJVICppOBaTb €ro, BO3MOXHO, BMeCTe C TeKyLinmu obbekTamu OT3blBa, Korga Briagerney rotoB noMectuUTb cemechKaT B
He3alWuLLEHHOe MEeCTO.

Mpu wndposaHun CMS AomKeH NPUMEHSATLCS 3aLUMLLEHHBIN cepTUdUKaT OTOXAECTBIEHNS ANS YCTPONCTBa. OTO MOXET ObiTh
TOT Xe cepTUduKaT, KOTOPbIN MPUMEHSETCS KIMEHTOM YpoBHA TLS, ncnomb3yembiM YCTPOWCTBOM MPU COEAMHEHUU C
cepBepamMmn HavanbHol 3arpy3kn. Cnocob nonyyeHus Bnagensuem cepTudukata oTOXAECTBIEHNSA YyCTPOMUCTBA AN 3TON Lenn
BbIXOAWT 33 paMKU 3TOro JOKYMEHTa.

3.5. N'pynnupoBKu aptecakToB
B npepbigywnx naparpadax paccMoTpeHbl apTedakTbl HayanbHOM 3arpy3ku, HO MWllb HEKOTOpble FPYNMAMPOBKMA 3TWX
apTe(*)aKTOB MMeeT CMbICN BOo3BpaLlaTb B pasfiMyHbIX CUTyaunax HayanbHomn 3arpysku, onnMcaHHbIX B 9TOM OOKYMEHTE.

HenodnucaHHble aHHbIe
Ota rpynna aptedakToB Mofie3Ha, Koraa MOXHO MPUMEHWUTb 3aluTy TPaHCMOPTHOTO YPOBHS ANs LOCTaBKA [0OBepust
(Hanpumep, HTTPS) unu nepenaBaemas nHgpopmMauusa MoxeT ObiTb 0bpaboTaHa 3apaHee (Hanpumep, HEMOANMUCAHHbLIE
CBeeHUs O NepeHanpasreHun).

IModnucaHHble OaHHbIe 6e3 om3bieoe
Orta rpynna aptedakToB nonesHa, Korga HyXHbl NOANMUCaHHbIE AaHHbIe (AaHHbIE NMOMNyYeHbl U3 HeJOBEPEHHOIO UCTOYHUKA
1 He MoryT BbITb 3apaHee 06paboTaHbl), @ OT3bIBbl HE HYXXHbI UM MOTYT ObITb MOMNyYeHbl AUHAMUYECKN.

lModnucaHHbIe OaHHbIE C OM3bi8amu
Orta rpynna aptedakToB nonesHa, Koraa HyXHbl NOANMUCaHHbIE AaHHbIE (AaHHbIE NOMNyYeHbl U3 HeJOBEPEHHOIO UCTOYHUKA
1 He MoryT BbITb 3apaHee 06paboTaHbl), @ OT3bIBbl HYXHbI, HO HE MOTYT BbITb MONYyYeHbl AUHAMUYECKN.

Hanunune kaxgoro aprtedakta um OTNMYUTENbHBIE XapakTepUCTUKW yKasdaHbl ONA Kaxgow rpynnel B Tabnuvue (ga v Het

ykasblBaeT Hanmume apTedakTa B rpynne).

Ipynnupoeka lMepedasaembie ceedeHusi Bayyep enadeHusi Cepmugbukam enadenbya
HenognucaHHble gaHHble [Ha, 6e3 nognucu Het Het
MoanucaHHble AaHHble 6e3 0T3bIBOB [a, ¢ nognuceto [a, 6e3 0T3bIBOB [a, 6e3 0T3bIBOB
MoanucaHHble AaHHbIE C 0T3bIBaMU [a, ¢ nognuceto [a, c oT3biBamMu [a, c oT3biBamMu

4. MIcmoyHuKu OaHHbIXx ON1s1 Ha4YaslbHOU 3a2py3Ku

B aTom pasgene onvcaHbl HECKONMbKO MCTOYHUKOB AaHHbIX ANA HaYanbHOW 3arpy3ku. CnNncok He sIBNSAETCS McYepnbiBaloLWmnM 1
MOXeT ObITb AOMONHEH GyayLmnmMmn JoKkyMeHTamun. [1na Kaxaoro UCTOYHUKA ykasaHbl AeTanu npeacraBneHus Tpéx aptedakros,
ykasaHHbIX B pasgene 3.

4.1. CMeHHbIN HOCcUTEerb
Mopkniodyaemoe HanpsiMyto CbEMHOE YCTPOMCTBO XpaHeHust (HanpumMep, USB-HoCUTENb) MOXKET CINYXXWUTb UCTOYHUKOM AaHHbIX
Ansi HavanbHow 3arpy3ku SZTP.

OTkasaTbCsl OT CbEMHBIX HOCUTENEW CIOXHO, MOCKONbKY OHW He TpebylT AnA paboTbl BHELIHeW WHMPaACTPYKTYphbl.
HeobpaboTaHHble (raw) 3arpy3oyHble 00pasbl TOXe MOXHO pas3MellaTb Ha CbEMHbIX HOCUTENSX, NO3BONAsS UM obecneunBaTb
NosiHoe peLleHne Ans aBTOHOMHOW HaYanbHOWM 3arpysku.

[nsa ucnonb3oBaHWA CbEMHONO HOCUTENS B KayeCTBE MCTOYMHMKA AaHHbIX HavanbHOW 3arpy3kM YCTPOWCTBY HYXHO MULLb
onpenennTb, YTO HOCUTENb NMOAKIOYEH K YCTPOMUCTBY M MPUMOHTUPOBAaTL €ro hannosyio cuctemy.

CbEMHbIE YCTPOWCTBA SABMAOTCS HEOOBEPEHHLIMU UCTOYHUKAMM OaHHbIX Ha4anbHOW 3arpy3ku. OTO 3HAYUT, YTO XpaHsALLMECS
Ha HUX OaHHble AOIMKHbI OblTb MOANUCAHbI NN AOJMKHbI COAEPXaTb CBEAEHMWSs, NpeAHas3Ha4YeHHble AN npeaBapuTerbHON
06paboTku (HanpMmMep, HenognucaHHble CBeAEHNsI O NepeHanpaBneHun).

C To4YkM 3peHusi apTedakToB CbEMHLIN HOCUTENb NpeacTaBnsieT cebsi kak oanrnoByld CUCTEMY WM apTedakTbl HavanbHOMN
3arpy3ku JomkHbl 6bITb NpeacTaBneHsl B Buae davinos. OnucaHHble B pasgene 3 aptedakTbl oTobpaxaiTca B ainoByto
CUCTEMY, KaK NMOKa3aHO HUXeE.

lMepedasaembie ceedeHusi

OTtobpaxatoTcs B dhaiin ¢ 4BOUYHbIM apTedakTom, onvcaHHbIM B naparpade 3.1 (Hanpumep, conveyed-information.cms).
Cepmudpukam enadenbya

OTtobpaxatoTcs B (havin ¢ ABOUYHBIM apTedakTom, onvcaHHbIM B naparpade 3.2 (Hanpumep, owner-certificate.cms).
Bay4ep enadeHusi

OTtobpaxaeTca B hann ¢ ABOMYHbLIM apTedakTom, onvcaHHbIM B naparpade 3.3 (Hanpumep, ownership-voucher.cms nnu

ownership-voucher.vcj).
dopmaT hannoBor CMCTEMbI CbEMHOIO HOCUTENS U MMEHOBaHME (halinoB BbIXOAAT 3@ paMKu 3TOro AokymeHTta. OgHako ans
yNyyleHNss COBMECTUMOCTU YCTPOMNCTBAM PeKOMEHAYeTCsl NoAAepXKNBaTb OTKPbITbIe W/UNKM CTaHO4apTU30oBaHHbIE (haninoBble
cucTeMbl. YCTPOMCTBaM Takke peKoMeHAyeTcsl npegnonaratb UMeHoBaHuWe annos, nossonsowee cos3fatb He OAuH
3K3EMMMAP AaHHbIX HavanbHOW 3arpy3ku (Hampumep, ANs pasHbiX YCTPOWCTB) Ha O4HOM CbEMHOM HocuTene. MmeHoBaTb
dainsl crnegyeT yHVKanNbHO ANsl U3roTOBUTENS, YTOObI HA OQHOM HOCWUTENE MOXHO OblNo pa3MecTUTb AaHHble HayanbHON
3arpysku Ansi yCTpoMCTB pasHbIX NPOU3BOAUTENEN.
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4.2. CepBep DNS

McTouHMKOM OaHHbIX Anst HavanbHou 3arpy3ku SZTP moxeT cnyxutb cepBep DNS. OTo MoxeT ObiTb MpuBnekaTenbHbIM
pelleHneM Ans pa3BEpTbiBaHUIN C MMetoLLencss uHdpacTpyktypoi DNS, nockonbky MoxeT obecrnedvBaTb aBTOMAaTUYECKYHO
(touchless) HavanbHyto 3arpy3ky, He Tpebysi ucnonb3oBaTh CTOPOHHMNE pecypchl Internet.

DNS saBnsieTca HeaoBepEeHHbIM NCTOYHUKOM AaHHbIX HavanbHoum 3arpy3ku. Jaxe npu ucnonssosaHun DNSSEC [RFC6698] ans
ayTeHTUdMKauun 3anucein o pecypcax DNS (Hanpumep, A, AAAA, CERT, TXT, TLSA) ycTpOINCTBO He MOXET ObITb YBEPEHHbIM,
YTO BO3BpaLLEHHbIN (Hanpumep, cepeepom DHCP) gomeH, npuHagnexuT 3akoHHOMY BnagernbLly. OTO 3Ha4uUT, YTO CBEAEHUSA U3
3anucenn DNS pgomxkHbl 6biTb nognucaHsl (B COOTBETCTBMU C 3TUM AOKymMeHToM, @ He DNSSEC) unn gomkHbl ObiTb AaHHBIMU
Ans npeggaputensHon obpaboTku (Hanpumep, HenoanucaHHbIe CBEAEHUSA O NepeHanpaBsnieHnn).

4.2.1. 3anpocbi DNS

YcTtponcTea, 3agenstowme nogaepkky DNS kak MCTOYHMKA OaHHBIX HavanbHOW 3arpy3kv, AOJDKHbI CHavana 3anpawvBaTtb
3anvcm DNS ans yctpoiictBa 1 nuwb Nocrne HeyaayHoW 3arpy3ku [OJDKHbI 3anpallvBaTth He3aBuCMble OT YCTPONCTBa 3anuncu
DNS. [ina kaxgoro 3aBMCMMOro MM HE3aBUCUMOTO OT YCTPOMCTBA 3anpoca YCTPONCTBO AOJIKHO CHavyana nepegaTb multicast-
3anpoc DNS [RFC6762], a 3aTem, ecnu He NpoOU3OLUMO YCMNELUHOW 3arpy3kv, AOJDKEeH nepefaBaTtbcs unicast-zanpoc DNS
[RFC1035] [RFC7766]. OTo npegnomnaraeT WM3BECTHOCTb ajpeca cepBepa DNS, nosaToMy MOXHO NpPUMEHATb MeToAb,
nogo6Hble onucaHHbIM B pasgene 11 [RFC6763].

[Ona un3sneveHnsa 3aBMcUMbIX OT ycTponcTBa 3anucein DNS yctponctso pomkHo 3anpawwmsaTb 3anucy TXT [RFC1035] u3
pasgena <serial-number>._sztp, roe <serial-number> - cepuiHbin HOMep YCTPOWCTBa (TO Xe 3HayeHue, KOTopoe ykasaHo B
cepTudumKate OTOXAECTBMEHNSA 3alUMLLEHHOrO yCTpouncTtea), _sztp - rmobanbHbii atpubyt DNS, 3aperncTpupoBaHHbIA 3TUM
OOKYMEHTOM (10.7. Peectp Underscored and Globally Scoped DNS Node
Names). MNpumepsbl 3anncen DNS ansa yctpovicTBa NnpMBeAeHbl HUXeE.

TXT in <serial-number>. sztp.local. (multicast)

TXT in <serial-number>._ sztp.<domain>. (unicast)
[ins n3sneyeHns He3aBMUCUMMbIX OT ycTpomncTea 3anucen DNS ycTpoiicTBo porkHo 3anpawwmsaTe 3anucn SRV [RFC2782] uns
pasgena _sztp._tcp, rae _sztp - nma cnyx6bl, 3apermctpmpoBaHHoe 3TuMm gokymeHTom (10.6. Peectp Service Name and
Transport Protocol Port Number), a _tcp - rmo6anbHbein atpubyt DNS, 3apeructpupoBaHHbii [RFC8552].

OTMEeTUM, YTO HEe3aBUCUMBIA OT YCTPOWCTBA OTKIMK MOXET COoAepXaTb NUb HenoanucaHHble OaHHble, MOCKOMbKY Anis
noanucaHHblx TpebyeTca Mcnonb3oBaHWe Bayvepa BnafeHus Ans yctponctea. [MpumeHenve 3anvcen SRV makcumanbHO
npueBa3aHo Kk umelowmmcsa ctaHgaptam DNS. Otknuk ¢ Heckonbkumuy 3anucamm SRV cpaBHUM C HEMOAMUCaHHBLIM CMUCKOM
CBEJEHN O nepeHanpaBneHnM Ha cepBepbl HavanbHOW 3arpy3ku. [Mpumepbl 3aBUCUMBIX OT ycTponcTBa 3anucerr DNS
npuBeaeHbl HUXeE.

SRV in _sztp._tcp.local. (multicast)
SRV in _sztp._tcp.<domain>. (unicast)

4.2.2. Omknuk DNS Ha 3asucumbili om ycmpolcmea 3arpoc
[ns 3aBUMCUMbIX OT YCTPOWCTBa 3anpocoB Tpu apTedakTa HavanbHOW 3arpy3ku, onpedenéHHbIX B pasgene 3, koaupylTcs B
3anucu TXT, ncnonb3yloLme napbl Kno4y-3HavyeHre, nogodHo MeToay, onvcaHHomy B naparpadpe 6.3 [RFC6763].

lMepedasaembie ceedeHus

OtoGpaxatoTtcs B 3anncbk TXT ¢ KMOYOM Ci U 3Ha4YeHMeM B BUAe ABOMYHOro apTedpakra, onncaHHoro B naparpade 3.1.
Cepmudpukam enadenbya

OTtobpaxatoTcs B 3anucb TXT € KNOYOM OC U 3HaYeHMeM B BuAe ABOMYHOro apTedpakrta, onncaHHoro B naparpade 3.2.
Bay4ep enadeHusi

OTtobpaxatoTca B 3anucb TXT € knNioYoM OV U 3HaYeHMeM B Buae ABOMYHOroO apTedpakra, onncaHHoro B naparpade 3.3.
YCTPONCTBO AOMKHO UTHOPMPOBAaTL BCE NMPOYME KIHOUN, KOTOPbIE MOTYT ObITb BO3BPALLEHbI.

OTmeTum, 4TO, HecMmoTps Ha Tun TXT, B 3anucax cneayeT (naparpad 6.5 B [RFC6763]) koaMpoBaTb ABONYHbIE AAHHbIE.

Hwxe npuBeaéH npumep oTKNMKa AJ1 KOHKPETHOIO YCTPOMCTBA C NOAMMCAHHBIMU OAHHLIMU, Kak OH MOXeT ObiTb NpeacTaBneH
nonb3oBaTeNbCKUM areHToM. B npumepe npegnonaraeTcs, YTO CEPUMHLIA HOMepP YCTpoWcTBa - 3TO <serial-number>, gomMeH
-example.com, a <binary data> - gBon4Hoe npeacTaBneHve aptedakra.

<serial-number>. sztp.example.com. 3600 IN TXT "ci=<binary data>"
<serial-number>. sztp.example.com. 3600 IN TXT "oc=<binary data>"
<serial-number>. sztp.example.com. 3600 IN TXT "ov=<binary data>"

OTmeTum, 4Yto B cnyvyae, Korga ci npegcrtaBnsieT HenoAnMCaHHbIe AaHHbIe, KINoYen OC N OV He 6yueT B OTKITMKE.

4.2.3. Omknuk DNS Ha He3asucuMbIli om ycmpolcmea 3arnpoc
[na He3aBMCUMBIX OT YCTPOWCTBA 3anpoCcoB TpU apTedakTa HayanbHoOW 3arpys3ku, onpeaenéHHblX B pasgerne 3, KoaumpyrTcs B
3anucy SRV.

lMepedasaembie ceedeHusi
OTOT apTedakT He MOAAEPKMBAETCS HanpsiMytd M BMECTO 3TOro CyTb CBEEHU O nepeHanpaBneHun otobpaxaeTtcs B
3anucu SRV B cooTtBeTcTBUM ¢ [RFC2782].
Cepmudpukam enadenbya
He noppepxwuBaetcs. He3aBuCMMblE OT YCTPOMCTBA OTKIMKM HE BKIHOYAKT MOAMUCAHHBIX AAHHbIX, MO3TOMY HE HYXEH
apTedakT cepTucpmkata Bnagenoua.
Bay4yep enadeHusi
He noppepxuBaetcsa. He3aBucMMblE OT YCTPOMCTBA OTKIIMKM HE BKITHOYAKT MOAMMCAHHBIX AAHHbIX, MOSTOMY HE HYXEH
apTedakT Bayyepa BriageHus.
Hwxe npencraBneH npyMep HE3aBMCMMOIO OT YCTPOWCTBA OTKMMWKA, coAepKallero (hakTnyecku) HenoanucaHHble CBeAEHUS O
nepeHanpaBneHnnm Ha 4 cepBepa HayanbHOW 3arpy3ku, Kak OH MOXeT OblTb MpeAcTaBneH Mnornb3oBaTenbCkuMm areHToMm. B
npuMmepe npegnonaraeTca AOMeH example.com 1 Hanuuue YeTbipéX cepBepoB HavanbHOW 3arpys3ku sztp[1-4].

_sztp._tcp.example.com. 1800 IN SRV 0 0 443 sztpl.example.com.
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_sztp._ tcp.example.com. 1800 IN SRV 1 0 443 sztp2.example.com.
_sztp._ tcp.example.com. 1800 IN SRV 2 0 443 sztp3.example.com.
_sztp._ tcp.example.com. 1800 IN SRV 2 0 443 sztp4.example.com.
OTmeTuM, 4YTo B 3TOM npumepe sztp3 u sztp4 umeloT oAMHaKOBbLIA NpUopUTET, cnegoBaTenbHO, 3MEKTUBHO NpeacTaBnsaioT
KnacTepu30oBaHHYIO Napy cepBepoB HayarbHON 3arpy3kun. XoTa y sztp1 u sztp2 nuwe no ogHon 3anucm SRV, MOXeT cryynTbes
Tak, 4YTO 3anvcm ykasbiBaloT Ha 6anaHCMpPOBLUMK, pa3MeLLEHHBIN Nepea KnacTepoM CEPBEPOB HaYarbHOWM 3arpy3ku.

XoTa B 9TOM fokymeHTe He npumeHsietcs DNS-SD [RFC6763], B cootBeTcTBUM ¢ naparpadom 12.2 atoro RFC, oTknukam
Multicast DNS (mDNS) cneayeT BkntoyaTb Takke Bce agpecHble 3anvcu (A n AAAA), ykasaHHble B SRV rdata.

4.2.4. Pa3zmep nodnucaHHbIx OaHHbIX

MoanucaHHble apTedakTbl JaHHbIX MMeloT Gonblio pasmep B DNS. B BapraHTe ¢ HAMMeEHbLUMM 06BEMOM NaMsITU KaXXabln U3
HMX 3aHMMaeT HecKomnbko kunobawmTt. OgHako BBOAHbIE CBeAeHUA MOryT umeTb Gonblumii pasmep. Bce 3anvcm o pecypcax,
Bkntoyast TXT, orpaHuyeHbl pasamepom 65535 6awiT, nockonbky none RDLENGTH wnmeet pasmep 16 6utos (naparpad 3.2.1 B
[RFC1035]). Ecnun xenaTenbHO 3akoAnpoBaTb BBOAHbIE CBEAEHUS, MPEBbILLAIOLNE 3TO OrpaHUYEHME, B BO3BpaLLaembixX
sanucsax DNS cnegyetr BMecTo 3TOro KooupoBaTb CBEAEHUS O MepeHanpaBlieHun, ykasblBalLue YCTPOWCTBY cepBep
HayanbHOW 3arpy3ku, C KOTOPOro MOXHO MOSyYUTb BBOAHbIE CBEAEHNS.

C yuéTtom oxupaemoro pasmepa 3anucert TXT HeoueBUOHO, YTO NoAnNMCcaHHble AaHHble nomecTATcs B nakeT DNS npoTokona
UDP paxe npu BKMOYEHHBIX MexaHu3max pacwmperus (Extension Mechanisms for DNS wnmn EDNS(0)) [RFC6891]. B
3aBUCUMOCTU OT COAEPXKMMOrO NoANUCcaHHbIE AaHHbIE MOTYT HE MOMECTUTLCSA U B rpynnoson (multicast) naketr DNS, koTopbin B
cooTtBeTcTBUM C pasgenom 17 B [RFC6762] moxeT gocturate 9000 Gantos. NosTomy Ans Bo3epaTa MOAMUCAHHBIX OAHHBIX
npegnonaraeTca notpebHocTb B AocTaBke naketoB DNS no npotokony TCP [RFC7766].

4.3. CepBep DHCP

CepBep DHCP mMoOXeT CrnyXuTb MCTOYHMKOM [aHHbIX HadanbHou 3arpy3ku SZTP. 370 moxeT OblTb npuBnekarenbHo Ans
pa3BEpTbiBaHWI ¢ nHpacTpykTyport DHCP, nockonbky obecneunBaeT BO3MOXHOCTb aBToMaTuyeckon (touchless) HavyanbHom
3arpy3ku 6e3 npumeHeHus pecypcoB Internet, nooaepxvnBaeMbIX CTOPOHHUMY OpraHU3aLmsIMi.

Cepeep DHCP gBnseTtcsd HegoBepeHHbIM WMCTOYHWKOM AaHHbIX HayarnbHOW 3arpysku, NO3TOMY XpaHSALMEcs Tam AaHHble
OOJMKHbI ObITb nognucaHbl UM 3TO AOKHa ObiTb MHOpPMauMs, KoTopass MoxeT ObiTb obpaboTaHa npegBapuTeEnbHO
(Hanpumep, HenoANMCaHHbIE CBEAEHUS O NepeHanpaBneHun).

OpHako, B OTnu4yMe OT ApPYrMX WCTOMHWUKOB AAHHbIX HayanbHOMW 3arpysku, OMMCaHHbIX B 3TOM AOKymeHTe, npoTtokon DHCP
(ocobeHHo DHCP ans IPv4) cunbHO orpaHMyeH no pasmepy nepegaBaemMon MHpbopMauumn U NoAnMCcaHHble AaHHble nepeaaTb
He ypacTtca. 370 03Ha4vaeT, 4to yepe3 DHCP MOXHO monyumTb nulb HenoamnvcaHHble CBeAEHUS O MNepeHanpaBneHuu.
lMockonbKy 9Tu AaHHbIE HE MOANMCaHbI, B HAX He criedyeT BKIoYaTb Heobs3aTenbHbI cepTudmkaTt NpUBS3KM JOBEPUS, TaK Kak
OH 3aHVMMaeT MecTo B coobLieHnn DHCP, a ycTpoicTBy Bce paBHO NpuaéTcs ero otbpocuTb. o aTo NnpuyvHe onpefenéxHble
B pasgene 8 onuun DHCP He no3BonsioT koanpoBaTh cepTUdUKaT NPUBSA3KN JOBEPUS.

Hwxe npvBefeHo oTobpaxeHne apTedakToB, 3aaaHHbIX B pasaene 3, Ha nonsa DHCP, ykasaHHble B pa3aene 8.

lMepedasaembie ceedeHusi
OTO0T apTedakT He nogdepXMBaeTcs HanpsiMylo U B3aMeH CyTb CBEAEHU O nepeHanpaBneHun oTobpaxaeTcsi B onumm
DHCP, onucaHHble B pasgene 8.
Cepmudpukam enadenbya
He nopaepxusaetcs, nockonbky B nakete DHCP HegocTtaTouHo mecTa ang aptedakra ceptudmkata Bnagensua.
Bay4ep enadeHusi
He nopgepxuBaetcs, nockonbky B nakete DHCP HepgocTtaTouHo MecTa ans aptedhakta Bayvyepa BnageHus.

4.4. CepBep Ha4anbLHOM 3arpy3Ku
CepBep HavanbHOW 3arpy3kM MOXET CIY>XUTb WUCTOYHUMKOM AaHHbIX AN HadanbHon 3arpyskun SZTP. CepBep HavanbHOM
3arpy3sku onpegenéH kak cepsep RESTCONF [RFC8040], peanuaytowuin mogynb YANG u3 pasgena 7.

lMpumMeHeHne cepBepa HayanbHOM 3arpyskM B KavyecTBE MCTOYHWMKA [AaHHbIX ANS HavanbHOW 3arpysku npuBrnekatenbHo,
MOCKOJIbKY OH MOXeT MCMOoSb30BaTh 3aLUWUTy TPaHCMOPTHOrO YPOBHS, UCKIOYas HEOOXOAUMOCTb NOANUCHIBATE AaHHbIE, YTO B
HEKOTOPbIX CIyYasx MOXeT ObITb NpoLle B pa3BEpPTbIBAHUN.

B oTnnumne oT gpyrMx UCTOYHUKOB AaHHbIX HA4YalnbHOWM 3arpy3ku, ONMCaHHbIX B 3TOM JOKYMEHTE, CepBep HadanbHOW 3arpys3ku
ABNSETCA HE TOJNIbKO MCTOYHMKOM LaHHbIX, HO U MOXET noslydaTtb AaHHble OT YCTPOWCTB, ucnonb3ys Bbi3oB YANG RPC report-
progress n3 mopynst YANG, onpegenénHoro B naparpade 7.3. RPC report-progress obecneunBaeT BMAMMOCTb MpoLecca
3arpy3ku (Hanpumep, nNpeaynpexaeHus u owmnbkn) u npenocTtaBnseT MOTEHUManbHO MONe3Hble CBEAEHWS MO 3aBEpLUEHUU
(Hanpumep knoum SSH ans xocta n/vnu ceptudmkaTel NpuBA3ok gosepus TLS).

CepBep HavanbHOW 3arpy3kym MOXeT OblTb [OBEPEHHbIM WM HEOOBEPEHHbIM WCTOYHWKOM [aHHbIX B 3aBWCMMOCTU OT
nornyyYeHusi yCTpOMCTBOM MNPUBSI3KM LOBEpUs AN cepBepa M3 OOBEPEHHOro UCTOYHWMKA. Ecny cepBep HauvamnbHOW 3arpysku
SIBNSIETCS1 [OBEPEHHbIM, MEpefaBaemMble UM CBeAEHUst MOFyT ObiTb nmognucaHbl. [pu HegoBepeHHOM cepBepe HauvarbHoW
3arpy3kM nepefaBaeMble CBEAEHWs AOMKHbI ObiTb MOAMMCaHbl UMM BAOMKHbI ObiTb WHGOPMauUMER, KoTopasi MOXET
npeasapuTensHo obpabaTtbiBaTbCs (HanpuMmep, HENOANUCAaHHbIE CBEAEHUSA O NepeHanpaBneHnm).

Mockonbky cepBep HavanbHOW 3arpy3ky NpeaocTaBnAeT AaHHble, cooTBeTcTByowme mogenu YANG, apTtedakTbl AOMKHbI
conoctaBnaTtecst ¢ yanamm YANG. Tpu aptedpbakta, 3agaHHble B pasgene 3, otobpaxarwTtcs Ha yanel output B RPC get-
bootstrapping-data n3 mogyns, onpegenéxnHoro B naparpace 7.3.

lMepedasaembie ceedeHus

ConoctaensieTcsa ¢ nuctom conveyed-information B BeiBoge RPC get-bootstrapping-data.
Cepmudbukam enadenbya

ConocrtaBnsietcs ¢ nuctom owner-certificate B BbiBoge RPC get-bootstrapping-data.
Bayyep enadeHusi

Conocraensietcs ¢ nuctom ownership-voucher B Beisoge RPC get-bootstrapping-data.
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Cepsepbl SZTP umeloT nuib ABe KOHeYHbIX Todku - RPC get-bootstrapping-data n ogunH us Beisosos RPC report-progress. 91u
RPC wncnonb3ytoT ayTeHTudmumpoBaHHoe ums none3oBatend RESTCONF pna wmsonaumm BeinonHeHna RPC ot gpyrmx
YCTPOWCTB.

5. [lemanu ycmpoucmea

MNopnepxmBatomne OMNCaHHYKO B 3TOM OOKYMEHTEe Ha4dallbHyl 3arpysky yCTpOIZCTBa AOJMXKHbl MMETb HACTpOEeHHOEe 3apaHee
COCTOAHME U NOTUKY 3arpys3ku, onncaHHble B nocnenyrumx rlaparpa(bax.

5.1. UcxopgHoe cocTosiHUe

| <XpaHmnmue C UTEHMEM M Banmucbi> |

| 1. BrkindYeHMe HadvaJBLHOM Barpyskmum SZTP (true) |

<XpaHUIMIE JNUE OIS YTeHUs> |

2. KnueHTckuit cepTubémxarT TLS M mpoMexyTOuUHbe cepTudmraTs|
3. CnMcox ROBEPEeHHHX OOWEeMBBECTHHX CEePBEPOB Barpy3Ku |
4. ComMcok cepTMOMKATOB NPUBSIBOK AOBEpPHUS OJISI CEPBEPOB |
5. Cnucok cepTudMKaATOB MNPUBSISOK NOBEPUSI LJIsI BaydepoB |

<sampuéHHOE XpaHMIMIe>

6. CeKpeTHHN KJIKNY IJIsT KJIMEHTCKoro ceprmbémxara TLS
7. CexpeTHmNf Kiod Ansi pacumppoBkm apredbaxkroB SZTP

Hymepaums B npuBe4EHHOM HUXE CNCKE COOTBETCTBYET HyMepaLMn Ha PUCYHKE.

1.

YcTponcTBa AOMKHbI MMETb HacTpauBaeMyk NEPEMEHHYH ANS BKIYEHUS U OTKIIOYEHWUs] HavamnbHOW 3arpys3ku
SZTP. 3Tta nepeMeHHasi N0 yMONMYaHUIO [OJDKHA paspellatb HavarnbHy 3arpy3ky SZTP npu nepBom BKIIHOYEHUU
nuTaHusa ycTtpolctBa. [lockonbKy KOHdurypauusi, 3agaBaemas MPOLIECCOM HayanbHOW  3arpysku, OTKIYaeT
HayanbHylo 3arpy3ky SZTP u aTa KoHdurypauusi MoxeT ObiTb 0ObeanHeHa C MMelLLeicsl, He peKoMeHAyeTcs
MCMNonb30BaTh y3€ern KOHUrypauum, 3aBucsiLLniA OT NPUCYTCTBUS, MOCKOSBKY €ro Hemb3st yaanuTb Npy CIIUSHUN.

YcTpoicTBam, MoaAepXUBalOLWMM 3arpy3ky [AaHHbIX HadanbHOW 3arpy3ku c bootstrap-cepsepoB (4.4. Cepsep
HayanbHOW 3arpyskn), crneayeT NMeTb KIMEeHTCKMIN cepTudukat TLS 1 Bce npomexyTouHble cepTudmkaTsl, BegyLiue K
o6Len3BecTHOM NpuBs3ke AoBepust Ans ceptudukaToB. CepTudmkaTtom oOLLEN3BECTHON NPUBA3KU OOBEPUS MOXET
ObITb MPOMEXYTOYHBIN CepTUMKaT MNn camonoanucaHHbIn KopHeBoW cepTudmkat. [nsa noaaepxkn yctporcts 6e3
KMWEHTCKOro ceptudukata ycTpomctsa MoryT naeHtTudmuymposaTe 1 ayteHTuduumposatb cebs cepeepy HayanbHON
3arpysku C NoMmoLLbio cxembl ayTeHTudukaumm HTTP B cooTBeTcTBUM ¢ naparpadom 2.5 B [RFC8040], ogHako aToT
OOKYMEHT He 3a4aéT MexaHv3ma BBOAa AaHHbIX ornepaTopoMm (Hanpumep, napons).

YcTpoiicTBa, noaaepXkunBatoLmne 3arpy3ky HadanbHbIX JaHHbIX C 06LLEN3BECTHbIX bootstrap-cepeepoB, AOMKHBLI UMETb
CMMCOK TaKUX CepBepoB. B COOTBETCTBMM CO CBedeHVMsSIMU O nepeHanpaeneHun (naparpad 2.1) kaxabli cepBep
HayanbHOW 3arpy3ku MOXeT GbITb YkasaH nMeHeM unu IP-aapecom xocTa, a Takke HeoGsizaTeslbHbIM HOMEPOM fopTa.

YcTpoiicTBa, NoaaepXuBaroLLme 3arpysky HadanbHbIX AaHHbIX ¢ 06LLen3BecTHbIX bootstrap-cepBepoB, AOMKHbI UMETH
CMUCOK CepTUMKATOB MPMBSA30K OOBEPUS, KOTOPble MOMYT CINYXWUTb ANl NMPOBEPKM MOANMHHOCTU OBLLEN3BECTHbIX
CepBepoB HavanbHoW 3arpysku. [ns kaxgoro ceptudmkaTa NpuBA3KM OOBEPUsi, He SBMSIOLWErocs camonoanucaHHbIM
KOpHeBbIM cepTUdmKaToM, YCTPOWUCTBY crieflyeT MMeTb Takke Lienoyky NpoMeXyTOUHbIX CepTUUKaToB, BedyLumX K
CaMOMoANMCaHHOMY KOPHEBOMY cepTudmMKaTy, BKIoYvas ero.

YcTponcTea, NoAAepKMBatoLLme 3arpy3ky noanmcaHHbIX AaHHbiX (1.2. TepMuHONorns), AOMKHbI METb cepTudukaTsl
NpMBA30K OOBEpUs Ans MpOBEpkn BayyvyepoB BnageHuns. [ng kaxgoro ceptudukata MpuBA3KM OOBEPUs, He
SABMSAIOWErocs CamomnoAnuMcaHHbIM  KOPHEBbLIM  CepTudnKaToM, YCTPOMCTBY crepyeT WMETb Takke Lenouyky
NPOMEXYTOYHbIX CEepTUMKATOB, BEOYLLUMX K CAMOMNOANNCaHHOMY KOPHEBOMY CepTudmKaTy, BKIoYas ero.

YcTponcTBa, NoaaepXvBatoLLme KIMEHTCKUI cepTudmkaT ypoBHa TLS ans naeHtTudmkauum n ayteHTndukaumm cebs
Ha cepBepe HauvanbHOW 3arpy3ku, AOSMKHbl WMETb CEKPETHbIA KoY, COOTBETCTBYIOLMIN OTKPLITOMY KNOYvy B
ceptudmkate TLS. DToT knoy cnepyeT AepxaTb B 3aLUMLLEHHOM XpaHuUnve, B uaearne Ha kpuntorpaduyeckom
YCTPOWCTBE, TAKOM Kak MUKpOCXeMa Moayns oBepeHHorn nnaTdopmel (trusted platform module unu TPM).

YcTponcTBa, nopaepxkuBawolime pacwumndpoBky aptedaktoB SZTP, [OMKHbI WMMETb  CEKPETHBIN Ko,
COOTBETCTBYIOLLUIA OTKPBLITOMY KoYy Ans WwmdpoBaHna aptedakToB. JTOT KNy criegyeT AepXaTb B 3aLLMLLEHHOM
XpaHunuiie, B ngeane Ha kpuntorpadmnyeckom yCTpOMNCTBE, TaKOM Kak MUKpoCcxema Moayns AoBepPeHHoW nnaTdopmel
(TPM). 310 MoOXeT OblTb CEKpeTHbIA KoY, CBSI3aHHbIA C KIMEHTCKMM cepTudukatom TLS, ucnonb3yembim Ans
coeVHEeHWs C cepBepamMu HayanbHOW 3arpysku.

Mogynb YANG, npeactaBnsiioLnii 3TM AaHHble, npuBeaéH B MNpunoxeHun A.
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5.2. NocnepoBaTenbHOCTb 3arpy3Ku
YCTpOVICTBO, 3adasndowliee noanepxky onncaHHom B OOKYMEeHTe CcTpaTterun, AOIXHO obecneumBaTtb YKa3aHHyl0 HWxe
nocnenoBaTesibHOCTb 3arpy3ku.

BkJoweHMe NMUTaHUS

|
v Her
1. HawanebHass Barpyska SZTP BKJIKo4YeHa —------ > O6mYHast Barpyska
|
| ha
v
2. nnz Ka¥xgoro nogiepXmMeBaeMoro MCTOYHMKA HOAHHBIX HavaJbHOM Barpyskm
NpennpMHyYMaeTCs: INONBTKA Barpys3mUMTh M3 HEeIr'O HOaHHEe
|
|
v Ia
3. Ymamoce 3BarpysuMTbBCsT ——---— > PaBoTa c HOBOM KOHbMIypaumesn
|
| Hewr
v
4. BosBpar k m. 1
[Mpumeyanue. B noboi MOMEHT YCTPONCTBO MOXHO HacTpPOUTb C MOMOLLbIO MHOTO MEeXaHu3ma, Hanpvmep Yepes KOMaHAHbIN
nHTepderic (command-line interface nnu CLI).

Hymepaumsa B npuBegEHHOM HIMXKE CUCKe COOTBETCTBYET HyMepauun Ha gunarpamMmme npouecca.

1. Tpw BKMHOYEHMM YCTPOWCTBA OHO CHa4vana nNpoBepPSET, BKIHOYEHa N HavanbHasa 3arpyska SZTP, kak oxvupgaeTtca ans
3aJaHHOr0 WCXOAHOro coctosiHuA. [Mpu OTKMYEHHOW HadvanbHow 3arpy3ke SZTP ycTpoicTBO 3arnyckaeTcsl Kak
00bIYHO.

2. YCTpOWCTBO BbINOMHSAET UTEPALMIO NO CMUCKY UCTOYHUKOB AaHHbIX NS HavyanbHOW 3arpy3ku (pasgen 4), kak onncaHo
B naparpade 5.3.

3. Ecnn ycTpoMCTBO CMOrMO 3arpy3vTbCs U3 WUCTOYHMKA [AaHHbIX HayanbHOW 3arpy3ku, OHO paboTaeT ¢ HOBOW
3arpy>XeHHOW KoHdmrypaumen.

4. B NpoTUBHOM Cry4ae yCTPOMUCTBO AOJMKHO BEPHYTLCS K CreAyoWEeMyY SMEMEHTY CNMCcKa MCTOYHUKOB 3arpy3kul.

OTOT AOKYMEHT He 3anpeliaeT OAHOBPEMEHHOE MCMONb30BaHNE anbTepHATMBHBIX MEXaHW3MOB OobecrnedeHns, KoTopble MOryT
Bkntoyatb, Hanpumep, CLI wnu web-uHTepdenc gna nonb3oBatend u Aaxe APYrod MNPOTOKOMN HayanbHOW 3arpysku.
HesaBncrMmo oT cnocoba HacTporKku B KOHUrypauumn cnepyeT cOpocutb chnar HavanbHol 3arpy3km SZTP, kak ykasaHo B
naparpace 5.1.

5.3. PaGoTa ¢ MICTOYHMKaMM AaHHbIX ANS Ha4YanbHOMW 3arpy3Ku

B aTtom naparpace paccmaTpvBaeTCsi pPeKypCUBHbIN anropuTM, KOTOPbIA YCTPOWCTBA MOMyT UCMOMb30BaTb ANSA MOMyyYeHus
BBOAHbIX CBeAEHWUA. ANropuTtM SIBMSIETCS  PEKYPCUBHBLIM, MOCKONbKY WCTOYMHMKM MOFYT BO3BpallaTb CBEAEHUS O
nepeHanpasneHumn, KoTopble BeAyT K 3amnycky anroputma AN OpYyroro UCTOYHMKA OaHHbIX HayanbHow 3arpysku. Beibop
WUCTOYHUKA CYMTAETCHA YCMEelHbIM, KOrda Mofy4YyeHbl BBOAHbIE CBELEHWUSl, KOTOPbIM MOXET npeawecTBOBaTb OOHO WU
HECKOIbKO nepeHanpasneHui.

BaxxHbIM acnekTom anroputMma siBfsieTcs NoHMMaHue, Koraa AaHHble SOMKHbI ObITb MOAMUCAHBI.

Tun 0aHHbIX Ha4YanbHOU 3a2py3Ku Om HedoeepeHHO20 ucmoyYyHuka  Om AoeepeHHO20 UCMOYHUKa
HenoanvcaHHble cBeAeHMs O NepeHanpaBieHnn ha’ Oa
[NognucaHHble cBeAeHNs O nepeHanpasrieHnm Oa [Ja?
HenognucaHHble BBOAHbIE CBEAEHUSA Het Oa
MNognucaHHble BBOAHbIE CBEAEHUS Oa [a?

B pekypcvBHOM anroputme npumeHsieTcs rnobanbHas nepemeHHas trust-state ¢ ucxogHbiM 3HadyeHvem FALSE. KoHeuwon
Lenbio anroputma AenseTca o6paboTka BBOAHbLIX CBeAeHWI (naparpad 2.2) noka He 6yaeTt gocTurHyTo trust-state = TRUE.

Ecnu ucTtouyHuKOM AaHHbIX AN HavanbHOW 3arpys3ku (pasgen 4) aensetca bootstrap-cepsep (naparpad 4.4) u ycTpowmcTBO
cnocobHo ayTteHTuduuMpoBaTb cebs Ha cepBepe C UCMONb3oBaHWEM MpoBepku nyTu ceptudpmkauum X.509 (pasgen 6 B
[RFC6125]) k ogHOM M3 3afaHHbIX Ha YCTPOMCTBE UMW y3HAHHbIX Ha MpegplayllieM aTane npYBSA30K AOBEpUs, YCTPOMCTBO
AOJMKHO ycTaHoBUTb trust-state = TRUE.

Mpu opraHusaunym coeavHeHUs C OOBEPEHHbIM WM HeOOBEpPEHHbIM CEPBEPOM HayarbHOW 3arpy3ku YCTPOWCTBO AOJIKHO
naeHTnUUMpoBaTb U ayTeHTuduUMpoBaTb cebst Ha cepBepe C UCMNONb30BaHWEM cepTudmkata knueHTa ypoBHs TLS w/wnn
cxeMbl ayTeHTudukauum HTTP (naparpad 2.5 B [RFC8040]). MNpwn umcnonb3oBaHun 0BOMX MEXaHW3MOB OHW [OJDKHbI
yKkasblBaTb OOWH CepuiHbIi Homep. [lpy oTnpaBke cepTudukaTa KNMeHTa YCTPOMCTBO M[OFMKHO Takke nepenatb Bce
NpPOMEXYTOYHbIE cepTudmKaThl, Bedylime K cepTudukaTy obLien3BecTHOW MPUBSA3KM OOBepus Ans cepTudukata KIneHTa,
BO3MOXXHO BKIO4Yas 1 eé.

Ona nioboro MUCTOYHMKA AaHHbIX HavanbHoOW 3arpy3ku (4. VICTOMHMKM OaHHbIX ONsS HavanbHOW 3arpysku) npuv nonyyYeHun
3awmndpoBaHHOro aptedakta yCTPOMCTBO AOSMKHO CHayana paclmdgpoBaTb €ro, UCMomnb3ys CEKPETHbIN KIoY, CBA3aHHbIN C
cepTMdurKaToM yCTPONCTBA, NPUMEHseMbIM ANS WudpoBaHna apTedakTa.

Ecnu apTedakT nepegaBaembix cBe4EHUI NOAMNMCaH U YCTPONCTBO CNOCOBHO NPOBEPUTL NOAMNMUCaHHbIE AaHHbIE MO anropuTMy
n3 naparpacga 5.4, oHO BOMMKHO ycTaHoBuThb trust-state = TRUE, npu HecnocoGHOCTM npoBepuTb MognucaHHble LaHHble
YCTPOWCTBO AOJMKHO YCTaHOBUTB trust-state = FALSE. OTMeTnM, 4TO 3TO OTHOCMTCSA K 0CODOMY Criyyaro, KOoraa noanvcaHHble
AaHHble BO3BpaLLAOTCS AaXe U3 JOBEPEHHOIO MCTOYHMKA AaHHbIX HavyanbHOW 3arpy3ku.

"McTOYHWK, Ha KOTOpLI yKa3blBaeT NepeHanpasreHne, AOMMKEH BEPHYTb NOANUCAHHbIE AaHHbIe UMK ApYyroe nepeHanpasreHve 6e3 nognucy.
2Mpu 06paboTke 06bIYHO He TpebyeTcs, YTOOb! JOBEPEHHbIN MCTOYHUK BO3BpaLLan NognMcaHHble AaHHble.
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Ecnu apTtedakT nepegaBaembix CBEAEHUI COOEPXKMT [AaHHble O MNepeHanpaBfieHuMu, YCTPOWCTBO M[OJKHO obOpaboTtaTb
CBeJeHNsi O nepeHanpaBrieHMn B COOTBETCTBUM C naparpadom 5.5, yunteiBas paspeluéHHyto rmybuHy pekypcun. Peanusauum
[OIMKHbI OrpaHnumMBaTth rnybuHy pekypcum n cnepyet paspewatb He 6onee 10 pekypcuBHbBIX nepeHanpaeneHuni. Pekypcus
Be,D,éT K NMOBTOPEHUK anropnutMa, HO Ha 3TOT pa3d3 UCTOYHMKOM AdaHHbIX onpe,qenéHHo 6y}.'l,eT cepBep HavyanbHOM 3arpysku,
NOCKOJIbKY CBeleHNA O nepeHanpaBneHnmn MoryT oTnpaBnAaTb yCTpOVICTBO nnulb Ha bootstrap-cepBepbl.

Ecnu aptedakt nepefaBaembix CBeAEHUN COOEPXKUT BBOAHbIE AaHHble 1 trust-state = FALSE, ycTpoicTBO [OMKHO BbINTK U3
pekypcuu (CM. guarpammy npouecca Bbille), BEPHYBLUUCH K NMOCNefoBaTENbHOCTW, Kak onvcaHo B naparpade 5.2. B uHbIX
cnyyasix YCTPOWCTBO AOSMKHO nonbiTaTbcs obpaboTaTtb BBOAHbIE CBEAEHWs, Kak onucaHo B naparpade 5.6. HesaBucumo ot
pesynbTata 06paboTkn BBOAHbIX CBEAEHWUIA, YCTPOMCTBO AOMMKHO BbINTU M3 pPEKypCUM, BO3BpALLAsiCb K NocrnenoBaTenbHOCTH
HayanbHOWM 3arpys3ku, kak onucaHo B naparpade 5.2. EQVMHCTBEHHbIM OTNMYMEM SIBNSIETCA OTBET HAa BOMPOC O BO3MOXHOCTMU
HayanbHOM 3arpy3kn U3 Kakoro-nnmbo MCTOYHMKA, NOKa3aHHbIN Ha AMarpaMmve BblLle.

5.4. NMpoBepkKa noAnNUCaHHbIX JaHHbIX

|_|pl/l nony4vyeHunn yCTpOVICTBOM noANMCaHHbIX AaHHbIX OHO AOOJIKHO NPOBEpPUTb UX, KakK ONUCaHO 34eCb, BKIKO4Yad criydaun
npenocTtaBneHna nognnucaHHbIX AaHHbIX AOBEPEeHHbIM MCTOYHUKOM. YCTDOVICTBy BMecCTe C noanncaHHbIMW OaHHbIMU OOJTKEH
npenocTaBnATbLCA Baydep BliageHuAa u cemechKaT Brnagenbua, Kak onncaHo And pa3HblIX UCTOYHMKOB OaHHbIX HavanbHOM
3arpy3ku B pasgene 4. ICTOYHMKIN AaHHbIX Ana HavyanbHOM 3arpysku.

[ns npoBepkM NMOANMCAHHBIX OAHHbIX YCTPOWCTBO CHadana AOSMKHO ybeauTbecs B MOAMWHHOCTM Bayyepa BrnageHusi MyTém
NpoBEPKN ero MOoANUCU Yepe3 OAHY U3 HaCTpPOeHHbIX 3apaHee NpuBA3oK goBepus (5.1. MicxogHoe COCTOsIHME), YTO MOXeT
noBreyb MCMonb30BaHNE NPOMEXYTOYHbIX CepTUAMKATOB, NMPUCOEANHEHHBIX K Baydepy BnageHus. Ecnu yctponctso nmeet
TOYHbIE Yacbl, OHO AOMMKHO y6eanTbCH, YTO Bay4ep BNafeHusa cos3aaH B NpoLunom (created-on paHblue TEKyLLero BpemeHn), a
Npu HanmM4uu nncTa expires-on YCTPOMCTBO OOMMKHO MPOBEPUTb, YTO CPOK OEWCTBMA Baydepa He UCTEK (expires-on nocne
TEeKyLlero BpeMeHM). YCTPOWCTBO AOJMKHO YOeauTbCs B NPUEMIIEMOCTM 3Ha4veHust assertion (HEeKoTopble YCTpOMCTBaA
BOCMPVHUMAIOT NuLb 3HayYeHue verified). YCTPONCTBO AOMKHO NMPOBEPUTL CBOW CEpUiiHbIA HOMep B nucTe serial-number. MNpu
Hanuunn nucta idevid-issuer yCTPOMCTBO AOIMKHO NPOBEPUTL KOPPEKTHOCTb €ro 3HaveHus. [pu ycnewHon ayTeHTudmkaumm
Bayyepa BMafeHusi YCTPOWCTBO u3BrekaeT y3en pinned-domain-cert - ceptudpmkar X.509, Tpebyembii Onsi npoBepku
cepTudpmkata Bnagenbla Ha cnegytoLleM atane.

3aTeM yCTPOMCTBO AOMKHO NPOBEPUTbL MOAJIMHHOCTL cepTudmkaTa BnagensLa nyTéM npoBepkn nytn ceptudmkauum X.509 k
[OBepeHHOMY cepTudmkaTy, n3BrneyéHHomy u3 ysna pinned-domain-cert B Baydepe BnageHusi. Ota npoBepka MOXeT MoBrieyb
MCMonb3oBaHWe AOMNOMHUTENbHBIX NMPOMEXYTOYHbBIX CEPTU(MKATOB, NPUCOEAMHEHHbIX K apTedakTy cepTudmkata Bnagensua.
Ecnu y3en domain-cert-revocation-checks B Bayuyepe BnageHus nMmeeT 3HauveHue true, yCTPOMCTBO AOMKHO NPOBEpUTb CTaTyC
OT3blBa LEMNOYKN CepTudrKaToB, MCMONbL3OBAHHOW AN NOANUCKM cepTudukaTa Brnagenbua - npu HeJoCTYNHOCTU CBEXEero
cTaTyca OT3biBa UM OBHapyXeHWM OT3biBa YCTPOMUCTBY HEAONYCTUMO cunTaTb cepTudukaT Bnagensua eVCTBUTENBHBbIM.

B 3akntouyeHne yCTPOMCTBO AOMKHO YyOeauTbCsl, UTO apTedakT nepefaBaeMblX CBEAEHUW MNoanvMcaH C NPOBEPEHHbIM
ceptucmkaTom BnagenbLa.

npl/l oTKase Ha nbom n3 YKa3aHHbIX Bbille Laros yCTpOI7ICTBO AOJMKHO CYECTb NOAMNUCaHHbIE JaHHble He4EeNCTBUTENbHBIMN U
OTKa3aTbCA OT nocrneayrLinx waros.

5.5. ObpaboTka cBegeHUN O NnepeHanpaBrieHnn

[Ona obpaboTkn cBegeHuii o nepeHanpasneHun (naparpad 2.1) yCTPOMCTBO AOIMKHO BbINOMHATE MPEeACTaBMNeHHble B 3TOM
naparpade gericteua. ObpaboTka npocta - yCTPOMCTBO MOCrefoBaTENbHO BbIMNOMHAET OENCTBUSA NO CMNUCKY MpeanoXeHHbIX
bootstrap-cepBepoB, noka He HaWAET TOT, C KOTOPOro CMOXET 3arpy3uTbCs.

Ecnu cepsep npeactasneH nmeHem xocta u pacrno3HaBaHue DNS gaét He oauH agpec IP, ycTpONCTBO AOMKHO NpeanpuHaTb
X0Ts1 Obl OAHY MOMNbITKY COEQUHEHMS C KaXXablM agpecoM, Npexae Yem nepentu k cnegyowemy. Ecnv ycTponcTtBo cnocobHo
nonyyvTb AaHHblEe HayanbHOM 3arpysku ¢ nboro n3 nony4veHHbIix oT DNS agpecos, oHO pormkHO cpasy e o6paboTaTtb aTu
AaHHble 6e3 NonbITKN CoOeAnHeHNs ¢ ApyrMMn agpecamu, nonyyeHHbiMm ot DNS.

Ecnu cBepeHns o nepeHanpaBneHun SBMAOTCA AOBepeHHbiMU (Hanpumep, trust-state = TRUE) u 3anuck gnsa bootstrap-
cepBepa COAEepXUT cepTudmrkaT NpuBA3KU JOBEPUS, YCTPOWCTBO AONMKHO ayTeHTudmumnpoBaTe ceptudmkart TLS y cepsepa,
ucnonb3ys npoBepky nyTu ceptudmkaumm X.509 (pasgen 6 B [RFC6125]) k 3agaHHOn npuBsaske gosepus. Ecnv 3anuck ans
bootstrap-cepsepa He BknovaeT cepTndukat NpUBSA3KN AOBEPUS, YCTPOWCTBO AOSMKHO OpraHM3oBaTb YCroBHoe (provisional)
coefiMHeHVe C cepBepoM HaydarnbHOM 3arpy3ku (Bcnenyo NpuHaTb cepTudpmkat cepeepa) n ycraHoBuTb trust-state = FALSE.

Ecnun cBegeHnss o nepeHanpaBneHnu SBNATCA HedoBepeHHbIMU (Hanpumep, trust-state = FALSE), ycTtpoicTtso momkHo
oTbpocuTb BCe NPUBA3KM [O0Bepusi, MNpeacTaBfeHHble B CBEAEHWSX O MepeHanpasneHun, U opraHvM3oBaTb YCNOBHOE
(provisional) coeguHeHve ¢ cepBepoM HavanbHOW 3arpy3ku (BCnenyto NpuHATL CepBepHbIN cepTudmkat TLS).

5.6. ObpaboTka BBOAHbLIX CBeAEeHUN

[ns obpaboTkn BBOAHLIX CBeAeHWl (naparpad 2.2) yCTpoWCTBO AOJIKHO BbIMOMHWUTL MpeAcTaBfeHHble B 3TOM naparpade
nevicteus. CHayana ycTporcTBO AOMMKHO 06paboTaTh 3arpy304HbIi 06pas (Mpu Hanuuun), 3aTem cueHapuin NnpegBapuTenbHoON
HacTpoWku (npu Hanuyuwn). Mocne 3Toro 3agaéTtca ucxoaHas KoHUrypauus (Npy Hanuyuum) 1 BbIMOMHAKTCA CLeHapun nocne
YCTaHOBKM KOHGUrypaumm (npu Hanuumm).

Mpy nonyyeHun BBOAHLIX OAHHbLIX OT JOBEPEHHOrO CepBepa HayanbHOW 3arpy3kuM YCTPOWUCTBO AOFKHO nepedaTb OTYET 06
ucnonHeHun bootstrap-initiated n 3aBepwatowmun oT4ET boot-image-installed-rebooting, bootstrap-complete unu otyétr o6
owwubke. Ecnn ysen reporting-level B RPC-oTknuke get-bootstrapping-data ot cepsepa HayanbHOWM 3arpysku UMeeT 3HayYeHue
verbose, YCTPOWCTBO [AOMOMHWUTENBHO [AOFMKHO repedaTb Bce MNPOMEXyTOovHble (non-terminating) oT4éTbl (Hampumep,
WHULUMMPOBaHUE, NpeaynpexnaeHus, 3aBeplueHne u np.). HesaBMCMMO OT YpOBHS OTYETHOCTW, 3AMPOLUEHHOTO CEPBEPOM
HayanbHOW 3arpy3ku, yCTPOMNCTBO MOXeT nepeaaBaTth A0NOMHUTENbHbIE OTYETHI O XOAE BbIMONTHEHUS.

[pn nonyyeHnn BBOAHBLIX AAHHbLIX OT HEAOBEPEHHOIO CepBepa HayarbHOW 3arpysku YyCTPOWCTBY HeAONYCTMMO MepedaBaTb
cepeepy Kakne-nmbo OTYETLI O Xoae pa60T, Aaxke Korga BBOAHble CBedeHuna noanncaHbl U ayTeHTVICbVILI,VIpOBaHbI. Cne/:lyeT
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NOMHUTb, 4YTO CcepBepam Ha4yarnbHom 3arpyskn pekomMeHOyeTcda nepeBoauTb HeOoBepeHHble CcoeAUHEHUA B AdOBepeHHble
(mocnepHun ab3ay naparpada 9.6), 4Tobbl UMETb BO3MOXHOCTb COOMpaTh OTYETHI OT YCTPOWCTB.

Mpy BO3HMKHOBEHMM OWINOKM Ha NMOOOM 3Tane YCTPOMCTBO AOJNKHO OCTAHOBWUTL MOCIEA0BaTENbHOCTb HayarlbHOW 3arpysku,
onucaHHyl B naparpade 5.2. B KOHTEKCTE PEeKypCMBHOrO anroputMa YCTPOWCTBO MAOJDKHO BEPHYTbCH Ha npeablayLimi
YPOBEHb, @ HE B camOe Hayano. B npouecc HayanbHOW 3arpy3ku MOXeT COXPaHWTbCS TO UMW MHOE COCTOsiHME (Hampumep,
OGHOBIEHHBIN 3arpy304HbIn 06pas, log-cavinel, octaTkv cueHapues 1 T. n.). OgHAKO COXpaHEHHOE COCTOSIHME HeJoMnyCTUMO
aKTMBMpOBaTb Kakum-nmbo crnocobom (Hampumep, HoBasi KOHUrypauusi unu 3anyck nporpaMmmbl) U HegonycTUMO
npensTCTBOBaTb NPOLOIHKEHNIO YCTPONCTBOM MOCNe0BaTENbHOCTY HavarnbHOW 3arpy3ku (T. €. 06paboTku BBOOHbLIX CBEAEHUI
oT gpyroro bootstrap-cepsepa).

[anee onucoiBaeTca ynopagodeHHada nocnenoBaTeslbHOCTb aencreun, KOTOpble yCTpOIZCTBO AOJIXKHO BbIMOJIHUTb.

Ecnun BBOAHbIE CcBEAeHUs nonyyeHbl OT AOBEPEHHOrO cepBepa HayanbHOW 3arpysku, YCTPOMCTBO AOSMKHO nepefaTb oTyeT
bootstrap-initiated. OTcytcTBne Bo3BpaTta cTpokn coctosHus HTTP "204 No Content" saBnsetca owwubkon n npu eé
BO3HVMKHOBEHWNM YCTPOWCTBO AONMKHO MOMbITaTbCA OTNPaBuUTbL OTYET bootstrap-error nepean BbIXOAOM. YCTPOWCTBO AOMKHO
npoaHanu3nMpoBaTb NPeAOoCTaBMNEHHbI AOKYMEHT C BBOAHBbIMW CBEAEHUSMU ANA U3BMNEYEHUS 3HAYeHWN, NPUMEHSIEMbIX Ha
cnepyrolmx atanax. HesaBncMMo OT MCNOMb30BaHWS MOTOKOBOIO CMHTaKCUYECKOro aHanmsaTtopa npu BO3HUKHOBEHUW OLLNOKK
B MpoLecce aHanusa B criyyae NoAkroveHnst K JOBEPEHHOMY CepBepy HayvanbHOW 3arpy3ku YCTPOWCTBO AOJIKHO MOMbITaTbCs
nepepatb OTYET parsing-error nepes BbIXOAOM.

Ecnn 3agaHbl kpuTepun Ans 3arpysoyHoro obpasa, YCTPOMCTBO AOFKHO cHavana npoBepuTb, COOTBETCTBYET MM UM
3anyLeHHbIn 0bpa3 3arpy3ku. Ecnm Ha ycTponcTBe yxe 3anylueH ykasaHHbIN 3arpy304Hbln obpas, ocTaBLUasiCa YacTb 3TOro
aTana nponyckaetcs. Ecnu ykazaHHbIn 06pa3 eLwé He 3anyLieH, YCTPOCTBO AOJDKHO ero 3arpy3uTb, NPOBEPUTb Y YCTaHOBUTL
(B ykazaHHOM nopsiake) n nepesarpy3uTbes. py nNogknioYeHnn K OBEepeHHOMY CepBepy HayamnbHOMW 3arpy3ku yCTPOMCTBO
MOXeT MonbITaTbCA OTNpaBuUTb OTYET boot-image-mismatch. [ns 3arpysku (download) obpa3sa ycTpoCTBO AOMKHO NPUMEHNATH
nvwb URI, ykasaHHble BBOAHbIMM AaHHbIMU. [Ins npoBepku 3arpy3odHoro obpasa YCTPOWCTBO AOMKHO MCNOMb30BaTb
NpOBEPOYHbIE OTMEYaTKU, NPEACTaBNEeHHbIE BBOAHLIMY AAHHBIMU, UMW KpunTorpadmyeckyo Noanncs, BCTPOEHHYH0 B cam obpas
3arpysku, Ucnonb3ys MexaHu3m, He 3agaBaeMblii JaHHBIM OOKYMeHTOM. [lo nepesarpysku (npy NOAKMIOYEHUN K 4OBEPEHHOMY
bootstrap-cepBepy) ycTpoMCTBO AOMMKHO MOMbITaTbCA Mepedatb OTYET boot-image-installed-rebooting. Mocne nepesanycka
NpOoLEeCC HavyarnbHOW 3arpy3Kky 3amnyckaeTcs CHOBa, YTO B KOHEYHOM UTOre NMpUBEAET ONATb K 3TOMY LUary, HO 3aTeM YCTPOWCTBO
3anycTuT ykasaHHbIn obpas 3arpysku n nepenaér Kk cnepywowemy wary. Ecnv npu nogknioydeHun k gosepeHHomy bootstrap-
cepBepy MpovcxoauT owwmbka Ha nobom aTane (40 nepesarpysku), yCTPONCTBO AOSMKHO MOMbITaTbCs nepegatb OTY4ET boot-
image-error nepes BbIXO4OM.

Ecnun 3apgaH cueHapuin npeaBapuUTENbHON HACTPOMKM, yCTpOVICTBO AOJIXKHO BbINOJTHUTbL €ro, (bVIKCMpyﬂ BeCb BbIBO[, a 3aTeM
npoBepuTb Hanun4ne owmnbok u npe,qynpemeHlAl?l. Ecnn Bo3HMKaeT owwnbka npun coegnHeHnnm C OoBepeHHbIM cepBepoM
Ha4anbHoOMn 3arpysku, yCTpOIZCTBO AOJKHO MonbITaTbCs NepegaTb OTYET pre-script-error nepes BbIXO4OM.

Ecnu 3agaHa ucxogHas koHdurypaums, yCTpoMCTBO AOMKHO Hedenumo (atomically) npeactasutb €€ yCTpOMCTBY, UCMONb3ysi
noaxon, 3agaHHbii nuctom configuration-handling. Ecnn Bo3HMKaeT owmbka npu COEAUHEHUUM C OOBEPEHHBIM CEPBEPOM
HayanbHOW 3arpy3sku, yCTPOMNCTBO AOIMKHO MOMbITaTbCA Nepeaatb OTHET config-error nepen BbIXOAOM.

Ecnu 3apaH cueHapuii ANs BbINOMHEHWS NOCNe HacTPOWKWM KOHMUrypaumm, YCTPOMCTBO AOFKHO BbINOMHUTL €ro, dhmkenpys
BeCb BbIBOA, a 3aTeM MNpoBepuTb Hanmuume owunbok u npegynpexgeHnni. Ecnyu Bo3HukaeT owwubka npu coeguHeHun c
OOBEPEHHbIM CEPBEPOM HauvarbHOW 3arpysku, YCTPOWCTBO AOJMKHO MOMbITaTbCs nepedatb OTYET post-script-error nepen
BbIXOJIOM.

Ecnu BBOAHbIE faHHbIe ObiNM nonyyeHbl OT AoBepeHHoro bootstrap-cepBepa v B pesynbTaTe HavanbHOW 3arpy3ku He Obin
cbpoweH dnar HavanbHoOW 3arpy3ku SZTP, onucaHHbii B naparpade 5.1. McxogHoe cocTosiHMe, yCTpowcTBy criegyeT
nepepaTb OTYET bootstrap-warning.

Ecnu BBOAHbIE AaHHbIE ObINKW NonyyYeHbl OT AoBEpPEHHOro bootstrap-cepBepa, yCTPONCTBO AOMKHO nepefaTb OTYET bootstrap-
complete. OTcyTcTBME Bo3BpaTa cTpoku coctosiHnst HTTP "204 No Content” siBnsieTcs owmnbkon M npu €€ BO3HWUKHOBEHWM
YCTPOWMCTBO AOMKHO MOMNbITaTbCst OTNPaBUTb OTHYET bootstrap-error nepen BbIXOAOM.

Ha atom npouecc 06paboTkn AaHHbLIX HaYanbHOWM 3arpy3kn 3aBepluaeTcs. YCTPOMUCTBO paboTaeT ¢ MCXOOHON KOHUrypaLumen.
Ecnu HactpoeH 3BoHok NETCONF Call Home nnu RESTCONF Call Home [RFC8071], ycTponCTBO MbiTaeTcsi CBA3aTbCHA MO
TenedoHy C yKazaHHbIM HOMEPOM.

MpumeyaHve ana paspabotymkoB. Peanu3aumm MOryT oOTNMYaTbCsl CNocobOM MpefoTBpalleHMst  COXpaHeHUus
HeXenaTternbHbIX COCTOSHMI Npu olwmnbKax B npouecc 3arpy3ku. Ecnv peanmsauus BosepallaeTcsa (undo) kK npeabigyiemy
wary, NnpYMeHNMbl yKa3aHHblE HUXXe pekoMeHaaumm.

- [pw BO3HMKHOBEHMM owmnobKu yCTpOVICTBO MOXEeT OTKa3aTbCA OT TeKyLllero n ntobbIx npealwecTteyowmx waros.

- BonbwwmHcTBO WaroB Heaenumel, Hanpumep, obpaboTka koHdurypaumm (cm. Bbilwe), obpaboTka cueHapueB (kak
3agaHo B moayne YANG ietf-sztp-conveyed-info).

- B cnyyae owunbknM nocrne ycTaHOBKM HayarbHOW KOH(WUrypaumum YCTPOWCTBO OOSMKHO BOCCTAHOBWUTbL MPEXHIO
KOHUrypaumtio.

- B cnyyae owubku nocne ycnewwHoro BbINOMHEHWUS CUeHapus AN peanu3auuyM MoxeT OblTb MOMNe3Ho MMeTb
cueHapui, cnocobHbIi NPUHUMATL Ha BXode napaMeTp, YykasbiBawwui HeobXxoaumocTb YAanuTb CO3[aHHOe
npegbiayLLyM cLueHapuemMm COCTOsIHME.

6. Modenb OaHHbIX Onisi nepedasaemMbix ceedeHul

B atom pasgene 3agaH mogynb YANG 1.1 [RFC7950], cnyxawun ans onpefeneHns MOAEnu AaHHbIX Ans apTedakTa
nepefaBaeMblX CBeAeHU, onucaHHoro B naparpade 3.1. Mogenb ncnonb3yeTt onepatop paclmpeHus yang-data, 3agaHHbIN B
[RFC8040]. Mpumepbl, unniocTpupyoLlne Mogdenb AaHHbIX, NPeAcTaBneHsbl B naparpade 6.2.
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6.1. O630p Mmoaenun faHHbIX
Hwuxe npencrtaesneHo gepeBo, MnnicTpupyrowiee Moaesb AaHHbIX OnA apTecbaKTa nepeanaBaeMbiX CBe,CI,eHMVI.

module: ietf-sztp-conveyed-info

yang-data conveyed-information:
+-- (information-type)
+--: (redirect-information)
+-- redirect-information
+-- bootstrap-server* [address]

I

|

| +-- address inet:host

| +-- port? inet:port-number
| +-- trust-anchor? cms

+--: (onboarding-information)

+-- onboarding-information
+-- boot-image

+-- os-name? string
+-- os-version? string

+-- image-verification* [hash-algorithm]

|

|

| +-- download-uri* inet:uri

|

| +-- hash-algorithm identityref

| +-- hash-value yang:hex-string
+-- configuration-handling? enumeration
+-- pre-configuration-script? script
+-- configuration? binary
+-- post-configuration-script? script

6.2. NMpumep ncnonb3oBaHuA
MpuBeOEéHHbIN HUXE NpUMep UNMICTPUPYET KOQNPOBaHWE CBeAEeHUn O nepeHanpasneHny (naparpad 2.1) ¢ ncnonb3oBaHnem
JSON [RFC8259].

{

"ietf-sztp-conveyed-info:redirect-information" : {
"bootstrap-server" : [
{
"address" : "sztpl.example.com",
"port" : 8443,
"trust-anchor" : "base64encodedvalue=="
)l
{
"address" : "sztp2.example.com",
"port" : 8443,
"trust-anchor" : "base64encodedvalue=="
}I
{
"address" : "sztp3.example.com",
"port" : 8443,
"trust-anchor" : "base64encodedvalue=="

]
}
}
Cnegytowwmii npyMep nokasbiBaeT KOAMPOBaHWE BBOAHbLIX AaHHbIX (Naparpad 2.2) ¢ ucrnonb3osaHmem JSON [RFC8259]".

{

"ietf-sztp-conveyed-info:onboarding-information" : {
"boot-image" : {
"os-name" : "VendorOS",
"os-version" : "17.2R1.6",
"download-uri" : [ "https://example.com/path/to/image/file" ],
"image-verification" : [
{
"hash-algorithm" : "ietf-sztp-conveyed-info:sha-256",
"hash-value" : "ba:ec:cf:a5:67:82:b4:10:77:c6:67:a6:22:ab:\

7d:50:04:a7:8b:8f:0e:db:02:8b:£f4:75:55:fb:c1:13:b2:33"
}
]
}l

"configuration-handling" : "merge",
"pre-configuration-script" : "base64encodedvalue==",
"configuration" : "base64encodedvalue==",
"post-configuration-script" : "base64encodedvalue=="

}
6.3. Moaynb YANG

B atom naparpade npeacraeneH mogynb YANG gna nepefaBaemblx cBeeHWA. B 3ToM Moayne NnpuMeEHSITCA TUMbl AaHHbIX
n3 [RFC5280], [RFC5652], [RFC6234] n [RFC6991], onepatop pacwumnpeHus n3 [RFC8040] n koguposaHune, onpeaenéHHoe B
[ITU.X690.2015].

<CODE BEGINS> file "ietf-sztp-conveyed-info@2019-04-30.yang"
module ietf-sztp-conveyed-info ({

yang-version 1.1;

namespace "urn:ietf:params:xml:ns:yang:ietf-sztp-conveyed-info";

'30eck 1 ganee cMMBOI \ B KOHLLE CTPOKM CIYXWUT ANsi NepeHoca CIULWKOM OMUHHBIX CTPOK.
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prefix sztp-info;

import ietf-yang-types ({
prefix yang;
reference
"RFC 6991: Common YANG Data Types";
}
import ietf-inet-types {
prefix inet;
reference
"RFC 6991: Common YANG Data Types";
}
import ietf-restconf {
prefix rc;
reference
"RFC 8040: RESTCONF Protocol";

}

organization

"IETF NETCONF (Network Configuration) Working Group";
contact

"WG Web: <https://datatracker.ietf.org/wg/netconf/>

WG List: <mailto:netconf@ietf.org>

Author: Kent Watsen <mailto:kent+ietf@watsen.net>";
description

"SroT MOAyNB BamaéT MoIeNk MAAHHEX IJIsT apTedpakTa nepefaBaeMBIX

cBemeHnit, ompepenéHHoro B RFC 8572 (Secure Zero Touch

Provisioning (SZTP)).

KnoueBsle cynoea JOJIXKHO, HEIOIYCTMMO, TPEEYETCS, HYXHO, HE HYXHO,

CIEOYET, HE CJIEOYET, PEKOMEHIYETCSI, HE PEKOMEHJIYETCSI, MOXHO,
HEOBSIBATEJIBHO B ®TOM AOKYMEHTEe TPaKTYKTCsI B COOTBETCTBMM C

BCP 14 (RFC 2119) (RFC 8174) Torma M TOJNBKO TOI'Za, KOTOa OHU

YKasaHs SaIJlaBHBMU GyKBaMVI, KaK IIOKaBaHO 3BhecCh.

AsTopckme npasa (Copyright (c) 2019) npmuagnexar IETF Trust
¥ JaMuaM, yKasaHHHEM KaK aBTOPH Koja. Bce npasa Baupmuess:.

Pacnpoc'rpaneﬂne M UCIOJIEBOBAHME MOOyJisi B MCXOOHOM MM OBOMYHOM
Qopua-re, C MBMEeHeHUsIMM Uy 6e3 TaKOBHX paspemweHo B COOTBETCTEBUM

c ycnoeusiMm JmueHsumu Simplified BSD License, MBJIOXEHHHMM B

pasmene 4.c pmoxymenTa IETF Trust's Legal Provisions npumMeHMTENBHO

x pokyMeHTam IETF (http://trustee.ietf.org/license-info).

3ra Bepcusi Momynst YANG siBnstercst wacTeio RFC 8572, rme mpaBoBHe

aCIeKTH MBJOXeHs 6ojiee moyHO.";

revision 2019-04-30 {
description
"UcxonHast Bepcust" ;
reference
"RFC 8572: Secure Zero Touch Provisioning (SZTP)";

}

// OroxmecTBineHMsT
identity hash-algorithm {
description

"BaBsoBOe OTOXAEeCTBIJIEHME IJIsI NPOBEPKM ajropMTMa X>3WMpoBaHMs.'";

}

identity sha-256 {
base hash-algorithm;
description
"AnropurM SHA-256.";
reference
"RFC 6234: US Secure Hash Algorithms";

}

// Onpepeneuuss THUIOB
typedef cms {
type binary;
description
"Crpykrypa ContentInfo, samannmas B RFC 5652, xoampyerTcs:

c npuMeHeHmeM npaBun ASN.1 (DER), sagaumex B ITU-T X.690.";

reference
"RFC 5652:
Cryptographic Message Syntax (CMS)

ITU-T X.690:
Information technology - ASN.1l encoding rules:
Specification of Basic Encoding Rules (BER),
Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER)";
}

// yang-data
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rc:yang-data conveyed-information ({
choice information-type {
mandatory true;
description
"SroT BHG6OP ObecneuMBaeT HanMuMe B OTKIMKE
redirect-information mimm onboarding-information.";
container redirect-information {
description
"CBefileHMs1 O NepeHanpaBJIeHMM B COOTBETCTEBMM C naparpagom 2.1
B RFC 8572. lpepHasHauYeHH js1 NepeHaNpaBlIeHUsT yCTPOMCTEa
Ha JpPYyT'oli CepBep HaudajlbHOM Barpyskm.";
reference
"RFC 8572: Secure Zero Touch Provisioning (SZTP)";
list bootstrap-server {
key "address";
min-elements 1;
description
"CepBep HauanbHOM Barpyskm (bootstrap).";
leaf address {
type inet:host;
mandatory true;
description
"Agpec IP miam mMMs XocTa bootstrap-cepBepa, Ha KOTOpPHIZ
cleAyeT INepeHanpaBUTBL YCTPOMCTBO.";

}
leaf port {
type inet:port-number;
default "443";
description
"HomMep nopTa Ha bootstrap-cepmepe. Ilo ymMomuaumio
npuMeHsieTCcst BHOeJsieHHsNI IANA mopr https (443).";
}
leaf trust-anchor {
type cms;
description
"CrpykTypa CMS, xoropast NOJIKHA cozmepxaThk LEINOYKY
ceprudémukaTros X.509, TpebyeMmmx nnsa ayTeHTHMOMKaumum
ceprnpmnxara TLS, npepmcTaBleHHOI'O bootstrap-cepsepom.

B CMS JIONIXKHA comepXaThkCsA JnMub 1 Iernouka cepTmdpmxaTos.
Bootstrap-cepeep HOJNIKEH ayTeHTHMOMUIMPOBATE JINMIIBL
MOCJIeAHMI IIPOMEeXYTOYHENM cepTuémxar CA B ILenodke.

Bo Bcex crnydasix nenouka JOJNIKHA BKINOYATE CaMOINOINMCAHHEIL
KOpHeBOM cepTmomxar. Ecnm KOpHeBON cepTudmkaT CBsIBaH C
sMMTeHTOM cepTupmkara TLS bootstrap-cepBepa, B uenoukxe
6ymeT NpUCYTCTBOBaTE JMIILE 3TOT cepTudmxar.

Ecnu yCTPOMCTBY HYXHO, CTPykTypa CMS MOXET Takxxe
BKJIOYATE [NOAXOOSAIME CBeXue OOGBEeKTH OTSHBa, IO KOTOPEM
YCTPOMCTBO MOXET MNPOBEPUTE CTATyC OTSHBA CepTUOMKATOR.

CMS koampyeTcsl BHPOXIOEHHOM ¢opMoit cTpykTyps SignedData,
OBEIYHO IPMMEHSIEMOM .AJIsI PaCHPOCTPaHeHus cepTudmukaToB
X.509 u o6mexTOoR oTsmHBa (RFC 5280).";
reference
"RFC 5280:
Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile";

}
}
container onboarding-information {
description
"BBOAHEHE CBEeEeHMsI, ONMCaHHHe B naparpade 2.2 RFC 8572.
I[IpenoCTaBNsIOT yCTPOMCTBY BCE, UTO HYXHO AJNs HaYaJlbHOM
Barpyskm.";
reference
"RFC 8572: Secure Zero Touch Provisioning (SZTP)";
container boot-image {
description
"KpuTepmmu pOisi BarpysodHoro obpasa, koTopsmi JOJIXKEH
BanyckaThCsA Ha YCTPOMCTBE, a TaKXe CBeIeHUs,
NOBBOJIANIME YyCTPOMCTBY YCTaHOBMUTE TpebyeMmsni o6pas.";
leaf os-name {
type string;
description
"HasBaHMe OIEepaLMOHHOM cHCTeMHl, korTopast JIOJIKHA 6mThb
BarpyxeHa Ha YyCTPOMCTBE, 4YTO6H He TpeboBalloCk OBHOBISTH
nporpaMMHelt ob6pas (Hanpumep, VendorOS) .";
}
leaf os-version {
type string;
description
"Bepcusi ONepPalMOHHOM cHCTeMsl, koTopass JOJIXHA 6mTe
BarpyxeHa Ha YCTPOMCTBE, 4YTO6H He TpeBoBalloCh OBHOBIATH

15 www.protokols.ru



https://www.protokols.ru/

dHUMKNnoneansa ceTeBbIX NMPOTOKOJ10OB

MNMepeBoa RFC 8572

nporpaMMHelf ob6pas (HanpmMep, 17.3R2.1).";
}
leaf-1list download-uri {
type inet:uri;
ordered-by user;
description
"VnopsinoueHHM cnmcok URI, OTKyHAa MOXHO IOJNYHYMTE OAMH M
ToT %e ¢ann obpasa sBarpyskmu. l[loAmepxMBaeMile yCTPOMCTBOM
cxemst URI (http, ftp, m np.) BaBucaT or mpomsBOAMTENSI.
Ecnu npuMeHsieTCsl BampuéHHasl cxeMa (HanpmMep, https),
ycrporcTeo MOXET opraHM30BaTE HENOBEPEHHOE COeAMHEHMe C
YIOaJIeHHHM CepBEepOM, BCJENyil IPMHMMas ero cepTudmuxaT nns
NoJIydYeHMUs BarpysodHoro obpasa.";
}
list image-verification {
must '../download-uri' {
description
"URI nnst BarpysKyM OOJIXHE IIPEeNOCTAaBJSITHECSI, €CHu
TpebyeTcss nmpoBepka o6pasa.";
}
key "hash-algorithm";
description
"COnMCOK X3W-SHa4YeHM), KOTOPHE YCTPOMCTBO MOXeT
MCHNONBBOBATE AJIA NPOBEepkM dainna obpasa Barpyskm.";
leaf hash-algorithm {
type identityref {
base hash-algorithm;
}
description
"VkaSmHBaeT MCHNOJNBLBYEMEM aJT'OPUMTM X3UWMPOBaHMs.";
}
leaf hash-value ({
type yang:hex-string;
mandatory true;
description
"llecTHazUaTEPMYHOE BHAYEHME BaNaHHOT'O ajropuTMa
X3WMPOBaHMSI, NPMMEHEHHOT'O K comepxmMoMy obpasa.";

}
}
leaf configuration-handling {
type enumeration {
enum merge {
description
"CnusHue KoHOMIypaumm c pabGoumm xpaHmmueMm.";
}
enum replace {
description
"BaMeHa MMEWWEI'OCsI COAEepPXMMOI'c pabouero xpaHmamua
nepenaHHOM KOHOMIypaumen.";
}
}
must '../configuration';
description
"VkaBSHBaeT, KaK CepBepy cieayeT obpabaTeHBaTb
IpencTaBJIeHHY KOHburypaumo.";
}
leaf pre-configuration-script ({
type script;
description
"CueHapmuii, KOTOPHM (IPpM HAIUUMUM) BHIIOJIHAETCH Nepen
o6paboTkon koHOmMTypaumm.";
}
leaf configuration {
type binary;
must '../configuration-handling';
description
"Jiw6ast KOHOMI'ypaumsi, MBBeCTHasl YCTPOMCTBY. [IpuMeHeHme Tuna
binary nosBonsiter BCTpamBaTe copepxmumoe (Hanpumep, XML) B
noxyMeHT JSON. KommpoBaHME COREPXMMOIO, KakK M AJST
ClleHapusi, BaBMCUT OT mnpomusBomMTENs.'";
}
leaf post-configuration-script {
type script;
description
"CueHapwui, KOTOPHM (NPM HaNMYMM) BHIIOJHSIETCSI IIOCHEe
o6paboTkmu kKoHpurypaumm.";

}

typedef script {
type binary;
description
"CueHapuii IJiIs KOHKPETHOT'O YyCTPOMCTBA, IOBBOJSIKIMIA BHIIOIHATE
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KOMaHIH AJNs [eCTBUM, HEeINOCTYIIHHX Yepes HAaCTPOMKYy KOHbuMIypaumm.

He npemnpmMHMMaeTCsl MOMBTOK CTAaHAApPTU3aLMMU CONEPXKMUMOTO,
KOHTeKCTa paboTsl, sABHKa NPOTrpPaMMMPOBAHMsSI CLIEHapMeB, KpoMe
BOBMOXHOCTM yKaBaHWUsI NpefynpexieHui ¥ ommboK, a TaKxke BHAaAUM
BHBOZAa. ConepxmMMoe CLeHapusi CYMTAaeTCs BaBUCSUMM OT
NpOMBBOAUTENSI, JMHENKM NPORYKUMYM M/UIM MOTENM yCTPOICTBA.

Ecny npmu BHIOJHEHMM CL@HApusl BHAABANMCEL NPEAYIPEeXOeHMS,
ycrporicTBo JONKHO cumTaTk, YTO B CIEHaApUM MMEITCST «MSTKMEe»
omM6KM, HE BIMSIOLME Ha YIPaBISEMOCTE IO MHEHMIO CLIEHApHs .

Eciu npyu BHIIOJIHEHMM CLI€HaApUsl BOBHMKIM ONMOKM, YCTPOMCTBO
JOIIXHO cumTaTk, YTO B CLEHapMM MMENTCSI CepbE&sHEe oumbkn,
BAMSONLME Ha YIPaBJIsSeMOCTR. B 3TOM ciydYae CLeHapuit AOJIXeH
aKKypaTHO 3aBepumMTb pPaboTy, yOalnMB BCE COCTOSIHMSI, KOTOPEHIe
MOT'YT MellaTk YCTPOMCTBY MNPONOIKUTE IIOCIEINOBAaTEJILHOCTE
HadaJlbHOM 3Barpyskm (HampuMep, O6pabGoTKy BBOXOHEIX CBeIEHMIA
OT OPyroro cepBepa HadYalbHOM Barpyskm) .";
}
}
<CODE ENDS>

7. API cepsepa Ha4YanbHoOU 3a2py3ku SZTP
B atom pasgene onpegensietca nHtepdenc APl ans cepsepoB HavanbHoOW 3arpysku. APl onpepgensieTcs kak co3gaHHbIv
cepsepoMm RESTCONF [RFC8040], koTopbIi nogaepxvnsaeTt onpeaenéHHbli B aTom pasgerne mogynb YANG 1.1 [RFC7950].

7.1. O630p API

Hwxe npeacraeneHo aepeso anss RESTCONF API cepBepa HayanbHOM 3arpysku.

module: ietf-sztp-bootstrap-server

rpcs:
+---x get-bootstrapping-data
| +---w input
| +---w signed-data-preferred? empty

|

| | +---w hw-model? string

| | +---w os-name? string

| | +---w os-version? string

| | +---w nonce? binary

| +--ro output

| +--ro reporting-level? enumeration {onboarding-server}?

| +--ro conveyed-information cms

| +--ro owner-certificate? cms

| +--ro ownership-voucher? cms

+---x report-progress {onboarding-server}?

+---w input

+---w progress-type enumeration
+---w message? string

+---w ssh-host-keys
| +---w ssh-host-key* []
| +---w algorithm string
| +---w key-data binary
+---w trust-anchor-certs
+---w trust-anchor-cert* cms

7.2. NMpumep ucnonb3oBaHUs
B aTom naparpadpe npuBegeHbl Tpu npumMepa, unntoctpupytowme APl cepBepa HadanbHOM 3arpy3ku. [1Ba npumepa oTHOCSTCS K
RPC get-bootstrapping-data (ans HegosepeHHoro u gosepeHHoro bootstrap-cepeepa), oaunH - k RPC report-progress.

B npuBegéHHOM HwXe npuMepe nokasaHo YCTPOWMCTBO, npumMmeHsiowee APl Ana nonyvyeHus OaHHbIX HadanbHOW 3arpysku ot
HegoBepeHHOro bootstrap-cepepa. YcTponcTBo nepenaé€t BxoaHon napameTp signed-data-preferred m nonyyaet B oTBeT
NOANMCaHHbIE AaHHbIE.

3anpoc

POST /restconf/operations/ietf-sztp-bootstrap-server:get-bootstrappi\
ng-data HTTP/1.1

HOST: example.com

Content-Type: application/yang-data+xml?

<input
xmlns="urn:ietf:params:xml:ns:yang:ietf-sztp-bootstrap-server">
<signed-data-preferred/>
</input>
OTknuk

HTTP/1.1 200 OK

Date: Sat, 31 Oct 2015 17:02:40 GMT
Server: example-server

Content-Type: application/yang-data+xml

<output

'30ech ¥ HWXe B opurmHarne bbino owmnboYHo ykasaHo yang.data. Cm. https://www.rfc-editor.org/errata/eid6933. MMpum. nepes.
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xmlns="urn:ietf:params:xml:ns:yang:ietf-sztp-bootstrap-server">
<conveyed-information>base64encodedvalue==</conveyed-information>
<owner-certificate>base64encodedvalue==</owner-certificate>
<ownership-voucher>baseé64encodedvalue==</ownership-voucher>

</output>

B npuBegé&HHOM HWXe npuMepe nokasaHo YCTPOWMCTBO, nNpumMmeHsiowee APl ona nonyvyeHus OaHHbIX HadanbHOW 3arpysku oT

[oBepeHHoro bootstrap-cepeepa. YcTpocTBO NepefaéT cepBepy HavarnbHOW 3arpy3ku OOMONHUTENbHbIE BXOAHbIE NapameTpsl,

KOTOpPbl€ TOT MOXEeT UCNOoNb30BaTb AJ1A NOArOTOBKN OTKIMKa yCTpOI7ICTBy.

Banpoc

POST /restconf/operations/ietf-sztp-bootstrap-server:get-bootstrappi\
ng-data HTTP/1.1

HOST: example.com

Content-Type: application/yang-data+xml

<input
xmlns="urn:ietf:params:xml:ns:yang:ietf-sztp-bootstrap-server">
<hw-model>model-x</hw-model>
<os-name>vendor-os</os-name>
<os-version>17.3R2.1</os-version>
<nonce>extralongbase64encodedvalue=</nonce>

</input>

OTKNUK

HTTP/1.1 200 OK

Date: Sat, 31 Oct 2015 17:02:40 GMT
Server: example-server

Content-Type: application/yang-data+xml

<output
xmlns="urn:ietf:params:xml:ns:yang:ietf-sztp-bootstrap-server">
<reporting-level>verbose</reporting-level>
<conveyed-information>base64encodedvalue==</conveyed-information>
</output>
Cnepyowmii npuMmep nokasbiBaeT YCTPOWCTBO, ncnonb3aytowee APl ona otnpaBky OTYETA O BbINOSIHEHUN CepPBEPY HavanbHOM
3arpy3ku. MprBeaeHo coobuieHne bootstrap-complete, HO yCTPONCTBO MOXET NepefaBaTth CepBepy Apyrue oTtyéTthl. B npumepe
yCTponcTBO oTnpaensetr SSH-kntoum xocta u ceptudukat TLS, koTopble bootstrap-cepeep mMoxeT, Hanpumep, nepenatb B
NMS, kak onucaHo B npunoxenun C.3. BknioyeHne ycTpoiicTea.

3anpoc

POST /restconf/operations/ietf-sztp-bootstrap-server:report-progress\
HTTP/1.1

HOST: example.com

Content-Type: application/yang-data+xml

<input
xmlns="urn:ietf:params:xml:ns:yang:ietf-sztp-bootstrap-server">
<progress-type>bootstrap-complete</progress-type>
<message>example message</message>
<ssh-host-keys>
<ssh-host-key>
<algorithm>ssh-rsa</algorithm>
<key-data>base64encodedvalue==</key-data>
</ssh-host-key>
<ssh-host-key>
<algorithm>rsa-sha2-256</algorithm>
<key-data>base64encodedvalue==</key-data>
</ssh-host-key>
</ssh-host-keys>
<trust-anchor-certs>
<trust-anchor-cert>base64encodedvalue==</trust-anchor-cert>
</trust-anchor-certs>
</input>
OTKNUK

HTTP/1.1 204 No Content
Date: Sat, 31 Oct 2015 17:02:40 GMT
Server: example-server

7.3. Moaynb YANG

MpusenéHHbim Hwke moaynb YANG dopmansHo onpegenset uHtepdenc AP| cepeepa HavanbHOW 3arpy3ku, o6palléHHbIn B
CTOpPOHY ycTpoWcTBa. B moayne wucnonb3yloTcs Tunbl AaHHblX, onpegenéHHble B [RFC4253], [RFC5652], [RFC5280] u
[RFC8366], kogmposaHue, onpegenénHoe B [ITU.X690.2015], n ccbinkm Ha [RFC4250], [RFC6187], [Std-802.1AR].

<CODE BEGINS> file "ietf-sztp-bootstrap-server@2019-04-30.yang"
module ietf-sztp-bootstrap-server {
yang-version 1.1;
namespace "urn:ietf:params:xml:ns:yang:ietf-sztp-bootstrap-server";
prefix sztp-svr;

organization

"IETF NETCONF (Network Configuration) Working Group";
contact

"WG Web: <https://datatracker.ietf.org/wg/netconf/>
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WG List: <mailto:netconf@ietf.org>
Author: Kent Watsen <mailto:kent+ietf@watsen.net>";
description
"This module defines an interface for bootstrap servers, as
defined by RFC 8572 ('Secure Zero Touch Provisioning (SZTP)').

KnoueBse cioBa JOJKHO, HEJOINYCTMMO, TPEBYETCSI, HYXHO, HE HYXHO,
CJIIEOYET, HE CJIEOYET, PEKOMEHIOYETCSI, HE PEKOMEHIYETCS, MOXHO,
HEOBSIBATEJIBHO B ®TOM AOKYMEHTE TPaKTYKTCsI B COOTBETCTBMM C

BCP 14 (RFC 2119) (RFC 8174) Torma M TOJNBKO TOoI'Za, KOTOa OHU
yKasaHH BarjlaBHEMM OyKBaMM, KakK IIOKaB3aHO BhecCh.

AsTopckme npaBa (Copyright (c) 2019) npmumagnexar IETF Trust
¥ JaMuaM, yKasaHHHM KakK aBTOPH kojxa. Bce npaBa Baupmuexs:.

PacnpocTpaHeHMe M MCHOJNBBOBaHME MOAYJST B MCXOAHOM MM LBOUYHOM
bopmaTe, c MBMeHeHMSIMM MM 6e3 TaKOBHX paBSpelleHO B COOTBETCTBMU
c ycnoeusiMm JmueHsum Simplified BSD License, MBJIOXEHHEMM B
pasnene 4.c pmoxymenTa IETF Trust's Legal Provisions npuMMeHMTENBHO
x pokyMmeHTam IETF (http://trustee.ietf.org/license-info).

3Ta Bepcust Momynss YANG sBasiercss YacTeio RFC 8572, rme npaBoshe
aCIeKTH MBJO0XeHs 6ojiee mojyHO.";

revision 2019-04-30 {
description
"Initial version";
reference
"RFC 8572: Secure Zero Touch Provisioning (SZTP)";
}

// CeomcTea
feature redirect-server {
description
"llopnepxueaeTrcst QyHKUMSI cepBepa NnepeHanpasBjieHusi.";

}

feature onboarding-server ({
description
"MonmepxmuBaeTcss QYHKIUMST cepBepa BBOAHEIX CBeAeHMit.";

}

// Onpegpenenust TUNOB
typedef cms {
type binary;
description
"CrpykrTypa CMS B coorBercTrBMM c RFC 5652, sakoampoBaHHas Imo
npaBunaM ASN.1 DER, samaunsmM B ITU-T X.690.";
reference
"RFC 5652: Cryptographic Message Syntax (CMS)
ITU-T X.690:
Information technology - ASN.l encoding rules:
Specification of Basic Encoding Rules (BER),
Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER)";
}

// REC
rpc get-bootstrapping-data {
description
"3roT BH3OB RPC NOBBOJSAET yCTPOMCTBY, yKasaHHOMY MMEHEM
nonbsoBaTenss RESTCONF, nonyumMTs OaHHHE HadvalbHOM BarpyBKu,
OOCTYINHEE IOJjisi Hero.";
input {
leaf signed-data-preferred {
type empty;
description
"STOoT Heo6saABaTEeNBLHEN BXOLHOM I1apaMeTp IOBBOJISIET yCTPOMCTBY
BBaMMOIeMCTBOBaTE C bootstrap-cepsepoM, koTOpmNI OH
ONpeAnouYMTaeT AJNS MNONYyYeHMs MNOANMCAHHEX HaHHHX. YCTpoOMCTBaM
CIIEOYET Bcerpa nepenaeaTk 3TOT [apaMeTp HeIOBEPEHHOMY
bootstrap-cepBepy, koTopmit npm noyydeHum napamerpa JHOIKEH
BOBBPAaTUTEL NONNMCAHHEE NaHHHE MM HEMNOANMCAaHHHE CBEJEHUsI O
nepexnanpasneHun. Cepsepy HEJOIYCTMMO BOSBpPamare
HeNoANMCaHHEE BBOOHHE CBeJeHus.";
}
leaf hw-model {
type string;
description
"SrOoT Heo6sABaTEeNBLHEN BXOLHOM IapaMeTp IOBBOJISIET yCTPOMCTBY
nepenaTe bootstrap-cepBepy cBoOM annapaTHEI HOMEP MOIeNM,
BafaHHB M[NPOMBBOAMUTENIeM. DTOT MNapaMeTp MOXeT TpeBoBaThCH,
HanpuMep, IpPM OTCYTCTBMM BHadeHust hardwareModelName B nosne
subjectAltName ero ceprupmkara IDevID, uTO pasBpelreHO
802.1AR.";
reference
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"IEEE 802.1AR: IEEE Standard for Local and
metropolitan area networks - Secure
Device Identity";

}
leaf os-name {
type string;
description
"SroT Heo6sABaTeNBHEN BXOLHOM IapaMeTp IIOBBOJISIET yCTPOMCTBY
nepenaTe bootstrap-cepBepy mMsi cBOelM OnepauMOHHON CHMCTEMSI.
3TOT mapaMeTp MOXeT OHTE I[OJIeZeH, eCnM Ha YyCTpPOMCTEE,
YKasaHHOM CEpPMIHEIM HOMEpOM, MOT'yT paBorTarTe pasHie OC.";
}
leaf os-version {
type string;
description
"STOoT Heo6sABaTeJNBHBN BXOIHOM IapaMeTp IOBBOJISIET yCTPOMCTBY
nepenaTe bootstrap-cepBepy BepcuI CBOEM ONEpPaUMOHHOM
CHCTeMH. 3TOT napaMeTp MOXeT NPMMEHSTBCS bootstrap-
CcepBEepOM Ijs BOBBpaTa yCTPOMCTBY BaBucsero or OC oTkIMka
6e8 HeEO6XOAMMOCTM NOTEHUMANBHO «IOPOT'Or'Oo» OBHOBIEHMS
BarpysodHoro o6pasa.";
}
leaf nonce {
type binary {
length "16..32";
}
description
"STOoT Heo6sABaTeNBHEN BXOLHOM IapaMeTp IOBBOJISIET yCTPOMCTBY
nepemaTe bootstrap-cepBepy BHaueHmMe nonce. 3TO MOXET OGHTB
OCOBEHHO IOJIEBHO IJjis YCTPOMCTB 6e3 TOUYHHX YacoB, TaK Kak
bootstrap-cepeep MoxeT mMHaMMYECKM NONYydYaTB OT
MBTOTOBMUTENST Baydep CO BHAYEHMEM nonce, KakK ONMCAaHO B
RFC 8366.";
reference
"RFC 8366:
A Voucher Artifact for Bootstrapping Protocols";

}
output {
leaf reporting-level {
if-feature "onboarding-server";
type enumeration {
enum minimal {
description
"[lepemaTe OTYET O BHIIONHeHMM, Tpebyement RFC 8572.";
reference
"RFC 8572: Secure Zero Touch Provisioning (SZTP)";
}
enum verbose {
description
"[lepenada [OOIOJIHMTENBHEHX OTYETOB O BHIIOJHEHUM,
KOTOPEE MOT'YT I[OMOYL B AMaArHOCTMKe npobieMm SZTP.";

}
default "minimal";
description
"Bamaér ypoBeHR OTYETOB O BHIIOJHEHMM, KOTOPHe bootstrap-
cepBep xoTesn 6 noJydaTk HOpM o6paboTke BBOLHEIX HaHHEBIX.
OTuéTH He mnepefanTcss npu ob6paboTke CBeAEHMM O
nepeHanpaeleHUM M HEJOBEPEHHHM CepBepaM HaudaJlbHOM
Barpyskm (Hanpumep, YCTPOMCTBO MNEepenajlo BXOJHOM
napaMerp <signed-data-preferred>).";
}
leaf conveyed-information {
type cms;
mandatory true;
description
"ApredakT nepemaBaeMiix cBemeHmit SZTP, kakK ONMCaHO B
naparpage 3.1 RFC 8572.";
reference
"RFC 8572: Secure Zero Touch Provisioning (SZTP)";
}
leaf owner-certificate ({
type cms;
must '../ownership-voucher' ({
description
"Bayuep BJIafieHMsI JOJIKEH MPeAOCTaBJSsITHCSI NPM NpeACTaBJIeHUN
ceprudémkarTra Bragenwsua.'";
}
description
"ApredakT cepTmdmkaTa BIajenwblia, OMNMCAHHINI B naparpade 3.2
RFC 8572. 3ToT sMCT He o6si3aTejleH, IOCKOJBKY OH HYXEeH JNb
B Cclydae MNOANMCaHHOI'O apTedpakTa nepermaBaeMslx CBejeHMM.";
reference
"RFC 8572: Secure Zero Touch Provisioning (SZTP)";
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leaf ownership-voucher {
type cms;
must '../owner-certificate' ({
description
"CepTnoémxaT BIajesnblia NOMKEH OHTB NPeAoCTaBJIeH Npu
npencTaBIeHMM Baydepa BlageHus.";
}
description
"ApredakT Baydepa BIajeHMsi, ONMCAHHEI B mnaparpade 3.3
RFC 8572. 3ToT sJMCT He oO6si3aTejieH, IOCKOJIBKY OH HYXEH Julb
B cClydYae MNOANMCaHHOI'O apTedpakTa meperaBaeMslx CBejeHMM.";
reference
"RFC 8572: Secure Zero Touch Provisioning (SZTP)";

rpc report-progress {
if-feature "onboarding-server";
description

"3roT BH3OE RPC mnOSBONSAET YyCTPOMCTBY, yKaBaHHOMY MMEHEM
nonssoBaTenss RESTCONF, coobBumTe bootstrap-cepBepy o cBoém
npouecce sarpyskmum. [lpeanonaraercss npuMeHeHme RPC npmu
NONYy4YeHUM yCTPOMCTBOM BBOMHEIX CBEAEHMII OT JOBEPEeHHOI'O
cepBepa HavaJlbHOM Barpyskm.";

input {

leaf progress-type {
type enumeration {
enum bootstrap-initiated {
description
"VkasSmHBaeT, YTO YyCTPOMCTBO npmMeHsieTr RPC
get-bootstrapping-data. Ysen message Hmxe MOXET
BKJIOYATE JOOHE [ONOJHUTEJNILHEE CBEIEeHMSI, KOTOpPHe
MBTOTOBUTEJIE MOXET CYMTATEL [IOJIeBHEMM.'";
}
enum parsing-initiated {
description
"YkasiBaeT, 4YTO YyCTPOMCTBO cCOb6MpaeTcCs HavaThb aHaIM3
BBOJHEIX CBeAeHMIi. OTO NpefHaBHaYeHO JMIBL IJIsI ClydYaes,
Kor'jJa aHanmmM3 peanmM30BaH B BuIe OTAeNBLHOT'O sTana.";
}
enum parsing-warning {
description
"VKaBSHBaeT, YTO YyCTPOMCTBO CTOJIKHYJIOCE C HEKPUTHUECKOMN

omm6KOi NpPKM aHaNIMB3e OTKJIMKa OT cepBepa. B ysisie message

Huxe CJIENYET ykasaTek NOJNy4YeHHOe npemynpexiuexHue.";
}
enum parsing-error {
description
"VKasHBaeT, YTO YyCTPOMCTBO CTOJKHYJOCE C KPUTUUYECKON
oum6KOi NpM aHaNIMB3e OTKIMKAa OT cepBepa. HampmMep, 3TO

MoOXeT OHTH pesynbTaT ourMBoYHOTO KOOMPOBAaHUS, IIOJIYy4YEeHUS

YCTPOICTBOM HENOANMCAHHHX HAHHHX BMECTO MNOANMCAHHEX,
OTCYyTCTEBUSI B Baydepe BJIafeHMsI CEPMIHOT'O HOMepa
YCTpOHICTBA, HECOOTBETCTBMSI NOIIMMCKH. B ysje message

Hmxe CJIENYET yxasaTk KOHKPETHY OWMOKY. DTOT THMI TaKxe

yKashHBaeT, YTO YCTPOMCTBO OTKaB3ajiIoCk OT IOMBITKA
HadYaJlbHOM Barpy3KM C 3TOro bootstrap-cepeepa.";
}
enum parsing-complete {
description
"VkasHBaeT, YTO YyCTPOMCTBO YCHNEWHO SBaBepumMiIO aHaIus3
BBOJHEIX CBeAEeHM. DTOT THUN NPUMEHSIeTCS ML Npu
peanusauumM aHaIMs3a Ha OTHAEJNBLHOM 3Tamne.";
}
enum boot-image-initiated {
description
"VkasmBaeT, YTO YyCTPOMCTBO HauMHaeT o6pabGoTKy HaHHEIX
BarpysoudHoro o6pasa.";
}
enum boot-image-warning {
description
"YKasHBaeT, YTO YyCTPOMCTBO CTOJIKHYJIOCE C HEKPUTHUUECKON
ouMEKON NPM MNOMNHTKE YyCTAaHOBUTE BarpyBOYHHNI obpas.
BOSBMOXHEIE IIPMYMHE MOTYT BKJIOUYATBE HEOBXOOUMOCTH

bopMaTuMpoBaHMsT pasfena C noTepei AaHHEX. B ysne message

Huxe CJIEOYET ykasaTk NOJIyYeHHHEe INpenynpexueHus:.';
}
enum boot-image-error {
description
"VKkaBSHBaeT, YTO YyCTPOMCTBO CTOJKHYJOCE C OmmMEGKOMI
IpM NOHHTKE YCTAaHOBUTE Barpy3OuYHE oBpas. 3To

MOxXeT OGHTB CBSI3aHO C HEINOCTYMNHOCTBI darioBoro cepsepa,

oTcyTcTBMeM daisa, HeCOOTBETCTBMEM MOANMCHM M Hp. B
ysiye message Hmxe CJEJYET ykasaTk KOHKPETHYH OUMOKY .
3TOT TMI Takke yKasSHBaeT, YTO YCTPOMCTBO OTKasajloCh
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OT MOMBITKM HAYaJILHOM BarpysKM C 3TOro cepsepa.";
}
enum boot-image-mismatch {
description
"VkasmHBaeT, YTO YyCTPOMCTBO ONPEAEeNMJIO, YTO Ha HeM
paboTaeT HEKOPPEKTHHN Barpy3OYHHN o6pas. 3ToMy
coobumenuw CJIEIYET BHSHBaATE IIOMNHTKY BarpysUTb
(download) o6pas.";
}
enum boot-image-installed-rebooting {
description
"YkasHBaeT, YTO YyCTPOMCTBO YCTAHOBMJIO HOBHM Barpy3OYHBIA
o6pas u HauMHaeT nepesanyck. [locne oTnpaBkM 3TOIO
COO6IEeHNsT OT YyCTPOMCTBA He OXMAAETCS HOBOT'O ObpalleHmMs
Kk bootstrap-cepeepy nANs NONBTKM HadYaldbHOM Barpyskm.";
}
enum boot-image-complete {
description
"VkaBSmBaeT, YTO yCTPOMCTBO CYUMTaeT, WUTO Ha HeM pabBoraer
KOPPEeKTHEM BarpyBOYHENM o6pas.";
}
enum pre-script-initiated {
description
"YKasmBaeT, YTO YCTPOMCTBO HauMHAEeT BHIOJIHEHME CLeHapus
pre-configuration-script.";
}
enum pre-script-warning {
description
"VkasmHBaeT, YTO YyCTPOMCTBO MNOJNYyYMJIO NpefynpexieHue npu
BHIIOJIHEHMM ClLeHapusi pre-configuration-script. B ysen
message Hmxe CJIEJYET BKIOYMTE BEeCh BHBOJ CLeHapus.'";
}
enum pre-script-error {
description
"YkasmBaeT, YTO YyCTPOMCTBO CTOJKHYJIOCE C OUMOGKOM NIpM
BHIIIOJIHEHMM cCuUeHapusi pre-configuration-script. B ysen
message Hmxe CJIENYET BKIOYMTE BeCh BHBOJ CLEHapMs.
SToT TMI TaKxe YyKasHBaeT, YTO YCTPOMCTBO OTKasalioCh
OT IMOMBITKM HAYaJILHOM BarpysKM C STOro cepmepa.";
}
enum pre-script-complete {
description
"VKaSHBaeT, YTO YyCTPOMCTBO YCHEWHO BHIOJHMIIO CLEeHapum
pre-configuration-script.";
}

enum config-initiated {

description
"VKasHBaeT, YTO yCTPOMCTBO HauMHAET IPMMEHSITH MCXOAHYIO
KOHburypaumo. " ;

}
enum config-warning {
description
"VkasSmHBaeT, YTO YyCTPOMCTBO MNOJYyYMJIO NpefynpexieHue npu
npescTaBlIeHMM MCXOOHOM KOH¢mumrypaumm. B ysesm message
Hmke CJIEOYET BKIOYMTE BCe BHIOAHHHE INpenynpexuneHms.';
}
enum config-error {
description
"YkasmBaeT, YUTO YyCTPOMCTBO CTOJKHYJIOCE C OUMOGKOM NIpM
npencTaBlIeHMM MCXOOHOM KOHpurypammm. B ysen message
Huxe CJIENYET BKINOYMTE BCe COObumeHMst o6 oumbkax.
3TOT TMIN TaKke yKasSHBaeT, YTO YCTPOMCTBO OTKasajloCh
OT IMOMBITKM HAYaJILHOM BarpysKM C STOro cepmepa.";
}

enum config-complete {

description
"VkaBSmBaeT, YTO YyCTPOMCTBO YCHEUHO YCTaHOBMIIO MCXORHYIO
xoHburypammo. " ;

}
enum post-script-initiated ({
description
"VYKassBaeT, YTO YCTPOMCTBO HauMHAEeT BHIOJHEHME ClIeHapus
post-configuration-script.";
}
enum post-script-warning {
description
"VkasmBaeT, YTO YyCTPOMCTBO MNOJYyYMJIO NpenynpexieHue Ipn
BHIIOJIHEHMM ClLeHapusi post-configuration-script. B ysen
message Hmxe CJIEJYET BKIOYMTE BEeCh BHBOJ CLeHapus.'";
}
enum post-script-error ({
description
"YkasmHBaeT, YUTO YyCTPOMCTBO CTOJKHYJIOCE C OUMOGKOM NIpM
BHIIONHEeHMM cueHapust post-configuration-script. B ysen
message Hmxe CJIENYET BKIOYMTE BeCh BHBOJ CLEHapMs.
3ToT TMI TaKxe YyKasHBaeT, YTO YCTPOMCTBO OTKasallioCh
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OT MOMBITKM HAYaJIbHOM BarpysKM C 3TOro cepsepa.";

}
enum post-script-complete {
description
"VKaSHBaeT, YTO YyCTPOMCTBO YCHEIWHO BHIOJHMIIO CLEeHapum
post-configuration-script.";
}
enum bootstrap-warning {
description
"YkasmBaeT npeaynpexpeHue, AN KOTOPOT'O He MNOIOXOOUT HM
ORHO M3 IEepPedYMCISEeMHX progress-type. B ysse message
CIEOYET ommucaTes npepynpexunexHue.';
}
enum bootstrap-error {
description
"VkasmBaeT oumMbBKy, AN KOTOPOM He IOAXOAMUT HM OLHO
"3 IepeunclisieMix progress-type. B ysne message CIEIYET
onMcaTe oummMO6Ky. STOT THN TaKXe yKasHBaeT, 4YTO
YCTPOMCTBO OTKa3ajloCk OT MNONHTKM HadYalbHOM Barpys3Ku
c sToTrO cepmBepa.";
}
enum bootstrap-complete {
description
"VKasHBaeT, YTO yCTPOMCTBO yCHNeWHO o6paboTayo LeJInMKoM
onboarding-information m roroBo k ymnpaBneHuo. Ys3en
message Hmwke MOXET BkiouaTk J06hHEe IOMNOJHMUTEJLHEIE
CBeJleHMUsI, KOTOPphE MBIOTOBMUMTEJIE MOXET CYECTB I[1OJI€SHEIMMU .
llocne oTmpaBKM STOI'O COOBWEHMST OT YyCTPOMCTBa He
oxmMmaeTcss HOBOT'O obBpameHmss K bootstrap-cepeepy mns
HOMNBITKM HadYaJbHOM Barpyskm.";
}
enum informational {
description
"YkaBsmBaeT AONOJNHUTENBHYI MHbOOpMalMioO, HEe BKIIOYEHHYI B
ApyT'Me THIB, HampuMep, cooblleHMe yKaSmBawliee, 4YTO
YCTPOMCTBO HAuUMHAET [epeBanyCcK [OCJe YCTaHOBKM
mpelnocTaBJIeHHOT'O obpaBa Barpyskmu. B ysenm message Huxe
CIEOYET BKJOYNT CBEOEHMSI, KOTOPHE MBI'OTOBUTEJIE MOXeT
CYeCTE I[1OJIeBHEIMM .

}
mandatory true;
description
"Tun npemoCTaBJISIEMOI'O OT4YETa O BHIMIOJNHEHMM.";
}
leaf message {
type string;
description
"Heobs13aTeNbHOE NPOMBBOJILHOE BHaueHme.";
}
container ssh-host-keys {
when "../progress-type = 'bootstrap-complete'" {
description
"SSH-KkJoUM XOCTa [NepenanTCsi JIMUL IJsI Turna
bootstrap-complete'.";
}
description
"Comcoxk SSH-knwuey xocrTa, KoTopsie NMS MOxeT MCHONBBOBaTh
OJsT ayTeHTuOMKaAumMM Noclenyoumx coemmHeHur SSH c sTuMm
ycrporcreoM (Hanpumep, netconf-ssh, netconf-ch-ssh).";
list ssh-host-key {
description
"SSH-KJIOY XOCTa, KOTOPsM NMS MOxXeT MCNONBLBOBaTh IS
ayTeHTHOMKAUMUMU IOCIeAylouMX coeamHeHuir SSH c sTuMm
ycrporicTtBoM (Hanpumep, netconf-ssh, netconf-ch-ssh).";
reference
"RFC 4253: The Secure Shell (SSH) Transport Layer
Protocol";
leaf algorithm {
type string;
mandatory true;
description
"MMst anropuMTMa C OTKPHITHIM KJIIOUOM MJIsI 3TOrO Kjuoua SSH.

[lpuronHele BHaYeHMsI yKasaHH B cybpeecre Public Key
Algorithm Names peecrpa Secure Shell (SSH) Protocol
Parameters, nommepxmBaemoro IANA.";

reference
"RFC 4250: The Secure Shell (SSH) Protocol Assigned
Numbers
IANA URL: <https://www.iana.org/assignments/ssh-parame\\
ters>

(\\ moBamneno mns popmaTmMpoRaHus)";
}
leaf key-data {
type binary;
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mandatory true;
description
"IBOMYHEIE HaHHHE OTKPHTOI'O KJKYa IJsI 3TOoro kjoua SSH,
Kak ykasaHoO B naparpagde 6.6 RFC 4253, T. e.:

string nneuTunpmkarop dopmara ceprmbmkara wunm
OTKPHTOI'O KJIOYa
byte[n] maHHHe kioda/cepTmpmkara.”;
reference
"RFC 4253: The Secure Shell (SSH) Transport Layer
Protocol";

}
}
container trust-anchor-certs {
when "../progress-type = 'bootstrap-complete'" {
description
"[IpMBSISBKM LOBEpMS MNEepefaloTCs JMUbL IJsT OTYETOB THIA
bootstrap-complete.";
}
description
"Cnucok cepTudmxaToB NpMBSISOK AoBepusi, KoTopsie NMS moxeT
MCHONBBOBATE ANS ayTeHTMPMKAUMM INOCHEeRYIUMX COeOMHEHMNI C
3TMM YyCTPOMCTBOM no ceprupmkary (Hanpmmep., restconf-tls,
netconf-tls m maxe netconf-ssh c nmoamepxxom X.509 ms
RFC 6187). Ha mpakTmuke NPMBASKM NOBEpPuUsl OJsI cepTudmxaTos
IDevID He HYXHO NepenaeaTk C MNOMOWBIH 3TOr'C MexaHmsMma.'";
reference
"RFC 6187: X.509v3 Certificates for Secure Shell
Authentication";
leaf-list trust-anchor-cert {
type cms;
description
"CrpykTypa CMS, rme THI COOEPXMMOI'O BEPXHEI'O YPOBHS
IOJIXEH 6mTe signed-data, kxaxk yxasaHo B pasgene 5
RFC 5652.

B CMS JIOJIXHA copmepxaThkCsl lLienodka ceprumpmxaror X.509,
TpebyeMEx OJIS ayTeHTuOMKaAUMM NPefCTaBJIEHHOTO YCTPOMCTBOM
cepTudmukara.

B CMS J[OJIXHA comepxaThbCsl JMWBL 1 IjenodYka cepTmndmMxaTos.
locnepumm B uemnoduke JIOJIKEH 6mTBE SMMTEHT cepTmudmxara
ycTpoicTsa .

Bo Bcex cnyuasix nenouka JOJNKHA BKINOYATE CaMOINOIANMCAHHEIL
KOpPHeBOM cepTubmxar. Ecnm sMMTEeHTOM cepTudpmkara
yCTpoOMCTBa SABJSIETCsT KOPHeBoy CA, IPUCYTCTBYET JMIE €I'0
cepTudnxar.

CMS npexncTaBlsIeTCsT BHPOXIASHHOM (OPMONi CTPYKTYPE!

SignedData, xoTopasi OGHYHO CHYXMT LJISI PacHpOCTPaHeHMs

ceprupmxaroB X.509 m obwexToB oTsmBa (RFC 5280).";

reference

"RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List
(CRL) Profile

RFC 5652: Cryptographic Message Syntax (CMS)";

}
}
<CODE ENDS>

8. Onyuu DHCP

B atom pasgene onpegenenbl ase onuun DHCP - no ogHon gns DHCPv4 n DHCPV6. Onuun umeloT 04UHAKOBYH CEMAHTUKY,
HO pasHblli CUHTAKCKC.

8.1. Onuusa DHCPv4 SZTP Redirect

Onuuna DHCPv4 SZTP Redirect cnyxuT ansa npegocrtaBneHnst KNMeHTy ogHoro unu Heckonbkmx URI, ykasbiBatowmx cepsepsbl
HayanbHOW 3arpy3sku, C KOTOPbIX MOXHO NbITATbCA NOMYYUTb AOMONHUTENBHYIO KOHUIrypaLumio.

0 1

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
ottt —t— ot —m b —t——d——t——-—+——+
| option-code (143) | option-length
e e et et LI EE SR B S

bootstrap-server-list (nepeMeHHINI pasmep)

;--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--;
option-code
OPTION_V4_SZTP_REDIRECT (143).
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option-length
Pa3wmep onuun B okTeTax.
bootstrap-server-list
Cnncok cepBepoB, C KOTOPbIMW KIMMEHT MOXET MbITaTbCA KOHTAKTMPOBaTb ANs MOSyYEHUs OOMOSNHUTENbHBIX AaHHbIX
HayanbHOW 3arpy3ku B popmaTe, nokaszaHHOM B naparpade 8.3. ba3osoe kogupoBaHue nonew.
lNoeedeHue knueHma DHCPv4
KnueHt moxet 3anpocutb onumio OPTION_V4 SZTP_REDIRECT BkntoyeHnem eé koga B Parameter Request List (55)
3anpoca DHCP.

Mpu nonyyeHun coobuweHns DHCPv4 Reply ¢ onuven OPTION_V4 SZTP_REDIRECT knueHT obpabaTbiBaeT OTKMMK B
COOTBETCTBMU C Naparpadom 5.5, cuntas 4to 3HaveHus address u port 3akoauposaHsl B URI.

HepewcteuteneHble 3anvcn URI B none uri-data knueHT urHopupyet. Ecnu npunatasa onums OPTION_V4_SZTP_REDIRECT
He BKntoyaeT xoTsa 6bl ogHow aericteutensHon 3anmcn URI B none uri-data, kKnueHT gomkeH oTopocuTb onumio.

Mockonbky pasamep URI MoxeT npeBbiwaTh pa3pewérHyto anvHy onuun DHCPv4 (255 okTeToB), KNMEHT AOJMKEH peanv3oBaTb
noeBedeHvne areHTa gekoampoBaHusi, onucaHHoe B [RFC3396], ana koppekTtHon obpaboTtku cnvcka URI, pasHecéHHoro no
HEeCKOMNbKMM NPUHATBIM 3k3emnnapam onumn OPTION_V4_SZTP_REDIRECT.

IMoeedeHue cepeepa DHCPv4
Cepsep DHCPv4 moxeT BkntodaTh onumio OPTION_V4 SZTP_REDIRECT B nepenasaemMblie cooblieHns DHCP.'

CoobuweHne ot cepeepa DHCP pgomkHO BKkMYaTb NuMWwb ogHO  none  bootstrap-server-list B onumio
OPTION_V4 _SZTP_REDIRECT. OgHako cnuncok URI B 3TomM none MOXeT BbIXoAuTb 3a Npedenbl paspelléHHoro pasmepa
onumn DHCPv4 (B cootBetctBun ¢ [RFC3396]). Ecnu none bootstrap-server-list nomewaercs B oguvH 3k3emnnsip
OPTION_V4_SZTP_REDIRECT, cepBepy HeponycTumo nepefaBaTb Gonee 1 aksemnnspa onuuu. Ecnn pasmep nons
bootstrap-server-list cnuwkom Benvk ana ogHon onumu, onuma OPTION_V4_SZTP_REDIRECT momxkHa pacliennsaTbcs Ha
HECKOIbKO 9K3eMMMsiPOB B COOTBETCTBUU C NpoLeccoM, onncaHHbiM B [RFC3396].

8.2. Onuua DHCPv6 SZTP Redirect

Onuna DHCPv6 SZTP Redirect cnyxut gns npefocTaBneHns KNueHTy ogHoro unu Heckonbkux URI, ykasbiBatowmx cepsepbl
HayanbHOW 3arpy3ku, C KOTOPbIX MOXHO NbITAaTbCS NOMYYUTb SOMOSNHUTENBHYIO KOHUIypaLmio.

0 1 2 3
01234567890123456789012345678901
Bt St e e e St St S e e
| option-code (136) | option-length |
+ot—t—t—t—t—t—t—t—t-t—t—t—t—t-t—t -ttt -ttt -t -ttt -t —+—+-+
bootstrap-server-list (mepeMeHHsN1 pasmep)
bbb bbb bbb bbb d bbb bbb h ot
option-code
OPTION_V6_SZTP_REDIRECT (136).
option-length
Paamep onuuu B okTeTax.
bootstrap-server-list
Cnncok cepBepoB, C KOTOPbIMU KIMMEHT MOXET MbITaTbCA KOHTAKTMPOBaTb ANs MOSyYEHUs] OOMOSNHUTENbHBLIX AaHHbIX
HavanbHOW 3arpy3ku B popmaTe, nokaszaHHOM B naparpade 8.3. basosoe kogupoBaHue nonew.
lMoeedeHue knueHma DHCPv6
KnneHT moxeT 3anpocutb onumio OPTION_ V6 _SZTP_REDIRECT ¢ nomolibto npouecca, 3agaHHoro B naparpadpax 18.2.1,
18.2.2,18.2.4, 18.2.5, 18.2.6 n 21.7 [RFC8415]. KnneHT BKNtovaeT Kogbl 3anpalumsaemblx onuuin B onumto Option Request.

Mpy nonyveHun coobueHns DHCPv6 Reply ¢ onuuen OPTION_V6_SZTP_REDIRECT knueHT obpabaTbiBaeT OTKNUK B
CcooTBeTCTBUM € naparpadom 5.5, cuntas uto 3HaveHusa address n port 3akoampoBaHbl B URI.

HepewcteuteneHble 3anvcn URI B none uri-data knueHT urHopupyet. Ecnu npunatas onums OPTION_V6_SZTP_REDIRECT
He BKItoyaeT xoTsa 6bl ogHow gericteutensHorn 3anmcn URI B none uri-data, kKnueHT gomkeH oTopocuTb onumio.

lMoeedeHue cepeepa DHCPv6
B naparpade 18.3 [RFC8415] onncaHa paboTa cepBepa B YacTu Ha3HayeHus onuuin. CepBep OyaeT nepeaaBaTb KOHKPETHBIN
koA onuuMu NULWb B TOM Cryyae, Koraa ansi 3Toi onuuy 3agaHbl 3Ha4EHUst KOAOB U KITMEHT 3anpoCcui Onuuio.

Onuuna OPTION_V6_SZTP_REDIRECT saBnsetca ognHouyHou (singleton) u cepBepy HepgonycTumo nepenasatb 6onee ogHoro
3K3eMMsipa 3To onuuK.

8.3. BazoBoe KogupoBaHue nonen

Onuuu DHCPv4 n DHCPV6, 3agaHHble 3aechk, koaupytoT cnucok URI cepepoB HauvanbHowm 3arpy3ku. Ctpyktypa URI sBnsetca
onumenn DHCP, koTtopas moxeT cogepxaTb Heckonbko URI (cm. naparpad 5.7 B [RFC7227]). ®opmart 3anucm URI B none
bootstrap-server-list nokasaH Hmxe.

B man at at B B e e R S R s
| uri-length | URI |
et T e S st ma mat B e e e I R 2

uri-length
2-okTeTHOe none pasmepa AaHHbix URI.

URI

URI ansa cepBepa HavanbHou 3arpy3ku SZTP.
B URI cepBepa HauvanbHoWM 3arpy3ku SZTP pomkHa ucronb3oBatbes cxema URI https, onpegenéHHas B naparpace 2.7.2
[RFC7230], n cdhopma gomkHa nmeTb Bug https://<ip-address-or-hostname>[:<port>].

'B opurmHane aToT ab3ay cogepxan owmbky. CM. https://www.rfc-editor.org/errata/eid6684. Mpum. nepes.
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9. Bonpocbl 6e3onacHocmu

9.1. ToyHOCTbL YacoB

OnuncaHHoe B OOKyMeHTe pelleHne nonaraetcs Ha cepTudwmkatel TLS v BrnagenbueB, a Takke Bayyepbl BnageHus, Ans
KOPPEKTHOW paboTbl (Hanpumep, NpoBepKka Cpoka AEWCTBMS UNnM crtaTyca OT3biBa) C KOTOPbIMU TPebyloTCA TOYHbIE Yachl.
Peanusauusam cnegyet obecneunsBatb Ha yCTPOWCTBAxX TOYHOCTb YacoB MPW OTrpy3Kke C NMPOU3BOACTBA M NPeANnpUHUMAaThL Laru
no NpegoTBPaLLEHNIO UCKaXKEHMI paboTbl YacoB.

Mpwn OTCYTCTBMU BO3MOXHOCTU 06€CneUnTb TOYHOCTL YacoB peanusaumnm peKoMeHOYyeTCs OTKIIOUNTL BCe acneKTbl, CBA3aHHbIE
C NMpOBEPKOV BpeEMEHWU. B yacTHOCTU, TakMM peanusauusim criegyeT cuuTath, YTo cepTudmkaTbl TLS, Bayyepbl BrafeHus u
Apyrve cepTudukaTbl 4ENCTBUTESNbHBI BCerga U He MoryT ObiTb 0TO3BaHbl. [1Nsi BayyepoB BrafeHus U3roToBUTeNsIM cnegyeT
3afaBaTb OMH Bayyep Ha BECb CPOK CMY»XObl yCTpOMCTBa.

Peanusauusm He cnepgyet nonaratecs Ha npotokon NTP, nockonbky B HacTosillee Bpemsl OH He obecneyMBaeT 3aliuThbl.
OTtmeTum gokymeHT IETF, nocBsilwéHHbIN 3awwmTe npoTokona NTP [NTS-NTP].

9.2. Ucnonb3oBaHue ceptucgpukaron IDeviD

Ceptndmkatel IDevID, onpegenérHble B [Std-802.1AR], pekomMeHAYHTCA Kak AnA KNMeHToB TLS npu nogkmoyveHun K
cepBepaM HauvarnbHOW 3arpysku, Tak U Ana naeHtudukaumm ycTpomcTB Mpu WKUAPOBaHUM apTedakToB AaHHbLIX HavanbHOW
3arpysku SZTP.

9.3. HenameHsiemoe XpaHunuiie Anda npnBAa3oK aooBepus
YcTpoiicTBa AOMKHbI rapaHTUpOBaThk, YTO BCE UX CePTUMUKATLI NPUMBA30K AOBEPUS], BKITtOYasi UCMOSb3yeMble st COeaUHEHNI
C cepBepaMm HavarnbHOW 3arpy3ky U NPOBEPKM Bay4epoB BNafeHus, 3aLLMLLieHbl OT MOCTOPOHHEro BMeLLaTebCcTBa.

Co BpemeHeM MoOxeT noTpeboBaTbCA OOHOBNEHME 3TUX CepTUUKATOB (Hanpumep, usrotoeuTenb MoxeT fobasute CA).
Moatomy npegnonaraeTcs, YTO yCTPOMCTBA MOryT OOHOBUTb 3TV MPUBHA3KM AOBEPUS NPU BO3HWKHOBEHUWM HEOBXOAMMOCTM C
MOMOLLIbIO NMPOBEPSAEMOro NpoLecca, Takoro kak 06HOBMEHNe NporpaMm C UCNonb30BaHWeM NoANMCaHHbIX 06pasos.

9.4. 3au.mu.|e|-||-|oe XpaHunuwe and AoJiroCpoYHbIX CeKpeTHbIX Kno4ven

Co3gaHHble M3roToBUTENEM MOEHTUMUKATOPbl YCTPOMCTBA MOMYT WMMETb OYeHb AOMMMA Cpok AencTteusi. Hanpumep, B
[Std-802.1AR] pekomeHayeTca ncnonb3oBatb notAfter = 99991231235959Z B ceptudmkatax IDevID. C yyétom anutenbHoro
UCMONb30BaHMUS 3TUX CEKPETHbIX KIIOYEeN KpamHe BaXXHO XPaHUTb WX TakK, YTO OHM ObiNM HEeJOCTYMNHbI, Hanpumep, B
3alLMLWEHHOM KpUnTorpaduyeckom npoueccope (Mukpocxema TPM).

9.5. AyteHTdmkauma cepsepa HayasibHOUW 3arpy3Ku BCnenyro
OTOT OOKYMEHT paspeluaeT yCTPOWCTBY BCrienyo ayTeHTuduumpoBaTtb ceptudumkat TLS cepBepa HavanbHOW 3arpysku. 1o
Aenaetca ana cnyyaes, Korga cBeeHud o nepeHanpaBiieHUN NonyYeHbl oes3 3alunTbl, YTO MHOr4a crneayeT paspelaTb.

[na komneHcaumn aToro OOKYMEHT Tp96y6T, YTOObI npu coeavHeHMn C HeOOBEPEHHbIM CEPBEPOM HavasbHOM 3arpyskm
yCTpOVICTBa npoBepAnn noannucu Ana 3arpyxaembix ¢ cepsepa AaHHbIX.

9.6. PackpbiTne nHcopmauum HegoBepeHHbIM cepBepam

OTOT OOKYMEHT paspeluaeT YCTPOWCTBaM MOAKMIYEHWE K HeQOBEPEHHbIM CepBepaM HayanbHOWM 3arpy3ku. OgHako Takow
cepBep MOXEeT KOHTPONMPOBAaTbCH 3M0YMbILMEHHUKAaMK, MO3TOMY YCTpOWCTBaM cneayeT cobniogaTb OCTOPOXHOCTb Npu
nepepaye AaHHbIX HA CepBep HavanbHOW 3arpysku.

YcTponcTtBa nepefatoT bootstrap-cepBepam pasHble 4aHHbIe Ha KaXaom ypoBHe npoTokorioB - TCP, TLS, HTTP, RESTCONF.

Ha yposHe TCP ycTpolicTBa nepefatoT cBovi agpec IP, KoTopbIi MOXET TpaHCNMpoBaTbCS B CETU, U pyucka 6e3onacHoOCTu 34ech
He BO3HUMKaeT.

Ha ypoBHe TLS ycTpoicTBa MOryT UCMOMb30BaTh KIMMEHTCKME cepTudmKaTbl Anst aoeHTUduKauum n ayteHTudgmkauumn cebs Ha
HeJOBEPEHHOM CepBepe HavanbHOW 3arpy3ku. CepTudmkaT [OOMmKEH YykasblBaTb MO MEHbLUEW MEpe CEPUNHBLIA HOMeEp
YCTPOWCTBA M MOXET pacKpbiBaTb [AOMOMHUTENbHbIE CBEAEHWS, TakMe Kak WM3roToBMTENb, annapaTtHas Bepcusi (Mogensb),
OTKPbITBIN KIOY U T. N. Hannune Takmx cBeAEHUIN MOXET MO3BOMUTL 3MOYMbILLNIEHHNKY OpraHn3oBaTtb ataky. PekomeHayeTtcsa
He nornaraTbCsl Ha 3alUMTy CETU B TaKMX Crny4vasx.

Ha yposHe HTTP ycTponcTtBa mMoryT npyuMeHsiTb cxemy ayTteHTudpmkauumn HTTP ang naeHtudmkauum n nogTBepxaeHns cBoen
NMOANMHHOCTM HEAOBEPEHHbIM CepBepaM HayanbHoOWM 3arpysku. Cxema ayTeHTuduMKauum packpbiBaeT, MO MeHbLUen Mepe,
CEepUIAHbIN HOMEpP YCTPOWCTBA, a B 3aBMCMMOCTM OT MPUMEHAEMOro MexaH1M3ma ayTeHTUdMKaLMn, MOXeT pacKkpbiBaTb CEKpET,
KOTOPbIV NpeanonaraeTcs U3BECTHbIM MULLb YCTPOWCTBY (Hanpumep, naponb). YCTpoicTBam He cnepfyeT NPUMEHSITb CXeMbl
ayteHTndukaumm HTTP (Hanpumep, HTTP Basic) ¢ HegoBepeHHbIMK bootstrap-cepBepamu, packpbiBaloLLMMUN CEKPET, KOTOPbIV
npeanonaraeTcs 3BeCTHbIM NMULLb YCTPONCTBY.

Ha ypoBHe RESTCONF yctpoinctea npumeHsitoT RPC get-bootstrapping-data (Ho He report-progress) npu NoakMYeHUU K
HeJoBepeHHOMY cepBepy HayanbHon 3arpy3ku. RPC get-bootstrapping-data nossonsieTr nepepasaTtb bootstrap-cepsepy
AononHuTenbHble BXOAHble MapameTpbl (Hanpumep, o0s-name, os-version, hw-model). YcTtponctBam pekomMmeHayeTcs
nepefaBaTtb HeJOBEPEHHbLIM cepBepam nuilb napameTp signed-data-preferred. Xotst gns bootstrap-cepeepa HopmansHo cpasy
Xe BO3BpallaTb NoAnvMcaHHble BBOAHbIE CBEAEHMWS, pEKOMeHAYyeTCsl BMECTO 3TOro nepeBoauTb HeLOBEPEHHOE COeaNHEHNE B
AoBepeHHoe, kak onucaHo B [NpunoxeHun B, yto nossonsieT ycTponcTBy mcnonb3oBatb RPC report-progress npu obpabotke
BBOAHbLIX CBEAEHUIA.

9.7. YI'IopSlAO'-IeHVIe UCTOYHUKOB OAaHHbIX Ha4vyarbHOU 3arpysku

Ans ycTpoicTs, noaaepxusatowmx Gonee ogHOrO UCTOYHMKA AAHHbLIX ONA HavanbHOMW 3arpysku, He TpebyeTtcs cobnioaatb
KaKON-TO KOHKPETHbIN NopsdoK UCTOYHMKOB, MOCKOSIbKY BCE OHM CHUTAOTCSA OAMHAKOBO 3alUMLWEHHBIMU. OOHAKO C TOYKM 3peHust
NpPVUBaTHOCTM PeKOMeHAYeTCA NPEeAnoYNTaTh UCTOYHMKM C NIOKarbHbIM OCTYMOM.
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9.8. be3onacHOCTb CeKpPeTHbIX KIoYen, NpUMeHsAeMbIX AN AoBepus
OnuncaHHoe B OOKYMEeHTEe pelleHne no3sondeT obecneuymBaTb aosepue K gaHHbIM HayanbHon 3arpyskm asyma cnocobamu -
3alMTON Ha TPaHCNOPTHOM YpPOBHE Unun noanncbiBaHMeEM apTed)aKTOB.

Mpn “cnonb3oBaHUM TPaHCTNIOPTHOW 3aLLMTLI (OBEPEeHHbI cepBep HayanbHOWM 3arpy3ki) CeKpeTHbI KoY ans cepTudukaTta
KOHEYHOro o6bekTa AosmkeH BbiTb AOCTYNEH AN opraHvM3aummn coeguHenms TLS.

Mpy noanuckiBaHUK apTedakToB KoY NOAMNMCU JOMmKeH BbiTb AOCTYNEH NULWb Npu Bo3BpaTte bootstrap-cepeepoM cosgaHHbIX
ANHaMn4yeCcKn noanncaHHblX OTKIMKOB C AOaHHbIMWU. Hanpmmep, cepsep HavyanbHOWM 3arpyskm npu nonyyvyeHun BXOOHOro
napametpa signed-data-preferred gna RPC get-bootstrapping-data moxeT agnHamuyeckn reHepupoBaTh OTKIMK C MOANUCHIO.

AOMUHMCTpPaTOpaM CepBEepOB HavanbHOW 3arpy3kM peKkomeHpyeTcsi crnefosaTb MposepeHHbiM (best practice) metopam
3aLUMTbl CEKPETHbIX KIoYewn, NnpuMeHsieMblx B online-onepaumsax. Hanpumep, pekomeHayeTcsl NPYMEHATb MOAYNW annapaTHon
3awmTbl (hardware security module nnm HSM). Ecnn HSM He ncnonb3yeTcs, peKoMeHAyeTcA 4alle OOHOBMNATb CEKPeTHbIV
KoY NPy HanNMyumn Ha BCeX YCTPOMCTBAX C yAaNEHHOM HavarnbHOW 3arpy3koi TOYHbIX YacoB (cM. naparpad 9.1).

[Ons nydwen s3awuTbl BNagensuam pekomMmeHAayeTCA NpenocTtaBnATh Wb nNoanncaHHbIe (C MCMonb30BaHMEM 3alLULLEHHOIO
CeKpeTHoro K.I'I}OLIa) M 3awngpoBaHHble (C ncnonb3oBaHMEM OTKPbLITOro  Krkro4a yCTpOVICTBa M3 ero ceptudukarta
OTOXAECTBNEHNS 3aLUULLEHHOMO yCTpOﬁCTBa) OaHHble HaYanbHOM 3arpysku.

9.9. YBepeHHOCTb B MU3roTOBUTENAX

lMpeacrtaBneHHbIN B 9TOM JOKYMEHTE NPOTOKON HayanbHOW 3arpy3kn SZTP nepenaét HEKOTOpbIA KOHTPONb HaA HayanbHOM
KOHburypauuenn ot BnagenbLa yCTPOMCTBa M3rOTOBUTENO W €ro npeacraButensam. M3rotoBuTenb MNOAAEPXKMBaET CrUCOK
obLensBecTHbIX bootstrap-cepeepoB, KOTOpPbIM AOBEPSAIOT ero ycTponcTea. o 3ambiCciy, ecrnvm cHayana He HageHO AaHHbIX
HayanbHOWM 3arpy3kM WHbIMW MeToAaMu, YCTPOWCTBO MNbITAeTCA CBA3aTbCA C OOLIEM3BECTHbIMM CepBepaMu HayvanbHOMN
3arpysku. HeT Hukakoro cnocoba npefoTBpaTuTb 3TO, KPOME MCMONb30BaHUSA BHELLHENO MEXCETEBOro aKpaHa Anst 6rioKMpoBKM
Takux coeanHeHuin. Npobnemsbl, cBA3aHHbIE C JOBEPEHHLIMK bootstrap-cepBepamu, paccMoTpeHbl B naparpadee 9.10.

M3rotoBuTenb Takke Be4ET CMMCOK OpraHoB, NOAMNMCbIBAOLLMX Bay4epbl, KOTOPbIM €ro yCTpOVICTBa posepstoT. Takne opraHbl
BbIMYCKAKT Bay4epbl, No3Bondwowmne Bnagenbly O0BEpPATb cemechKaTy gomeHa Brnagenbua. KpainHe BaxHO, 4TOObI
n3rotoBuTENN obecnevmnBani LeNoCTHOCTb opraHos, nognucbiBatoWnX Bay4ephbl, 4YTOObI N36eXaThb HEKOPPEKTHbIX HAa3HaAYEeHUN.

OnepaTopaMm cnefyeT 3HaTb, YTO cucTemMa npegnonaraeT MX [OBepue BCeM 3afaHHbIM 3apaHee cepBepam HadanbHOW
3arpysku, HasHadyeHHbIM u3roToBuTenem. XoTs onepaTopbl MOryT MCNOMb30BaTb B CeTUM cpefctBa GnokmposBku AocTyna K
obLenssecTHbIM bootstrap-cepsepam, oHVM He MOryT 3anpeTuTb NOAMUCHLIBAIOLLMM Bay4epbl OpraHam co3gaBaTb Baydepbl Ans
UX YCTPONCTB.

9.10. NMpobnembl ¢ fOBEPEHHBLIMU CepBepaMn HaYaribHOW 3arpy3Ku
C O6LIJ,6VI3BeCTHbIMM n O6Hapy)KEHHbIMVI OOBEepeHHbIMU cepBepamMn MoryTt OblTb CBSI3aHbI HEeKOTOpble I'Ip06J'IeMbI.

- CkoMNpoMeTMpOBaHHbI AOBEPEHHbLIA CEPBEP MOXHO M3MEHUTL AJ1S1 BO3BpaTa HeMoAnMcaHHbIX A4aHHbIX noboro Tuna.
Hanpumep, bootstrap-cepsep, oT koToporo npegnonaraeTcsi Nofly4YeHne NuLlb CBEAEHWUIA O NepeHanpaBneHnn, MOXHO
HacTpoWTb Ha BO3BpaT BBOAHbIX [aAHHbIX, @ CEPBEP, OT KOTOPOro OXMAAIOTCA NOANUCAHHbIE AaHHbIE, - HA BO3BpaT
HenoanucaHHbIX. B obounx cnyydasx ycTponcTBo GyaeT BOCNPUHMMATL OTKMMK, HE 3Hast, YTO TOT AOMKeH ObiTb MHbIM.
ConpoBoxaalLmm JOBEPEHHbIE CEpBEPbl HAYaNbHONM 3arpy3ku pekomeHayeTcsi obecrneumBaTth 3allMTy CEpBEpPOB OT
KOMMpomeTaumm, a npu BO3HWKHOBEHUW TaKOBOW MMETb MexaHu3Mbl Ansi ObICTporo obHapyXeHus u ycTpaHeHus
nocneacTsui.

- [loBepeHHbIl cepBep HayanbHOW 3arpysku, Ha KOTOPOM pasMeLlalTcs HenoanucaHHble UMM MoAMUCaHHbIe, HO He
3alWMPOBaHHbIE [AaHHble, MOXEeT packpbiBaTb WHMOPMaLMI0 HeXenaTenbHbIM CTOpoHaM (Hampumep, CBoemy
agMuHUcTpaTopy). ATo nNpoGrema NPMBATHOCTU, HO OHa MOXET PacKpbiTb CBEAEHUS, MPUroaHble ANs opraHu3auum
aTaku. PackpblTue cBefieHWIl O MepeHanpaBsieHUN MMeEeT OrpaHWYeHHOe BRUsiHWE (3TO MPOCTO CMMCOK bootstrap-
cepBepoB), TOr4a Kak packpbiTue BBOAHbIX AaHHbIX MOXET AaBaTb MHOTO MHdopMauuM (HanpuMep, TOMOJSIoruio ceTu,
npaBuia MexXceTeBblX 3KpaHoB U T. n.). OnepaTopam peKkoMeHAyeTCsl LNGPOoBaTb AaHHbIE HayanbHOM 3arpysku,
Korga WX COAEPXKMMOE CUMTAETCH BaKHbIM, BMMOTb [0 COKPLITUS TaKMX AaHHbIX OT agMMHMCTpaTopoB bootstrap-
cepsepa, KOTOPbIN MOXET NOAAEPKUBATLCSH CTOPOHHUMM NMLAMU.

9.11. Cpok gencTBUs NepeHoCUMbIX CBeAeHUU
ApTedakT nepeHoCMMbIX CBEAEHU He 3a4aéT CPOK OencTBus. Hanpumep, B cBeAeHMAX O NMepeHanpaBiieHun UM BBOOHbIX
AaHHbIX HET BPE€MEHHbIX OrpaHVILIeHVIVI N HX OONH U3 3TUX apTe(baKTOB Henb34 0TO3BAaThb.

Ons HemoAnucaHHbIX JaHHbIX U3 HEOOBEPEHHOTO MCTOYHMKA [aHHbIX HavanbHOW 3arpy3kM HET CMbicnia obcyxaaTb CPok
[eWCTBUSI CBELIEHWI, KOMNb CKOPO OHW HEe ayTEHTUULIMPYIOTCSH U MOFYT ObITb MONyYeHbl OTKyAa YrofHo. [ns HemognucaHHbIX
[JaHHbIX W3 [OBEpeHHOro ucTouHuka (bootstrap-cepBep) AOCTYNHOCTb [aHHbIX SIBASETC EAUHCTBEHHBIM MEPWUIOM WX
aKTyansHoCTW. MockonbKy HEAOBEPEHHbIE AaHHbIE MPUXOOAT U3 OOBEPEHHOTO UCTOYHMKA, MX TeKyllasl AOCTYMHOCTb MMeeT
3HaueHue, a nockonbky bootstrap-cepeepbl ncnone3ayloT TLS, cogepxumMoe obMeHa Henb3st U3BMEHWUTb UMK BOCNPOU3BECTM. [Ans
NOANUCaHHBIX AaHHbIX M3 OOBEPEHHOr0 WM HEeLOBEPEHHOrO0 WUCTOYHMKA MPUrOAHOCTL OrpaHMyeHa MpUrogHOCTHIO Baydepa
BnafeHus 1 ceptudmkaTa Bnagenbla, NpuMeHsieMbIX Ans ayTEHTUMKALMYN AaHHbIX.

MpurogHocTe Bayyepa BnageHus B MepBYH oyepedb OorpaHuumBaeTcs y3namm created-on u expires-on. Xota [RFC8366]
pekoMeHOyeT KpaTKOCPOYHble Bayyephbl (naparpad 6.1), y3en expires-on MOXeT ykasbliBaTb Noboe Bpems B Oyaywiem n gaxe
OTCYTCTBOBAaTb, yKa3blBas HeOrpaHM4eHHbIN CpoK AencTBus. MNpurogHocTb Bayvepa orpaHuymsaeTtcs Takke PKI nsrotosutens,
NCMNonb30BaHHOM AN MOANUCK Bay4vepa. XOTs Baydep Henb3s 0To3BaTb HanpsMylo, AN Mcnonb3oBaHHOW npw noanucu PKI
OT3blB BO3MOXEH.

Cpok penctBus cepTudpukaTa Bnafenblia B NepByl oyepedb OrpaHuuMBaeTcs noreM npurogHocT X.509 - 3HayeHust
notBefore u notAfter 3aparoTcs yOOCTOBEPSIOWMM LIEHTPOM MpW MOANMCAHWMU cepTudukaTa. [eicTBue cepTudukaTa
BnagenbLla orpaHuyMBaeTcs Takke npurogHoctbio PKI, ucnonb3oBaHHOM Npy noanvucaHnm Baydepa. CepTudmkat Bnagensua
MOXHO OTO3BaTb HaMNpsiMyto.
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BJ'Ia,El,eJ'IbLlaM, Kenawwmm NMMETb MakcumanbHYy rMbKocTb ynpasneHuna NPpUroaHoCTbIO noanncaHHbIX AaHHbIX,
pPeKkoMeHAyeTCA co30aBaTh YHMKANbHbIA cepTudmKaT Bragenbua Ans kaxaoro apredakra. ATo He TOMbKO NO3BONSET yKka3aTb
CPOK AenCcTBUSA apTedakTta, HO U NO3BOMSET 0TO3BaTb NPUIrOAHOCTbL KaXXA0ro aptedakra.

9.12. Kacxap,upOBaHMe AoBepus 4yepes nepeHanpaBrneHue

CBefeHusi 0 nepeHanpasneHnn (naparpad 2.1) nNpeanucbiBaloT 3arpyXarowemMycsi YCTPOWCTBY MHUMLMMPOBATb COedVHeHue
HTTPS c ykasaHHbIMW cepBepaMu HadvanbHOW 3arpysku. [JoBepeHHble CBeAeHWs O nepeHanpasrieHunM MOryT BKoYvaTb
cepTudmKaT NpUBA3KN AOBEPUS, NPUMEHSIEMbIN YCTPONCTBOM AnA ayTeHTudukaumm ceptudmkata TLS KoHeyHoro obbekTa,
npeacraBneHHoro bootstrap-cepsepom. B pesynbtate komnpomeTauusi B3auMOAenCcTBUsl, ob6ecrneyeHHOro cBedeHusiMU O
nepeHanpasneHumn, Be4ET K KOMNPOMEeTaLUun BCeX NocneayoLmx B3anmMoaencTBui.

9.13. BO3MOXXHOCTb MOBTOPHOI0 NPUMEHEHUS CEKPETHbIX Kno4veun

B aTomM goKkymeHTe onucaHo ABa NPUMeEHeHUs cepTudukaToB naeHTUdMKaLUMM 3alUMLLEHHBIX YCTPOMCTB. B OoCHOBHOM 3TO
CRYXWT ANS ayTeHTUdMKaLmMm yCTpocTBOM cebs Ha cepBepe HavanbHOW 3arpy3ku C UCMOMb30BaHMEM CEKPETHOrO Krtoya Ans
NPOBEPKM MOAMMHHOCTU MO KMMEHTCKOMY cepTudmkaTy ypoBHs TLS. [pyrum npuvmMeHeHuneMm sBNsieTcs paclumdpoBka
npeacTaBneHHblX apTedakToB HayanbHOW 3arpysku, TOYHee, B COOTBETCTBMM C pasgenoMm 6 B [RFC5652], pacwudposka
CUMMETPUYHOTO KITtoYa, Cryxallero Ans pacumgpoBkn AaHHbIX.

Maparpag 3.4. LUndppoBaHne aptedakTtoB AOMNycKkaeT BO3MOXHOCTb MPUMEHEHWUs OOHOro ceptudukaTa uaeHTUduKaumm
3aWmLLEHHOrO ycTponcTBa B oboux cnyyasx, nockonoky B [Std-802.1AR] ykasaHo, uto ceptucukat DeviD moxeT nmeTb
yctaHoBneHHbin 6ut KeyUsage keyEncipherment B gononHenwne k 6uty KeyUsage digitalSignature.

XOTAl MOHSATHO, YTO MOBTOPHOE MCMOSIb30BAHUE CEKPETHbIX KItodei 06bIYHO He 0foBpSeTcs, 3TOT AOKYMEHT CYMTaeT Takoe
UCMONb30BaHWE NPYEMIIEMBIM, MOCKOMbKY HET KakuX-NnGO U3BECTHBLIX CNOCOBOB AMsi MOANMCHU, CO3aHHOI B OAHOM KOHTEKCTE,
Bbl3BaTb (HEBEPHYH) MHTEPNPETaLMIO B APYrOM.

9.14. OTcyTcTBMeE Npobnem ¢ wudpoBaHMeM NoagnMcaHHbIX aptecgakToB

OTOT OOKYMEHT 3aJaéT LmndpoBaHMe noanncaHHbIX OOBLEKTOB, a He noanucbiBaHWe LIMEPOBAHHbLIX, Kak MOXHO Obino 6bl
oXunaaTb C YH4ETOM LUMPOKO pa3peknaMmpoBaHHbIX aTak opakyna (Hanpumep, padding oracle attack). B nokymeHTe Takme ataku
He CYMTaTCS OCYLLECTBUMbBIMUN B KOHTEKCTE pEeLUEHNS, MOCKONbKY pacluMdpOBaHHbIA TEKCT HUKOrA4a He NoKMaaeT yCTPOMCTBO.

9.15. Moaynb YANG ietf-sztp-conveyed-info

3agaHHbI B JOKyMeHTe mogynb ietf-sztp-conveyed-info onpeaensieT cTpykTypy AaHHbIX, kKoTopas Bcerga obopayvBaeTcs B
ctpyktypy CMS. Npu goctyne 3awwmiiéHHoro mexaHuama (Hanpumep, TLS) ctpyktypa CMS moxeT He nognucbiBatbesd. OgHako
npu JOCTyne He3awuWEHHbIX MEXaHU3MOB (Hanpumep, CbEMHoe XxpaHunuiwie) ctpyktypa CMS pomkHa ObiTb mognucaHa,
4YTOObI YCTPOWCTBO AOBEPSIIO EA.

Peanusauusim cnegyet yuuTbiBaTb, YTO MOAMUCAHHbIE AAHHbIE HAYanbHOW 3arpy3ky 3allWlieHbl MWWb OT W3MEHEHMs,
codepXMmoe oCcTaétcs BUAMMbBIM Ans Apyrnx. ATO He Tak BNusieT Ha 6e30nacHOCTb, Kak Ha NpuBaTHOCTb. Coaepxumoe MoryT
ynTaTb NOCTOPOHHWE MPU UCMONb30BAHMU He3alMLWEHHbIX MexaHn3MoB. B mopayne ietf-sztp-conveyed-info 3agaH onepartop
BEpXHero ypoBHs choice, 06baABRAOWNIA, YTO coaepxmumoe umeeT Tun redirect-information unn onboarding-information. Janee
paccMOoTpeHbl oba crnyyas.

Korga ctpyktypa CMS copepxut redirect-information, Habntogatens MoxeT y3HaTb bootstrap-cepBepbl, Kyaa HanpaensieTcs
YyCTPOWCTBO, MX agpeca IP unn vMeHa, nopTel U cepTudmkaTel NPMBS30K O0Bepus. OTU CBeOEHUA MOryT OaTb HEKOTopoe
npeacTaBnieHne 0 BHYTPEHHEN CTPYKType ceTu.

Korga ctpyktypa CMS copepxuT onboarding-information, HabniogaTtenbs MOXeT NMonyyYnTb BaXHble CBEOEHMS O MOATOTOBKE
yCTpOWCTBa. OTU CBEAEHNS BKIOYAKOT BEPCUIO ONEPALIMOHHON CUCTEMbI, UICXOOHYH KOHUIypaLmio 1 COAEPKMMOE CLiEHapUEB.
Takasi MHdopMauusi MoXeT ObiTb KOHMaeHUManbHON 1 cnegyeT NPUHATbL Mepbl Ans e€ 3awuTbl (Hanpumep, wudpoBaTb
apTedakT ¢ UCNONb30BaHMEM OTKPLITOrO KItoya YCTPOMCTBA).

9.16. Moaynb YANG ietf-sztp-bootstrap-server

OnpenenéxHbin B AoKyMeHTe Moaynb ietf-sztp-bootstrap-server 3agaétr APl ans RESTCONF [RFC8040]. HwkHMM ypoBHEM
RESTCONF sBnsetca HTTPS ¢ obs3aTtenbHoM peanu3aument 3awmwéHHoro tpaHcnopta TLS [RFC8446]. Mogenb goctyna
NACM (NETCONF Access Control Model) [RFC8341] obecneuvBaeT npegocTaBneHue [oCTyna K npenonpeaenéHHomy
NMOAMHOXECTBY MPOTOKOMbHbIX ONepaLnii 1 COAEPXKMMOTO NWLWb YKasaHHbIM NOMb3oBaTeENAM. ATOT MOAY b HE COAEPXKUT Y3108
AaHHbIX (Tonbko RPC), NosToMy HeT Heob6xoauMocTu obeyxaaTh KOH(UAEHUMANBHOCTL Y3MOB AaHHbIX.

MO,EI,yJ'Ib onpegensiet aea onepaunn RPC koTopble MoryT ObITb YyBCTBUTEJIbHbIMW B HEKOTOPbIX CETEBbIX Cpenax.

get-bootstrapping-data
OT1oT BbIzoB RPC npuMeHsieTcs ycTpolcTBamu Ans NOMyYeHUs AaHHbIX HadanbHoW 3arpysku. o 3ambicny kaxpoe
YCTPOWCTBO, yKa3aHHOe CBMAETENbCTBaMU ayTeHTMdmKauun (Hanpumep, cepTudukaT KnneHTa), MOXeT Mony4uTb NuLlb
CBOW AaHHble. [iNsi 4ONOMHUTENBHOIO OrpaHnyeHns gocTtyna ¢ 3Tum Bbid3oBom RPC npumeHeHne NACM He Tpebyetcs.
report-progress
3710t BbI3oB RPC nprMeHsieTcsl yCcTponcTBamMy AN OTYETOB O BbINOMHEHWMM HavanbHOW 3arpysku. o 3ambicny kaxpoe
YCTPOMCTBO, yKasaHHOe CBUAETeNbCTBaMU ayTeHTUudMkauum (Hanpumep, ceptTnuduKkaT KnmMeHTa), MOXeT MOoyyYnTb MuLlb
CBOW AaHHble. [N JONOMHWUTENBHOrO orpaHMyeHns goctyna ¢ 3tum BeizoBoM RPC npumeHenne NACM He Tpebyetcs.

10. BzaumoOdelicmeaue c IANA
10.1. PeecTtp IETF XML

ArenTcTtBO |IANA 3apeructpupoBano asa URI B cybpeecTtpe ns peectpa IETF XML Registry [RFC3688], gocTynHoro no ccoinke
<https://www.iana.org/assignments/xml-registry>. Huxe npuBeaeHbl pernctpaumm B cootBeTcTBuM ¢ oopmatom [RFC3688].

URI: urn:ietf:params:xml:ns:yang:ietf-sztp-conveyed-info
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Registrant Contact: PaGouass rpynna NETCONF B IETF.
XML: N/A, URI OTHOCHMTCSI K NPOCTPAHCTBY MMEH XML.

URI: urn:ietf:params:xml:ns:yang:ietf-sztp-bootstrap-server
Registrant Contact: Pa6ouass rpymnna NETCONF B IETF.
XML: N/A, URI OTHOCHUMTCSI K npocrpaHcTBy mMMEH XML.

10.2. Peectp YANG Module Names
ArentctBo IANA 3apeructpupoano asa moaynsa YANG B peectpe YANG Module Names [RFC6020], [OCTYNHOM Mo CCbIfke
<https://www.iana.org/assignments/yang-parameters>. Huxe npveeaeHsl pernctpaumm B dpopmate [RFC6020].

name: jetf-sztp-conveyed-info
namespace: urn:ietf:params:xml:ns:yang:ietf-sztp-conveyed-info
prefix: sztp-info

reference: RFC 8572

name: ietf-sztp-bootstrap-server
namespace: urn:ietf:params:xml:ns:yang:ietf-sztp-bootstrap-server
prefix: sztp-svr

reference: RFC 8572

10.3. Peectp SMI Security for SIMIME CMS Content
ArentctBo IANA 3aperucTpupoBarno ABa naeHtTudmkatopa nogunMHEHHbIX o6bekToB B peectpe SMI Security for SIMIME CMS
Content Type (1.2.840.113549.1.9.16.1), poctynHOoM no ccbinke <https://www.iana.org/assignments/smi-numbers>. Hwxe
npueeaeHa peructpaums B dpopmare, 3agaHHom B naparpade 3.4 [RFC7107].

Hecssimu4Hoe 3HayeHue OnucaHue Hokymenm
42 id-ct-sztpConveyedIinfoXML RFC 8572
43 id-ct-sztpConveyedinfoJSON RFC 8572

id-ct-sztpConveyedIinfoXML  ykasbiBaeT, 4T0 conveyed-information koampyetca ¢ wucnonb3oBanHmem XML, id-ct-
sztpConveyedInfoJSON ykasbiBaeT kogupoBaHue conveyed-information ¢ ncnonssosaHmem JSON.

10.4. Peectp BOOTP Vendor Extensions and DHCP Options

ArentctBo IANA 3apeructpuposano ko DHCP B peectpe BOOTP Vendor Extensions and DHCP Options, goctynHom no
cebinke <https://www.iana.org/assignments/bootp-dhcp-parameters>.

Tag: 143

Name: OPTION V4_SZTP_REDIRECT

Data Length: N

Meaning: Cnucox URI mnst bootstrap-cepsepos SZTP
Reference: RFC 8572

10.5. Peectp Dynamic Host Configuration Protocol for IPv6 (DHCPv6)
ArenTcTtBo IANA 3apeructpupoano kog DHCP B cy6peectpe Option Codes peectpa Dynamic Host Configuration Protocol for
IPv6 (DHCPV6), gocTtynHoro no cceinke <https://www.iana.org/assignments/dhcpv6-parameters>.

Value: 136

Description: OPTION V6_SZTP_REDIRECT
Client ORO: Yes

Singleton Option: Yes

Reference: RFC 8572

10.6. Peectp Service Name and Transport Protocol Port Number

ArenTctBO IANA 3apeructpupoBano nms cnyxobl B peectpe Service Name and Transport Protocol Port Number [RFC6335],
OoCcTynHOM Mo ccbinke <https://www.iana.org/assignments/service-names-port-numbers>. Huxe npuBegeHa pervcTpaumsi B
dopmarte, 3agaHHom B naparpadpe 8.1.1 [RFC6335].

Service Name: sztp

Transport Protocol(s): TCP

Assignee: IESG <iesgQRietf.org>

Contact: IETF Chair <chair@ietf.org>

Description: 3TO MMs CHOY*O6H NPMMEHSIETCS NPM COSNAHMM METKM

cepeuca SRV _sztp ans oBHapyxeHuss CepBepoB
HavanbHOM Barpyskm SZTP.

Reference: RFC 8572

Port Number: N/A

Service Code: N/A

Known Unauthorized Uses: N/A

Assignment Notes: 3ror nporokon npuMeHsier HTTPS kak MNOOJIOKKY .

10.7. Peectp Underscored and Globally Scoped DNS Node Names

ArentctBo IANA 3apeructpupoBano ums cnyx6bl B cybpeectpe Underscored and Globally Scoped DNS Node Names
[RFC8552] peectpa Domain Name System (DNS) Parameters, goctynHoro no cceinke <https://www.iana.org/assignments/dns-
parameters>. Hwxe npuBegeHa pernctpaums B coopmate pasgena 3 [RFC8552].

RR Type: TXT
_NODE NAME: _sztp
Reference: RFC 8572
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lNMpunoxeHue A. lpumep modesniu GaHHbIX ycmpolicmea

B aTtom npunoxeHun npegcrasneHa HEHOPMATMBHAA MOAENb AaHHbIX, MO3BOMNSAKOWAN HACTPOUTb Ha4YanbHY 3arpys3ky SZTP un
onpenennTb, KakMe napameTpbl MPUMEHSITb B NOrMKe HadanbHOM 3arpysku yCTpOVICTBa.

A.1. O630p mogenu faHHbIX
MpuBegéHHOE HXe AepeBo NNMICTPMPYET MoAernb AaHHbIX ycTponcTea B SZTP.

module: example-device-data-model
+--rw sztp
+--rw enabled? boolean
+--ro idevid-certificate? ct:end-entity-cert-cms
| {bootstrap-servers}?
+--ro bootstrap-servers {bootstrap-servers}?
| +--ro bootstrap-server* [address]
| +--ro address inet:host
| +--ro port? inet:port-number
+--ro bootstrap-server-trust-anchors {bootstrap-servers}?
| +--ro reference* ta:pinned-certificates-ref
+--ro voucher-trust-anchors {signed-data}?
+--ro reference* ta:pinned-certificates-ref
OTmeTum, YTO Ha AuvarpaMMe fnokasaH NUlb OAMH HacTpauBaeMmbli y3en - enabled. lNMpegnonaraeTcs, 4To Ans 3TOro y3na
OydeT yCTaHOBMEHO 3HayeHue true B 3a4aHHONM Ha NPOM3BOACTBE KOHMrypauum, NpUMHATON MO YMOMYaHuio, a noTom Oyaet
yCcTaHoBNeHO 3HayeHue false unu ysen OyaeT yaanéH, korga HavanbHas 3arpy3ka SZTP 6onblie He TpebyeTcs.

A.2. lNpumep ncnonb3oBaHUA
Hwxe npeactasneH npymMep ak3emnnspa ons 3Ton Moaenu AaHHbIX.

<sztp xmlns="https://example.com/sztp-device-data-model">
<enabled>true</enabled>
<idevid-certificate>base64encodedvalue==</idevid-certificate>
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<bootstrap-servers>
<bootstrap-server>
<address>sztpl.example.com</address>
<port>8443</port>
</bootstrap-server>
<bootstrap-server>
<address>sztp2.example.com</address>
<port>8443</port>
</bootstrap-server>
<bootstrap-server>
<address>sztp3.example.com</address>
<port>8443</port>
</bootstrap-server>
</bootstrap-servers>
<bootstrap-server-trust-anchors>

<reference>manufacturers-root-ca-certs</reference>

</bootstrap-server-trust-anchors>
<voucher-trust-anchors>

<reference>manufacturers-root-ca-certs</reference>

</voucher-trust-anchors>
</sztp>

A.3. Moaynb YANG

Mogenb yctpoincTtea onpeaeneHa mogyneMm YANG, 3agaHHbIM Huxe. Moaynb cebinaetcs Ha [Std-802.1AR] v ucnoneayeT Tunbl

AaHHbIX, onpefenéHHele B [RFC6991], [YANG-CRYPTO-TYPES] 1 [YANG-TRUST-ANCHORS].

module example-device-data-model {

yang-version 1.1;
namespace "https://example.com/sztp-device-data-model";
prefix sztp-ddm;

import ietf-inet-types {
prefix inet;
reference "RFC 6991: Common YANG Data Types";
}
import ietf-crypto-types {
prefix ct;
revision-date 2019-03-09;
description
"ietf-crypto-types onpegmenéno B
draft-ietf-netconf-crypto-types";
reference
"draft-ietf-netconf-crypto-types-05:
Common YANG Data Types for Cryptography";
}
import ietf-trust-anchors ({
prefix ta;
revision-date 2019-03-09;
description
"ietf-trust-anchors onpepmeneno B
draft-ietf-netconf-trust-anchors.";
reference
"draft-ietf-netconf-trust-anchors-03:
YANG Data Model for Global Trust Anchors";
}

organization
"HasBaume koMnaumm';

contact
"Author: Bootstrap Admin <mailto:admin@example.com>";
description

"3TOT MOAYNE ONpefeisieT MOAENEb NAaHHEX AJsT NOANEPXKM HadYallbHOM
sarpyskmu SZTP m ob6HapyXeHMs IPUMEHSIEMHX I1apaMeTpoB. Momyne
npegnojaraeT npmMMeHeHme ceprumkxara IDevID, a He MHHEX
cepTndMKaTOB KIMEHTAa, MIM MCHOJbLBOBaHME CXeMs ayTeHTubmxaumm

KJIMeHTa Ha ocHose HTTP.";

revision 2019-04-30 {
description
"Initial version";
reference
"RFC 8572: Secure Zero Touch Provisioning (SZTP)";
}

// CsomcTea
feature bootstrap-servers ({
description
"YCTPOMCTBO NOANEPXMBaAET HAYANBHYKW B3arpysKy
c bootstrap-cepsepoB.";

}

feature signed-data {
description
"YCTPOMCTBO NOANEPKMBAET HAUAJIBHYKW BarpysKy
NOANMCAaHHBIX OaHHHX.";
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}

// DocTynHile NPOTOKOJY Y3
container sztp {
description
"KOHTEelHEep BEPXHEr'o YPOBHSI AJsI MOAEeNM NaHHHX SZTP.";
leaf enabled {
type boolean;
default false;
description
"JlucT enabled KOHTpPOJMPYeT BOSMOXHOCTE HaYaJILHOM Barpys3Ku
SZTP. Ilo yMonuaHmioo BajaHo false, moaToMy 6e3 BKIIOYEHUS
(true) xoHpurypaums He Tpebyercs.";
}
leaf idevid-certificate {
if-feature bootstrap-servers;
type ct:end-entity-cert-cms;
config false;
description
"3ra crpykTypa CMS comepxmunt cepTupmxar IEEE 802.1AR IDevID
M BCe NPOMexXyTOuYHHe cepTmdmkaTs, Begymme (C BOSBMOXHEIM
BKJIKOYEHMEM) K cepTudmMkarTaM OCWEMBBECTHHX NPUBSIBOK JOBEpPHUsS OT
UBTOTOBUTENSA AN cepTudmxarTos IDevID. ObmemsBecTHas NpMUBSSKa
noBepust He MMeeT CaMONOANMCAaHHOro ceprmumbmkara.";
reference
"IEEE 802.1AR:
IEEE Standard for Local and metropolitan area
networks - Secure Device Identity";
}
container bootstrap-servers {
if-feature bootstrap-servers;
config false;
description
"Cnmucok bootstrap-cepBepoB, KOTOPHX YCTPOMCTBO 6yAeT MHTATBLCS
LOCTMYEL AJIE HadalbHOM Barpyskmu.";
list bootstrap-server {
key "address";
description
"Banmuce nnsa bootstrap-cepsepa.";
leaf address {
type inet:host;
mandatory true;
description
"IP-ampec MM MMsI XOCTa IJIsI CepBepa HadYalJlbHOM BarpyskKu,
Kyfha YCTPOMCTBO ClefyeT NepeHanpaBUTh.";
}
leaf port {
type inet:port-number;
default "443";
description
"HoMep mopTa Ha cepBepe HauallbHOM Barpyskmu. I[lo yMonmdanmio
npmHAT BHOeneHHmM IANA nopr https (443).";

}
}
container bootstrap-server-trust-anchors ({
if-feature bootstrap-servers;
config false;
description "KoHTelHep AN COMCKa CCHJIOK Ha NPMBASKM moBepus.";
leaf-list reference {
type ta:pinned-certificates-ref;
description
"Ccrilka Ha CIMCOK cepTuimxaToB Bakpenné€HHux (CA), KoTophe
YCTPOMCTBO NPMMEHSIET AJI NPOBEepkKM bootstrap-cepsepos.";
}
}

container voucher-trust-anchors {
if-feature signed-data;
config false;
description "KoHTelHep mOJjsl COMCKa CCHUIOK Ha NPMBSISKM AoBepus.";
leaf-list reference {
type ta:pinned-certificates-ref;
description
"Ccrulka Ha CIMCOK cepTudmrkaToB BakpennéHHbx (CA), KoTOphe
YCTPOMCTBO NPMUMEHSIET AJIS NPOBEPKM BaydepoB BlafeHus.";

}
lMpunoxeHue B. [lepeeod HeOoeepeHHO20 cOeOUHEeHUs1 8 A08ePEeHHOoe

Ha npuBeaéHHOM HWKe pUCyHKe npeAcTaBrneHa nocneaoBaTenbHOCTb AENCTBUA NPU HAYanbHON 3arpyske, KoTopble NepeBoaaT
HefoBepeHHOe coeanHeHne ¢ bootstrap-cepeepom B JOBEPEHHOE C TEM Xe cepBepOoM. ITO MO3BONSET YCTPOUCTBY OrpaHNYnTb
o6bem nHdopmaummn, packpbiBaeMON 3MOYMbILLIIEHHMKY, Y KOTOPOro pa3meLléH HeOBEPEHHbIN CepBep HavanbHOW 3arpy3ku.
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B3anmoaencTemst Ha pUCYHKe OnucaHbl HUXe.

1.

YCTPONCTBO MHNLMMPYET HEAOBEPEHHOE COEAMHEHNE C CEPBEPOM HayarbHOW 3arpy3ku, Ha 4To ykasbiBaeT "HTTPS" B
[OBOVIHbIX KaBblykax. OTO no-npexHemy coeauHeHne HTTPS, HO yCTpPOMCTBO He MOXeT ayTeHTuduumMpoBaTtb
ceptudmkat TLS bootstrap-cepsepa. [NockonbKy yCTPOMCTBO HE MOXET AOBEPSATb CEPBEPY HaYanbHOWM 3arpy3ku, OHO
nepenaét BxogHou napameTp signed-data-preferred n moxeTt gobaesutb napameTtp nonce B RPC get-bootstrapping-
data. MapameTp signed-data-preferred nHgpopmupyeT bootstrap-cepsep o HegoBepun yCTponcTBa, B pesynbTaTe yero
YCTPOWCTBO MOXET CKpbIBaTb OT CEpBepa HEKOTOpble AOMOSHUTEMNbHbIE BXOAHbIE MapaMeTpbl (Hanpumep, apyrue
BXOAHble MapameTpbl, OTYETbI O BbINONMHEHUM U T. Mn.). [lapameTp nonce no3sonset bootstrap-cepsepy aAnHamuyecku
nonyynTb Bayyep BnageHmsa oT MASA, 4To MoxeT BbITb BaXXHO Ansi yCTPONCTB 6e3 HafA&XHbIX YacoB.

CepBep HavanbHOM 3arpyskM BUAWUT BXoAHOW napameTp signed-data-preferred w 3HaeT, 4Tto OH MOXeT nepefatb
HenoanucaHHble CBEAEHVS O MNepeHanpaBneHnM unu noanucaHHble AaHHble noboro Tuna. B gaHHom cnyvae
bootstrap-cepsep nmeeT BO3MOXHOCTb NMOANUCHIBATb AaHHblE U BbIOMpPaET OTKMMK C MOAMUCAHHBIMU CBEOEHUSMU O
nepeHanpasneHnM Ans 3alMLLEHHOro nepeHanpasneHns ycTpoucTsa obpatHo k cebe, a He nNOoANUCaHHbIMK
BBOAHBLIMW AAHHBIMU, Kak MOXHO ObIno oxwupatb. Ha pucyHke 3TO He MokasaHo, HO ecnu Obin nepegaH BXOOHOW
napameTp nonce, cepBep HavanbHOW 3arpy3kn MOXeT AMHammuyeckun csssatbcs ¢ MASA w 3arpy3avuTb Bayvep cO
3HaveHneM nonce. [letTanu npoTokona, obecneunBaloLLEro Takyo MHTErpaLmnio, BbIXOOSAT 3a paMKu JOKyMeHTa.

lMocne npoBepkn NOANMCaHHBIX CBEAEHWUI O MepeHanpaBfieHn YCTPONCTBO OpraHnsyeT 3aluéHHOoe CoeanHeHne C
bootstrap-cepeepom. YcTpoincTBo He 3HaeT, TOT fn 310 bootstrap-cepBep, C KOTOPbIM OHO COEAUHANOCH A0 3TOro, HO
MOCKOMNbKY OHO MOXEeT Ha 9TOT pa3 ayTeHTMduuMpoBaTb cepBep, OHO nepedaéT cBOW 0ObIYHbIA 3anpoc get-
bootstrapping-data (¢ AononHUTENbHLIMM BXOAHBIMU MapaMeTpamu), a Takke OTHET O BbIMONHEHUW (HE NoKa3aH).

Ha atoT pas, nockonbky napameTp signed-data-preferred He Obin nepegaH, Mmest OOCTYNM KO BCEM BXOLHbIM
napameTpam, bootstrap-cepeep Bo3BpalLlaeT B 3TOM Npumepe HenoAnuCcaHHble BBOAHbIE CBEAEHUS ANns YCTPOMCTBA.
OTMeTUM Takke, YTO CepBep HayanbHOWM 3arpy3kn cTan JOBEPEHHbLIM M YCTPONCTBO MOXET nepeaaBatb €My OTYEThI O
BbIMONMTHEHUN.

lMpunoxeHue C. O630p paboyezo npouecca

I'Ipe/:lCTaBneHHoe B JOKYMEHTEe pelleHne KoHUuenTyanbHO COCTOUT N3 HEHOPMATUBHbIX pa60qu npoueccoB, OMUCaHHbIX HMXE.
I'Ipep,nonaraeTc;!, 4YTOo AeTanun peanmaau,mﬂ 6yp,yT pasnn4yaTbcA. Kam,qu M3 PUCYHKOB cCOMNpoBOXOaeTcH nOD,pO6HbIM
onncaHnem npenctaBiieHHbIX Ha PUCYHKe JJ,GVICTBVIVI C KOMMEHTapunaMun no 4actu paanvlqvuh B peanunsaumax.

C.1. 3auucneHue n ynopsigoyeHme yCTpomcTB

Ha PUCYHKe npeacTtaBiieHbl OCHOBHbIE B3aMMoOencTBus, KOTOpble MOryT npouncxoauntb C MOMEHTa, Korga noTeHUmnarnbHbIN
Bnageneu permcTtpupyetca B nporpamme SZTP N3roToBnUTeNA, 4O MOMEHTA, Koraa un3rotoButesnb NocrtaBnaeT yCTpOVICTBa no
3aKagdy noTeHunanbHOro sBnagenbua.

1.

[NoTeHumanbHLIN BNagenew yCTpOﬁCTBa MHNLMNpYyeT npouecc permcTpaunn 'y narotoesutena.

- HesaBncuMo oT HamepeHuii NoTeHUManbHOro BnagenbLa B 4acTu Ha4yarnbHOW 3arpy3ku ero yCTpoMCTB, OH Bceraa
OyneT nonyyaTtb OT U3rOTOBUTENS cepTudmkaT NpuBsa3ku gosepus ans ceptudumkatos IDevID. OToT ceptudmkat
yctaHaBnuBaetca B NMS noTteHumanbHoro Bnagenbua, 4Tobbl NMS Mmorma npoBepuTb MNOAMMHHOCTb
ceptudpmkartos IDevID Ha nocneayowwmx atanax.

- Ecnn wmsrotoButens nogaepxvBaeT CBOW cepBep HayanbHOW 3arpy3km 4epes Internet (Hanpumep, cepsep
nepeHanpaBsneHns), kak onncaHo B naparpade 4.4. CepBep HavanbHOW 3arpysku, CBUAETENbLCTBa, Tpebyemble
Onsa HacTpoviku bootstrap-cepsepa 6yaoyT npegocTaeneHbl NoTeHUMansHOMy Briagensuy. Ecnu bootstrap-cepeep
HacTpavBaeTca Yyepes APl (He paccmaTpuBaeTcs B 3TOM JOKYMEHTE), CBUAETENbCTBA MOryT ObITb YCTAaHOBMNEHLI B
cucteme NMS noTeHumanbHoro Bnagenbua, 4ytobbl NMS BnocneactBuvM morna HacTpoOUTb PasMELLEHHbIA Y
npounssoauTens bootstrap-cepsep.

Ecnu yctpolictBa nsrotoButenst cnocobHbl NpoBEPATb NOANNCAHHbIE AaHHbIE (5.4. poBepka NoAMMCaHHbIX OAHHbIX)
n B npegnonoxenunn, 4to NMS noteHumansHoro Bnagenbla cnocobHa camocTosiTENbHO MOArOTOBUTL U MoanucaTb
AaHHble HavanbHow 3arpy3ku, ata NMS MoXeT ycTaHOBWUTb cepTudmkaT npuBsa3ku aoBepust aAnst bootstrap-cepsepa
N3roToBUTENS!, UCNOSb3Ysi CBUMAETENbCTBA, NPEAOCTABMNEHHbIE HA NpeablaylleM aTane. JToT cepTudukaT sBnsieTcs
cepTudrKaToM MPUBA3KN OOBEPUS, KOTOPbIX NOTEHUManbHbIN Briageney xoten 6bl NOny4YuMTb OT NPOM3BOAUTENS B
Bayyepax BnageHus, KOTopble TOT CO3AacT, YTobbl YCTPOWCTBA MOIMU AOBEPATb cepTudukaTy Bragensua. Cnocob
NpUMEHeHns cepTudumKaTa NpuBA3KM AOBEPUS Ans Toro, 4Tobbl paspelunTb YCTPOMCTBaM NPOBEPSATb MOANUCaHHbIE
AaHHble HayanbHOW 3arpysku, onvcaH B naparpade 5.4. [NpoBepka NOANMCaHHBIX AaHHbIX.
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t-——————————- + | Ipepnonaraemsi | +---+
| UsroToBUTENE | | BJIagener | | NMS |
Fom e + Fommmmm e + +--—+

|
|
D i ittt | I
| |
| |
NpuBsiska poBepust IDevID | |
o ># Ycran. npuesas. posep.IDevID|
# oo >
# | |
# CBupeTenscTBa IS | |
# bootstrap-cepsepa | |
----------------------------- ># YcraHoBKa CBMAETENLCTB |
fpmmmm e >
| |
| I
2. YcTaHOBKa NPMBSBKM AOBEpMs Oisi cepTubmuxaTa Bnamensua |
B I
|
|
3. BakaB Ha YyCTPOMCTEO |
Lmm e # MogenupoBaHMe yCTPONICTEB

nepemada mMx muOeHTMdmMxar.

|
|
|
|
|
| |
4. TlocTaBKa YCTPOMCTB M | |
| I
M BaydYepoB BIIaAeHMUs | |

|

|

|

Yepes HeKOTOpOEe BpeMsi NMOTeHLManbHbIA Briageney pa3MeLlaeT 3akas y U3roToBUTernsl, BO3MOXHO, CO cCreuunanbHbIM
dnarom anga obpabotku SZTP. B aTOT MOMEHT uUnu nepen pasMelleHVeM 3akasa Brnagernew, MoXxeT cMoAenupoBaTtb
ycTpoincTea B cBoenn NMS, cosgaBas BupTyanbHble 06bekTbl ANs YCTPOWUCTB 6€3 NpuBA3KKN K pearnbHbIM YCTPOMNCTBaM.
Hanpumep, mogens MOXHO MCMONb30BaTh ANA MMUTaLUW pasMeLLEeHUs YCTPOWCTB B CETU U KOHAUrypaumm, KOTopyto
cneayert 3agaTh 4518 NOMHON paboTocnocobHOCTL.

Korga usrotoBuTenb BLIMNOMHMT 3aka3, NOCTaBUB YCTPOMCTBaA B MPEeAyCMOTPEHHbIE MeCTa, OH MOXET coooWnTL
BnagenbLy CepunHble HoOMepa U TOYKM AOCTaBKM, KOTOpble Brnageniel, MoXeT UCNonb3oBaTth AN MNOAFOTOBKA CETU K
BKJTHOYEHUIO yCTpOﬁCTB. B pononHeHue Kk 3TOMY WU3roToBUTENb MOXET nepenatb OAWH WU HECKOJIbKO Bay4epoB
BnageHus, Kpunrorpaduyeckn nepenas Bnagenbly npaBa COBCTBEHHOCTM Ha yCTpOVICTBa. Bnageneuy moxet
NOMecCTUTb 3T cBeaeHus B ceoto NMS, Bo3MOXHO, CBsi3aB cMmopgennpoBaHHbie yCTpOIZCTBa C CEPUNHBbIMW HOMEpPaMn K
Bay4yepamMmu BnageHus.

C.2. dtanbl NOArOTOBKU CeTU BrnaesnbLueM Afisi HAYarnbHOW 3arpy3Ku
Ha pucyHke nokasaHo, kak Bnagernew, MoXeT NOAroToBUTbL CeTb AN YCTPOWUCTB C HaYanbHOWM 3arpy3Komn.

1.

Nmea paHee CMOOENVpPOBaHHbIE YCTPOWCTBA, BKMHOYAs YCTAHOBKY [ON11 HUX TMONHOCTLIO  paBoTOCMOCOGHbIX
KOH(Urypaumnii 1 CBSI3aHHbIX C YCTPOWCTBaMM CEpPUiiHBIX HOMEPOB, a Takke (Heobsi3aTenbHO) BayYepoB BrafeHus,
Brnageney MOXeT «aKTUBMPOBaTb» OAHO WM HECKONMbKO CMOAENMPOBaHHbIX YCTpoucTB. T. e. Bnagenew
npeanucbiBaeT NMS BbINONHUTL aTanbl, Tpebyemble Ans NOArOTOBKU pearbHbIX YCTPOMCTB K BKITHOYEHWIO MUTaHUSA U
3anycky npouecca HavyanbHoOW 3arpy3kh. OTMETUM, UYTO B HEKOTOPbIX pPasBEPTbIBAHWUSX ITOT 3Tan MOXeT
06beanHATLCSA C NocrnedHUM 3TanoM npeabiaywero paboyero npouecca. 3gecb oTMeyeHo, 4To NMS BbINONHSAET 3Tu
aTarnbl, HO OHM MOTYT GbiTb BbIMOSTHEHbI BPYYHYHO UMK C MOMOLLbH0 MHOTO MeXaHu3ma.

Ecnu xenaTenbHO mcnomnb3oBaTth bootstrap-cepBep KOHKPETHOro pasBEpTbiBaHUsi, OH AOSKEeH OblTb HAacTpoeH Ha
npegocTaBneHne HavanbHON 3arpyskn KOHKPETHbIM ycTponcTeam. HacTpoika bootstrap-cepsepa MoXeT BbIMONHATLCA
yepes nporpammHbi uHTepdenc API, He onpeaenéHHbIN B 3TOM OOKYMeHTe. MokasaHHbIN Ha PUCYHKE KaK BHELUHWIA
y3ern, cepBep HayarnbHOW 3arpy3km MoXeT ObiTb peannsoBaH kak BHYTPEeHHUI komnoHeHT NMS.

Ecnu xenaTtenbHO mcnonb3oBaTth bootstrap-cepeep m3rotoButens, oH AomkeH OblTb HAaCTPOEH Ha NpefocTaBrieHne
HayanbHOM 3arpy3kn KOHKPETHbIM YCTPOMCTBaM. 3OTO [OOSKHbI OblTb AaHHbIE NepeHanpaBrieHnst UM BBOAHbIE
CBeJeHns, T. €. CepBep HayanbHOW 3arpy3ku y npoussBoguTtens OyaeT nepeHanpaBnsaTb YCTPOWCTBO Ha Apyrown
bootstrap-cepsep nnu cam npegocTaBnsATb BBOAHbIE AaHHbIE. TUMbI AaHHbLIX HAYanbHOW 3arpyskv, NogaepXuBaemMble
bootstrap-cepsepom y npousBoouTens, MOryT 3aBUCETb OT peanu3auMu U HeKoTopble peanusauuM MoryT
NnoAAepXvMBaTh TONbKO CBEAEHWS O MepeHarnpaBreHMn unv BBoAHbIE AaHHble. HacTpoiika bootstrap-cepepa moxeT
BbINOMHATLCS Yepe3 nporpaMmmHbln uHTepdenc API, He onpeaenéHHbI B 3TOM JOKYMEHTE.

Ecnu xenaTenbHo ncnonb3oBate cepBep DNS ans npegoctaBneHvs AaHHbIX HavanbHOW 3arpy3ku, 9TOT cepBep
JormkeH OblTb HacTpoeH. Ecnn xenatensHo mcnone3oBaTe multicast DNS, cepsep DNS pomxeH pasmeliarbcs B
NOKanbHOM CeTWU, B MHbIX Criyyasix MOXHO nonb3oBaTbca BHelwHuMm cepBepom DNS. Hactporka cepsepoB DNS
paccmoTpeHa B naparpade 4.2. Cepep DNS. Hactpoiika cepeepa DNS mMoxeT BbINONMHATLCA Yepe3 nNporpamMmmHbIn
uHtepdenc API, He onpegenéHHbIN B 9TOM JOKYMEHTE.

Ecnu xenatenbHo mcnonb3oBaTe cepBep DHCP ans npegocTtaBneHns JaHHbIX HayvanbHOW 3arpysku, 3TOT cepBep
[orkeH ObiTb HacTpoeH. [octyn k cepBepy DHCP Bo3moxeH Hanpsimyto unu yepes petpaHcnatop (DHCP relay).
Hactpornka cepsepoB DHCP paccmoTpeHa B naparpade 4.3. Cepep DHCP. Hactpoiika cepsepa DHCP moxeTt
BbINOMHATLCA Yepes NporpaMmmHbln uHTepderc API, He onpeAenéHHbIN B 3TOM JOKYMEHTE.
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6. Ecnn xenatenbHo Mcnonb3oBaTb CbLEMHOE YCTPOWCTBO XpaHeHwus (Hanpumep, USB flash) ans npepoctaBneHus

OaHHbIX HayanbHOWM 3arpysku, 3TO YCTPOMCTBO AOMMKHO ObiTb NoAkndeHo. HacTpoika Ansi CbEMHbIX YCTPOWCTB
paccmoTpeHa B naparpade 4.1. CMeHHbI HOCUTENb.

| 3. (HeoBs13.) HacTp.
| bootstrap-cepeepa

o + e +
|Bootstrap- | | Bootstrap- | +------ + - +
| cepeep (| cepeep | |Jokan.| |Jokan.| +---=-—-——-- +
+--—-+ | st | | v | |cepBep| |cepBep| | CeéMHoe |
|INMS| |paspaborku | |msroroBuTens | | DNS | | DHCP | |xparummue |
-t oo + - + +-———-- + - + - +
| | |
1. | | |
AKTHBaAUMUS | | |
cuomenwmp . | | |
ycTpoMmcTs | | |
-------- >| | |
| 2. (Heo6s13aTeNBHO) |
| HacTpoMka |
| bootstrap-cepeepa |
|======= >| |
|
|
|
|
|

| 5. (Heob6s13.) HacTp. cepBepa DHCP

5. NOBTOP MCTOYHMKOBE M/MIM OXMAAHME HACTPOIKM BPYUHYIO.

|-———————————— >
| | | | |
| | | | |
C.3. BknroyeHune ycTponcTBa
Ha PUCYHKEe NoKadaHa nocrnenoBaTefibHOCTb ,D,eIZCTBMVI npu BKINOYEeHUN NUTaHnA yCTpOI;iCTBa.
dommm - +
to—m——————— + | Bootstrap-|
| UcTounmk | | cepeep |
tom———————— + | Bootstrap-| | st | +---+
| YerporicTeEO | | ZmaHHHEX | | paspaborkn | | NMS |
dmmmm e + dmmm e + e +  +-—-+
| | | |
| | | |
| 1. Ecou cnyx6a HadvaJlbHOM Barpy3Ku | | |
| SZTP He BKJIOYEHA, BHXOJX. | | |
| | | |
| 2. Jns xaxmoro HnonmepXuBaeMoro | | |
| MCTOYH. NPOBEpPKa NaHHHX Barpyskm | | |
| == e >| | |
I | | |
| 3. Ecau BBOLHBIE JOaHHHE HaWUIEHH, | | |
| MHMLIManu3aumss cebss M eclayM MUMCTOUH. | | |
| ABJISeTCHA INOBEPEeHHHM bootstrap- | | |
| cepBepoM, mnepejada oTdéTa. | | |
| === ># | [
| # web-mosymxa | |
| - >|
| | |
| 4. MHaue, ecnm HaMAeHH CBeAEeHMS O NepeHampaBlIeHMM | |
| nyst kaxpmoro bootstrap-cepBepa npoBepxa maHHEX. | |
s oottt >| |
(| | |
| | Ecniu cHoOBa HaMheHH CBEJAEHMSI O NEepeHalpaBJIeHUM, | |
| | pexypcust (He mokasBaHa), MHaue, €CHIM HaMIEHSH | |
| | BBOZHEIE AaHHEE, MHMUMANMBauUMsa cebs M nepepava | |
| | oruéra. | |
| +———— ># web- |
| # nmoBymka |
| #--mm—- >|
|
|
|

1. Tpw BKNHOYEHUU NUTAHKSA YCTPOMCTBO MPOBEPSIET, HACTPOEHa N HavanbHas 3arpyska SZTP, kak 3TO JOMKHO ObITb B
MPUHSITOA MO YMOMYaHUK 3aBOACKOW koHdwurypaumu. Ecnm HavanbHasi 3arpyska SZTP He HacTpoeHa, bootstrap-
noruka 3aBepLuaeTcs 6e3 BbINOMHEeHNS CreayLLMX 3Tanos.

2. [na kaxgoro WCTOYMHWMKA [aHHbIX HavanbHOW 3arpy3ku, NoAAepXKUBaeMbIX YCTPOWCTBOM B MOPSAKE MPeanouvTeHWi
(Hanpumep, cHayana CbEMHbIN HOCUTENb, MOTOM cepBepbl Internet), yCTpoMCTBO NpoBepsieT Hanuuue AaHHbIX
HavarbHOW 3arpy3ku Ans Hero.
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3. Ecnu HaingeHbl BBOAHbIE JAHHbIE, YCTPONCTBO AOMKHLIM 06pa3omM nHuumanusnpyet cebsi (Hanpumep, ycTaHaBnmBaeT
3arpy304Hblii 06pa3 UM NPUMEHSIET CXOAHY KOHurypauuo). Ecnn nctounnkom siensetcs bootstrap-cepeep u emy

MOXHO A0BepsATb (ayTeHTudumKkaumsa TLS), ycTpoicTBO Takke nepeaaéT OTHET O BbIMONHEHUN bootstrap-cepeepy.

- B ucxogHowm KoHdUrypaumm crieqyeT HacTpouTb YYETHYHO 3anucb agMUHUCTpaATopa Ha YCTPOWCTBE (Hanpumep,
UMS nonb3oBaTensi, OTKPbITbIM knMod SSH u 1. n.), 3agatb npocnywwmsaHme coeguHeHnii NETCONF unn
RESTCONF unu uHuuymmpoBaHve ucxogsiumx 3BoHkoB [RFC8071], a Takke OTKMOYMTE cnyx0y HavanbHoOn
3arpy3ku SZTP (Hanpumep, nucT enabled B mogenu gaHHbIX 13 MpunoxeHus A).

- Ecnu cepsep HavanbHOW 3arpy3ku NOAAEPXKMBAET NEPECHIIKY OTYETOB O BbINOMHEHUM OT YCTPOWCTBa (Hanpumep,
yepes web-noByLLKy), oT4ET bootstrap-complete (7.3. Moayns YANG) nHdOpMUpYyeT BHELLHIOW CUCTEMY O TOM,
Korga oHa CMOXeT, HanpuMep, MHULMMPOBaTb COeANHEHNE C YCTPOUCTBOM. [Ans AanbHenlwen NoaAepXKN Takoro
cueHapusi oTHET bootstrap-complete moxeT Takke peTpaHcnmpoBaTb SSH-knouM xocta u/mnm ceptudukaTel TLS,
KOTOpble BHELUHAS CuCTemMa MOXeT MWCNonb3oBaTb ANA  ayTeHTUdUKaumm nocrnenyrwmx COeAUHEHUA C
YCTPOWCTBOM.

- Ecnn yctpowictBo ycnewHo 3aBepluaeT npouecc HavanbHOW 3arpyskuv, OHO BbIxoguT M3 bootstrap-norvku 6e3s
paccMOTPeHUs APYTMX NCTOYHUKOB AaHHbIX Ha4yanbHOW 3arpy3ku.

4. B WHbIX cnyyasix, €Cnu HalifeHbl CBefeHVsi O MNepeHanpaBrieHnn, YCTPOWCTBO MPOXOAWUT MO CMMUCKY 3aAaHHbIX
bootstrap-cepBepoB, NpoBepsis y HAX HanMune JaHHbIX 4SS HaYanbHOW 3arpy3ku ycTpoiicTea. Ecnm aTo cHoBa AaHHble
nepeHanpaeneHusi, pekypcus npogorkaeTcs. B uHbIX cnyyasix, ecnu bootstrap-cepeep Bo3BpallaeT BBOAHbIE
[aHHble, YCTPOWCTBO BLINOJSIHAET AeNCTBUS, OonncaHHbIe B M. 3 Bbille.

5. TlpoBepuB Bce noaaepxuBaemMble UCTOYHMKM AaHHbIX HayanbHOW 3arpy3ku, YCTPONCTBO MOXET MOBTOPUTb MOMbITKY
0N BCeX MCTOYHMKOB M/UNW NpeaocTaBUTb MHTepdENC ynpaBneHusa ans HacTporku BpyyHyto (Hanpumep, CLI, HTTP,
NETCONF u T. n.). Ecnu paspelueHa py4Has HacTpovika u koHdurypaumsa npegcrasneHa, ata koHdurypaums AomkHa
OTKMIOUUTL cnyxby HavansHou 3arpy3ku SZTP, nockonbky Ta 6onblue He TpebyeTcs.
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